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File carving fundamentals

* File Carving definition
— Carving is a general term for extracting structured data

(files) out of raw data, based on format specific
characteristics present in the structured data

* File carving is a powerful technique because it can

— ldentify and recover files of interest from raw, deleted or
damaged file systems, memory, or swap space data

— Assist in recovering files and data that may not be
accounted for by the operating system and file system

* File metadata is no longer available

— Assist in simple data recovery
* http://www.forensicswiki.org/wiki/Tools:Data_Recovery



File carving details 1

* |ldentify and recover files based on analysis of file formats

* Header-footer or header-maximum file size carving

— Many file types have well-known values or magic numbers in the
first bytes of the file header and in the last bytes of the file

— ldentify specific types of file headers and/or footers and carve
out blocks between these two boundaries

— Stop carving after a user-specified or set limit has been reached

— Unfortunately not all file types have a standard footer signature
so determining the EOF can be difficult — thus the need for limits

* File structure based carving (metadata in the file as well)
* Content based carving (semantics etc.)



File Structure and Content-based
Based Carving

* File Structure Based Carving
— This technique uses the internal layout of a file
— Elements are header, footer, identifier strings and size information etc.
— Known carvers which use this technique are Scalpel and PhotoRec
* Content-based Carving
— Content structure
* Loose structure (MBOX, HTML, XML)

— Content characteristics
* Character count

Text/Language recognition

White and Black listing of data (filter)
Statistical attributes

Information entropy

‘digital picture recovery
http://www.cg se(:urity,org_‘




File carving details 2

Many carving programs have an option to only look at or near
sector or cluster boundaries where headers are found

— File start is always at a sector boundary, but end is not

However, searching the entire input can find files that have
been embedded into other files, such as JPEGs being
embedded into OLE documents etc.

— This may be considered an advantage or a disadvantage,
depending on the circumstances

The majority of file carving programs will only recover files that
are contiguous on the media (in other words: files that are not
fragmented)

Files may be incomplete
— Start, end, middle sectors may have been reused



FAT delete
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Ext3 delete
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Simple file carving example

* JPEG files start with OxFFD8 and end with OxFFD9
* To recover a JPEG file

— Find locations of its header and footer

— Carve out everything between those two endpoints

— If no end marker exists: Specify a maximum length
* File size (length) or location of next JPEG file (OxFFD8) etc.

* Works well only for non-fragmented files
— Improvements: Exclude all sectors in use by other real
(allocated) files and previously extracted files

Hexdump of sample. jpg

ff d8 f£ff e0 00 10 4a 46 49 46 00 01 01 01 00 50 oo o .. JEFIF.....
. Data ...
28 a2 80 3f f£f d9 | (..72..]




Main problems of file carving

File carving has a time complexity of NP-complete
— Cannot be solved and verified quickly (time consuming)
— You must try all possible combinations of fragments/sectors

— Optimizations are possible to reduce this somewhat

* Depending on the file system used, file types in question or additional
information, e.g. content redundancy etc.

Many unreadable invalid and partial results
— May result in more data as output than input
Quality of the tools are unclear
File systems become larger (TB disks are inexpensive)

— Huge numbers of files and huge numbers of fragments!

— But, individual files usually lightly fragmented and files are usually
stored sequentially by the OS on media



Detecting the end of a file

If a specific signature exists > Problem solved?

— Note: Some files may have header signatures or the footer
signatures occurring perhaps several times within the file!

Length of the file may be found in the header

— Requires detailed knowledge of the file format which is
problematic with proprietary software

Header signature of a new file exist in the carved candidate
— Embedded files can be troublesome in this respect!
— Possible premature termination > Be careful!
Maximum file length reached
— This is a fallback and very inefficient!
— File viewers will usually ignore added data after the end
End of image reached (or partition/disk etc.)



The file carving process 1
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The file carving process 2

* Preprocessing: Extracting information about the file
— Identify file type; identify start and end/length if possible
— Select all sectors which potentially could be part of the file
* Assembly: Generate a potential version of the file
— Decide which sectors to include

— Concatenate these sectors in a "sensible" manner
* According to various strategies and based on various data

— Note: Try "best" files first to reduce scope of searching!
* Discriminator: Check whether the result could be correct
— Can this file be "decompressed"” (viewed) or does it make "sense"?
— Where in the file is the erroneous position?
— Some parts belonging at an absolute position?

— Usually based on known file viewers or printers
* Difficulties: No specific error reporting, internal error recovery
* |s additionally problematic if the file was corrupt before carving start



Carving software: Scalpel

* Reprogramming of "Foremost" for better performance and less
memory requirements

— Limited to two sequential passes over the whole image

— First: Create DB of file headers and search for possible footers
* Only when header found and reasonably near (max. file size)
— In between: Matching headers and footers to create files
* Creates work queues for each chunk (typical 10 MB)
— Second: Extract all files by working the queues for each chunk
* To avoid memory-to-memory copies
* Based on: File structure based carving

— Configuration file needed, which specifies for which information
to search (e.g. reducing scope to JPEG images)

— Produces therefore a lot of "garbage"!



First
pass

Richard, Golden G. Ill, Roussev, Vassil: Scalpel: A Frugal, High Performance File Carver

JPG

headers: 1,500
footers: 5,000, 6,500
MPG

headers: 9,000,000
footers: 26,000,000
GIF

headers: none
footers: none

work queues

Header/footer database

N

chunk boundary
(10MB)

STARTSTOPCARVE
start: 1,500

sop: 6,300

name: small.jpg

-—— = -

e

CONTINUECARVE
NAME: MOVIe. Mpg

B =

STOPCARVE
stop: 26,000,000
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small.jpg

movie.mpg 38MB DISK IMAGE

|

Figure 1. Work queues in Scalpel. Each 10MB chunk of an image file 1s assigned a work
queue, which contains a sequence of records that define carving operations for that chunk
during Scalpel’s second sequential pass over the image file.



Scalpel example configuration

1 2 3 4 < 6

gif V 5000000 \x4T7\x49\x46\x38\x37\x61 \x00\x3b

giele] YV 200000000 v fixd8\xffyxelx00%=10 bk iy e i

png V 20000000 \x50\x4e\x477 ZefENwd o fd\xi

do i 10000000 \xdO\xcfixll\xeO\xal\xbl\xla\xel\x00\xQ0
\xdO\xcf\xl1l\xeO\xal\xbl\x1la\xel\x00\x00 NEXT

doc W 10000000 \xdO\xcf\x11\xel\xal\xbl

pst V 00000000 \x21\x42\xde\xad\xocf\xb5\xab6

htm n 50000 <html </html>

pdf vy 000000 $PDF $EOF\x0d REVERSE

A Y 10000000 PK\x03\x04 \x3c\xac

e 1: File extension; 2: Case sesnitivity of header/footer
e 3: Maximum file size in bytes; 4: Header bytes
e 5. Footer bytes (optional); 6: Footer mode (optional)
> NEXT - Header + all data up to and excluding the footer

> REVERSE - Header + all data up to last occurrence of
footer within maximum file size



Carving software: X-Way Forensics (WinHex)

File recovery by type
— Requires files to be not fragmented at all |

* Uses no optimizations, just plain start to end/maximum size! -‘HSFE[
— Look for file headers (file system knowledge) 3
* Everywhere, free clusters only, allocated space only

— Search (alignment) of file start can be specified
* Cluster: Only possible searching for files in a "good" file system
* Sector: Find remnants of files in previous file systems/partitions
* Byte: When no alignment is possible (searching from raw data)
— Backup files, embedded objects (images within text documents)
— Increases the number of false positives significantly
— Signatures are stored in an Excel file

* Description, extension, header, offset (of header from file start), footer,
default size (override of the manually set size in the Ul)

— Custom extensions to the list are possible
* Footer is only searched up to the maximum file size



Carving software: X-Way Forensics (WinHex)
* Tools > Disk Tools > File Recovery by Type

— Mark the file types you want to carve

File Header Search on 8-jpeg-search [é]
® XW F File type(s]: Signatures... Ciefault file size: 1024 kB
JPEG [ipa:jpeal [¥] Respect individual default sizes in file twpe definitions
- U nderrated SW ErIqFG[ Eﬁ]”g] Max. file size: 100 times default size
Leading supplier of MED Diocu 1
— M50 Docurnent Image [ mdi) 7 . . -
g pp M_S Windowms .J_u:uurnal [.jint;jtp] Filename prefis: pic
fO rensic SW 1 EETEEEE;F"[”E;S'IJ] [¥] Inteligent naming, where possible
| P Paintbrush [ pex]
E uro pe - Pairt Shop Pro [ pzp) Cutput falder:
High Dynamic Fange [ hdr —
° H el Canon Rah [ cnw) Cmp U
p Adobe Phatazhop [ psad]
Graphics Metafilg [.warnf]
— manual. pdf Egr:llrll'chenctlnh;:itr?tm[écﬁ.:uﬁmf] [Lu:u:uk for file headers everpwhere v]
Corel Photopaint [ cpt] g Rl e
— XWFQuickStart.pdf | |Ebenie o
' Eg'“gl[ac'ina'-]'f' Metafile [.cms) IE:-:tensive bute-level search - |
.dwg
by B rett S have 'S Rich Text Farmat [rif]
HTMLAML [ htrol:ktn:php:php3:phpd phitml s
_ H H M5 Intermet Explorer [.dat]
Quick Guides A0L PFC [ picorg)
b ailbios [.mbosmbs]
_ Outlook Express [.dbx]
Tem plates SEHQDTK [.psé;clst].l (ermls) [ Create subfolder for each file pe
iger E-mail [.emlx
_ YouTube mOV|e OE addr. book [.wab) b Start new subfolder after 2500 files
Data recovery [part2] ok | [ concel [ Hep |




Sliding entropy

Entropy = Measure of randomness

— Large changes in entropy will usually indicate that this sector does
belong to a different file

— Attention: Embedded files; since these are seldom on sector boundaries
> Requires a sliding window smaller than a sector!

Average = Measure average value of bytes (in combo with stddev)
Sliding entropy is used to classify different data types

— Entropy 0-8 (8 = pure random)
* 4-6: Text and HTML blocks
« 7-8: Zip and JPEG blocks

Additional measure: character type

— Counts the percentage of certain character classes
* Alpha(-numeric), ASCII, lower, printable, punctuation, space, ...

Not easy to fully automate
— Changes in entropy are best identified visually



Sliding entropy example
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Images: Smith/Monroe/Bair: Digital Forensics File Carving Advances



Semantics-based file carving 1

* Current research project

— Carving of "text" files based on their semantic content
 txt, html, java, c, ...Everything for direct human reading

* Basic idea: Searching in several stages

— Identify all potential sectors
* Recognizing text, programs, etc. is possible with a high certainty
— Programming languages: Idioms (for loop etc.), reserved words
— Natural languages: Check for spaces, letters, non-letters
— Detect language of the file
* Programming language or natural language?
— Natural language: Using "stop word lists” is fast and easy!
— Programming language: Reserved words, regular expressions
» Example C: include "[a-zA-Z\-_0-9]*.h"\n
— Hierarchy check: Nesting for programming languages (indentation) and
html files (unopened/unclosed tags)
* Allows excluding certain sequence



Semantics-based file carving 2

— Boundary check: Is the first/last word a complete word or only a
fragment?

* Uses WordNet ( ) or custom lists
* Sorting fragments based on Google searches

— Build a combination of a small part of the end of a sector and small part
of the start of a sector

— Submit it as a fixed-string search to Google
— Count the results

— Which occurs most often (or is found at all) is the most likely
combination of sectors

* Based on the idea that texts and programs consist of common
fragments which can be found in the Internet
— Will not work for binary files
* These cannot be found by Google easily
* They are much rarer and often the exact file would be required


http://wordnet.princeton.edu/

Reducing the space requirements: CarvFS

* With huge hard disks, carving becomes more difficult

— Many carved files are very large, as they extend to the maximum size: the
footer (no longer/at all) exists!

— Copying file content takes a long time

e Solution: CarvFS

— Virtual file system on top of FUSE (Linux userland file system)
— Mounting a forensic image as a new read only file system

— Files created do not exist separately at all: They only refer to certain
positions within the image

* They are only symbolic links
* Many and overlapping files > No size on disk required at all!

* Metadata can be supplied in an additional XML file
— Depends on the image used, raw (dd) has none, EWF/AFF has
* LibCarvPath do the actual fragment mapping and annotation



Reducing the space requirements:
Conceptual differences between traditional
and in-place carving

Fragments
- N 4 A
In-Place | ——=| ¥ Y
Host Forensic Carving :_\p;ﬂ
File — AN A G/
System Target |11 — — =
— g 7ot i
L J . J
2
% Copy
Traditional =
raditiona / \
: — ]
Carving _L,
— %
—
>0 m
=
2 /

IN-PLACEFILECARVING, Golden G. Richard lll, Vassil Roussev,and Lodovico Marziale



Reducing the space requirements: CarvFS

The information on the position within the image is encoded
into the name of the file
— Consists of several fragments
« Each fragment is specified by <offset>":"<size>
— Fragments are separated by

Note: You can open ANY file in CarvFS, even if it does not
exist, but conforms to the filename specification!

— Example: "strings CarvFS/0:512.crv" will search the first 512 byte for any
text strings contained and print them
Note: CarvFS is not compatible with other forensic tools!

— Tools must be adapted to be able to work with CarvFS, or they will just
copy out the data to a "normal” position
* No "automatic" creation of the links when writing to a file
* The tool must provide only the "coordinates" where to find a file

Work has started to include LibCarvPath support into Photorec



JPG file structure (Exif)

* APP1 appears at the beginning
of an Exif file, contains the

thumbnail and cannot be more
that 64 Kb in size

— The Exif JPEG thumbnail may use
a JFIF header and footer

— JFIF standard (non-EXIF) use APPO

* Exif files allows for an
optional APP2 which contains
FlashPix extensions
Hex | Symbol | Marker Name Description
FFDA 501 Start of Image Start of compressed data
FFE1 APP1 | Application Segment 1 Exif attribute information
FFEZ APP2 Application Segment 2 Exif extended data
FFDEB 0QT Define Guantization Tahble Quantization table definition
FFC4 DHT Define Huffman Table Huffman table definition
Define Restar
FFDD DRI Interaperahility Restart Interoperahility definition
FFCO SOF Start of Frame Parameters relating to frame
Parameters relating to
FFDA =] Start of Scan components
FFDO EOI End of Image End of compressed data

JPEG MARKER CODE ASSIGNMENTS USED IN EXIF (JEITA CP-3.

TABLE 1

Exif header
identifier
Size(2248)
JPG Header \xffixd8 | \xffixd1 [\x08\xc8 Ex .
ifix00\x00 —  Exif header
Exif TIFF thumbnail
file
Start of Frame '
identifier \xffixcO |\x00\x20] — Size(32)
Start of Frame
32 bytes —  segment
Start of Scan Start of Scan
identifier \xffixda |\x00\xOc header size
(12)
[~ Start of Scan
header
image . \
data variable size
~ End of Scan
\xffixd9 identifier




TABLE 1
METADATA TAGS USED IN EXIF {JEITA CP-3451)

EXIF IFD
Tags Relating to Version

Digital Still Camera Forensics

ing to Image Configurztion
CompaonentsConfiguration
CompressedBits PerPixel
PixzlXDimension

« SSDDFJ _V1_1 Cohen.pdf

M vole

UserComment

* Some programs do not update the thumbnail |Seeere=

Tags Relating to Date and Time

http://blogs.23.nu/disLEXia/2004/12/antville-5751/ |
* Exif extended data — APP2 (FlashPix) i

TimzDigitized
ng to Picwre-Teking Conditions
Time

TABLE IV
TABLE V METADATA TAGS USED I EXIF (JEITA CP-3451) 8 : I:Pm.'btra"_\
METADATA TAGS USED 1N EXIF (JEITA CP-3451) o [g[;g;:d?jl,l,g‘
. . FE OECF
L I h IS IS a S IFD Tags releting to image data siruciure ShutterSpeedValus
Tags Helating to GFS ImageWidth A.T.‘:?Il;l'f\r-ll.ﬂ:.
GPEVersionID Imagelength tnessVAlue

BiasValue
ureValue
GPSLatitude ! ; .
GPSLongitudeRef PhaotometricInterpretation
hard to get
RamplesPerPixel

GPSAltede

L]
d u n I e a n d GPSLatitudeRet BitsPerSamnle
Comprassion

1 ' GPSTimeStamp PlanarConfiguration
a g rl p O n H GPS3atellites YChCr3ubSampling j
GPSStatus ¥ChCrPositioning FlashEnergy

SjpacizlFrequencyResponse

GPSMeasureMode XResolution
GPEDOP YResolution
GPSSpeedRef Tags relating to recording offset
. GPSETrackRef SripOtisets
L P rOJ e Ct GFSTrackRef RowsPerStrip
GPSImgDirectionRef JPEGInterchangeFormat

GPSImgDirectionRef JPEGInterchangeFormatLength

L] L -
S u g g e Stl O n ? Tzgs releting to image deta charactenstics SceneType
. C CFAPattem

GPEMapDatum CustomRendered

EEF%D:MLaL?Lud:R:z’ tePoint ; Exposurehdade
GPEDestLatitude PrimaryChromaticities WhitzBalance
GFSDestlongitudeRef YChCrCoefficients DigitalZoomR atio
GPSDestlongitude Reference Black'White FocalLengthln35mmFilm
GPSDestBearingRef Other Tegs SceneCaptureType
(iPSDestBearing DateTime Gain(-ontrol
GPSDestDistanceRet ImageDescription Con r'!
GPEDestDistanceRef Make

GPSProcessingMethod Model ettingDescription
GPE Arealnformation Software DistznceRange
GPSDat=Stamp Artist

GPSDifferential Copyright ImageUniquelD




| damaged.jpg -|Windows Photo Viewer = |wl=] |ﬂ"3_]
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Conclusions

File carving is problematic: It takes a long time and the results
are often suboptimal

— Large numbers of huge files, which are incomplete

— View and classificate files takes forever...
Fragmentation is not that common anymore, but still a
problem even for modern file systems

— Fragmentation may be worse when users upgrade to SSD drives

— File carving must cope with out-of-order and missing sectors

— Especially problematic are files with a missing start
Improvements possible and under development towards

— Requiring less memory: Verification also "in-place”

— Needing less |O: Fewer passes

— Specialisation: Working for a single file format very well
* Based on the specific structure, content, properties, ...



Ease review of data carving

Keven Murphy at: have in his
blog post a solution: http://blogs.sans.org/computer-
forensics/2009/12/09/making-reviewing-files-from-data-
carving-easier-documents/comment-page-1/#comment-6856

Fully automatic script solution
Images processor

— Stego test, exif data and nudity score
Documents processor

— Creates thumbnails of documents
More processor modules on the way...
Perl scripts
Plugins support
Looks very promising!


http://www.citadelsystems.net/

FTK >= 3.2 Custom Carvers

E Custom Carvers

« > CHhH !lj‘.n'.fww.accessdata.com,.-"su:j:jo'I,-"custc-T|—ca’-..-'6's r:ﬁn?l m ﬂ =

E Freja och Embla - O... E iGoogle {} Synonymer.se - Lexi... lf@# Folkets lexikon £ ) Google Translate I;‘ gotAPI/CSS - Instant... * [ Other bookmarks

Custom Carvers

m

The following Custom Carver files are for use with AccessData’s Forensic Toolkit® program. A Custom Carver file will carve for any file type that has the
correct header/footerffile length information. FTK Custom Carver's can find any embedded or deleted file as long as the file header still exists.

The Custom Carver files available from AccessData have been collected from both internal and external sources®. Each of these files has been reviewed by
AccessData for basic functionality ONLY. Since every investigation varies, we cannot guarantee that these Custom Carvers will recover all of the data files
you are targeting. AccessData recommends that you review the Custom Carver files intended output prior to using it in a case or relying on it as the basis
for any professional opinion.

Creating and managing Custom Carvers is covered in the AccessData BootCamp training classes. Please contact your sales representative for more
information.

We welcome additional Custom Carver submissions and modifications! Please send additions and modifications to customcarvers@accessdata.com.

CUSTOM CARVERS:

[server]\tools\AccessData\

Macintosh Carvers
Mobile Device Carvers

More than 150 different carvers

Other Carvers .
DOWNLOAD CUSTOM CARVERS > http://www.youtube.com/watch?v=D3SV(siYcug
NOTE: There are currently no custom carvers for Mac.

Webinar

Custom Carving and File Types




Refinement Options

)

e

Evidence
Processing

Evidence
Refinement
(&dvanced)

Index Refinemeant
(&dvanced)

Evidence Processing

Generate File Hashes (flag duplicates)
¥ MD3 Hash
W SHA-1Hash
¥ SHA-256 Hash
[ Fuzzy Hash
[

¥ Expand Compound Files

Takes exira bime fo expand fes ke emai boxes, zps and OLE documenis.

s
¥ Flag Bad Extensions

I Entropy Test

v dtSearch® Text Index

v Create Thumbnails for Graphics
[ Create Thumbnails for Videos
[ Generate Common Video File
[~ HTML File Listing

[~ €5V File Listing

[ Flag Duplicate Files
[~ KFF

Expansion Options. .. |

FTK >= 3.2 Custom Carvers

Carving Options

Select Types to Carve

PING Files

¥ Data Carve

e ARG IPHODS .

I Meta Carve

I™ Optical Character Recognition

=

™ Registry Reparts

v Indude Deleted Files

=

[ Send Email Alert on Job Completion
| Decrypt Credant Files

4

Select

[] AIM Chat Logs
[[]Facebook Status Updates
[[]Facebook Chat

[[] Facebook Email Artifact
[[] Facebook Mail Snippets
"1 Facebook Fragment

1 Gmail Email Message

] Gmail Parsed Email

[[] Google Talk Chats

b T AT

L

All

Clear All

m

Custom Carvers...

[ Exdude KFF Ignorable

Selected Carver Options

(o |

1.

Cancel

oK Cancel




FTK >= 3.2 Custom Carvers

-

Manage Shared Custom Carvers

Carvers

HTML

Lotus 1-2-3 Spreadsheet

Other_3GP 3G Metwork Video File
Other 9660 CD Disk Image
Other_Adaptive Multirate ACELP
Other_Adobe AIR File

Qther_Android Archive File
Qther_Android Dalvik Excecutable File
Qther_M4a,M4y audio Video File
WIN_Initialization/Configuration File
WIN_Lotus 1-2-3 v1 Spreadsheet File
WIN_Lotus 1-2-3 v3 Spreadsheet File
Windows MFT Records

m

1

q | I

New

-

Custom Data Carving

[

Wl Bvindows MFT Records]
Min. File Size (bytes): |0

Key Signature(s) (any one must be present)

Author: | ND

May. File Size (bytes): | 1024

QESC"iF'ﬁO”:| Windows MFT Records

Extension:

Emiail

Executable
Archives

Folders

Slack,Free Space
Other Encryption Files
Internet/Chat Files
05/File System Files
Other Known Types
Unknown Types
User Types

Lo Shenannaranbn Annlicatinne

Offset Value A=3
0 4549 4C 45 3000 False
Other Signature(s) (all must be present)
Offset Value A=3
File Cateqory: End of File
[ Multmedia - & File Length

Offset: |0

Length: o« I Litte Endian

" End File Tag

m

Save

Cancel
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Lab 1 - Eclipse with PyDev

= Pydev - forensicZlab/src/test.py - Eclipse

—

El |t

File Edit Source Refactoring Pydev Run Mavigate Search Project Refactor Window Help

Cn = |uTn =7 I%JE? ta ﬁ'@'%' = 4
[% Pydev Package Explorer 52 = O P test 22
E I
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-
-
- 1
-
-
- e
-
-
-
- e
e
-
-
4=

AndroidSysInfo

ButtonClickTest

CelllD
com_example_android_simplewiktionary
dewvogella.andreid.alarm
dewvogella.android.contentprovider
dewvegella.android.intent.explicit
devegella.android.listactivity
dewvegella.android.preferences
dewvegella.andreid. ReadWebpage
dewveogella.android scrollview
dewvegella.andreid.temperature
DroidForensics

FlashLightl

forensic2lab
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> B

B

> [B] pycarve.py

+ [F] smscarve_kB00.py
- [F] smscarve_w800.py
» [Pl smsdecode.py

» [Pl smsdecode2.py

- |[F] test.py

Python26 (C:\Python2@'\python.exe)
GP5Map
HelloTabWidget
HttpDownload

info24

info24tl

LifeCycleTest
LocationTest

[F] 1 items selected

-

def add(a,b):

return atb
def addFixedValue(a):
v =25
return y+a

m

x = add(1,2)

z = addFixedValue (1)

print (x)

print (z)

percent = float(x)/float(z) * 100

print percent

4

["'_ Problems | Bl Console 2

<terminated> C\hjo\workspace\forensic2labisrchtest.py
3

&

50.0

Recommended IDE tool for lab1!
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L ast lecture slide!
References will follow



File Carving Taxonomy 1

Carving (from: )

— General term for extracting data (files) out of undifferentiated
blocks (raw data), like "carving" a sculpture out of soap stone

Block Based Carving

— Any carving method (algorithm) that analyzes the input on block-
by-block basis to determine if a block is part of a possible output
file. This method assumes that each block can only be part of a
single file (or embedded file).

Characteristic Based Carving

— Any carving method (algorithm) that analyzes the input on
characteristic basis (for example, entropy) to determine if the
input is part of a possible output file.

Header/Footer Carving

— A method for carving files out of raw data using a distinct header
(start of file marker) and footer (end of file marker).


http://www.forensicswiki.org/wiki/Carving

File Carving Taxonomy 2

* Header/Maximum (file) size Carving

— A method for carving files out of raw data using a distinct header
(start of file marker) and a maximum (file) size. This approach
works because many file formats (e.g. JPEG, MP3) do not care if
additional junk is appended to the end of a valid file.

* Header/Embedded Length Carving

— A method for carving files out of raw data using a distinct header
and a file length (size) which is embedded in the file format

* File structure based Carving

— A method for carving files out of raw data using a certain level of
knowledge of the internal structure of file types. Garfinkel called
this approach "Semantic Carving" in his DFRWS2006 carving
challenge submission, while Metz and Mora called the approach
"Deep Carving."



File Carving Taxonomy 3

* Semantic Carving

— A method for carving files based on a linguistic analysis of the
file's content. For example, a semantic carver might conclude
that six blocks of french in the middle of a long HTML file written

in English is a fragment left from a previous allocated file, and
not from the English-language HTML file.

* Carving with Validation
— A method for carving files out of raw data where the carved files
are validated using a file type specific validator.
* Fragment Recovery Carving
— A carving method in which two or more fragments are

reassembled to form the original file or object. Garfinkel
previously called this approach "Split Carving."



Sources and readings 1

Cohen, Michael: Advanced Carving techniques
— http://sandbox.dfrws.org/2007/cohen/Advanced_Carving.pdf

Kloet, S. J. J: Measuring and Improving the Quality of File Carving
Methods

— http://'www.uitwisselplatform.nl/frs/download.php/461/thesis.pdf
Carrier, Brian: Why Recovering a Deleted Ext3 File Is Difficult ...
— http://www.linux.sys-con.com/read/117909.htm
Wood, Carlo: HOWTO recover deleted files on an ext3 file system
— http://www.xs4all.nl/~carlo17/howto/undelete _ext3.html

Richard, Golden G. lll, Roussev, Vassil: Scalpel: A Frugal, High
Performance File Carver

— http://dfrws.org/2005/proceedings/richard _scalpel.pdf



Sources and readings 2

* LibCarvPathand CarvFS
— http://ocfa.sourceforge.net/libcarvpath/

* Smith, Jay, Monroe, Klayton, Bair, Andy: Digital Forensics File
Carving Advances

— http://www.korelogic.com/Resources/Projects/dfrws_challenge 2
006/DFRWS_ 2006 File Carving_Challenge.pdf
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