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Who am I?

● David Shaw

● Senior Director of Engineering at Redspin

● Application and Network Security

● Technical Editor: Nmap 6: Network 
Exploration and Security Auditing Cookbook

● @dshaw_



● How to setup an Analysis Lab

● Detection of Malicious Processes

● System-level Change Detection

● Malicious Traffic Analysis

What you’ll learn
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What you won’t

● Static Code Analysis

● Crackmes
○ (But you should check those out anyway)

● How to be a wizard with IDA Pro, OllyDbg, 
etc.

● Any assembly whatsoever



Mal-what? Why do I care?

● Computers are faster; malware can do more

● System and security admins must maintain 
data and network integrity

● Anti-virus is a game of cat-and-mouse 

● Malware analysis is fun!



Getting Started

● Virtualization software (VirtualBox)

● Windows ISO or disc

● Analysis toolchain

● Malware samples (malware.lu, VirusShare, 
any shady web site...)



Meet the Tools

● Sysinternals: best thing ever

● Process Explorer
○ Task Manager improved

● Process Monitor
○ System-level change monitoring

● Autoruns
○ Basic malware persistence analysis

● Wireshark



Before we start

● Create a new analysis VM

● Install the toolchain

● Take a snapshot

● Install malware

● Take a snapshot (INFECTED)



Install the toolchain



Install the malware





Part I
What’s Running?



Running Processes

● Process Explorer shows great information

● Task Manager, but way better

● Lets us look for suspicious processes
○ Also: a nice way to get to know your system





So many colors!

● Process Explorer is color coded!

○ Green: New Object

○ Red: Killed Object

○ Salmon: Service Process

○ Blue: Own (user) process

○ Deep Purple: Packed Image



So many colors!

● Easily configurable via Options -> Color 
Selector



What was that blip?

● By default, Process Explorer shows 
new/killed processes for only a second

● Not really enough time for in-depth analysis

● Can be handily changed via Options -> 
Difference Highlighting Duration



Customized Column Reporting

● Display particularly relevant information 
immediately



Process Identification

● Are there red flags?

○ Unsigned or unverified processes (fake svchost.exe, 
etc.)

○ Packed processes (generally not a good sign)

● When does the process run?

○ Right after you run the potential malware?



A Deeper Look

● Is the process persistent?
○ If not, what is it doing? File or network I/O?

● Is this from a trusted source?

● Are there hardcoded strings?



Potential Pitfalls

● Some malware tries to stop our analysis:
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Potential Pitfalls

● Some malware tries to stop our analysis:

● Fortunately, we can simply run as a 
privileged user
○ Unless the malware beats us to it

● Consequence: “own process” changes







Strings Analysis

● Command and Control servers (C&Cs) must 
be hardcoded somehow

● Sometimes (due to laziness), we get lucky

● grep -iE '\d+\.\d+\.\d+\.\d+|https?:'

● But what is the malware doing?



Part II
What’s it Doing?



System-level changes

● Process Monitor hooks into the Windows 
Event Tracing functionality

● All file system changes are logged to a 
constantly scrolling window

● Produce a huge amount of data





Drilling Down

● Too much data becomes useless
○ Much like other kinds of security monitoring...

● What are we looking for?

● File creation, file deletion, registry edits

● Persistence mechanisms
○ More on that soon



Process Monitor Filters



Custom Filters

● Several approaches (inclusive vs. exclusive)

● Depends on what you’re looking for!

● For example:





What can this tell us?

● All file system operations

● Easy way to detect changing (or new) 
executables

● Filters allow fine-tuned results from a 
massive data set

● Can detect persistence mechanisms before 
they activate



Part III
Does it Stick Around?



Autoruns

● Ever used `msconfig`?

● It’s like that, except better in every way
○ Process Explorer : taskman :: Autoruns : msconfig

● Can easily view many different types of 
persistence mechanisms
○ Also useful for general system administration

● Also has a nice CLI mode (autorunsc.exe)



Interpreting Autoruns

● Also color coded

● Like many other Sysinternals tools, can 
verify code signatures

● Can be used as a “run once” tool or `diff`ed
○ autorunsc.exe -c



Interpreting Autoruns

● Filters help

● Combining results with Process Monitor is 
usually a good idea, too





Common Pitfalls

● Watch out for tricky malware

● Malware will often be redundant many times 
over
○ This is why anti-malware can have such a hard time

● Be wary of run-once (on reboot) entries

● Be wary of cmd.exe calls to write/delete/run 
other files



Part IV
What’s it saying?



Wireshark

● Wireshark is industry-standard GUI packet 
sniffer

● Very robust, includes filters, etc.

● Process Explorer & Process Monitor may 
already flag network connections

● Who is it talking to?

● What is it saying?



Who is it talking to?

● Malware almost always “calls home.”
○ If not, it’s going to send you somewhere 

(scareware/ransomware)

● C&Cs get shut down constantly, so malware 
likes to keep its network current

● This can also make analysis harder (more 
on that later)

● So what do we see?



Who is it talking to?

● First thing we see is a DNS query:

● I wonder what that is?



We’ll just call this “NSFW media.”



What else?

● “Sketchy,” but doesn’t appear to be blatantly 
malicious

● Probably a compromised host

● What does the malware do next?





Spread that ‘net!

● m.php 404’d

● Further evidence of compromised (then fixed 
host)

● Malware doesn’t usually give up easily; 
when one server doesn’t work, the sample 
keeps trying

● When there’s nothing left and no response, 
it’s dead



Dealing with Dead Malware

● Malware (and C&Cs) have a very short 
lifespan

● By the time samples are easily available, this 
lifespan is usually over
○ Unless you found some 0day malware!

● Many researchers are working on this 
problem (it’s harder for dynamic analysts)



FakeNet

● FakeNet can simulate a “live” host that’s 
actually dead

● Very useful for seeing what malware does 
once commands are received

● Still not 100% effective if you can’t model 
traffic



FakeNet

● Some major advantages:

○ Can view SSL-encrypted requests easily

○ Traps all traffic going out

○ Can usually lead to effective modeling of traffic

● http://sourceforge.net/projects/fakenet/







Further Research

● Practice on known malware

● Read up on static vs. dynamic analysis
○ CrackMe’s

● Practical Malware Analysis

● Find and analyze new malware!



Thank You!


