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= A conference bridge is an ATC (Audio Tele-Conference)

=" Companies commonly use specialized service providers which
* Maintain bridge (HW/SW)
" Provide access phones and PINs

= This research started with my Outlook VBA “conference room
codes & attachments” automation
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= \/oice bridge tapping not yet perceived as risk
" Bridge details freely float around

=" Not easy to detect
= Attacker is not forced to respond to “bridge chair” call-out
= Usually, there is no "visual control panel" of attendees

" Limited security features
= PINs are usually 4-6 digits, linked to personality
= Limited [0-9] alphabet used, low key-space
= Usually “brute-force lock-out” is NOT implemented

= Can give wealth of information (see below)
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" Need reliable actionable inteligence extraction
» Conf detail data: phone number, access code, date/time
" Transcripted data:
= 0.00S: google mail
= +|NFS: alchemyapi, opencalais, zemanta, coveo

=" Need reliable voice transcript extraction
= 0.00S: google voice
= +|NFS: jott, nuance/dragon
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" The “necessary evil” in enterprises
= | ogistics
= Physical conference rooms booking
= Conference material sharing
=" Materials
= Sensitive attachments (a future todo)
= Voice bridge details
= All shared/public
= Included in TO/CC
=" An IT security nightmare
= Real life job example:
= ~500 conference rooms worldwide
" Every “room” user on avg 5 years of shared calendars
= Automate!
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Example — Outlook 2010 + “Pattern-able” names
=

Search: & Nameonly ¢ More columns

Jlibrary]

Advanced Find

il Lbrary - Main - 127 - Conf Room
[a Library - Main - 225 - Conf Room
{4 Library - Main - 230B - Conf Room
{2 Library - Main - 314 - Lab

|4 Library - Main - 346D - Conf Room
il Lbrary - Main - 4246 - Workroom
{4 Library - Main - 428 - Conf Room
{4 Library - Main - INP

[ Library - Main - Marshall Gallery
E Library - OSLF - 202 - Conf Room
i Library - Undergrad - 291 - Lab

{4 Library - Undergrad - 295 - Conf ...
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Sub SavelSharedCalendar ()
' ooutlook
Dim outlpp Ls Chject, outN3 As Outlook.Namespace
Dim mylkddressList As Outlook. AddressList
Dim mwyAddressEntries As Outlook. AddressEntries
Dim mylddressEntry As Outlook.iddressEntry
Dim mylListMewber As Outlook. biddressEntry
Dim myRecipient As OCutlook.Recipient
Dim CalendarFolder As Outlook.wapiFolder
Dim mwyAddressEntrylame Ls 3tring

' CDO/MAPT

Dim ohjCDOSession As MAPI. 3ession
Dim ohjCDOAE A= MAPI.AddressEntry
Dim cdoField is MAPI.Field

' Misc

Dim ItringWalus As Variant

Dim i L=z Long, j A= Long

Dim crntDistList As Long, crntUser ALs Long
crntlisctlList = 1

crntTser = 1

Set outldpp = Createlbject("Outlook.ipplication™

Set outM3 = outlpp.GetNamespace ("MAPI™)

Set mylddressList = outN3.3ession.AddressLists ("Global Address List™)
Set mylddressEntries = mylddresslist.AddressEntries

Set ohjCDhoSession = CreateChiject ("MAPI. Session™
objChOS3ession.Logon 7, "', False, False, 0O

If objCDhOSession Is MNothing Then
MsgBox "No active session, you must log on”
Exit Sub

End If

On Error GoTo ErrHandler

mybddressEntrylame = getMextOutlookRecipient ()
' Check if it is =& roowmw user - then exXport it's appointments to M3G f£iles
If checkRecipientIzsPublicConferenceRoomimyiddressEntryMame) = 0 Then
Zet myRecipient = outN3.CreateRecipient (mylddressEntryllame)
myRecipient.Resolve
If myRecipient.Resolwved Then
et CalendarFolder = outlN3.GetSharedlefaultFolder (myRecipient, olFolderCalendar)
' u=zer Replace (™", oT_ "M to rewove any path non-friendly chars
MkDir (ietiveWorkbook.Path & ™4 " & prefixStr)
Dim AptItem L= Outlook.AppointmentItem
For Each AptItem In CalendarFolder. Items

AptItem.3avehs ActiveWorkbook.Path & "y%"™ & prefix3tr & "y\" & Format (iptlItem.3tart, "yyyymwdd™) & " - " & AptItem.3ubject & ".msg™, olM3G
AptItem.3avels AetivelWorkbook.Path &£ "W ™ & prefixStr &£ "y\\" & Forwat (iptlItem.Start, "yyyyndd™) £ " - " & Aptltem.3ubject & ".txt™, olTIT
Next
End If
End If

M=sgBox "Completed®
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"Access Number"
"Call in number"
"Dial-in number"
“Toll-free number"
"Call-in number"
"Dial in"

"Dial-in"

"Dialing"

"Calling"
"conference number®
"Conference Entry Password”
"toll free number"
"audio access"
"participant dial in"
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"Participant code"
"Participant passcode"
"Access code"
"Conference code"
"Access PIN"
"Participant pin"
"conference ID"

"pass code”
“passcode”
“pass-code”

"call passcode”
"audience passcode”
“‘BEGIN:VCALENDAR”
filetype:ics
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("dial-in" OR "dial in" OR "dialing" OR "call-in" OR "call in" OR "access number"
OR "toll-free number") AND ("passcode” OR "pass-code" OR "pass code")(access
or pass pin or code) filetype:ics

EEGIMNAYVCALEMDAR PRODID -iMicrosoft CorporationfOutlool 12.0 ...

cdslib googlecode. comd. /Somerlot_Chris_ Calend... - Traduire cette page

22 Feb 2012 — Enter the meeting paﬁwurrMWgal' password.
. humber Merizon): 1-866-625-6063 (USnittendee access code: 335 760 |... =/
FONT\nin<EB=<EONT FACE="Calibi"> Callin Tallee nurmher [FENZOM). aeaene 877-
791 - 489?‘nrlF'arti|:ipant pass code — 658607 \nLeader pass code |..

BEGINYCALEMNDAR PRODID: Sumatra-Aimbra-Insert YERSION 2.0 ...
crby. dartmouth. eduMWills/calendar'ann flood@tdi. dartmouth.edu.ics

nin The conference call pass code is best entered on the slower side. ... nnnSormh, |
forgot to include Scott Yeomans toll free number in the memao regardmg the ... Mary
Carol Handall <ibis@uclinkd. berkeley. eduzin=2ubi ect. Call in numbers and agenda
..... The dial-in number far this c© allin= is:§(585) 657 3707 |D# 2622

BEGINAYCALENDAR FPRODID: Sumatra-Jimbra-Insert YERSION2.0 ...

crhyg. dartmouth. eduTWills/ . felliott. s fishenZitdi datmouth. edu.ics

ls their access to health care more severelyinrestricted than patients tr eated primarily at
.. 3 FISHERWReservation code: GWEBYWHK AnnFLIGHTSnMaonb, Apr 28: AR ... Lse

toll free dial in number: B00-532-3056 ' 2. ... [l be sending moretninfor mation on

this call as the date approachesh, including call-in\ninformation.

BEGINYCALEMNDAR PRODID: Sumatra-Simbra-Insert YERSION2.0 ...
crbyg. dartmouth, eduTWills/OLD/ . . fin fusca@tdi datmouth. edu.ics

Thanksh, Zwindim to call innnl am writing to schedule the following meeting ... m
niancy and Miket |ve added this to your calendars and included the dial-in instructi
ons. ... B00A018979n7-Digit Access Code: 6530555 \nTemporary Passcode: ...... -
011 pin: 1 9080 Fram outside DHMC B03-650-5011 pin: 1908nnCall in ...

ostin 12
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Find conf
details

Outlook VBA

Google Dorks

Plain-text
SMTP/POP3

Extract bridge
and code detail

& APIs

Automate call-
in and call-auth

SDK

automation

Automated

Manual/human
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http://aconnecticutlawblog.com/2010/03/using-google-voice-as-a-free-transcription-service/
http://phonephun.us/archives/free-voice-transcription/
http://www.dragonmobileapps.com/apple/dictation.html
http://chronicle.com/blogs/profhacker/the-reliability-efficiencyaffordability-of-amazons-mechanical-turk/22994
http://castingwords.com/
http://www.thepurpleshark.com/
http://kedrowskitranscription.net/
http://chronicle.com/blogs/profhacker/5-easy-speech-to-text-solutions/23016
http://chronicle.com/blogs/profhacker/5-easy-speech-to-text-solutions/23016
http://chronicle.com/blogs/profhacker/5-easy-speech-to-text-solutions/23016
http://chronicle.com/blogs/profhacker/5-easy-speech-to-text-solutions/23016
http://chronicle.com/blogs/profhacker/5-easy-speech-to-text-solutions/23016
http://gmail.com/
http://alchemyapi.com/
http://opencalais.com/
http://zemanta.com/
http://coveo.com/
http://developer.skype.com/skypekit/reference/python/html/help.html
http://skype4py.sourceforge.net/doc/html/
http://gitorious.org/python-skype
http://gitorious.org/python-skype
http://gitorious.org/python-skype
http://code.google.com/p/pyskype/

" Build automated speaker recognition
" On joining, usually a “greeting” is recorded like “John Smith”
= ATC plays “John Smith has joined the conference”
= “John Smith” — recording, i.e. person label
" “has joined the conference” — system generated
= Gather “greetings” to train speaker identification database
= Use the bridge recording to
" Enhance the training data-set
= Assign “transcribed knowledge” to “identified person”
= Tools/frameworks
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http://mistral.univ-avignon.fr/index_en.html
http://marf.sourceforge.net/
http://cmusphinx.sourceforge.net/sphinx4/

AP an

= User-settable bridge PIN codes can be a reuse of
= A bank card PIN
= A personal date reuse (birthday, anniversary, kids)
= Digipass PIN
= Area access control PIN

= Can be statistically analyzed versus leaked/analyzed PIN DBs

=" Smartphone articles

HMLIGCLILGWVoLLAL
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http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking_pin_security.pdf
http://mindyourdecisions.com/blog/2011/01/27/game-theory-and-probability-of-iphone-passwords/
http://www.gev.com/2011/06/top-10-pin-codes-for-iphones-%E2%80%93-is-your-pin-on-the-list/

411,

& conference call is planned for next Tuesday (January 17, 2812) to =

discuss the on-golng investigations related to Anonymous, Lulzsec, =

Antisec, and other associated splinter groups.

moved to Tuesdawy due to & US holiday on Monday.

Date: Tuesday, January 17, 2812

Time: 4:28 PM GMT=28@

BridgeTN: 282-393-2430@

bccess Code: 6513211

The conference call was

=2a
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Anon-Lulz International Coordination Call Inbosx 5 Add to calendar

Anan-Lulz Internationa...
Thu Jan 17, 2013 d4pm (... - add

to me |-
Al L Call —AX
A conference call is planned for next Tuesday (January W 2013) to = sse @
discuss the on-going investigations related to Anon us, Lulzsec, = wee No account -
Antizec, and other associated splinter groups. The conference call was = -
moved to Tuesday due to a US holiday on Mogfay. =20 B - 2023932430 €
Date: Tuesday, January 17, 2013 Flease wait while we prapare your
account, this may take a minute.
Tirme: 4:00 Phi GWT=20
1 2 3
BridgeTh: 202-333-2430 - LB DEF
[Fccess Code: £513217# | 4 5 6
zHI JKL P
T 8 9
PR T Y L
* 0 #
e




" Integrate skype/voip

scripting
= Cron/scheduler
= Audio dumper

= Filter out false-positives
= Static tel# analysis
=" Dynamic calling

> date; echo; cat ./samples/number extraction/samplel; echo; b

> ./extract analyze phonenunbers.py ./samples/nunber extraction/samplel | sort -u

Sat May 19 01:36:58 CEST 2012
Zubject: Anon-Lulz International Coordination Call

All,

L conference call is planned for next Tuesday (January 17,
dizscuss the on-going investigations related to Anonymous,
Antisec, and other associated splinter groups.
moved to Tuesday due to a U3 holiday on Monday. =20
Date: Tuesday, January 17, 2012

Time: 4:00 PM GMT=Z0

BridgeTH: Z02Z-393-24:30

Aecess Code: 4 6513211f

Flease contact, me 1f tou hawv: aby gquestionse
Fegards,

Titn

DELETED FULL WAME & TITLE EY OF HOTE

Federal Bureau oflInvestiigation

202-651-3211 (w)

Z02-651-3193 ([£)

Z2012% to =
Lulszec, =

The confergice call was

+120235932430 202-393-2430 W Washington D.C. ' FIfEf-LINE _OR MOEILE
+12026513193 Z02-651-719% ju' Washington D.C.' FIZED LINE=2R MOBILE
+12026513211 202-6512411 [4' Washington D.C.' FIEZED LINE OF MOEILE

Z012-01-17 00:00:00

Z01Z2-05-19 00:00:00

Z012-05-z0 00:00:00

Z012-05-z0 1a6:00:00+4+00:00

+2206513211 6513211 u'' MOBILE

+2306513211 6513211 u'South Region' FIXED LINE

+2456513211 6513211 u'' MOBILE

+2472012 2012 u'U.3. Base' FIZED LINE

+2676513211 6513211 u'Kgalagsdi' FIXED LINE

+2202012 2012 u'Jamestown' FIXED LINE

+3522012 2012 u'' WOIP

+3522023932430 202-393-2430 u'' VOIP

+3522028513193 Z02-851-3193 u'' VOIP

+3522026513211 Z202-651-3211 u'' VOIP

+3546513211 6513211 u'' MOBILE

+3726513211 6513211 uw'Tallinn/Harju County' FIXED LINE
+4586513211 6513211 u'Lescno' FIXED LINE

+5926513211 6513211 u'' MOBILE

+6796513211 6513211 u'' FIXED_LINE

+6532012 2012 u'' MOEILE

+6902012 2012 u'' FIXED LINE

+562023932430 202-393-2430 u'Guangzhou, Guangdong' FIZED LINE
+862026513193 202-651-3193 u'Guangzhou, Guangdong' FIZED LINE
+862026513211 202-651-3211 u' Guangzhou, Guangdong' FIXED LINE
+5912023932430 202-393-2430 u'' FIXED LINE

+5912026513193 202-651-3193 u'' FIXED LINE

+5912026513211 202-8651-3211 u'' FIXED LINE

+9722012 2012 u'' TAN



https://github.com/daviddrysdale/python-phonenumbers
https://github.com/daviddrysdale/python-phonenumbers
https://github.com/daviddrysdale/python-phonenumbers
http://labix.org/python-dateutil
http://labix.org/python-dateutil
http://labix.org/python-dateutil

" Easy-not problem
Anon-Lulz International Coordination C: [ | N e e d a d d it i O n a I k n OW I e d ge

2012

DELETED FULL MNAME

' AN
C - -
FIXED LINE P -

FIXED LINE
FIXED LINE

FIZED LINE

2012

202-393-2430 20
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Periodically audit and validate (automation
+ manual) the shared calendar events
details & attachments

Have a scheduled WMI/WSH/VB script to
securely archive and then purge the
expired meeting events

Ask MS (or your enterprise "outlook"
vendor) to add finer granularity security
settings
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Choose ATC providers with strong PIN
policies and secure ATC control panels

Avoid sharing conf details on Outlook
public “conference rooms” accounts or in
public mails/pages

Avoid having public/shared “conference
room” user in your Outlook deployment

Andrei Costin
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