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2~Benjamin DELPY - @gentilkiwi

—Security researcher at night (mimikatz is not related to my work)

—Author of mimikatz
* This little program that | wrote to learn C
* And kekeo, for my (your ?) personal usage ;)

—I’'m not:
* Bachelor, CISSP, CISA, OSCP, CHFI, CEH, ISO*, MCSA, CHFI, PASS|, [...]

—I'm: = =
 French 1 1 BANQU!
* Working in French Central Bank / Research & Development Security

Center (CRDS)




: m mimikatz - Microsoft Visual Studio Lancement rapide (Ctrl+) P - =2 x

EICHIER EDITION  AFFICHAGE PROJET GENERER DFBOGUER EQUIPE  QUTILS TEST  ARCHITECTURE  ANALYSER  FENEIRE 2
Q- B - M - = p Débogueur Windows local - Release - Win32 - A B _wmE[DYH RN
Explorateur de solutions * 0 X kuhl_m_lsadump.c kul_m_rpc_drsr.c i 3 =
fai @-&aiFE < & . (Portée globale) = @ kull_m_rpc_drsr_getDomainAndUserinfos(RPC_BINDING_HAMNDLE * hBinding, LPCWSTR Serveria ~
117 DrsExtensionsInt.ch = sizeot(DRS_EXTENSIONS_INT} - sizeot (DWORD); .
Rechercher Explorateur de solutions (Ct - 113 drsstatus = IDL_DRSBind(*hEinding, &DRSUAPI_DS_BIND GUID Standard, (DRS_EXTENSIONS *) &DrsExtensionsInt, &pDrsExtensionsOutput, &hDrs); —
b+ k! m besvboht " 114 if(drsstatus == 8) -
+ uhl_m_busylight.c 115 {
b+ B kuhl_m_busylight.h 115 dcInfoReq.vi.InfoLevel = 2;
B+ kuhl m crypto.c 117 dcInforReq.vl.Domain = (LPWSTR} Domaing
' 5 b YR k hl_ - h 118 drsstatus = IDL_DRSDomainControllerInfo(hDrs, 1, EdcInfoReq, &dcoutversion, &dcInfoRep);
3= ; TrLiT 119 if(drsstatus == @)
E] @+s kuhl_m_event.c 2
=3 _m_ 28 {
\‘3; o+ B kuhl_m_event.h 121 if(dcoutversion == 2}
£ 1232 {
S #44 kuhl_m_k I
5 b e 123 for{i = 8; 1 < dcInfoRep.v2.cItems; i++)
o BB kuhl_m_kernel.h i ;
B o+ kuhl_m_lsadump.c 125 if(!pomainGUIDfound && ((_wcsicmp(Serveriame, dcInfoRep.w2.rItems[i].DnsHostMame) == @) || (_wcsicmp(Serveriame, dcInfoRep.v2.rItems[i].MetbiosNai
BB kuhl_m_lsadump.h 128 { ) o
127 DomainGUIDfound = TRUE;
: #*+ kuhl_m_lsadump_remote.c 123 *pomainGUID = dcInfoRep.v2.rItems[1].NtdsDsa0bjectGuid;
# B kuhl_m_lsadump_remote.h 129 1
B o+ kuhl_m_minesweeper.c 128 1
AR kuhl - h 121 if (!DomainGUIDfound)
b . _m_m!nsweepm 132 PRINT_ERROR(L"DomainControllerInfo: DC \"%s\" not found\n™, ServerName);
B «'++ kuhl_m_misc.c 133 1
B« B kuhl_m_misc.h 134 glse PRINT_ERROR(L"DomainControllerInfo: bad wversion (%u)\n®, dcoutversion);
b 4+ kuhl_m_net.c 135 kull m rpc_drsr_free_DRS MSG DCINFOREPLY data(dcoutversion, &dcInfoRep);
S ¥
: #B kuhl_m_net.h 137 glse PRINT_ERROR(L"DomainControllerInfo: exXesx (%u)in™, drsstatus, drsstatus);
#*+1+ kuhl_m_privilege.c 138
B # B kuhl_m_privilege.h 139 if(cuid})
S+ kuhl : e {
b e eEes 141 RtlInitunicodestring(Busuid, cuid);
b #B kuhl_m_process.h 142 ObjecteUIDfound = NT_SUCCESS{Rt1GUIDFromstring(&uGuid, Usercuid));
B '+ kuhl_m_service.c 143 }
I« B kuhl_m_service.h 134 else if(user})
. 145
b #++ kuhl_m_service_remote.c 145 if(kull m_rpc_drsr_CrackMame(hDrs, wcschriUser, L*\\')} 2 D5_NT4 ACCOUNT MAME : wcschr{User, L'='} ? DS_FQDM_1779% MAME : wcschr{User, L'@'} ? DS_USER_PRIM
I« B kuhl_m_service_remote.h 147 {
[ #+4 kuhl_m_standard.c - 148 RtlInitunicodestring(Bucuid, seGuid);
S 1449 ObjecteUIDfound = NT_SUCCESS({REIGUIDFromstring(EuGuid, UserGuid));
i o 158 1 -
Explorateur... | Affichage d.. Gestionnair.. 100 o6 -4 3

Sortie  Pending Changes Liste d'erreurs




| 2 A little program started in 2008/2009
— Under other names, less fun: kd11, kdl1lpipe, katz, etc.

2 With a superb kiwi icon (isn’t it?)

2 With interesting functionalities
Running forbidden by GPO programs (cmd, taskmgr, regedit) ;
Certificates export with « not exportable » keys (CAPI & CNG) ;
NTLM hash dumping from SAM database, and from current sessions ;

Pass-the-hash ;
Winmine...




2 In 2011:

f HHEHE, mimikatz 2.1.1 (x64] 3 2818 B1:53:5
— Cleartext passwords of connected users! (Windows XP to 7) #% " §§. "A la Vie, A L'Amour” - (oe.e0) ** Kittenm Edition ** =
# /N ## Benjamin DELPY ~genti ( ntilkiwi.com )
## O\ ## http://blog.gentilk i
THE v OHE Vincent LE TOUX ( .com )
TEEEEE > http://pingcastle.com / http

mimikatz # privilege::debug
Privilege "28" OK

mimikatz # sekurlsa::logonpasswords

Authentication Id : 8 ; 321539 (98886600 :0084e883)
Session : Interactive from 1
User Name : Gentil Kiwi
Domain : HACK-1
Logon Server
Logon Time
SID
msv
[eee16068 ]
TLM
* SHA1 : : gc3e
CEEEEEEEY
* Username
Domain :
TLM H a8514893efccd332446158bla
: f3dc7cfeB23aef8ed3b6labfcd3Iedadc30
tspk;
Username
Domain
Password
wdigest
sername
Domain
Password
eros
Username : Gentil Kiwi
Domain :
Password : (null)

gD cComy
...v.._:"_.._..




Z Then...
| — Dump of Kerberos data (keys, tickets...) ;
— Dump of credential keys ;
— Pass-the-ticket ;
— Golden & Silver Ticket ;
— Patch Terminal Server ;

— Patch EventlLog ;

— Windows vault Secrets ;

— WinDBG plug-in;

— DPAPI !

— DCSync, DCShadow (with Vincent Le Toux) ;
— A kernel driver ;

— mimilove for Windows 2000 ;

— RPC support for remote control ;

— Bypass of the Credential Guard chain ;

2 mimikatz 2.1.7 x84 (oe.eo)

mimikatz 2.1.1 (x64) built on Dec 3 2018 ©1:53:58

"A La Vie, A L'Amour" - (oe.eo) ** Kitten Edition **

/*¥** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent.letoux@egmail.com )
> http://pingcastle.com / http://mysmartlogon.com  *¥**/

mimikatz # coffee

mimikatz #




g

2019... 3

gentiltester

— Cleartext passwords of connected users! (Windows XP to 10%)

mimikatz # version

CHERHE. mimikatz 2.
HE M ##. "A La Vie, A L'Amour™ - (oe.eo) ** Kitten Edition **
## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

1.1 (x64) built on Nov 19 2018 ©1:07:38

N | (— g r— e | — s . . ‘1 ## \ / ## > http://blog.gentilkiwi.com/mimikatz
{ ‘B - H#H v ##° Vincent LE TOUX ( vincent.letoux@gmail.com )
5 : v e ‘HEHEE > http://pingcastle.com / http://mysmartlogon.com  ***/
L w

ZS— ST . T B .. ___: ‘;__;: I — - . _‘i;

mimikatz #

Panneau de

configiraton Authentication Id f

Session
User Name

e Domain
Logon Server
H g

Logon Time

Microsoft Edge SID

msv @
[00000003 ]

Domain

* NTLM
mimikatz * SHA1

* DPAPI
tspkg

* Domain
wdigest

* Domain
kerberos

* Domain

ssp :
credman :

Username :

* Username :
* Password ;
* Username :
* Password :
* Username :

* Password :

= mimikatz 2.1.1 (arch x64)
Lo Windows NT 1@.8 build 17763 (arch x64)
S msvc 1588368729 267
Corbeille

&) mimikatz 2.1.1 x64 (oe.e0)

© ; 1286587 (000OOOOO:0013albb)
Interactive from 2
gentiltester
NIRVANA

SRVCHARLY
26/11/2018 ©0:13:59
5-1-5-21-§ S

Primary

: gentiltester

NIRVANA

cc36cf7a8514893efccd332446158b1a
2299912f3dc7cf0023aef8e4361abfc83e9a8c30
901ab4b4f570cdco@lbe9abccc71d902f

gentiltester
NIRVANA
wazal234/

gentiltester
NIRVANA
wazal234/

gentiltester
NIRVANA.LOCAL
wazal234/

05/02/2019  Benjamin DELPY ‘gentilkiwi' @ BlueHat L2019 . ~ benjamin@gentilkiwi.com ; blog.gentilkiwi.com 8
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Sofacy APT hits high profile targets
with updated toolset

o

LAS VEGAS SANDS CORP.
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Thanks to a tool
called mimikatz,

EVEL - SR

-»:

I E \l.‘l.:t':" A

B D511655321-passwords. txt




~» SEARCHING TO STOP
HIIAI!ATI CLEARTEXT PASSWORDS

Carbon Black.
STOPS MIMIKATZ

15 03

7

imgflip.com e —_—— ‘

[
o invocation from power

FETETATE Bt —

benjamin@gentilkiwi.com ; blog.gentilkiwi.com
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2 To better understand Kerberos, and its protocol, | had to code another program
— kekeo (Kerberos Exploitation Kit)
— ASN1 library used cannot be include in mimikatz

— With another kiwi icon!
* Shares a lots with mimikatz

2 Some exploits inside:
— MS14-068, MS11-013, CVE-2017-7494 (Sambal!)

& kekeo 2.1 %684 (oe.eo)

i 2~ A Kerberos « client », in my hand ©
kekeo 2.1 (x64) built on Oct 8 2018 23:19:48 - 1il!

£ A||0W|ng to pIay with all requests... (">~ "A La Vie, A L'Amour”
IJ."H:Z A
— Or on the crypto... : Benjamin DELPY ~gentilkiwi™ ( benjamin@gentilkiwi.com )
http://blog.gentilkiwi.com/kekeo (oe.eo)
with 9 modules * * */

§ 2 Eventually to other protocols...
— CredSSP/TSSP, NTLM...




2 TSSSP
| — What is behind credential delegation with CredSSP ?
2 PKINITMustiness
— Because making smartcard working in production wasn’t difficult enough...

% SmartCard ? But | want NTLM hash !
2 Change our password without using the previous one ©

2 TGT without admin rights...

& kekeo 2.1 x84 (oe.eo)

kekeo 2.1 (x64) built on Oct 8 2018 23:19:48 - 1il!

"A La Vie, A L'Amour"

f{. ¥ ¥ ¥

Benjamin DELPY "gentilkiwi™ ( benjamin@gentilkiwi.com )

http://blog.gentilkiwi.com/kekeo (oe.eo)
with 9 modules * * ¥/




@ kekeo :: TSSSP

2 Often used with remote desktops (Terminal Server)

Single Sign-On for Terminal Services

07/02/2012 « 2 minutes to rea

Applies To: Windows Server 2008

What is single sign-on for Terminal Services?

Single sign-on is an authentication method that allows a user with a domain account to log on ence by using a password, and then

gain access to remote servers without being asked for their credentials again.

2 But not only...:

Remote PowerShell ;

Microsoft Virtual Console Service ;
Visual Studio (debug)
etc.

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



@& kekeo :: TSSSP

POF/A ot a ¢te cuvert en lecture seuls pour smpécher 1oute madification

2.2.1.2.1 TSPasswordCreds

The TSPasswordCreds structure contains the user's password
server.

2 Supported by mimikatz and its sekurlsa module, but needs local administrator rights...
mimikatz # sekurlsa::tspkg

_ Authentication Id : @ ; 1322571 (00000000:00142e4b)
Session : Interactive from 2
Panneau de User Name : localuser
configuration Domain - LAB
Logon Server : DC
e Logon Time : 04/12/2018 23:04:14
B SID : S-1-5-21-782702553-4216708209-3540089826-1104
Microsoft Edge tspke :
* Username : localuser
* Domain : LAB
* Password : wazal234/u




kekeo :: TSSSP

N

)
CredSSP CredSSP
client server

T

1) TLS ClientHello

: 2) TLS ServerHello (TLS ECDHE _RSA WITH _AES 256 GCM SHA384)
Certificate
ServerHelloDone

3) TLS ClientKeyExchange
ChangeCipherSpec
finished

4) TLS ChangeCipherSpec.——————— |

<«
|
|
|
:
|
l"__,_____,—»—-—'—d—"—' finished

5) TLS enaypted (TSRequest [SPNEGO token])

|
|
|
* :
|
| : \ : 6) TLS encarypted (TSRequest [SPNEGO token]) :
iy ‘ A———~—'—“’_‘_’_
WE DON'T NEED LOCAL ADMIN2 | ’
| . ) I
= — 7) TLS enarypted (TSRequest [SPNEGO enaypted (client hash of public key)] ——
|

imgflip.com |
| |
| ;

: 8) TLS enaypted {TSRequest [SPNEGO enaypted (server hash of public key)]) :
| |
| |

9)TiSen ted (TSRequest [SPNEGO en ed (user credentials
— \ aypted (TSRequest [ aypted (u )l]—hI

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



& kekeo :: TSSSP

m

ZWe can connect (with remote admin) to the target then retrieve
memory content with mimikatz

20r « only » impersonathe a target allowed to get credentials...
— Golden Ticket ;
— Knowledge of the password of the service account / computer account ;
— PKIl access ;

! 2You don'’t really need to have access to the remote target...

— CredSSP protocol is not in charge of the transport... only about
challenges/responses)

1 05/02/2019  Benjamin DELPY ‘gentilkiwi* @ BlueHatIL2019



kekeo :: TSSSP

HGWMS
" NOT HEARD IN'/A LONG

05/02/2019 - Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 : benjamin@gentilkiwi.com ; blog.gentilkiwi.com



kekeo :: PKINITMustiness
Kerberos Authentication — Password

2 Passwords lead to symmetric keys

wWdaza cc36cf7a8514893¢

1234/

e | timestamp 5§ (2,3) CONTEXT SPECIFIC (0) encrypted f\ €O
=-G (2,17) CONTEXT SEECIFIC (0) . -[H] (4,1) INTEGER : '23" timestamp @ po®
{E} (4,15) GENERRLIZED TIME : '20161217000328Z° 5. {7,47) CONIEXT SFECIFIC (2} J
B (9,45) OCTET STRING : 'CFSCFF51A3743A18204CA163F03431B7EE2ES

fccd332446158bla

£

TGT . B-0 (1054,266) CONTEXT SPECIFIC (6)
& 1 216) SEQ”E”“E session key £ (1058, 262) SEQUENCE TGT + encrypted

@ _'[ CONTEXT 3PECIFIC (0) N E| € (1062,3) CONTEXT SPECIFIC (0)
= |:|
EI

, 27
e — M

(g "Er: SE"EENuE N [ (1064,1) INTEGER : '23" sSession key

@ (10,3) CONTEXT SPECIFIC (0) E| ‘G (1067,3) CONTEXT SPECIFIC (1)

@

B (12,1) INTEGER : '23° R ——
(15,18) CONTEXT SPECIFIC (1) : o e

B @ (1072,249) CONTEXT SPECIFIC (2)
- {17,16) OCTET STRING : "93BE45646DCCIS .| (1075,246) OCTET STRING : '4D3590590189F083C1AA4TATS

benjamin@gentilkiwi.com ; blog.gentilkiwi.com
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kekeo :: PKINITMustiness

Kerberos Authentication — RSA Mode

2 Smartcards/tokens lead to asymmetric keys

7o (58,77) SEQUENCE .
5@ (&0,30) CONTEXT SPECIFIC {0} tlmestamp
@ (92,11) CONTEXT SPECIFIC (1)
@@ (L0S,3) CONTEXT SPECIFIC {2)
5@ (110,17) CONTEXT SPECIFIC (3}
- L.4Ty (112,15) GENERALIZED TIME : '201612162231262"
E-@ (129,6) CONTEET SPECIFIC (4)
: : 1853451123

@% Private Key
@”% Public Key

B-@ (15,2584) CONTEXT SPECIFIC (0)
BT (19,2580) SEQUENCE
o[ tz3,1) 1TEGER : 00
&g (26,239) SET
-5 (29,236) SEQUENCE
[ (32,1) IyIEGER : 'O
7@ (35,85) SEQUENCE
5-%5 (122,13) SEQUENCE

B (4,9) OBJECT IDENTIFIER : envelopedData :

'1.2.840.113545.1.7.3"

TGT + encrypted
session key

¥ (124,9) OBJECT IDENTIFIER : rssEncryption : '1.2.840.113549.1.1.1"
-8 135, 0y WL
(137,128) OCTET STRING : '7EOB66BES3TCACRO9ERR3594E45981C87496443FCI1E

2331) SEQUENCE
2,9) OBJECT IDENTIFIER : signedData : '1.2.840.113549.1.7.2"
= 2

&) SEQUENCE
5,8) OBJECT IDENTIFIER : rc2CBC : '1.2.840.113549.3.2°

signed timestamp
+ public key

TGT

WREne 216) SEQUENCE session key
2@ (6,27) CONTEXT SPECIFIC (0) ~

2% (2,25) SEQUENCE e ==
5@ (10,3) CONTEXT SEECIFIC (0)
. .[# (12,1) INTEGER : '23'
(15,18} CONTEXT SFECIFIC (1)
B (17,16) OCIET STRING : '93B645646DCCOY!

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com




kekeo :: PKINITMustiness
Kerberos Authentication — RSA Mode + Diffie-Hellman

2 Smartcards/tokens lead to asymmetric keys

© (64,58) COWTEXT SEECIFIC (0) . s 4 - . .
G timestamp + DH Parameters @? Private Key {(42,7) OBJECT IDENTIFIER : : '1.3.6.1.5.2.3
a---@ oo s ~@ (51,172) CONTEXT SPECIFIC (0) TGT + encrypted
. L. (70,1) INTEGER : 'O - =& (54,169) OCTET STIRING
c ©¢53 ,17) CONTEXT SPECIFIC (1) 'Q/% Public Key =% (57,166) SEQUENCE session key
(75,15) GENERALIZED TIME : '20161216223445Z°'
i JE— E| @ (60,136) CONTEXT SPFECIFIC (0)
{92,6) CONTEXI SFECIFIC (2) :
B ||||| (63,133) BIT STRING UnusedBits: 0

L. (94,4) INTEGER : '1853451123" :
5 (100,22) CONIEXT SFECIFIC (3) L i] (67,129) INTEGER : 'O0CSE1S1E0BRCE0442EFS7E9AS
_"I {102,20) OCTET STRING : '0000000000000000000000000000000000000000 E| @ {199,6) CONTEXT SPECIFIC (1)

: 289) CONTIEXT SPECIFIC (1) i -
0T (128,285) SEQUENCE Diffie-H " Lfi] (201,4) INTEGER : '1853451123°
= Irrie-neliman B @ (207,17) CONTEXT SPECIFIC (2)

= {132,147) SEQUENCE
& (135,7) OBJECT IDENTIFIER : dhPublicHNumber : "1.2.840.10046.2.1° i @ {209,15) GENERALIZED TIME : '20161216235913%"

B0 (144,135) SEQUENCE
w[#] (147,129) INTEGER : '00FFFFFFFEFFEFFFFFCI0FDAAZ2168C234C4CE628B

. L.[# (279,1) INTEGER : 2

& (282,132) BIT STRING UnusedBita: 0 ) 4

{.JB (286,128) INTEGER : '0DAR4406C282BEG25A40B4R0D663598A625686BD1DE4F ‘ lefle'Hg."man
o %\

signed timestamp ., SessionKey:
-F41ec16389147c43a8dc423c5979eb3b19e-F59b719c148-F10c-F964d6d6bc7a-F0

+ DH Parameters
©7f5a77b6badad1e94bd3308d0433dace3771965963F745d3Fd32d ——e98

sk PURIC K@Y e P09bCOFOF68362eb319692F88d3a77113dF5FbFd37c667F7c91d360Fofec576
e o 108126020F57d5665651db95180e7a5228a1bedd6d761e690879d4e55199cb68

(-) Kerberos key (aes256_hmac):
5533c212ac890763bfb6abd476e3e3ed394924815b35310badd9c78bf4c93d2e

benjamin@gentilkiwi.com ; blog.gentilkiwi.com
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kekeo :: PKINITMustiness
| Kerberos Authentication
Secret needed to Secret needed to
encode AS-REQ decode AS-REP

Password / Key YES €= YES ¢ =
RSA YES € = YES @

RSA with Diffie-Hellman YES == NO

2 Once we have access to the Smartcard/Token, even for a short time, we can generate multiple pre-
signed AS-REQ for future usage ©

— as long as the source certificate validity (usually seen « years »)

2 Do you remember ? Windows LSA service keeps PIN code in memory

— Useful on Terminal Server where LSASS can control remote Smartcards ;)

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



kekeo :: PKINITMustiness

- A ] ) !‘ ’
NS 1] A L
: N ’ " : N “# - -~ .‘v r

WHAT COULD GO WRONG?

memegeneraio

05/02/2019  Benjamin DELPY ‘gentilkiwi* @ BlueHat IL2019 :  benjamin@gentilkiwi.com ; blog.gentilkiwi.com



kekeo :: PKINITMustiness
\ Authentification Kerberos - Mode RSA + Diffie—-Hellman

2 |s this Windows specific : NO
— RFC 4556 :

3.1.1. Required Algorithms
All PKINIT implementations MUST support the following algorithms:

o AS reply key enctypes: aesl28-cts-hmac-shal-96 and aes256-cts-
hmac-shal-96 [RFC3962].

Signature algorithm: sha-1WithRSAEncryption [RFC3370].

AS reply key delivery method: the Diffie-Hellman key delivery
method, as described in Section 3.2.3.1.

— RFC 5349

This document describes the use of Elliptic Curve certificates,
Elliptic Curve signature schemes and Elliptic Curve Diffie-Hellman
(ECDH) key agreement within the framework of PKINIT

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



kekeo :: PKINITMustiness
\ Authentification Kerberos - Mode RSA + Diffie—Hellman

2And what we can do? ) swironsecurty T r—

— Microsoft try to improve current Kerberos KiewiKetbaros:sscurily-eption, "FKiiH
protocol by RFC draft: Freshness." Seen on Win10 Build 14905 /cc

* https://datatracker.ietf.org/doc/draft-ietf-kitten-pkinit-
freshness/

* https://www.ietf.org/proceedings/91/slides/slides-91-kitten-
1.pdf

—They already implemented GPO for that (not
tested) :

e But you must have a full net
10 & 2016) Internet Engineering Task Force (IETF) M. Short, Ed.

Request for Comments: 8878 5. Moore
Category: Standards Track E_Miller

— Unless you use ECC cert 1ssu: 2e78-1721 Microsoft Corporation

to use DH with RSA cert February 2017

« Push some IPS rules to inspe Public Key Cryptography for Initial Authentication in Kerberos (PKINIT)
Freshness Extension

functional level (DFL). he domain controller’s doma
Server 2016 DFL or higher this policy will not be applied

encrypted!
05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



https://datatracker.ietf.org/doc/draft-ietf-kitten-pkinit-freshness/
https://www.ietf.org/proceedings/91/slides/slides-91-kitten-1.pdf

‘kekeo e delg

ZUnlike Linux or MacOS, Windows is blocking
export of our own TGTs (user identity)

—An administrator can bypass this limit:

* Globally with a registry key ;
* By using some privileges ;
* With « raw » memory read/injection...

“Standard users are protected against TGT
theft

—... but not against asking a delegation ticket of
TGT type...




‘kekeo .. deleg

2Thank you domain controller ©

Propriétés de: DC ! hod

(3&re par Cbjet Securte Appel entrant Editeur d'attributs
Genéral Systéme d'exploitation Membre de Delegation Emplacement

La delégation est une opération liée a la sécurté de votre réseau qui pemet a des
services d agir a la place d'un utilisateur.

() Ne pas approuver cet ordinateur pour la délégation

() N'approuver cet ordinateur que pour la délégation aux services spécifiés

[T P ——
L2 L
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kekeo :: changepw

2 No problem to ask a user its own password before changing

— But with smartcards?
—He i

2 Kerberos protocol allows passwords changing without sending
the previous one
— But you must own a TGT.

RFC 3244 Microsoft Windows 2888 Kerberos Change & Set February 208

sauthenticator from the AP_REQ message (the segq-number in th
authenticator will be present). The server ignores the opti
r-address field in the KRB_PRIV message, if it is present.

The user-data component of the message consists of the followi
ASMN.1 structure encoded as an OCTET STRING:

ChangePasswdData ::= SEQUENCE {
newpasswd[@] OCTET STRING, Connectez-vous 4 LAB
targname[1] PrincipalMame OPTIONAL,
targrealm[2] Realm OPTIOMAL

h
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IT'SDEMO TIME

memegenerator.net

05/02/2019 Benjamin DELPY “gentilkiwi® @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com



kekeo :: pkistuff !

2You love smartcards ?
—| do too

;‘-J certsrv - [Autorité de certification (Local)\pkica\Certificats delivres]

Eichier Action Affichage 2

o= 7| 6= H

;.J Autorité de certification (Local) Il de la demande Mem du demandeur Certificat binaire Modele de certificat Muméro de série Date d'effet du certificat

¥ @ Pk"; I =12 LAB\DCS BEGIN CERTl... Contréleur de doma... 210000000247042... 04/02/2019 09:35
| Certificats revoques =13 LAB\user BEGIN CERTI.. Connexion par carte ... 2100000003a16a2... 04/02/2019 13:27
A7 LABYadmin BEGIM CERTI... Ceonnexion par carte.. 2100000004ed4d.. 04/02/201913:57

| Certificats délivrés

| Demandes en attente
| Demandes ayant échoué
| Modéles de certificats

ZIn general, DC and users certificates are delivered by an internal certificate
authority (CA).
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‘ kekeo :: pkistuff !
local admin / e They will hunt other admins!

. e Or agent on a DC...
DCS local admin S&1 5
e They will escalate to more privileges

Domain / Enterpri
omad / terprise e Do | really need to explain ?

admin

e DCSync to escalate/move
e Silver ticket!

DCS account

PKI in e Can impersonate any valid accounts!
domain * Including DCS and domain admins...

e Golden ticket!
e Can play with *, including non existent/valid
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‘ kekeo :: pkistuff !

ZHow ?

Demander des certificats

Vous pouvez demander les types de certificats suivants, Sélectionnez les certificats que vous voulez
demander, puis cliquez sur Inscription.

— -

—GUI (more powerful that it seems) (R — QR .. .. poicuens e

—Web portal

Propriétés

—certreq (& inf file)

Détails »
W

—GPO & auto-enroll

| ZAt the end, [MS-WCCE] https://msdn.microsoft.com/library/cc249879.aspx
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https://msdn.microsoft.com/library/cc249879.aspx

kekeo :: pkistuff !

ZBut at the end...
— You will be in the system CA logic... ®

;;J certsrv - [Autorité de certification (Local)\pkica\Certificats delivres]

Eichier Action Affichage 2

@ 7| d= H

;.J Autorité de certification (Local) Il de la demande Mem du demandeur Certificat binaire Modele de certificat Muméro de série Date d'effet du certificat

¥ @ Pk"; I =12 LAB\DCS BEGIN CERTl... Contréleur de doma... 210000000247042... 04/02/2019 09:35
| Certificats revoques =13 LAB\user BEGIN CERTI.. Connexion par carte ... 2100000003a16a2... 04/02/2019 13:27
A7 LABYadmin BEGIM CERTI... Ceonnexion par carte.. 2100000004ed4d.. 04/02/201913:57

| Certificats délivrés

| Demandes en attente
| Demandes ayant échoué
| Modéles de certificats

— And in the database/logs... and will be revoked...!
* maybe
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‘ kekeo :: pkistuff !

& 2 Do It Yourself!

—Handmade certificate, old-style...
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ZFinal demo!

It's
showtime! |




dhat s all gfolks!
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http://blog.gentilkiwi.com

Z source https://github.com/gentilkiwi

| & contact @gentilkiwi / enamlnentllk|W| com
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