
You (Dis)Liked Mimikatz?
Wait For Kekeo

Benjamin DELPY `gentilkiwi`



`whoami` ?

Benjamin DELPY - @gentilkiwi
–Security researcher at night (mimikatz is not related to my work)

–Author of mimikatz

• This little program that I wrote to learn C

• And kekeo, for my (your ?) personal usage ;)

– I’m not:

• Bachelor, CISSP, CISA, OSCP, CHFI, CEH, ISO*, MCSA, CHFI, PASSI, […]

– I’m:
• French

• Working in French Central Bank / Research & Development Security 
Center (CRDS)
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mimikatz
A little program started in 2008/2009
– Under other names, less fun: kdll, kdllpipe, katz, etc.

With a superb kiwi icon (isn’t it?)

With interesting functionalities
– Running forbidden by GPO programs (cmd, taskmgr, regedit) ;

– Certificates export with « not exportable » keys (CAPI & CNG) ;

– NTLM hash dumping from SAM database, and from current sessions ;

– Pass-the-hash ;

– Winmine…
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mimikatz
In 2011:

– Cleartext passwords of connected users! (Windows XP to 7)
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mimikatz
Then…
– Dump of Kerberos data (keys, tickets…) ;

– Dump of credential keys ;

– Pass-the-ticket ;

– Golden & Silver Ticket ;

– Patch Terminal Server ;

– Patch EventLog ;

– Windows vault Secrets ;

– WinDBG plug-in;

– DPAPI !

– DCSync, DCShadow (with Vincent Le Toux) ;

– A kernel driver ;

– mimilove for Windows 2000 ;

– RPC support for remote control ;

– Bypass of the Credential Guard chain ;

– …
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mimikatz
2019…

– Cleartext passwords of connected users! (Windows XP to 10*)
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mimikatz
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mimikatz
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mimikatz
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kekeo
To better understand Kerberos, and its protocol, I had to code another program
– kekeo (Kerberos Exploitation Kit)

– ASN1 library used cannot be include in mimikatz

– With another kiwi icon!
• Shares a lots with mimikatz

Some exploits inside:
– MS14-068, MS11-013, CVE-2017-7494 (Samba!)

A Kerberos « client », in my hand ☺
– Allowing to play with all requests…

– Or on the crypto…

Eventually to other protocols…
– CredSSP/TSSP, NTLM…
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kekeo
TSSSP

– What is behind credential delegation with CredSSP ?

PKINITMustiness

– Because making smartcard working in production wasn’t difficult enough…

SmartCard ? But I want NTLM hash !

Change our password without using the previous one ☺

TGT without admin rights…
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kekeo :: TSSSP
Often used with remote desktops (Terminal Server)

But not only…:

– Remote PowerShell ;

– Microsoft Virtual Console Service ;

– Visual Studio (debug)

– etc.
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kekeo :: TSSSP
…

Supported by mimikatz and its sekurlsa module, but needs local administrator rights…
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kekeo :: TSSSP
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kekeo :: TSSSP
We can connect (with remote admin) to the target then retrieve 
memory content with mimikatz

Or « only » impersonathe a target allowed to get credentials…

– Golden Ticket ;

– Knowledge of the password of the service account / computer account ;

– PKI access ;

– …

You don’t really need to have access to the remote target…

– CredSSP protocol is not in charge of the transport… only about 
challenges/responses)
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kekeo :: TSSSP
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kekeo :: PKINITMustiness
Kerberos Authentication – Password

Passwords lead to symmetric keys

timestamp

waza
1234/

cc36cf7a8514893e
fccd332446158b1a

encrypted 
timestamp

TGT + encrypted 
session key

session key
TGT

05/02/2019 Benjamin DELPY `gentilkiwi` @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com 19



kekeo :: PKINITMustiness
Kerberos Authentication – RSA Mode

Smartcards/tokens lead to asymmetric keys

timestamp

signed timestamp 
+ public key

session key
TGT

Private Key

Public Key

TGT + encrypted 
session key
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kekeo :: PKINITMustiness
Kerberos Authentication – RSA Mode + Diffie–Hellman

Smartcards/tokens lead to asymmetric keys

signed timestamp 
+ DH Parameters 
+ public key

timestamp + DH Parameters

Diffie-Hellman

TGT + encrypted 
session key

Diffie-Hellman

(-) SessionKey:
f41ec16389147c43a8dc423c5079eb3b19ef59b719c148f10cf964d6d6bc7af0
07f5a77b6bada41e94bd3308d0433dace3771965963f745d3fd32ebf6ef06e98
0009bc9f9f68362eb319692f88d3a77113df5fbfd37c667f7c91d360f9fec576
4e8126020f57d5665651db95180e7a5228a1be4d6d761e690879d4e55199cb68

(-) Kerberos key (aes256_hmac):
5533c212ac890763bfb6a6d476e3e3ed394924815b35310ba4d9c78bf4c93d2e

TGT
session key

Private Key

Public Key
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kekeo :: PKINITMustiness
Kerberos Authentication

Once we have access to the Smartcard/Token, even for a short time, we can generate multiple pre-
signed AS-REQ for future usage ☺

– as long as the source certificate validity (usually seen « years »)

Do you remember ? Windows LSA service keeps PIN code in memory

– Useful on Terminal Server where LSASS can control remote Smartcards ;)

05/02/2019 Benjamin DELPY `gentilkiwi` @ BlueHat IL 2019 benjamin@gentilkiwi.com ; blog.gentilkiwi.com 22

Mode
Secret needed to 
encode AS-REQ

Secret needed to 
decode AS-REP

Password / Key YES YES

RSA YES YES

RSA with Diffie-Hellman YES NO



kekeo :: PKINITMustiness
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kekeo :: PKINITMustiness
Authentification Kerberos - Mode RSA + Diffie–Hellman

Is this Windows specific : NO

– RFC 4556 :

– RFC 5349

3.1.1.  Required Algorithms

All PKINIT implementations MUST support the following algorithms:

o  AS reply key enctypes: aes128-cts-hmac-sha1-96 and aes256-cts-
hmac-sha1-96 [RFC3962].

o  Signature algorithm: sha-1WithRSAEncryption [RFC3370].

o  AS reply key delivery method: the Diffie-Hellman key delivery
method, as described in Section 3.2.3.1.

This document describes the use of Elliptic Curve certificates,
Elliptic Curve signature schemes and Elliptic Curve Diffie-Hellman
(ECDH) key agreement within the framework of PKINIT
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kekeo :: PKINITMustiness
Authentification Kerberos - Mode RSA + Diffie–Hellman

And what we can do?

–Microsoft try to improve current Kerberos 
protocol by RFC draft:
• https://datatracker.ietf.org/doc/draft-ietf-kitten-pkinit-

freshness/

• https://www.ietf.org/proceedings/91/slides/slides-91-kitten-
1.pdf

– They already implemented GPO for that (not 
tested) :
• But you must have a full network aware of it… (>= Windows 

10 & 2016)

–Unless you use ECC certificates, it’s not common 
to use DH with RSA certificates
• Push some IPS rules to inspect AS-REQ… it’s signed, NOT 

encrypted!

• Windows Event Log does not seems to make differences 
between RSA and RSA/DH 
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kekeo :: deleg
Unlike Linux or MacOS, Windows is blocking 
export of our own TGTs (user identity)

–An administrator can bypass this limit:
• Globally with a registry key ;

• By using some privileges ;

• With « raw » memory read/injection…

Standard users are protected against TGT 
theft

–… but not against asking a delegation ticket of 
TGT type…
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kekeo :: deleg
Thank you domain controller ☺
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kekeo :: changepw
No problem to ask a user its own password before changing

– But with smartcards?

– Or …

Kerberos protocol allows passwords changing without sending 
the previous one

– But you must own a TGT.
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kekeo
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kekeo :: pkistuff !
You love smartcards ?

– I do too

In general, DC and users certificates are delivered by an internal certificate 
authority (CA).
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kekeo :: pkistuff !
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• They will hunt other admins!local admin

• Or agent on a DC…

• They will escalate to more privileges
DC$ local admin

• Do I really need to explain ?
Domain / Enterprise 

admin

• DCSync to escalate/move

• Silver ticket!
DC$ account

• Can impersonate any valid accounts!

• Including DC$ and domain admins…

PKI in 
domain

• Golden ticket!

• Can play with *, including non existent/valid
krbtgt



kekeo :: pkistuff !

How ?

–GUI (more powerful that it seems)

–Web portal

–certreq (& inf file)

–GPO & auto-enroll

–…

At the end, [MS-WCCE] https://msdn.microsoft.com/library/cc249879.aspx
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kekeo :: pkistuff !
But at the end…
– You will be in the system CA logic… 

– And in the database/logs… and will be revoked…!

• maybe
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kekeo :: pkistuff !
Do It Yourself!

–Handmade certificate, old-style…
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kekeo

Final demo!
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That’s all Folks!
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blog http://blog.gentilkiwi.com

source https://github.com/gentilkiwi

contact @gentilkiwi / benjamin@gentilkiwi.com
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