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1 Abstract

"You try to look innocent, but what's behind the curtain?
Whatever you hide or pretend will be detected - this is certain!”

On 27" December 2006 I found a sample of the Rustock.B Rootkit at
www.offensivecomputing.net, which was only sparsely analyzed at this
time. I was keen to study its behaviour, as I've heard a lot of stories
about this infamous Rootkit. Rustock included several techniques to
obfuscate the driver which could be stumbling blocks for the researcher.
Analyzing the binary was quite fun. Recalling the work I've done over the
last few days, it is clear that Rustock is quite different from most other
Rootkits I've seen in the past. It is not much because Rustock uses new
techniques, but rather because it combines dozens of known tricks from
other malware which makes it very effective.

2 Introduction

This paper is divided into two main parts. In the first part I wanted to
extract the native Rootkit driver code but without the use of kernel
debuggers or other ring0 tools. The second part covers the extraction over
the last three stages but much faster and with lesser efforts using the
SoftICE debugger. Each part shows various possibilities for solving the
different problems facing the researcher when analyzing Rustock. The
techniques can also be useful in future reversing sessions. All the tools
I've used can be found in the references. Some of them are free and
others again are commercial, like IDA Pro. Further all the binary dumps
and IDA .idb files from each stage are included in the package with this
paper. Use caution when reproducing the work described here. Consider
employing a virtual machine like VMware or Virtual PC and perform the
analysis on an isolated network to avoid the damage that could be caused
by the Rootkit. Use at your own risk!
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3 Stage 1 - Drop from the Mother ship

First thing we have to do is to browse into the directory stagel and unzip
the file Rustock-Rootkit.B-Password-infected.zip. The zipfile
password is “infected”. Now we are ready to start.

Load the unpacked file rustock.exe into 011lydbg.

Right click and select:

Search for ---> All referenced text strings

The limited result may indicate that the binary is packed or obfuscated in
some way. The best idea in this case is often to employ a tool like PEID or
Protection-ID. Unfortunately, this time both tools cannot determine the
Compiler/Packer/Protector. It could be that a proprietary obfuscation
technique has been used. One of the indicators that a file is packed or
obfuscated often is some unrecognized data, thus we start scrolling down
from the entry point at 0x401000 and strike a bonanza at address
0x401b82 (Figure 1). Place the cursor at this position and right click

Find references to ---> Selected address (Or just CTRL+R)

to BE4E1178

Chrl-+Gray *

Seleghed address ChrlR

Irmme skank
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The references window (Figure 2) should show three hits now. We choose
the second one at address 0x40198d, because it's the most likely
reference that jumps directly to the unrecognized data (push
0x401b82/retn is the same as call 0x401b82). A good chance for us,
that this is the end of the obfuscation code.

Figure 2:

- [References in malware: text to 00401B82]
[R] File view Debug Fugnspodimtsito push 401b82/retn
aused | B4 x| || B4 SR W 4 L|E[M|T|wW]

2 L

G1 « K

So why not setting a breakpoint (F2 at cursor position) here and see what
happens after we Run (F9) the code? (Figure 3)

.I ﬁgl Fili.lIE:[ o '”{f!]
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After running the code, a breakpoint occurred at our address as expected.
Now press Step into (F7) two times and we should be located at address
0x401b82 (Figure 4).

BEERGFFC4

Ba4a1E52

Chrl+a

Hm, still doesn’t look like valid code, right?

No problem, right click

Analysis ---> Analyse code (Or just CTRL+A)

and the result should look much better.

Use Step Over (F8) until you passed call 0x402092 at 0x401bac, which

does some API importing stuff). Ollydbg now should be able to show you
the API names to the relative addresses, e.g.

CALL DWORD PTR:SS[EBP+8c3] = kernel32. lcreat

A Journey to the Center of the Rustock.B Rootkit www.reconstructer.org Page 6 of 29
File: A Journey to the Center of the Rustock.B Rootkit.pdf 20/01/2007




A Journey to the Center
of the Rustock.B Rootkit

After reading some code, we notice that a file called “1zx32.sys” is created
at 0x401c7c (Figure 5). It is fairly telltale that this is the kernel mode
driver. So let us set another breakpoint at 0x401c7b (F2) and Run (F9) the
code again.

Figure 5:

After the breakpoint occurred select EDI in the Registers window, then
right click Follow in Dump (Figure 6)

Figure 6:

Incremnent

'has pointer to

Enter
Chrl+C

0SS |

wiew debug registers

Appeatance
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The register EDI points to the following string:
C:\windows\system32:1zx32.sys
Confused of the “:” instead of “\"” in the pathname?

Is it a mistake? Surely not, the driver just is created as Alternative Data
Stream (ADS). A nice method to hide the driver from easy detection,
because neither Windows Explorer nor cmd.exe will show you ADS
streams. This is only possible with special tools like Sysinternals
streams.exe. To simplify our analysis it's a good idea to let the code
create a normal file. Therefore select the “: = 0x3a” in the memory map
(Figure 7) and patch it to "\ = 0x5c” using right click

Binary ---> Edit (or just CTRL+E)

Figure 7:

Lastly step oOver (¥8) until the file was written (_lwrite) and closed
(_lclose) at address 0x401cc7.

As the aim of this paper is to describe how to deobfuscate/unpack the
driver, Ollydbg can be closed now and the first stage was mastered.

As a goody here is a short description for the folks, who are interested
what else is going on in the dropper code of Rustock.

1. If API Import fails, connect to:
http://208.66.194.158/index.php?page=main
Delete 1zx32.sys and Exit

. Try to open the service control manager (if it fails go to 5)

Create Service PE386 (if it fails go to 5)

Start Service PE386 (if it fails go to 5 - if ok go to 7)

Create service registry entries by hand as 1zx32

Invoke ZwLoadDriver

Inject Rustock.exe into the Explorer process, create a remote thread

and Exit

NOUAWN
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4 Stage 2 - Kernel code vs PE-Tools

Welcome to Stage 2! After we have successfully detached the driver we
load it into IDA and see what is going on there. You can find my detached
driver code and .idb file in the directory “stagel”.

Hm, after running down some pages, it seems that there is more code
obfuscation fun waiting for us. ;)

When we try to load this binary into Ollydbg now, a Message box pops up
and tells us something like this:

File “original-dropped-1zx32 sys.sys” is a DLL. Windows can’t
execute DLLs directly. Launch LOADDLL.EXE?

Usually after clicking ‘yes’ the DLL gets loaded by LOADDLL and stops at its
entry point. But after selecting Run (F9) the next Message box appears
and informs us about the following:

Entry Point Alert

Module “ntoskrnl” has entry point outside the code (as
specified in the PE-Header). Maybe this file is self-
extracting or self-modifying. Please keep it in mind when
setting breakpoints!

And the same Message for HAL.DLL. No problem, but after clicking “ok”
LOADDLL terminates with exit code 1001 and that’s it. :(

What now?
In these cases the best choice is to “fix” the PE-Files with PE-Tools.
So fire up PE-Tools and make the following modifications:
¢ Tools-->PE-Editor-->Select original-dropped 1lzx32 sys.sys

e Select “File Header”--->Characteristics--->unmark the
“dll” bit---> click OK (Figure 8)

e Leave “Image File Header Editor”
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Select “Optional Header” and change the “Subsystem” wvalue to
“2” (Windows GUI) ---> click OK (Figure 9)

Figure 9:
Image Optional Header Editor

Image Optional Header Informations [HEX]

Mangic i ooo4

Maijar Linker Yersion 1 wliror swvshe 5 ooaa

Mimar Lin

oaol

Image Base

Section Alignment

oool

Minar Image i ao0
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Select "“Directories”--->"Import Directory” and set its “RVA”
and “Size” to “00000000”--->click Save and leave PE-Tools
(Remember the old values 0x00010000 and 0x000001cb. We have to
reset these later in order to have a working file!) (Figure 10)

Figure 10:

Directory Editor
e by e

Architeckure 5

RYA

TLS Direckory | O0000OOQC0 | 0000000

Load Config Direckory Qo0aoo0o Qo0aaooo

Bound Impor

Import Addr e | 00000000 | 00000000
Delay Import Descripbors Qo0a0o00 oooaoaoo
\unkime descripkor

So what have we done so far?

Before the settings were:

e ADLL
e A Native Executable
e Had Imports from Kernel Libraries NTOSKRNL.EXE and HAL.DLL

Now the settings are:

e No DLL
e A Windows GUI Application
e No Imports
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Why can we do this?

The answer is easy. As long as the obfuscation code does not expect any
special data returned by imported kernel library functions, it does not
matter how we declare the PE-FILE. ;)

Therefore, after patching the PE-File behaviour we load up original-
dropped 1zx32 sys.sys again and - Eureka!

After running down some pages again we notice some unrecognized data
at address Ox116a4 again (Figure 11). Are the bells ringing?

unrecognized data
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Yep, we saw this stuff in the dropper code before. Why do not trying the
same trick again? (Figure 12)

Fig

Run trace
Mew origin here Chrl+Gray *
30 ko

Fallavs in Durmp

Seatch Faor

Find references ko Selected address Ckrl+R.

Irmm _-fj,'.i:flt & conskank

We select address 0x116a4, right click
Find references to--->Selected address (Figure 13)

As the first hit in the references looks best (push Ox116a4/retn) we
choose this one (Figure 13), set a breakpoint using ¥2 (Figure 14) at
address 0x110ce and run (F9) the code.

Figure 13:
- [References in lze32:.text to 00011644 ]

@ Fil= “iew Debug Plugins Options Window Help

|+ nfE|mT

Comment

[Initial CPU
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When the breakpoint is reached press Step into (F7) two times. We
should be arrived at address Ox116a4 (Figure 15).

Space
Label
Carment

Br oink

Run trace

30 ko
. 15 CERX D, BSR40
Follow in Dump

Search For

_apy kb Z:-::Efl:IJtEltl|E=
Anslse code
Bookmark, ' '

[Data Ripper

Durnp debugged process
i R.erno

Flows Graph
sl During nexk

Lrp af Process

Appearance CHRAR " u*

Use hotkey CTRL+A to display some human readable code.

As the code looks clearly less obfuscated now (Figure 16), it's time to
dump the current state.
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Figure 16:
- [CPU - main thread, module |z:-:32]

AEE 1 16H4

WweE o m omow Ufe om

[EEFP+41A]
[EEFP+457]

[EEF+46E]

HE
OWORD PTR [EEP+45F ]

Click Plugins--->0OllyDump--->Dump debugged process (Figure 17)

Figure 17:
- [CPU - main thread, module Izx32]

E"Pt'u':l Plugins ©ptions  Window
1 Bookmarks

3 Data Ripper

4 DllBre

&S GODUP Plugin
& Hide I:'!-'|:IIJIII'II"'T

a OII';.fDump Dump debugged process

Ll v W W w v ¥ v

Fird
Find OEF

g PE Dumper Ciptions

v v v v v

1Juggler
Aabout
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Unmark “Rebuild Import” and click *Dump” (Figure 18)

Figure 18:
OllyDump - Izx32.5ys

Start Address; | 10000 Size: [12000
Entry Paint: 1000 - Modify: |1644 Get EIP az OEP

Base of Code: |0 B aze of Data:

feet of [lunlp Image

8P in memary image
: string in dumped file

Cool, after saving the dump it is important to reset the old PE-File
settings:

e Setting the “DLL” bit in the “Characteristics” area

e Setting the “Subsystem” to "“Native” in the "“Optional
Header” area

e Setting the "“RVA” and "“Size” of the Import Directory
field in the “Directories” area to 0x00010000 and
0x000001cb

Ok, that is it for the second stage.
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5 Stage 3 - Naked looks best

For the last stage, load your dumped file from stage 2 into IDA or just use
mine: stage2/1zx32-unobfuscated.idb

As you can see in Figure 19, you can find some comments within the .idb
file. This allows a better understanding about the code.

Figure 19:

$+5

ebp

ebp, 6 ; standard "what's my current base address™ trick
eax, large fs:38h

eax, [eax+4]

al, al

loc_116B9: ;5 CODE XREF: D1lEntryPoint+1F}j
; D11EntryPoint+2C}j
eax, 188h
word ptr [eax], S5A4Dh ; WZ
short loc_116B9
ebx, word ptr [eax+3Ch]
dword ptr [eax+ebxz], 4558h ; PE
short loc_116B? ; Scan for NTOSKRHL base
edx, eax
esi, [ebp+41Ah] ; First Entry is ExAllocatePool
edi, [ebp+457h] ; Buffer for APl Addresses
sub_11A2E ; Scan for several APIs
esi, [ebp+46Bh]
esi
a
esi
8Bh ; Bxb = SystemModulelInformation
dword [ebp+45Fh] ; ZwQuerySystemInformation
duword - [esi], &4
duword [esi]
a
dword [Ebp+457h] ; ExfillocatePool
dword - [esi]
dword - [eax]

edx

Before I start explaining what the code between 0x116a4 and Oxllabc
basically does, let’s have a short look at Figure 20.

Again, we have unrecognized data beginning at Ox11afc.
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Figure 20:

esi, 4
inc ecx
jmp short loc_11A77

loc_11AB2: ; CODE XREF: sub_11a44+66Tj
; sub 11A4u+FEL]

loc_11ABA: : CODE XREF: 5uh_11ﬂhh+1?Tj
; sub_11a44+36T]
xor
jmp short loc_11ABZ
sub_11A4h

éExallucatEpuul db 'ExfllocatePool’ ,B8 unr-:oqni.:-d data

) aExfreepool db ‘ExFreePool’,B8
aZuquerysystemi db ' ZuQuerySystemInformation', 8
F1 a_stricmp db ' _stricmp’,8
align 4
dd 6 dup{@}
dd 806080006h, 4DOOOO88h, 38905A38h, 4626603h, BIFFF18%h
dd 191C2B8h, BCG615C248h, BE1COPEBh, OFBBA1Fh, 21CDO9B4h
dd BCE4CHE1B8h, 6968548Ah, 7OBE2873h, 67676F72h, 63876D61h
dd 4F1F6E47h, 6562E774h, SF7S5CFAFh, 44866998h, 3537EA4Fh

Unfortunately, there are no direct references in the code to this area, like
in the two stages before. :(

Now we need a strategy.

We should start reading some code, to get a clue how to solve our
problem.
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Here’s a short description:

e Import some APIs from NTOSKRNL (ExAllocatePool, ExFreePool,
ZwQuerySystemInformation, _stricmp)

e Query all running System modules using
ZwQuerySystemInformation/Subfunction 0x0b

e Allocate Kernel memory

e Unpacking routine at 0x11788 ---> call sub_117d3 unpacks code to
new allocated Kernel memory

e Move unpacked code over packed code area, grab imports from
ntoskrnl.exe and hal.dll, destroy PE-Header (MZ, PE, e_Ifanew) and
rebase API calls

e Free the kernel memory, that is no longer used

e JMP EAX at address 0x117c8 ---> execute the real naked driver

So, how can we grab the real driver without any kernel debugging now?

Why not just ripping the unpacking code at address 0x117d3 and then
dumping the whole data as a file?

A good idea especially before the PE-Header gets destroyed and the driver
code rebased. ;)

My small C Program called 1zx32-laststage-unpacker in directory
stage3 exactly does this job (Figure 21).

Figure 21:
Hiswpapersstagedrlaxi2—laststage—unpacker.exe

Rustock l=x32_=sy= last stage unpacker
coding Frank Boldewin ~ www.reconstructer.org

$ o=t

[#] Opening source file l=x3dZ2—unobfuscated.sys

[#] Opening destination file lzx32-—native—unpacked.zus
[#] Setting filepointer to offset: BxB00E1b1hb

[#] Reading packed driver data

[#] Unpacking now...

[#] Writing wunpacked data to lzx32-—native—unpacked.zus
[#]1 Joh donet

s papertstaged>
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Voila, last but not least we have a clean native driver that can be analyzed
very easily now. As a whole analysis of the complete rootkit would go
beyond the scope of this paper, here’s just a link to an analysis of
Rustock.B:

http://www.sarc.com/avcenter/venc/data/backdoor.rustock.b.html#technicaldetails

Basically the paper may end here, but I thought it might be also of
interest, how to do the same action like in all 3 stages with a kernel
debugger, but faster.

6 Speeddumping with SoftICE+ICEEXT

6.1 Preparation

To fully understand what’s going on in the preparation, you need to know
that a special function in NTOSKNRL.EXE called IoplLoadDriver isn't
exported by default (next to others). If exported, this function could be a
very useful breakpoint for us.

To solve this problem, we need the proper .pdb file of NTOSKRNL.EXE
from the Microsoft server. Further, the downloaded .pdb file need
conversion to the proprietary SoftICE format .nms. Normally not a big
task, as SoftICE has its own Symbol retriever. The bad news is that this
tool always sucks for me. :(

But why despair, if there’s another way!
The first thing we have to do is to leech the "Windows Debugging Tools”

from the Microsoft website (Link can found in the references) and
installing them.
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Based on the fact that you have installed Driverstudio/SoftICE as well,
edit the file $systemroot$%\system32\drivers\winice.dat now.

Set NTSYMBOLS=ON
Set LOAD=SystemRoot\ntoskrnl.nms
Change value symM=2048 (default is 512)

If you are not familiar with SoftICE you should read my paper:
The big SoftICE howto (see references)
Or if you are a WinDBG freak, use this one.

Do the following next steps:
md %systemroot%\symbols
cd %ProgramFiles%\Debugging Tools for Windows

symchk.exe %systemroot%\system32\ntoskrnl.exe /s
SRV*%systemroot%\symbols*http://msdl.microsoft.com/download/symbols

copy
$systemroot%\Symbols\ntoskrnl.pdb\<some hash value>\ntoskrnl.pdb

$systemroot%\system32
cd $ProgramFiles%\Compuware\DriverStudio\SoftICE
net start iceext

nmsym.exe $systemroot%\system32\ntoskrnl.exe
/OUTPUT : $systemroot%\system32\ntoskrnl.nms
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So, what have we done so far?

e Created a symbol directory

e Switched to the Windows Debugging Tools directory

e Retrieved the proper NTOSKRNL.PDB from the Windows website
with symchk.exe

e Copied the .pdb from the symbol directory into the Windows
system32 directory

e Switched to the SoftICE directory

e Started the SoftICE extension ICEEXT and thus SoftICE too (which is
quite tautological)

e Converted the .pdb file to a .nms file

Ok, we are now prepared to start the debugging session now.

6.2 Debugging and Dumping

Before we fire up the Rustock.exe we need to adjust two settings in the
SoftICE window first. So enter SoftICE using CTRL+D and set (Figure 22)

'protect on
bpx ioplloaddriver

Figure 22:
vaBs  ZWolob Y TM v
d8BE : 8B51567A 94 . HOFP
CngLanglusthcRuutlne 5
RS : 8851567 E£U3DAEG4ASSEO08 CHMFE BYTE PTR [_CmplLazuFlushPendingl, @
HBEBE 88515682 Y3l1C JHL 885156008
HEBE : 88515684 8U3ID94195358008 CHMFP BYTE PTR [_CmpHoldLazyFlushl, 88
HUBE 88515688 Y513 JHL +8@53156A08
HEBE 88515680 6AOL PUSH a1
dEaBE 885 1568F G6BAUTYL1DSE0 PUSH CMELazEHurkIte 5
HEBE 88515694 C6USAEGASSEEE1 Moy CngLanglushPendlng],B
HBEBE 88515698 EBCYEAFCFF CALL ExQueueHork
HBUBE: 885156A8 2 C21U0d RET =15 R ~] - -
jierotect on €——— gnable iceext antidebugging features
MeltICE protection is OH
Ntﬂuergsistenlnfurnatlun rrotection is OH
IMT3 5 ection is OH
UnhandledExceptionFil teyr protection is ON
CR4 Debu Extension tecti

‘hex forloaddriver €—— bEeak when driver wants to load
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Leave the debugger using x and execute Rustock.exe

The debugger window should have been popped up now at the entry point

of IopLoadDriver (Figure 23)

Figure 23
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Next switch to the code window using Fé and scroll down until you see
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PUSH DWORD PTR [EBP-70]

CALL RtlImageNtHeader
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On my machine IopLoadDriver+1cl (Windows XP SP2 German) and

address 0x805a0591.

Leave the code windows with F6 and set a breakpoint at the address were

the following instruction is found and run the code using x.

PUSH DWORD PTR [EBP-70]
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When the breakpoint occurred at PUSH DWORD PTR [EBP-70] enter:

d * (ebp-70)

As you can see in Figure 25, ebp-70 has a pointer to the start of the

image to the Rootkit driver.
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Let us grab some PE section info about the driver.

1zx32

map32 system32

So what do we know about the image now?

ImageStart ---> 0x£f60ee000

0x110ce ---> (reloc addr+size)

Size

- ImageStart

0x£60e1000

EntryPoint ---> ImageStart + (* (e lfanew)+28h)

Figure 25
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The last breakpoint that is left, is the one behind the unpacking routine,

we discussed in stage 3. And if you scroll down a little bit in the SoftICE

code window you should find the unpacker at offset 0x1788, thus we set
the breakpoint right behind it, on my machine at 0xf60el78d and run

code the again.

So, after the breakpoint occurred and unpacking was done let's see what

we find at EDI now (Figure 28).

Yep, it points to the unpacked and untouched image we want to dump.

ESI=FeBELBOF
o d I 5= =z a p o

CE-0BBd

—2111257888

ZEQ
59488

SEEE0LESHNNNEEE
BEEES0NENNNNEEE

BEEEFLGEnmnnEEE
BEEGRWNEYTTTTEEE

L G838 &=L SRnnnEEE
LEEENeTEIOOOLREE

LEESS-YEnrmnnEEE
LEELUYS-Er-r-000

BEEEUHEENNNNEEN
BEEEFONENNNNEET

BEEE-ELEnNnLUEEN
BEEOENVETTENEEY

BEESaNENNCEEn
BEEORCELOLILIEEN

FEEE =S EeEEe-
EBPEEnoN-r-0nREY

BEEEUMAENNNNNEE

BEEEOC-Srerm S
BEEEE -G RE

BEEEFLNSRHANNE-
BEEERWRELOLOUEE

HEEEEE L o EL
SEREEEr-0M0=r=C=-0r=0

BEEILSNNEhnREEE
BEEIE-uo - BE

BEESCENTANTLOEE
HEEEE ST RS

CEEEL G Ioo SE0n
NEEE-r-NSTOLLEY

D BE94DD9332BB
(L=t =0 TSI

e et ef e efi eff e
N
EIIEIIREIIRIILE
P=p=C= [ P=Pmp=C= = P=P= =0 0=
A A
4T 5 T 3 s € o T S

0 0150100 50 0100100 60 Sa00 0 Lo L0
Il llylylylvllyivlriyly o)
Lol T T T I o g T
el Tl i)
il il

] Fy
e ¥
-l
<
=
R g
. A
o -
g T
-l o
H S~ 0
L4 3 >
. (] () -l
1] [ +
nE n = b A [ |
L] oW e o -]
il 3 W o
- [l B+ ™ ] [ Y
m - B - 5 Im e R we o o
=] et ol =] L ko M A=
=T Sulagul S b L ep-LimeTmn
e L L . o Ll b o S ALl el
L L Byowomons Ry ldfy S s 0oy Sl Ll LS -
B oS e - X ORE e X GJREXEEXEE X [
gl Iaue aeuscale ool © of we LEECGEQGGLCLW
L I I Ty T Y T Ry Y T~ [y Y| W . 1Y [y« [ P N P Y[ T (A .,
=+ =] =] =+ == e e
: : 2o
= = W & oo
%] %] =] u [==lx]
B A < = W
- IM I IM T~ £ & I 0o -l o
e T 2 T o ) P P o S Y S g )l 0 0 Ll S 2 2 S S o o S L S by
C=MI 200 oWo IS eaSaWo LM ESSWISOJOOCSSTIOTTOTIOIC ]}
O E AR E X A A = EL A AR E EE XU E-E mm
- ma
n -t
i
95y
o o
] -] sﬂ
il 5 o v
3 il 5 [ 3 3 & EY ]
5 il ] m 5 3 & I
5 i L e o 5 3 & e
5 il B = [ L 5 8 & i+
5 o mr- "o Lm o 5 8 & ]
5 o] g & oo [, 5 3 & | &
GRSl £ NEGLL I ot 8 Lo 0 G0 aSonUSEong mﬁﬁ i
PRUULE 2 sEUWE 2 ok@ W LE b 08 Boko-Ungd ]
I ) P ] e £ o e e 2 1 b P L 3 0 7 e 5004 0 R 0 8 Y3 2000 v 3 e RS e Arn
Ll ool e L Ly i 5 0 L L L L P L Y 20 5 L P o B Ll o L P L P zm
-
Fd=]
G, = Ll LY D 2 e B e P i S L 0 s el S [ BT B e 0 L B R S o S [
o et e e e L L e T L s
H 777777777777777777777777777777777733 “m
L MfechellL L P A A
15 Aurte ,'.BBBBBBBBBBBBBBBBBBBBB £
=R l¥afTealalf a8 e Na[Na L8 8 s [N Va8 [NalRa LY s
L [ P P P Yy Y P W
............................................................................................ " En
-
LTE

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB Te
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBE::D:

dump driver - start 81967004 - size 0x8880
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Therefore the last thing what's left is using the dumping tool of IceExt.

'dump \??\c:\1zx32-native.sys 81967004 8880

That's it folks! To clean your drive from Rustock.B again, just use the fine
Rootkit-Detection-Tool called RkUnhooker (see References).

7 Conclusion

After studying this paper the reader now should have a better
understanding what different approaches can lead to success when
analyzing an obfuscated/packed driver. You may rest assured that reverse
engineering Malware is getting harder in future. Therefore, being prepared
with some armory and tricks is essential. I hope you enjoyed this paper a
little and I would be glad about some constructive reviews.

Happy reversing!
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PE-Tools 1.5.800.2006-RC?7
http://neox.iatp.by/updates/pt_update_08_rc7.zip

Ollydbg v1.10

http://www.ollydbg.de/odbg110.zip

Ollydump v3.00.110
http://dd.x-eye.net/file/ollydump300110.zip

IDA Pro 5.0.0.879

http://www.datarescue.com/idabase/

Windows Debugging Tools v6.6.7.5
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
Driverstudio v3.21
http://www.compuware.com/products/driverstudio/782_ENG_HTML.htm
IceExt v0.70

http://sourceforge.net/projects/iceext/

PEID v0.94

http://peid.has.it

ProtectionID 5.2b

http://protectionid.owns.it

The big SoftICE howto v1.1
http://www.reconstructer.org/papers/The%20big%20SoftICE%20howto.pdf
RkUnhooker v3.0

http://rku.xell.ru/?l=e&a=dl

Big thanks go to Val Smith, Marc Schonefeld, FX and Olli Koen for

reviewing this paper!
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