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I Elena Kropochkina elenal.]kropochkina[at]gmail[.]Jcom

e Elena Kropochkina begins her professional career in Devoteam Audit
Security team. She was graduated by Ecole Polytechnique and Telecom
ParisTech (France) with a M.S. in Computer Science, by Novosibirsk State

University (Russia) with B.S. in Mathematics. She is specialized in IT
Security.

I Joffrey Czarny joffrey[.]czarny[at]devoteam[.]Jcom

e Joffrey Czarny, working for Devoteam Security. Since 2001, Joffrey is a
pentester, he has released advisories on VolP Cisco products and spoken at
various security-focused conferences (Wireless Conference at Infosec Paris
and Wireless Workshop at Hack.lu 2005, VolP at Hack.lu 2007/2008 and
ITunderground 2008/2009). On his site, www.insomnihack.net, he
maintains the Elsenot project (“http://insomnihack.net/elsenot/”) and
posts video tutorials and tools on several security aspects.
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Disclaimer

I The presented study is in order to carried out Ethical Hacking

I Some tools presented in this slide maybe Unlawful in some
country

I Locale legislation must be apply

© DEVOTEAM 2010 - page 3
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Problematic and objective -

m Context

As many pentester, we had some small WebShells “PHP, Java, ASP” quickly

developed in order to control and escalate his privileges on compromised server
during penetration testing

Lots of public Webshell are detected and blocked by some security product so
unusable in the real life.

m Develop an intrusion Webshell toolkit

Standardized and centralized Webshells
Add obfuscation features and tried to bypass IPS/WAF signatures

m Followed Steps:

State of existing Webshells and their specificities related to the different platforms
Study of obfuscation methodologies on Web languages (PHP,ASP and Java)

Define a master Webshell with his primary modules , features needed (needful) and
interesting features (nice to have)

Development of master
Development modules for each Web languages

© DEVOTEAM 2010 - page 6 uEuurEﬂm
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m Web server types

Web server market by Netcraft

B0

4ok

i

Environment study

r
N3

Declooh
Juniloos
Oecloos
Junlo97
Oecl1997
Junlo9s
Oecl295
Junl99o
Oeciooo
JunE2od
Oec200n0
Junzool
Oeczo0l
Junzon:s
Oec2ins
JUunz00s
Oecz2o0s
Junznd
Oec2od
Junzons
Oeczinh
Junzong
Deczoos |
JunzooT
Oecz2oo7
Junzons
Oec200d
Junzong
Oeczing
44p2818

Web server market by W3Tech,

February 2011

Tomeat 0,60% - O1BM Servers 0,30%

= fpache

w Nicpozoft

8 Yahoo Trafic
/~ Servers 0,20%

Sun

= pginm wLighttpd 0,60%

3 ighttpd B Sun Servers 0,20%
— Google mGoogle Servers O0racle Servers
— NCZA 0,70%

Lighttpd OLite Speed 1,00%

Ll 111,18

8 Microsoft I1S 19,90%

Y Lahpache s99%
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# Microsoft IIS

0 Nginx

OLite Speed
mGoogle Servers
B Tomcat

8 Lighttpd

DIBM Servers
#Yahoo Trafic Servers
B Sun Servers
DOracle Servers
DAutres
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Environment study

m OS types on the web servers

liA il i PR
= lindaus |' fiarfpAy
v&% | o | ; 1l .I""I.,,“ll
e = Linu L
rknun 0 - Ml'lll "unhl
= Dther non-Unix il “"‘-w.“
2o - 7 IIIll ,,.,,w:::I'I“"":::::"""“"" !
hi " T || et Mhormg)
= Solaris - -u:::,,r"-a,,a--.-’ el i ,.-“""m”
= Dther Uiy '-«-m;r.. AN D _,ﬂ__.,......ﬂ !
.i"'m "m"""" ol e s pees
(i RS —
0 e e — 1999 2000 2001 2002 2003 2004 2005 200h 2007 2008
Jan May Sep Jan May Sep Jan May Sep Jan Bicia Mg Mgt Blrrestan
B ped et [ et W Lty W o
2006 2007 2008 2003
Cotright, (r) 1893-2010° F-Snft. Thin.

Operating system share for SSL sites, Operating system share for Apache
to January 2009, Netcraft serveurs, Security Space
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Enwronment study

® Programmation Ianguage share for Web Servers

Programmation language use on the web
servers, to February 2011, by W3Techs

® Perl 1,10% -, @ Ruby 0,50%

0O Cold Fusion 1,30% = PHP
Bl 3,005 BASP.NET
OJava
0O Cold Fusion
B ASP.NET 23,30% W Perl
@ Ruby
M Python
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Environment study

m Most used environements
. Apache+PHP; IIS +ASP.NET; Tomcat, Weblogic +Java

m Pentester's feedback

. Java dominance (often used for internal application of big
companies)

m Priorities identified
. Apache + PHP
. Tomcat, Weblogic +Java
. IS+ ASP.NET

© DEVOTEAM 2010 - page 11 uﬂml.Eﬂm
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= Most famous WebShells:
m C99 Shell
m FaTaLisTiCz

¥ Most interesting WebShells (Ethical Hacking point of view) :

m PHP

= C99 Shell
FaTaLisTiCz
NFM
R57
Iron Shell
PHPJackal

2 Antivirus detection tests:
McAfee
Kaspersky
VirusTotal

m Java
JspWebshell

JspSpy

m ASP
Zehir 4
ASP Spyder

© DEVOTEAM 2010 - page 13
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File Manager, "user-friendly" interface

File upload/download

File Editor

Command execution cmd

Information on open ports

Encoding/decoding in base64, dec2hex, URL, hash : md5, shal, crypt, crc32
Actif process control

Binding port connection

Security information (safe mode on/off, open databases)
FTP Client

Advanced SQL Manager, like phpMyAdmin

PHP code evaluation

m Antivirus detection :
Kaspersky : Backdoor.PHP.WebShell.bb
McATfee : BackDoor-DNF
VirusTotal : 23/43

© DEVOTEAM 2010 - page 14 uElml.Eﬂm



WebShell survey: C99 Shell

!C99Shell v. 1.0 beta (21.05.2005)!

Software: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 OpenSSL/0.9.8] mod_autoindex_color PHP/5.3.1 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
uname -a: Windows NT SHIFTPRO-TOSH 6.1 build 7600 ((null)) i586

C: \xampp\htdocs\ testShell |
Free 05.47 GB of 140.01 GB (64.07%)
Detected drives: [a [[c][d][=]

ﬁ " - L. ﬁ N ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback Self remove Logout

Listing directory (3 files and 1 directories):
Size Modify
LIMK 30,09.2010 14:53:20
LINK 29.09.2010 18:01:04
DIR 29.09.2010 13:46:03
AST.php 86.7 KB 29.09.2010 17:48:38
C9%.php 146,71 KB 30,09.2010 14:37:43
C9%test.php 146.69 KB 30,09.2010 14:40:47

11 Command execute i1

|| Exequte

iz Search ::

| B - regexp [ Searh |

1z Make Dir ::
|CibampplhtdocsltestShelll

:: Go Dir ::
[Champpihtiocpestshell

© DEVOTEAM 2010 - page 15

=

:: Upload ::

I - AT

:: Make File ::

[cioamppihtdocsipestshell || Create |

12 Go File =z

[CvamppihtdocsitestShell, [& |

[ With selected: EH Confim |
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System information

File Manager "user-friendly"

File upload/download.

Search of folders with writing rights
File editor

Command execution cmd

Encoding/decoding base64, dec2hex, URL,;
hachage : md5, shal,crypt, crc32

Actif process control

Advanced SQL Manager, like phpMyAdmin.
Possible to view open SQL connections and SQL
server environement variables

Code PHP evaluation
Mail sending
Update from author site and feedback

Antivirus Detection
Kaspersky : Trojan-Downloader.PHP.Small.i
McAfee : is not detected
VirusTotal: 8/43

© DEVOTEAM 2010 - page 16
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WebShel survey: RHP Shelf 2.4

m Command execution cmd
m File navigation by command line

m Authentification:
m password hashed by md5 or shal

m Antivirus Detection:
m Not detected
m VirusTotal 0/43

PHP Shell 2.1

— Current Working Directony: #

20,/1272009  00:00 <REP>
22509/ 2010 13300 <REF>
20,/12/72009  Q0:00 <REP>
21/09/2010 10218 <REP»

5 dix

29/09/2010 15:21 <BEP>»
29/0872010 15:21 <BEP=
2041272009  D0s0D
2001272009 O0D:00
205122009 Q0200 <BREF>
20/12/2009 ©D:00 <EEE>
201242009 D000 <REP>»
20/12/2009 ©D:00 <REE>
2041272009 D000
20,/12/2009 ©D:O0 <REF=
205122009 Q0200 <BREF>
20/12/2009 ©D:00 <EEE>
22/0%/2010 13:00 <EEFP>
20/12/2009 ©D:00 <EEE>
2041272009 D000
21/08/2010 1D:18 <REF=
H

Execute Command | Lagout

© DEVOTEAM 2010 - page 17

§ copy file teat.bat new teat.bat

233
137

lib
1oga
modul ==
L2an

Le volume dans le legteur C ='appelle WIMNDOHS

apache_inscallservice,bat
apache uninstallasrvice.bat
gin

build

oont

=rrar

file_teat.bat

icons

include

lib

1opa

modul ==

new_reat.bat

11134
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WebShell survey: PHPJackal

System information

File Manager "user-friendly"

File upload/download.

File editor

Command execution cmd
Encoding/decoding base64, dec2hex, binary,
hash : md5, shal

Port scanner, sub-domains and folder scanner
Advanced SQL Manager

Code PHP evaluation

Mail sending

FTP Client

Bind/reverse shell

Passsword cracker and brute force on hash by
Dictionaries or log files

Steganography

Web proxy

Antivirus Detection:

FleZilal TP
HercuryMall
" ancaymous
" apache
"~ ohbin
" hidocs
il

2] apache starthat
L2 apache_stop.bat

L) ileila_stopbat

W09 RIS 124035
12720 OBOCRRMAS 131059

AL O 00 0 /D15 11108

Q00712/%0 060010030 J0/06/9 13: 16

L1009/ 1529 11 020/009 1531

Not really detected ,,only Avast“, virustotal 3/41

© DEVOTEAM 2010 - page 18
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WebShell survey: Iron SheII

PHP information

File Manager Antivirus Detection

File upload/download. Detected

File editor VirusTotal 16/41

Command execution cmd

SQL Requests without data return Authentification:

Code PHP evaluation nothing by default, possible with
Brute force on md5 hash password hashed by md>

HTTP headers view

DEpofeam



ﬁn -

WebShell survey: R57 SheII

30-00-2040 474651 [ phpints ] [ phaiini | [brip ] [ dulebe ]

saf_mode: OFF FAiF vemon: 5.3, cURL OFF MySOL ON MSS(L OFF FostgreSjL: OFF Ormde: OFF
r57shell 131 | Dok toections - HOKE

Fram smacs - 05,47 68 Tolal pace: 148,01 GB

05 Wirdows NT SHIFTPRO-TOSH 6.1 uild 7600 ({null)) 1546
Servir . Apache/ 2,214 (Win32) DAV/D mod_s4l/2.2.14 OpenSSLI0.0.81 mod_suboindir_galor PHR/S.3.1 mod iy 2-20090110/2.7.1 mod_pee

File upload/download (direct or by FTP).
Command execution cmd
MySQL Manager, MySQL dump S = S
Code PHP evaluation
Mail sending

. . 30/09/2010 1&:07 ¢5&R¥ .
Text search in files e .

Le volume dens le lecteur C ='appelle WINDOWI
Lo pumdrp de g8pie du volume eat 3205-4BSZ

AERREERLIE o2 LINEEMPENALARCaIasEaNel

30/03/20L0  13:37 150 226 C33.00p
20/09/20L0  16:09 57 86 gheld-aig
03/20L0 1345 <Ep AFERIRE
000 1615 105 845 r57zhell. gy
4 rienter(s) 382 724 octets

3 BBpi=) 102 4€0 344 384 pctess libres

m Antivirus Detection

i Doecute commend on Server o

m Kaspersky : Backdoor.PHP.Rst.ai

un cammand ¢ |

m  McAfee.: is not detected et e
- mmm4|c: ampp'hidocs estshell | Edit flle
m VirusTotal: 7/42 =i =
Seluct alims |ﬁnd:uidﬁ|n: E |Em:utn
m Authentication: e P
m Password and login hashed by md5 — AT !

/* delete serips ¥/

© DEVOTEAM 2010 - page 20
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File Manager

File upload/download.
Command execution cmd
Hash : md5, shal

Port scanner

MySQL Manager
Archiving

Mail ICQ flood

FTP Client

Brute force on md>5 hash
Visualisation etc/passwd, cpanel.log, httpd.conf

Exploits (bash shell bindtt.c, Local ROOT for
linux 2.6.20 - mremap, Local ROOT for linux . :
2.6.20 - ptrace, psyBNC 2.3.2-4,BRK - Local ™ Antivirus Detection

Root Unix 2.4., Glftpd DupeScan Local Exploit, m Kaspersky : Backdoor.PHP.NFMshell.a
Traceroute v1.4a5 exploit by sorbo, Traceroute = McAfee: not detected

v1.4a5 exploit by sorbo = VirusTotal: 8/39

m Comments: in Russian, adapted only for Linux,
authentication was not workin |'
© DEVOTEAM 2010 - page 21 g HEUU Eﬂm
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File Manager

File upload/download.
File editor

Command execution cmd

Comments: in Chinese
Antivirus Detection
m Not really detected
m  SuspectCRC

m VirusTotal: 2/41

Authentication: password

R 314 $ B o LR\ |
S e I \‘I SEsmm |
| j i el eSS fReLis .-;j.) iin.. 1

WebsShell survey: )

DEjofeam
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WebSheII survey: JspSpy

System and java mformatlon
File Manager

File upload/download.

File editor

Command execution cmd and program
execution

Port scanner

SQL Manager without grafic interface
(Oracle, MySQL, SQL Server, Access)

Back connection
Dynamic screenshots

Antivirus Detection
m Not detected
m VirusTotal : 0/43

Authentication: password

b B BB (471 AR ATTAS)

b | £ o e ol VY 1| et ot | Gl 0 | ik o] | Pt S e gt Sisrata P gk | Eammoss Sendvad | Fogt Wi | (2P £0e

=hull Uslira »

E = e el DS T, i
£

ezt | ™o e Ll £ | 'Wios W imgad 4 Comvmand Forad Afiwr 'vos Siwt: 0o Wl bt G T

R, perieie de © mamgg v

(08 000 () <RED

(08 200 ) REF

(08 20A 0] <REP= b

[ULEI00D 1329 <BEF> col

(00 200 ) B deplayer

00 IR 00N RER> e

(082003 (0] <REP= i

VLN kL BER> Lo

ILEMG U7 <RER> tamp

(082003 0000 211 1emcy_nealBerie b
(08 200 N 37 teieal_weastaleervice ba
12BN 52 ~BEF webuppm

IUERT 15 RER wark

1 fchiens) 370 ocners

LR, g5k ITFII0a84 0150 aripls Hiss

. zmpplancats

wo [0
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System information
File Manager

File upload/download.
SQL Manager

Comments: in Turkish b Tagpaet chiend
40 lueh

Antivirus Detection
Detected
VirusTotal: 34/43

Authentication: nothing

© DEVOTEAM 2010 - page 24
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System information
File Manager

File upload/download.
SQL Manager

Antivirus Detection
Not detected

Authentification: password

© DEVOTEAM 2010 - page 25
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16 WebShells analyzed in detalils :
11 PHP, 2 JSP, 3 ASP
Missing features

Some feature are not working well
on all server configurations (often
database Manager)

Created for the malicious purposes
=> are not adapted for pentester
needs

Detected by the antivirus
Insufficient protection : password
Work only on Linux or Windows

-
[}

E c
2 S T £ =
g S |g| B2 IR
2 = |85 | ¢8| § 5| € | B| =8
- © - 3 % 42 %’ o o c [} I
3 9 <= E|E|c|= e S| S| &
< = o ¢ £ S| S 5| = S| 5|8
2 S s 9 5 £ | = S g s|® S| 8| =] 2
2 2 S a £ o | 8 @ o 3 o ~| o| ©| @
9 S = 85 0 2 |2 | as | e S|l 2| &l £
= (= < agx |[0|a|E|D8 a|E al §|E| 8
PHP Shell | PHP | v v - |- N I I I
2.1
PHPJackal | PHP | - vV I IV IV |V || v ||| ] ebruteforcecrad ker
e Web Proxy
e Steganography
---------
fe mode bypa
€99 Shell PHP | @ v |V IV || [ [A] -] [ Prroces:contro ller
co9 PP | @ | 7 |V ||| 7 || 7 [ 7]semoset
Locus7c E'"d B
ogs clea
Shell rocess rolle
FaTalisTiC | PHP | @ v |IVIVIVIvV IV | - |+ Process controller
z_Fx29Shel saLm
|
ronshell [PHP | @ | v [V [V [V |V [ A v < HTTP header edition
®NMD5 te for
CyberShell | PHP | @ | v |V | || - | - - - [rortmanager
e PERL script execution
Rs7shell [PHP [ @ | v [V |- -1V |- - st fner
* Mai
CTT Shell PHP @ / / / / / / - _ | e Process controlle
NFMshell [PHP | @ | v [V | - |V | vV | A v [ ] porssea
e Archiving
e Flood mail, icq
e Exploits
Dxshell1.0 [PHP | @ | v [V |V [V | v [ A& | - | = Mail spam &flood
® Port: n
e Cool modifi
JspWebSh | ISP | v | vivI1i-1v]-
ell 1.0
JspSpy ISP V| A ] | | R sean
CyberSpy5 | ASP | - - -l v |- _ B _ | + pefacement features
Zehira ASP | @ - 3 BV IV N
AsP ASP | v VI v Al V - | el
Spyder n "
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PHF projection ang obfuscatiog

m Two categories
m  With additional modules installation
»  Without additional modules installation

m PHP code protection technics
= Encoding
Bytecode
Base64
= Obfuscation

Classes and variables names are
transformed in incomprehensible strings
(by applying md5, shal, III11, ...)
Clearning spaces, newlines, comments

= Encryption

© DEVOTEAM 2010 - page 28

m Tools:

PHP Obfuscator —
Raizlabs

Obfusc PHP

Code Eclipse

Source Guardian
lonCube PHP Encoder
FOPO Free Online PHP
Obfuscator

Codelock 2.7

Zend Guard

Nu-Coder

Byterun

SourceCop for PHP
phpCipher

PHP Locklt !

DEjofeam



m Three levels of encoding

= Obfusc PHP 3.0.0 -NOT REGISTERED- Demo versio Lo | B e
|

File Tools Help
DEH @
= Null [
m Basic =
V| Variabile C | Class name U| Legal use M Member
. F ree I an Ce r F | Function D | Constant H | Inside htmi i Simple string identifisr
| 5 | "|dentifier inside double guoted string” | | -3 | “Identifier inside single quoted string’
Elapsed time: 00-01 Informations
Ready ‘Waming: DEMO license. Don't use obfuscation results in production
[ B e ] ﬁhey will randomly fail to work in @ week)
Rescan and Reload ] [ Save unchecked to preserved ] -

m Possible to choose

Case sensitivity (5)

Externals (29

Not Used (6)

~Jiflempty(s_REQUEST['cP']) | lempty(s_REQUEST{mV'[j}{

sBE-(lempty(s_REQUEST['cP']))?$_REQUEST['cP':5_REQUEST[mV']
Scis=(lempty(s_REQUEST['cP']))?'Copy'" Move';

manually the entities to R
obfuscate T

|?php /* This enceding is for evaluation purpose only. It will expire in 7 days and could manifest random failures after 7 days™/
if(!function_exists("agF1gTdKEBPd6Cal")) { function agF1gTdKEBPd6Cal($ekV4gb3DGH29Yotl) { $fYZ2g87NjIGLnXVg=""; $rZ13glaFcSAz0dZY=0;
$qVh0gqGnK20A4i0B=gtrlen({$ekV4gb3DGH29Yotl); while($rZ13glaFcSAz0dZY < $qVh0gqGnK20A4i0B) { if(3ekV4gb3DGH29YotI[$rZ]3glaFcSAz0dZY] =="") {
$fYZ2gB7NJIGLNXVg.=" "; ¥ else if($ekV4gh3DGH29YotI[$rZ]3glaFcSAzOdZY] =="1") {
3fYZ2gB7NJIGLNXVg.=chr{{ord({$ekV4gb3DGH29Y otI[$rZ13glaFcSAz0dZY+1])-ord('A") ) * 16+({ord($ekV4gb3DGH29Y otI[$rZ13glaFcSAz0dZY+2])-ord('a")));
$rZ]13glaFcSAz0dZY+=2; } else { $fYZ2g87NjIGLnXVg.=chr{ord($ekV4gb3DGH29YotI[$rZ]3glaFcSAz0dZY])+1); T $rZl3glaFcSAzOdZY++; } return
$fYZ2gB7NJIGLNXVg; ¥ Fif(time()>=1286874828)exit("Expired obfuscation!");eval{agF1gTdKEBPd6eCal('!Cevfbuu™ / <&!Cb@j: |CbBaBMARWNC frkj NS@IGA
!CbBb+--U1A--BRB VFRK] /,. Rp lggrgml j--CL!CbBb !CbBbfrrn8--uuu,ul, mpe-RP-vfrkj/-BRB-vfrkj/+rp Iggrgml j,brb!CbBb<!Cb@j: frkj
vkjlg;!CbBbfrrn8--uuu,ul,mpe-/777-vfrkj!CbBb<!Cb@j: fc_b<!Cb@j:kcr_ frrn+cosgt; !CbBbAmIrcir+Rwnc!CbBb amlrclr;!CbBbrovr- frkj9 af pgcr;ggm+6637+/!CbBb
-<!IChb@j:rgrjc<NENH_ai_j Y&:!Cefjklbi0<&!CbEm:-ragrjc<!Cb@j:jgli pcj;!CbBbgrwjcqfccr!CbBb rwnc;!CbBbrecvr-aqq!CbBb

fpcd;!ChbEbfrr8--f, _aicpx,amk-NFNH ai_j-grwjc,aqq!CbBb-<!Cb@j:jgli pcj;!CbBbgfmprasr gaml!CbBb

fpcd; 'CbBbfrrn&--f, _aicpx, amk-NFNH ai_j-d_tgaml,gam!CbBb rwnc;!CbBbgk_ec-wv+gaml!CbBb - <!Cb@j&:!Cehmgdg” 1<&!Cb@j:- fc_b<!Cb@j: "mbw <!Cb@j:bgt
a]_qgq;!CbBbjcdr!CbBb<!Ch@j:gke gpa;!CbBbfrrn8--f,_aicpx,amk-NFNH ai_j-gk ecqg-"_llcp,nle!CbBb _jr;!CbBb™ _llcp!ChBb - <!Ch@j:sj<!Cbi@j:jg
&:!Cehrgioo2<&<:_ fpcd;!CbBb&:!Cerpcspul3<&!CbBb<Gldmpk rgml:-_<:-jg<!Cb@j:jg &:!Celgigbb4<&<:_ fpcd;!CbBb&:!Cearibut5<&!CbBb<Dgjc
k_|_ecp:-_<:-jg<!Cb@j:jg &:!Celttpgh6<&<:_ fpcd;!CbBbé&:!Cexifrqo7 <&!CbBb«Cbarmp:-_<:-jg<!Cb@j:jg &:!Cehdmw " nB8<fu<:_

fpcd; !CbBbé&: ICejb ™ xhf0/ <&!CbBb<Uc™ gfcjj:-_<:-jg<!Cb@j:jg &:!Celargnp00<&<:_ fpcd;!CbBbé&:!Cetnrsaw01<&!CbBb<@-P gfcyj:-_<:-]g<!Cb@j:ig
&:!Cemtejhw02 <B<:_ fpcd;!CbBb&:!Ceofxetn03<&!CbBb<Q_dc+kmbc:-_<:-jg<!Cb@j:jg &:!Ceps’ vhs04<&=<:_ fpcd;!CbBb&:!Celsncrh05<&!CbBb<Q0]
ajgclr:-_<:-jg<!Cb@j:jg &:!Cepwucnwib<&<:_ fpcd;!CbBb&: 'CeW|b vmO07 <&!CbBb<DRN ajgclr:-_<:-jg<!Cb@j:jg &:!Cemnjxtk08<f<:_

T . U 0. S S | M, -

e TE PR T O L= 1 - TR PP - . T PP T T VP B T C T
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Example of PHP obfuscation tool : Codelock 2.7

www.codelock.co.nz

PHP, HTML and JavaScript
encryption

Possible to rely encryption key
to defined IP address and
define expiration date

Encryption key is located
inside generated code but it’s
encoded in base64 !

PHP ENCrypror - <t 1/2 O
I-"'-r'_ 1 = - ] : - "Qm;\’_@? }
Chosas o i by :  Mdhimley Y YW M
‘HD Latrethny | fwa) Saonl <] O T bewpssties
€ : 4 :
& segrwen
P v
Qo= ) |
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S? srotéction and't “fusc’
Stunnix VBS-Obfus

Obfuscation modes :
Code Mangling

Replacement of variable names and
functions by incomprehensible strings
by applying md5, 1ll..1, random
permutation of characters, the
shortest possible names

Cleaning comments
Hiding constants
HTML Mangling

Cleaning comments, spaces in html
text

Transforming string characters in
entities starting by &#

Transforming tag names in different
formats (Uppercase/Lowercase)

Encoding (asp brut and asp inserted in
html with script
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Basild Tooks

Mode

B azpshellasp standard: serverside VB Script in .azpl.html files T

B zehird.asp

standard: serverzide VB Script in

Others Tools :

aspl.html files T
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ASP protectlon and obfus’catlon

Stunnix VBS-Obfus

<k
<% Fanotion EeplsoegentFor Dofferoontcent lagamenzFor dacs
Funotion EufferComtent (datal rLan Feg — fep ~dnta]
Din ReplaccmantFar JCracncont(éd)

Lim strloacant(64) Uin Peglacementiar i

[im 1 BaplaaevsnnFor_olesrstring ReplacsmencFor sSTIOORTANT
Clearscring strConcent Foz ;.IFllmlﬂ':Pﬂ:_l.-|;..'Iii:|ﬂ+§|:|'.-=E15§1| T ll:lEl:F.ll:ll:luntF:r_:ll.l:l.:l
. lacepenclor edd=tring Eeplacementlor =orocontent, Dhr (Rach(Hidn(
r i=1To LenB(data) FeE - i me - e

ErplacenencFor :Iﬂ'Lh.,EtplﬂEtl:lﬂ'll:E'l:lE_L_. &

Addacr 1ing Str Ccnttnt, Chr [.FI.-:"E'-B I:H:I. dB [dﬂtﬂ, 1, 1 b1 I'.lN'l"ﬂﬁ‘!'EﬂlaEﬂl 141
Haxt Hext
ReplasemartFor buffereontanc=RoplacamentFor fnrcadateing |
FeplacensncFor_stroontent)

Bufferfont=nt = fnRead3tring(strfontent)

And Fomerinn

o eNEouTe | fdIm WIX Yv®)  XIE_¥v = unescape | feNeoucedlBA22dIn XIFdFaNIIVZ9%EANCFdF 4Ed

e Ay pE s !2:u\15!52$:$5¢a!?3:5.5!5 R L R LR R I LR R R B SRR B B R R R R R R LG SRR I LI BRI
2N R NN LR N T R I NI R R AR N T I I ek 2 I N N D N e T I N 2 T RN D R R 2 AT T 2N T IR BT
Lol 120 el ey N Sl T o o o e o S O e o A e b o S o AN R S A N S L PR I S S T 2N 2 A RN
RN R R LR e L R R AN S R R LR R R B B R AR B R R B R R R Y B EEEC A I B L R R A e R SR R R R A BTG EX I RRT]
d L LS L R S e S R e S S R S e T RS E e s R e Y S TR S S R S S R E AR NS R IS R N0
IR NI I N T T TR TN N I R I T N I I I N P A RN TN I L AR I I N PN I ORI LT NP 2 R AR T YT I I NG ERT
L R R e R e e A e R R R A B R R B R R B B AR e L L R R R R B LRI A R R B L AR A e NI I B2 S 2 R
LEl pSen Rl Ll R R e bR ER LR I LI L2072 W LEREhd T oA R R Ll LT AN I R LR R TINI B2 R 2B Lt 1N 2RI LI LR T PRI ERGRE
I EraEIN I TR I N T T TR TN N L AR I T N A R N T D I TR TN T I I L T PR I NI N PN T IR LT N PN 2 R IR TN I NI NTTRT
e R A A e A L N N R N N A AN R R A A T R L AN A N N P R S e I L A A e R P T
PR R L R R R e R R e e L R B R BT R R B R R e L LN R R L N B B R e TN B R CR S EE R RS SR B 4RI B EERER
g Sy AR S S R S S S R R S I SR e S S R S L S S R I S S I R R R CA A S S AN B SRS SIS IS
P L P DR S L S A L P L P L L D L L e PP L L PR L DL L L L LA L L L L LTS PRl
FEeEn AR R R R N B R e R R b I R B R T N2 R R A S PN SR B ARl ek SR bR Bl Tl R R B R R eI B EERER
TON2 B2EE SR AR I EERE L ONEEEBR62 SEEN ZE 2R 2SI EEdN B2 5 RGAEnN 55 2E T4 PV 26252 L2 TN ST 6262 SEFNZE2G2EIEE01N
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Java protection and obfuscation

Tools :

Zelix KlassMaster
Cinnabar Canner
Jmangle The Java Class

B Data and variable obfuscation:

B Changing variable storage (transformation from local
type to global)

M Variable encoding

. : : Mangler
W Data agregation (array of two dimension to one o gG y
dimension array) etroGuar
JODE
M Function and control obfuscation: SN B , e
M Function agregation e e

& Build Helpar - Classpath

M Changing operation order (loop inversion etc)
M Changing function names (on the most shortest
]

Classpath that Falix KlassMasier will use.
D CiProgram Files\Javaljrelibirijar

D COProgram FilesLlavajreflibijsse jar
possible names, applying md5 etc) gg;gg“mwzgggf:;;mf S
Code complexified elements : R e st L
M Add never executing functions =
M Introduction of goto in bytecode

M Add redondant conditions for loops

1 class opened in 0 seconds. 1127 7K of mamory used.
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ava protection and obf

GEEEERYR R R BN EERNRREEN

B4

40

i |

uscation

+

public class Shell extends HttpS3ervlet {

protected woid processRegunest {HttpServletRegunest reguest ., HttpServletResponsse responsa)
throws ServletException,., IDExceptiom 1
responses .. setfontentType{"text / html ; charset-UTF-8"}% ;
PrintWriter out = response.getWriter ()
String commande _resualt-—-m"m;
try 1
primntPageStart{out) ;
Enumeration en =— request.getParamseterNames () ;
while (en.hasMoreElements{d} {1
String paramBlame = {(String) en.nextElement () ;
if (paramName.sguals{"cmd=))
commande_result—executelfmd{reqgquest . getParameter { paramlame]}} ;
¥
ont . printlnf{commandse_result) ;
printPFageEnd (out) ;
¥ fimally
out .closa ] ;

¥
¥
private wold printPageStart{PrintWriter out) 1
ont . printlnm{"<html>"} ;
ont . println{*"<head>"] ;
oot . println{*"<title>Saervlet Cmd Servlet</title>");
ount . println{"< head>"3} ;
oot . println{"<body>"73 ;
ount .println{"<FORM METHOD=-GET ACTION=?'S5hell *><INPUT mname='cmd' type-text><INPUT type=-=-submit wvalue='Run'></FORM>") ;
¥

private wold printPageEnd{PrintWriter outl) 1
ount . println{"<S body>"} ;
ot . println{"</ /html>"7} ;
ont .close () ;

¥

public String executeCmd(String imnputl) 1
String 8 = mnull ;
String ocutput-—-==;

frax L

stRontime () .exec("cmd.axa JSC ™ +
nputstreamleadsar

pP.getInputStream () )] ;
while{{s = sl.readlLinme(}) != pull) {
oOUTPpUT += 5
¥
¥
catch{(IDExceptionmn &)
g.printStackTrace () ;
¥
return ocutput

¥
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BEEERERRELBREE

public

i

Java protection and obfuscation

String a(8tring =)

boolean flag = A;
Object obj = mull;
String 82 = ==;

Process process = HRuntime.getRuntime().exec({(new StringBuilder()).append(B[T]).append(s).toltring(l);
BufferedReader bufferedreader = new BufferedReader(mew InputStreamReader (process.getInputitream()))};

[+ 1]
1
String =1;
if{(z1 = bufferedreader.readlLins{)) == ounll}
i
-
bBytel® — ZJ;
bBytelz
JWwM INSTR ixor i
fcharl
JWM INSTR castore H
i

W INSTR = a P H
INSTR 4dup_x1 -
INSETR ifme 201 ;

ZEoTto _L9 _L=

INSTR dupZ
INSTR =wap
oto _ LA

Ly
T BEE

INSTR =W ap H
INSETR 4dup__xi1

[T
E
;

z

INSTR icmpgt 428
ZEoTto _L11 _L1

INSETR mnew #1410 < Class Strimg>;
INSTR 4dup_x1 -

INSTR =wap i
AimmE L
erm ) 3

INSTR =wap ;

INSTR pop i

INETR et O;
A me a=s [ - e Scrimg[127

"ROBIINOOSSEDBCx ™

TR IFNOCLIR=",031 ™

" AROIZT2RNOO0OT EcBx —Sgl=W013BFfFd+ "o WO0268FE4 030 ZfS=AB jS =013 b™ ;

mWROIZT . MOBI2[a™ND31 ™

mAROIZT MDA IWZ WO L ™

" AROIZTHNOCOT AN OOTHWO13+bERWOD2SgFsf /fuWon™st "WO0138t  WO41ZZonOOCOxARIT T IHe W23 - W0 26mF+WO013WDI13FD+WwaWOZIFSFTHWIIEE>S
WOZEE—T"03ZI3%017 £fVasfWOoZ20sB{WO035CafJ  "\O03Z%0Z26uF+% 033 > 0000224 0Z3 XS\ OZi=zapLu"wDi3P™
"E L WO D, POTLTWNOAZE TS NOIEEBEJH O™

"D+hmNDIFO0Ff _FNWOILEWDO0T ™

"EFWCIZEE .D2NWNOOIEED  WOATDpEZScWak VW ™ |

as [9] "D+%m™

as [10O] - TRO3IZFINVODEEDnKx " o

== [411] —_ THROIFTIVNVENE T

imt 4z

bByte byted;:
B — a=;

EEiH EER

B b il b

LI

[ R B I |
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™ Protection mechanisms:

= n §\.}. c 3 ;‘_‘ - —

Protection and obfuscation tools: summary

Encoding
= Reversible
= Hide program structure
= Decoders exist
Obfuscation
= lrreversible
= Doesn't permit to hide completely program structure
= Existence of « Code Beautifiers »
Detection of protection and obfuscation method applied by automatic tools:
= Zendecode ( decoding tool for:
PHPCipher,Codelock, Truebug, Sourcecop,
Byterun, ElearningForce, PHPLockit, and PHPion
= PCL's PHPID (detect obfuscation and protection tools used)
Encrypting : best solution for PHP and ASP
Obfuscation on JAVA class/code gives good results
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Summary

Problematic & Objective

State of Art

e Environment study
e WebShell survey
e Obfuscation and protection tools

Proof-of-concept

® Pieces of code
e Demonstration

Conclusion & perspectives
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WebShell conception: functional model

J ac 30e
on the server

R Sl e e T Sl T4
-

encryption, ©
with obfuscation

probably disabled,
try another

OIS T 2

=

, encode ar
fuscate it

Get target and client
IP addresses, choose a password

Legend

DARK RED = Preparation
GREY = Error case

GREEN= Actions that involve
user participation

ORANGE = WebShell framework’'s actions
(client or agent)

RED = Actions that involve encryption
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onception: |
UML model « General use case » PR

Webshell Client

Prepars server

script (encrypt, encode
/ and otifuscate It)
un

’—B 7__’#"" { i Encrypt : . Client:

a8
agents
Manage modules
= GREY= Generic action
GREEN= Network f
Client Y
= [u} (ST I
C ntry

g W Architecture Client-Agent

)
<ciqduda»>

| < Authenticats
<ciduders =3 o the s

T = Creation of Agent script
T oo >4 oo = Command execution initiated by pentester
- e, : = Management of modules
L o = Management of deployed Agent scripts
I W Agent:
We"”"”'”e"'o , = Command execution initiated by Client
G M Characteristics:
T— o = Client-Agent communication Is encrypted

& @ « Agent code source is encrypted
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Conception details

® Encryption AES128 (communication, source code) based on tree

parametres :

= A password chosen by a pentester

= Target server IP address
= Pentester machine IP address

Client IP l

l Server IP

toLong

tolLong

Password

concat

concat

toLong= Convert the IP address

¥
-

in form of "XxX. xxx.xxx.xxx" In
Numeric value of 32bits

PBKDF2 {Password-Based Key Derivation
Function), published in RFC 2898

Master Ke
- hash= SHA1l or SHAZ256 y

PBKDF2Z with preuso-random
function HmacSHA1

Parameters: the salt, the number of
Iterations, the lengh of master key
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WebShell conception: our answer and PoC

m Homogenization and centralization of PHP, JSP and ASP WebShells

= Elaboration of the unique framework capable to generate agent PHP, ASP and JSP
scripts

m Protection against a third non autorized person’s use
Encryption of executable code

Client-Agent architecture

Integrality verification for the agent (no implemented yet)
Key encryption locking on the pentester machine IP address

m Bypass IDS/IPS and WAF

= Communication encryption between target server and pentester device
= WebShell source code encryption
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WebSheII conceptlon our answer and PoC

N Protectlon against WebShell steal and Its reutlllzatlon for the malicious
purposes

= WebShell code source encryption based on the password chosen by pentester
= Unique password for each deployed agent

m Future WebShell evolution with possibility to add functionalities by
pentesters

= Modular structure
= Module management and creation feature

m Traceability for deployed WebShells
= Project structure
= Projects management, management of deployed agents

= Future evolution : centralization of information on the central server, agents signed
with private pentester client key
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WenShiett functionalities |

== , - 7' . —“ - ~—5J

m « Need to have » functionalities

System information
Grafical file manager
File upload/download

Command linecmd o Niice to have » functionalities (by their priority)

SQL manager Network discovery (ICMP/Traceroute) & Port scan (SYN)
Bind/reverse connection

Text search in files

Actif process control

File and folders archivator

FTP client

MySQL dump

Safe Mode bypass

Converter base64, hex, hachage md5, shal
Brute)force password breaking

Mail sending
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Sum

mary

Problematic & Objective

State of Art

e Environment study
e WebShell survey
e Obfuscation and protection tools

Conception

® Pieces of code
e Demonstration

Conclusion & perspectives
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m Client WebShell : Java Swing, Netbeans IDE

WebShell Development : classes & roles

Project
Module String id
-String id -String name
-String name -String userName
-String fileName -Sh'qng @pclient
-String type (PHP, ASP, Java) -String ipServer
-String quality (basic' or 'other’) -String connectionType (HTTP or HTTPS)
-String userName -String serverType (PHP,ASP, Java)
-String text -ArrayList<String > modules (Modules Activated)
-String settingsFileName || -String settingsFile
-String scriptPath
+Module() -Boolean isEncrypted
+Module(String settingsFile) -isObfuscated
+Module(String name, String fileName, String type, String quality, String userName, String text) =
+storePropertiesToFile(String folderName) +Pr01.ect0 _ _
+storeTextToFile(String folderName) +Project(String fileSettings) o e o
+HoadPropertiesFromFile(String folderName) +Pr01ect(smng_ name, String userName, String ipClient, String ipServer)
+gets and sets for all private fields() +HoadFromSettingsFile()
+saveToSettingsFile()

ClientJFrame 1

+HashMap <5tring,Module > modules
-Project project

-HTTPConnect conn

-String Password

-Encryptor encryptor

+addModule(Module m)
+gets and sets for all private fields()

— 1 +Encryptor(String password, String ip_c, String ip_s)
+initComponents() +makeMasterKey(String password)

Encryptor

-Cipher cipher
-Secretkey secret
-ntiterations

-int keyLength
-String salt
-String ipClient
0..1 | string ipServer

+creat:ePr_OJectO ) 1 +encrypt(String fileln, String fileOut)
+openProject(String path) e +decrypt(String fileIn, String fileOut)
+saveProject()

+saveAsProject(String path) 0.1

HoadModules() 2 rtifica
+establishConnection() \OQ:i HTTPConnect e I
+installCertificate() -String hostiName;
+authentificateUser() -String addressIP -X509Certificate Array certificates
+createOrEditModule() -URLConnection url KeyStore ks

+generateScript(String filePath)
+sendCommand(String moduleKey, String command)
+startModule(String id)

+HTTPConnection(String ipServer, String protocol)
+sendGetRequest(String requestParameters)
+postData(Reader data, Writer output) +install()

-String certificateStoreFileName;
+InstallCert(String hostname)
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m Interface / Demo

@ebsheu Client

WebShell proof-of-conce

=] =
=i | Webshell Client

File Project Connection

Seftings Help

File Project Connection Settings

Help

o K18

Project Name: test project

User Hame: =k

IP client: 152.158.0.235

IP server: 132.168.101.5%

Status: Not connected

o7 B8

Project Name: localhostProject Usar Name: =k

" startto Use

All Module

@ System Information

. System Command

e 1@

IP client: 127.0.0.1 IP server: 127.0.0.1 Statws: Connected

General System Information:

W" File Manager

@ Upload/Download

F@ SQL Manager

€==) F1P Client

Connection is established
Starting to receive data..

Mo errors, cerificate is already trusted
Connecting to 192.168.101.59/cryptedScript89.php

Sending atest GET requestto server...

Server [P 192.168.101.59=<br= Client IP 192.168.0.235=<br=Please authentificate you!

Enter the password to execute server script

I

Password:

Ok | | Cancel |

Zend wversion:
Include path:
FHF Modules:

Disabled functions:
Safe-mode:

rpen base dir:
DEMS:

7 startto Use
All Module
@ System Information Server:
— #8 system Command Operation system:
— - Web server:
W' File Manager
cpu:
- £ upicadDownioad Dk space:
1 Fﬁ SQL Manager User domain:
- - Username:
] €= F1P Client Mindows drectory:
= SAM file:
PHP:

=127.0.0.1(127.0.0.1)
Windows NT( Microsoft Windows [version 6.1.7600] )

Apache/2.2.14 (Win3Z) DAV/2 mod_ss|(2.2.14 OpenSSL/0.5.8] med_autoindex_color
PHP(5.3.1 mod_jk/1.2.28 mod_apreq?-20090110/2.7.1 mod_per|/2.0.4 Perl/v5.10.1

xB6 Family & Model 23 Stepping 10, GenuineIntel

Used spase: 1806.87 GB Fres space: 298.18 GB Total space: 2105.05 GB
Unknow

ekropochkina

Ca\Windows

Readzble

531

230

+\pear

[Core (5.3.1)] [bemath ] [calendar ] [com_dotnet (0.1)] [chype ] [date (5.3.1)] [ereg ] [fiter
{0.11.0)] [ftp ] [hash {1.0}] [iconv ] [jsen (1.2.1)] [mysgind {mysgind 5.0.5-dev - (81106 -
SRevision: 263630 5)] [odbc (1.0)] [openssl ] [pere ] [Reflection (SRevision: 287531 5]
[session ] [SPL (0.2)] [stand=rd (5.3.1)] [tokenizer (0.1)] [2lib {1.1)] [ibsxml ] [dom
(20031123)] [bz2 ] [SimpleXML (0.1)] [widdsx ] [xxml ] [emireader (0.1)] [embwiriter (0.1)] [sl
{0.1)] [apacheZhandler ] [Phar (2.0.1)] [mbstring ] [=xf (1.4 $Id: exdf.c 287372 2005-08-16
14:32:327 iliaa $)] [fileinfo (1.0.5-dev]] [gd ] [gettest ] [imap ] [mcrypt ] [mysgl (1.0)]
[mysqli (0.1)] [PDO (1.0u4dev]] [pdo_mysgl (1.0.2}] [PDO_ODEC (1.0.1)] [pdo_sqlt=
(1.0.1)] [soap ] [sockets ] [SQLite (2.0-dev]] [sqiite3 (0.7-dev]] [emirpc (0.51)] [zip (1.5.1)]
[ming ] [pdf (2.1.8)] [mhash ] [xdebug (2.1.0)]

Nething

OFF

OFF

MySQL SQLite MySQL

Project opened

The authentification has passed with success
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Summary

Problematic & Objective

State of Art

e Environment study
e WebShell survey
e Obfuscation and protection tools

Conception

Proof-of-concept

® Pieces of code
e Demonstration
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Conclusion and perspectives

m WebShell framework was developed to meet:
= Homogenization: versions PHP, ASP and Java available with a single interface

= Modular structure: features adopted to auditors and possibility to add their own
modules

= Protection: encrypted source code and encrypted communications

m Outlook
= Finalization of the development of modules like TCP tunnel (Reduh style)
= Tests on different platforms / infrastructures

m Distribution
= No distribution of this PoC is planned
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Disclaimer

I The presented study is in order to carried out Ethical Hacking

I Some tools presented in this slide maybe Unlawful in some
country

I Locale legislation must be apply
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