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Agenda

• Lateral Security

• Clarifying the issue – Botnet Distribution

• Botsearch.py – Malware Distribution 
Searcher

• Analysing Web-Based Malware



Who am I?

• Pen testing for almost 10 years

• Last 5 years running pen test teams

• Co-founder of Lateral Security (IT) 
Services Limited

– Lateral Security was formed in April 2008.

– Directors are Nick von Dadelszen and Ratu 
Mason



Clarifying The Issue

• Botnet distribution mechanism has changed
– Previously was old-school scan and exploit 
– Now it is web server compromise and drive-by download

• Some Stats:
– ScanSafe Global Threat Report, June 2008

• Web-based malware up 278% this year
• Web-based malware now accounts for 66% of all malware

– Websense Q1 – Q2, 2008 report
• 75% websites with malicious code are legitimate sites that have 

been compromised
• 60% of the top 100 website have either hosted or been involved 

in malicious activity this year

– Sophos Security threat report update, July 2008
• New infected webpage discovered every 5 seconds
• 90% on legitimate sites



Our Goals

• Goals for this research include:

– Get an understanding of the size of the issue 
in NZ

– Create a process for identifying and alerting 
compromised NZ sites

– Use research to increase awareness of the 
issue in NZ



What Compromise Looks Like

• According to Sophos, largest number of 
compromises are:

– Script tag inserts

– Obfuscated JavaScript

– iFrame inserts

• Recent attacks performed through SQL 
injection worms



Recent Examples - 1



Recent Examples - 2



Recent Examples - 3



Recent Examples – 4



Businessweek Injection

• From source can see injection of 
two scripts:

– <script src=http://c.xxx.xx/0.js>

– <script src=http://www.xxx.ru/script.js>

• Part of ASProx Botnet mass SQL 
injection worm



How To Identify Sites?

• Spidering NZ address space not 
feasible (for me, see VuW)
– Takes too long
– Costs too much in bandwidth and 

resources

• Enter search engines
– They already spider the Internet for 

me



Google Searching For Sites



Wider Search



NZ Search



Yahoo Search



Consumer – Google Today



Automating It - BotSearch.py

• Takes a file with a list of search terms

– Currently at 515 lines

• Uses Google and Yahoo APIs to search 
NZ address space

• Checks search results against real site

• Checks Google Safe Browsing database 
against site

• Puts results in XML database and 
checks next time



Current Search File

• Catch-all terms
– <script src=http
– document.write(unescape(
– eval(unescape(

• Title injects
– Intitle:w.js

• Known scripts (approx 20)
– Script.js 0.js b.js ngg.js /csrss/menu.js

• Known domain names (approx 400) 



BotSearch.py Database

• Tracks the following info per URL:

– Google first and last seen

– Yahoo first and last seen

– GSB first and last seen

– Seen live first and last seen

– Search terms found on live site



BotSearch.py Output



BotSearch.py Output - 2



BotSearch.py Statistics

• First .govt.nz site found in two days
– Informed CCIP to get it fixed

• Total Sites in DB: 1211

• Total Infected Sites Seen: 50

• Current Infected Sites: 31

• Infected Sites Flagged By GSB: 8



Search Engine Caches

• Previously infected URLs still in Google 
cache

– 13 out of 54 = 24%

• Previously infected URLs still in Yahoo 
cache

– 4 out of 35 = 11%



XSS Injects To Search 
Engines



XSS Of Popular Sites



BotSearch.py TODOs

• Increase signatures of malicious 
JavaScript

– Capture more iframe and obfuscation 
attacks

• Create a script to automatically report 
sites to Google Safe Browser

• Potentially use a honeyclient for 
detection



BotSearch.py Issues

• Issues With Current Mechanism

– Relies on search engines so has a time lag 
(approx one week)

– Can only detect simple JavaScript injection

• Injects such as malicious image files are much 
harder to spot

– High false positive rate due to advert 
placements



Sample Ad JavaScript

• Advert 1
document.write(unescape("%3Cscript src='" + gaJsHost + 
"google-analytics.com/ga.js' 
type='text/javascript'%3E%3C/script%3E"));

• Advert 2
document.write('<SCR');

document.write('IPT SRC="' + apnadserver + '/jserver' + 
apntarget + … + '">');

document.write('</SCR');

document.write('IPT>');

• Advert 3
_rsCL='<scr'+'ipt language="JavaScript" 
type="text/javascript" src="'+_rsND+'v51.js"><\/scr'+'ipt>'; 
document.write(_rsCL);



Other Areas To Investigate

• Obtaining and inserting information from 
other organisations:

– Google

– MS

– AV vendors

• Talk to the honeyclient / honeyspider
projects and VUW guys

• These guys are all working in the same 
area using different techniques



Analysing Web-Based 
Malware

• How to analyse JavaScript malware
safely?
– First tip, don’t use your browser
– Second tip, definitely don’t use Internet 

Explorer on Windows

• My Setup:
– Firefox inside a Linux VM (revert after each 

session)
• User Agent Switcher

– Wget
– Spidermonkey



Analysis Process

• Confirm compromise using either a VM, 
or wget and searching source

• Get script source using wget

• Analyse script with text editor

• Use Spidermonkey to remove any 
obfuscation



Spidermonkey

• SpiderMonkey is Mozilla's JavaScript
engine written in C 

• It is used in various Mozilla products, 
including Firefox

• Allows you to run JavaScript from a 
command line, outside a web browser



Spidermonkey Examples

• From command line:
– $ js

– js> print('hello, world');

– hello, world

– js> quit();

• Using file:
– $ js -f hello.js

– hello, world



Video Demo



Spidermonkey Recap

• Can create location element

– May need location.href to decode in some 
instances

• Use of argruments.callee may mean you 
cannot change any malicious functions

• Can override any Javascript functions

– Eval and alert are useful to override

• Can create document object

– Can create a document.write function



Summary

• BotSearch.py will be available from:

– http://www.lateralsecurity.com/downloads.html

• I’m interested in feedback or 
suggestions to improve detection

– nick@lateralsecurity.com

• Everyone here uses No-Script right?


