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Ataques DDoS en el mundo
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Botnets

Red de equipos infectados (bots o zombies) controlada por el artifice de la botnet
(botmaster) de forma remota, por lo general a través de servidores de Comando y
Control (C&C).

Botmaster
st e
ST Com}and and Control ™ ~__
Server
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Botnets (1)
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Estadisticas C&C

S

@ C&C

Size = Relative number at ..
a single location
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¢ Por queé servidores?

Mayor ancho de banda

Mayor capacidad de procesamiento
Uptime 24x7x365

Poca interaccion con el usuario
Mayor exposicion desde Internet
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; Para queé servidores?

DoS/DDoS

Spam

Distribucion de malware
Proxies maliciosos
Click Fraud

Phishing

Hacktivismo

., Como entran? ...
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Webshell y
Backdoors
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Webshells

File Edit Miew Higtory Bookmarks Tecls Help

= e P 'ﬁ s hitpey shell.php

Uname: Linus SMP Wed Mar 17 11:30:06 EDT 2010 x86_64 [Google] [milwOrm]
Liser: ( apache ) Group: 48 | apache
]7 "-'mf: |'|11:||;h LE pinfo | Datetinwe: 2010-05-04 12:59:05
3.18 GB Free: 20 ,.:.E::E (91%)
-".'._>|_- .'..".'.'.'..."."|-'_'--,I,-_- httpdocs/ [ home ]

[ Sec. Info ] [ Files ] [ Console ] [ 5al ] [ | Safe mode ] [
I File manager

W name Size Modify OwnerjGroup
B [ downioads | lir 2010-05-02 16:25:01
M [ pictures ] i 2010-05-04 DO:49:2
W index.htm 2.67 KB 2010-05-02 16:48:11
.|l?g|'.l|:!||'l.l:| 5.34 K8 2010-05-02 16:14:06
-] ¢-| L.php 23.55 KB 2010-05-04 12:58:56

[ String tools |
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Server IP:

Client 1P

| Bruteforce J [ Metwork ] [ Seif remove ]

PErmassions Achions
drwr-xr-x RT
drwxr-xr-x RT
“PW=r=—=r== RTED
“rW=r-=r-- RTED
“FW=F--F= RTED

Read file:

v/ vhosta/ s :
Make dir:

Make file:

Execule:

Upload file:
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Backdoor

Un “hueco” por donde un atacante puede tomar control de un sistema
sin necesidad de explotar vulnerabilidades, evitando las medidas de
seguridad implementadas.

Invisibles para el usuario

Se ejecutan en modo silencioso al iniciar el sistema.

Pueden tener acceso total a las funciones del host-victima.

Son dificiles de eliminar ya que se instalan en carpetas de sistema,
registros o cualquier direccion.

e Usa un programa blinder para configurar y disfrazar al servidor
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Backdoor (1)

root@IBTeam:~# nc -lvp 4444
Listening on [any] 4444
192.168.1.33: inverse host lookup failed: Unknown server error : Connectit
connect to [192.168.1.34] from (UNKNOWN) [192.168.1.33] 10857
Microsoft Windows XP [Version 5.1.2600]
. Corp.

[root@dwvwa ~]# netstat -ntlp

Active Internet connections (only servers)

Proto Recv-Q Send-( Local Address Foreign Address State PID/Program

@ @ 0.0.0.0:3306 0.0.0.0:* LISTEN 3146/mysqld

@ 0.0.0.0:22 N LISTEN 1798/sshd
@ 127.0.0.1:25 0.0.06.0:* LISTEN 999/sendmail:
0 0.0.0.0:4444 0.0.0.0:* LISTEN 3473/nc
g :::80 — LISTEN 2743/ httpd

FHk LISTEN 1798/sshd
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Cuando la webshell no es suficiente..

d8888b. .d8S8b. .d88b. dBBBBEEb d888888b db db d88888b d8888b. .d88b. db db
88 "8D .8P Y8. .8P Y¥8. "-—-B8—' “--88-~' 88 88 88" 88 "8D .8P ¥8. "8b d8'
88oob¥Y"' 88 88 88 88 88 88 8800088 BBooooo BBoooY' 88 88 “8bds’
88" 8b a8 88 88 a8 a8 88---88 88 88---b. 88 88 .dPYb.
88 "88. "8b d8' "8b d8’ a8 88 88 88. 88 8D "8b d8' .8P Y8.
88 ¥D “Y88P' “Y88P"' ¥P YP YP YB8888P Y8888P' “Y88P' Y¥YP YP

nlitecat
=86

- rtb ug 2013 -
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Vulnerabilidades y exploits

v 0Day =% Get Gold « = f& .
Contact us: %5 ‘ ] @ | authorization | | registr restore account

- ‘ti t"‘ill! *1111:}1IJ1
ais

Inj3ctOr is the ultimate se of exploits and vuln eal
m is to n submitt C iling lists and « = E: 0 one,
written solely lucational purpo: e i rown rsk. suthor will be not responsible for 2

How to buy exploit? Two ways to buy required exploit. Currency, that we accept.
1. Anonymous buy f exploits is the way to buy exploit without 2. Another v iy exploits is to became Oday.today 1337day user, get
reqgistration. You buy it directly and anonymous and get exploit on mail. Dday 3. y id w® and buy required exploit in our database.

We accept currencies: [ ]

Search

Oday.today 1337day Inj3ctOr Exploits Market and Oday Exploits Database

P

Heroes Of Might And Magic III .h3m Map File Buffer Overflow Exploit
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Escalacion de privilegios

Para realizar un dano real y persistente en un sistema, se requiere
privilegios de root

Explotacion de vulnerabilidades » Escalacion de privilegios

$gcc cve 2016 0728.C -0 cve 2016 0728 -lkeyutils -Wall
$./cve _2016_0728 PP1

uid=1000, euia=1000

Increfing...

finished increfing

forking...

finished forking

caling revoke...
uid=0, euid=0

#

# whoami

[root

# I
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Rootkit

Herramienta cuya finalidad es esconderse a si misma, esconder
otros programas, procesos, directorios, archivos y conexiones, que
permite a usuarios no autorizados mantener el acceso y comandar
remotamente nuestro equipo.

100101 : -_;-n‘i LT [
11070000117 4109 Miase O
iy HLW A

0 25225121101
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Detectando Rootkits

En servidores Linux:
ClamAV

unhide.rb / unhide
Rkhunter
Chkrootkit
Volatility

> REINSTALACION DE S.O.
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Como protegernos?
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Actualizacion

e Sistema Operativo:
o Linux, Windows Server

e Software:
o MySQL, PHP, Apache, BIND
o Zimbra
o Librerias: OpenSSL, glibC, etc.
o Paquetes adicionales

e Aplicaciones Web:
o CMS, Plugins, Plantillas
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Contrasena robustas y Buenas practicas

Longitud: minimo 12 caracteres
Combinacion de caracteres

Usar frases en vez de palabras

No usar palabras comunes o de “diccionario”

DATO:

Contrasenas mas comunes:
1) 123456
2) password

1231235?%@?!5&@3] querty = 3) 12345678

 letmein bessba 4) qwerty
11111 Passwor 123456 5) abc123

7 trustnol ===
abhc123 ysino 6) 111111

654321
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Autenticacion de doble factor

Medida de seguridad adicional al usuario y contrasena
Usuario + Contrasefia + CODIGO DE SEGURIDAD

> |Implementacion de OTP con Google Authenticator para proteger SSH

t install Llibpam@g-dev make
' Done

he installed:

@ to remove and @ not upgraded.

additional disk space will be used.

o

322 files and d
dedr(from .. ../

r man-db ...
lev:amd&4 (1.1.3-7.1)

= — 1 T o
] [

[ )
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Hardening de SO y aplicaciones

Haciéndole la vida dificil al atacante

Desactivar y/o desinstalar servicios y software innecesarios

Evitar usar usuario root — Usar sudo

Implementar politicas de administracion de usuarios y contrasenas
Otorgar los minimos privilegios necesarios

Implementar limites de intentos fallidos de autenticacion
Desactivar SUID no deseado y SGID Binarios

Activar y configurar logs de auditoria

Utilizar SELinux

Implementar mecanismos de backup
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Firewall de Aplicacion Web (WAF)

ModSecurity
OpenWAF
Ironbee
ESAPI WAF




SECRETARIA

NACIONAL DE TECNOLOGIAS
DE LA INFORMACION
Y COMUNICACION

ANTE ivg
S )
& Y

”
\J

GOBIERNO\ NACIONAL

Construyendo Juntos Un Nuevo Rumbo

agendaDigital

CERT-PY

Seguridad Perimetral

Firewall + IDS/IPS + SIEM

Iptables
CSF utl 24 AN &l X

DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION

S n O rt OVERVIEW )

EXECUTIVE TICKETS SECURITY TAXONOMY VULNERABILITIES COMPLIANCE , @ X

[l
S u rI Cata SECURITY EVENTS: TOP 5 ALARMS B SIEM: TOP 10 EVENT CATEGORIES N TOP OTX ACTIVITY IN YOUR ENVIRONMENT = 7

16% 10%

CHINA DDOS
ELF MALWARE

NO
INFORMATION
O S S I M kg
GAMAPOS:
490 ANDROMEDA
BO..
59% aZEHSY
245
Authentication @ Network L
® Alert @ Malware VarERHOLE
® Info ® Alarm
i - @ Suspicious ® Access
® System ® Recon ) 103 206 310 413 516 61
LATEST SIEM VS LOGGER EVENTS R TOP 10 HOSTS WITH MULTIPLE EVENTS i SIEM: EVENTS BY SENSOR/DATA SOURCE =i
Al T HIDS
216.87.109.62 .
- ALIENVAULT SUDO
1sz168.100.65 [ i
EALESEN |
se202116124 [ ARUBA-8 ANOM,
1085018576 [N
BERCICE | @ VirtualUSMAIInOne -
172.31.42.253 _ FORTIGATE" e
192.168.100.74 PAM_UNIX
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Defensa en Profundidad

Policies,
Procedures
& Awareness

Physical

Network

Computer
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Muchas gracias!

C ERT PY www.cert.gov.py

denuncias: abuse@cert.gov.py
contactos: cert@cert.gov.py



