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Foreword

One of the most complicated areas of network technology is designing, planning,
implementing, and constantly maintaining a demilitarized zone (DMZ) segment. The
basic concept of the DMZ comes from the U.S./Korean conflict, which ended in
1953 with an armistice signed by North Korea, China, and the United States. The
armistice terms included the establishment of what would be called the Demilitarized
Zone, or DMZ, between North and South Korea. The DMZ was a wide strip of land
where no weapons heavier than an infantry soldier’s machine gun would be allowed.
The intention was to prevent further conflict, since no formal peace resolution had
been reached (and has not been reached to this day, although North and South Korea
signed a nonaggression treaty in 1991). In short, the DMZ’s purpose was to keep the
North Koreans in North Korea and out of South Korea. Over time, however, the
DMZ rules were modified to allow traffic to pass between the two countries, albeit
not exactly freely.

In today’s computer networks, the concept of a DMZ has been borrowed from
the Korean peninsula with the same basic idea: to keep people out of the protected
network segment, typically referred to as the private network or the intranet. Usually,
however, a DMZ presents certain network services to the public network while pro-
tecting the private network. If all you wanted to do was protect the internal network,
you could easily (and with far less risk and effort) accomplish the task through the
judicious use of routers and firewalls. The fact that you actually want to segregate
network traffic into two groups is what necessitates the implementation and use of a
DMZ solution. You need your public servers (Web, SMTP, and FTP servers and the
like) to be accessible to the public network but still afforded some basic measure of
protection. By the same token, you want to tightly control who and what type of
access is allowed to enter the private protected network.

The building of a DMZ can seem very complicated because you need to be a

network engineer (and a good one at that), a systems engineer (to build up the
XXXi
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services running on the DMZ and around it), and a highly skilled security analyst (to
harden and test the DMZ segment). Due to the need for such a diverse skill set, it is
common for most companies to have a team of designers and even some consultants
perform this work. Until now, no book was dedicated to even looking at this area of
network design. With this book, all that changes—and we believe it is long overdue.

The other issue that always arises when you’re designing and building DMZs is
choice of vendor product line. Since there are so many to choose from, we decided
to look at the most common systems and hardware utilized in most DMZ segments.
This book covers (in great detail) the planning and design of DMZ segments with
products and tools from Cisco, Check Point, Nokia, Sun Solaris, Microsoft, and many
other vendors. We chose to cover many vendors because it is important that you
learn to configure DMZs with many vendors’ products. More important, we want
the reader to realize that although the various vendors’ products are difterent from
one another, all the underlying concepts are the same!

After reading this book, you will be able to understand, design, plan, implement,
maintain, secure, and test a DMZ segment using a variety of technologies. It is sug-
gested that you read the chapters in order, although more experienced readers might
want to jump ahead at certain points to chapters that hold particular interest to
them. Remember: In reading this book, you are learning how to become a DMZ
architect. I you are new to DMZs, you will be best served by reading this book
straight through once to learn all the little tips and tricks in the design and imple-
mentation phases, and then go back and concentrate on the chapters dealing with
whatever products or systems you are using.

This book follows a natural progression that is broken into four steps:

1. Learn the concepts and major design principles of all DMZs.

2. Learn how to configure the actual hardware that makes up DMZs.

3. Learn how to securely populate the DMZs with systems and services.

4. Learn how to troubleshoot, maintain, test, and implement security on your

DMZ.

Let’s take a look at the actual chapter breakdown. Part I of the book focuses on
design and consists of the first four chapters. Design is critical to building DMZs, and
you should have a good understanding of design concepts when you are done
reading this section. The chapters in Part 1 are:
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Chapter 1: DMZ Concepts, Layout, and Conceptual Design This
chapter takes a steppingstone approach to the concept of a DMZ.The DMZ
can be (and uvsually is) different every time it’s implemented. Each company
or business has its own needs and requirements; for this reason, each DMZ
could be difterent from others in some way, shape, or form. For instance, the
fact that your DMZ terminates the Internet connection with a private T1
instead of a VPN-based Internet connection changes your DMZ ever so
slightly in the design and configuration—hence creating an automatic differ-
ence. Still other DMZs are designed to provide different services and so on.
The number of differences can be overwhelming, so it’s very important to at
least understand all the terminology, underlying concepts, and general issues
you will deal with. This chapter highlights all these issues for you. You will
learn not only DMZ concepts, layout, and conceptual design but also how
to plan your network security (and why), the history of the DMZ, design
fundamentals, basic and advanced risks from the DMZ, and strategies you
can implement for advanced DMZ design. All in all, this chapter represents
Level 1 of your DMZ education, and even the most highly skilled techs are
encouraged to read it because it contains everything you will need to build
on in later chapters.

Chapter 2: Windows 2000 DMZ Design This chapter covers all the
details you need to plan a Windows 2000 DMZ. This chapter focuses only
on the conceptual design. Later chapters cover the hardware and services
ends of the Windows 2000 DMZ, but by the time you are done reading
Chapter 2, you will be able to lay out a plan to set up any Windows 2000
DMZ scenario you need. It is recommended that you read Chapter 1 first
so that you are familiar with the terminology and the concepts are clear.

Chapter 3: Sun Solaris DMZ Design This chapter is identical to
Chapter 2 except it examines Sun Solaris, one of the most popular and
hottest Internet technologies today, instead of Windows 2000. Solaris, made
for secure Internet-based services, is covered here in the same format as
Chapter 2 with one exception: Chapter 3 shows you how to build a DMZ
from a Sun Solaris server.

Chapter 4: Wireless DMZs This chapter covers the planning, layout, and
design of a wireless DMZ. As of this writing of this book, no other publica-
tion goes into the detail you see on this topic in Chapter 4. Wireless DMZs
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are a growing phenomenon as more and more wireless ISPs (WISPs) and
other wireless systems are used.You will learn why we need wireless DMZs
as well as how to plan and design the wireless DMZ.You are shown mul-
tiple wireless DMZ examples and a down-and-dirty wireless LAN security
best-practices list, since the most disturbing issues revolving around wireless
technology is its somewhat questionable security. This chapter will answer
your questions on this cutting-edge area.

Part II covers the buildup of hardware that creates the network segment known
as the DMZ.You will learn how to build infrastructure with Cisco PIX firewalls,
Check Point NG, Nokia solutions, and Microsoft ISA 2000. After reading the four
chapters in Part II, you will know how to implement one of four different firewall
vendor products with an internal, external, and DMZ segment (or multiple DMZ
segments) for just about any situation. No matter your firewall choice, you will learn
how to configure it properly for use with a DMZ segment. You might question why
you would want to read all these chapters if you were only interested in one tech-
nology. There are several answers to this question. You might be planning a DMZ and
not know what solution best fits your organization. In this case, reading these chap-
ters will allow you to see the options that are and are not available with each of the
technologies. You can also get some idea of the cost of various solutions. You could
come to the conclusion that ISA is too complicated for your needs or that the
Check Point NG system has too many bells and whistles you simply don’t need.
Reading all the chapters in Part II will better prepare you to decide on the best fit
for your needs. The chapters that make up Part II are as follows:

m  Chapter 5: Firewall Design: Cisco PIX This chapter covers the essen-
tials through highly advanced topics you’ll need to configure a DMZ-based
solution with the Cisco PIX firewall, one of the most popular systems. You
will learn how to plan which PIX you will need, how to plan and design
the PIX, how to make a DMZ and control the traffic to and from it, and
many other things you will need to know to put this solution in place.

m  Chapter 6: Firewall and DMZ Design: Check Point NG This chapter
covers essentially the same information as Chapter 5 except utilizing the
Check Point NG product. In Chapter 6, you will learn the fundamentals of
planning what you need, the design of the Check Point NG system with a
DMZ, how to secure your perimeters, and how to make a DMZ segment
and control its traffic.
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m  Chapter 7: Firewall and DMZ Design: Nokia Firewall This chapter
has the same fundamental structure as Chapters 5 and 6 except the focus is
on the Nokia product line. Nokia runs Check Point, but the configuration
and planning can be different in some aspects, as described in detail in
Chapter 7. The chapter covers the basics of the Nokia firewall, securing your
network perimeter, a Nokia firewall and DMZ design checklist, and other
important details you will need to know to build your DMZ.

m  Chapter 8: Firewall and DMZ Design: ISA Server 2000 The last
chapter in this section again covers building DMZs, this time with the
Microsoft ISA Server. In this chapter you will learn how to configure a tri-
homed DMZ; how to publish DMZ SMTP servers, Web servers, and FTP
servers; and how to build a trihomed DMZ. If you have never worked with
ISA before, you will see that it is a little tricky.

Part III of the book covers all the essentials of DMZ population and security. The
chapters in this part are:

m  Chapter 9: DMZ Router and Switch Security Chapter 9 takes a hard
look at securing the most commonly forgotten pieces of the DMZ: the
connecting hardware. Routers and switches need to be considered for secu-
rity as well; the material in Chapter 9 will be all you need to completely
harden your edge systems. The coverage is biased toward Cisco, but that is
because Cisco products are most commonly used. However, you can apply
the same concepts and theory to your Nortel, 3Com, or any other devices.
In this chapter you will learn about securing routers, switches, and their pro-
tocols used in and around the DMZ. Because the chapter is Cisco based,
you will also learn how to completely harden the Cisco IOS, get updates on
IOS bugs and security advisories, and other crucial Cisco-based issues.

m  Chapter 10: DMZ-Based VPN Services This chapter covers one of the
hottest, most widely used solutions today: the virtual private network, or
VPN. Known for its flexibility in design and ease of use, the VPN is one of
the most commonly implemented solutions in networks, but where do you
place this service in the DMZ? What about difterences between site-to-site
VPNs and others? Where do the devices go? All this information is covered
in Chapter 10. Chapter 10 also focuses on designing VPN services in the
DMZ, designing an IPSec solution, and connecting business-to-business
(B2B) sites.
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m  Chapter 11: Implementing Wireless DMZs This chapter covers the
actual configuration details you need to implement wireless DMZs. The
chapter material relates to coverage in Chapter 4 (the design chapter for
wireless DMZs), so that you can set up a freeware or Cisco-based solution.
You will be surprised at how easy it is to build a wireless DMZ, as this
chapter shows. You will learn about implementing a wireless Gateway with
Reef Edge Dolphin and implementing RADIUS with Cisco LEAP.

m  Chapter 12: Sun Solaris Bastion Hosts This chapter covers Sun Solaris
(one of the most common DMZ host systems today) as it would be used in
the DMZ.You learn to harden the base operating system as well as services
it provides. It is critical that you read this section if you place Sun systems
on your DMZ.You will learn that the DMZ is publicly accessible, so failing
to harden these systems almost guarantees your network will be hacked and
exploited. In this chapter we look at Sun Solaris bastion hosts, configuring
the fundamentals, controlling access to resources, auditing access to
resources, authentication, and all the hardening you need to lock down your
systems.

m  Chapter 13: Windows 2000 Bastion Hosts This chapter covers the same
concepts as Chapter 12 but with a focus on Windows 2000. This chapter can
be partnered with Chapter 2 to guide you in building Windows 2000 bas-
tion hosts on your DMZ. The chapter covers the hardening details as well as
showing you how to configure security, set up remote administration of
DMZ hosts, vulnerability-scan your hosts, and implement advanced host
security.

Part IV of this book consists of two very important chapters on security. Now
that your DMZ is in place, is designed properly, is working well, and is populated
with services, you need to ask yourself: How secure is my network? Was it done
right? In this final installment of this book, you will learn just that:

m  Chapter 14: Hacking the DMZ This chapter takes you into the mind of
the hacker—how a hacker sees your DMZ and what you need to do to
secure the DMZ before hackers tear into it and cause problems. This lengthy
chapter covers many assessment tests and techniques that hackers use to
exploit your systems. You will learn how to hack the DMZ, perform recon-
naissance and penetration testing, execute specific attacks on DMZ hosts,
and follow a DMZ hardening checklist.
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m  Chapter 15: Intrusion Detection in the DMZ This chapter covers
intrusion detection systems (IDS) in the DMZ—basically, all there is to
know about placement and setup, giving you the options to look at Cisco
IDS as well as Snort. In this chapter you will learn how to set up a hon-
eypot, configure IDS, use CiscoSecure IDS and Snort, and set up a “poor
man’s IDS” on a small budget.

Finally, we have included a bonus appendix for registered readers that covers how
to harden IIS, Microsoft’s flagship Web server. To Access the bonus appendix, go to
www.syngress.com, click on the “Solutions” link on the bottom left of the screen and
register your book as per the instructions. Web servers are common on the DMZ, so
it is important that you know exactly how to harden these systems. This appendix
shows you how, step by step.

The DMZ is a critical segment found in many networks (any network that has a
WAN link or Internet connection could build a DMZ). Until now, there was not
enough information available on DMZs. That’s where Building DM Zs for Enterprise
Networks comes in. We think that you’ll find this book your one-stop guide to plan-
ning, designing, deploying, and maintaining a secure and viable DMZ segment on
your production network.

—Robert J. Shimonski
Lead Network and Security Engineer, Danaher Corporation
June 2003
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Introduction

During the course of the last few years, it has become increasingly evident that there is
a pronounced need for protection of internal networks from the outside world. As
machine technologies have improved and extensive shifts in the functions that a user
can accomplish through more user-friendly interfaces have occurred, many more attacks
have been mounted against enterprise and nonenterprise systems. Unlike the patterns in
the past, when networks were primarily attacked and probed by “professional” attackers,
the systems you protect are now routinely scanned by individuals and groups ranging
from pre-teens “just trying it out” to organized groups of criminals seeking to abridge
your systems or utilize information that is stored within your enterprise that can give
them identities, disclose trade information, allow them access to funds, or disrupt crit-
ical services that your organization provides.

This book is designed to be a definitive work for your use in understanding the
concepts of protection, the terminology and pieces of the demilitarized zone (DMZ)
structure, and design of the DMZ for the enterprise. A DMZ is a method of providing
segregation of networks and services that need to be provided to users, visitors, or part-
ners through the use of firewalls and multiple layers of filtering and control to protect
internal systems.

Along the way, the authors will provide you with the information you need to
appropriately design, implement, monitor, and maintain an efficient and useful DMZ
structure. The book contains not only the theory but the “how to” information that
you will need in order to be successful in protecting your internal networks from
attack. Information is available about different hardware and software implementations
(including Cisco PIX, Nokia, Check Point, Microsoft ISA Server, and others) that you
will find useful in planning and implementing your DMZ.

Chapter 1 gives you a great deal of background information and refreshes your
knowledge of security concepts, defines DMZ terminology to improve understanding
and create a common ground for discussion, and explores DMZ design basics before
expanding into advanced risks and the advanced designs that might be used to better
protect your networks. After looking at these basic concepts, Chapter 2 discusses the
procedures and placement for Windows-based services within the DMZ and internal
networks, and Chapter 3 covers UNIX-based services within the DMZ and internal
networks. It is imperative that you read this first section of the book because it will give
you the underlying fundamentals and concepts you need to accurately design a DMZ.

Planning Network Security

To implement security for your network and systems, a base plan must be written and
evaluated by all the stakeholders in your organization. This initial plan will be used to
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define the starting parameters for security policies and direction for your protection
plan. The plan will contain the decisions that will lead to the design of a functional
DMZ to meet the needs and level of protection that your organization determines are
necessary.

Planning for network security requires an evaluation of the risks involved with loss
of data, unauthorized access to data, and information compromise. The plan must also
consider cost factors, staft knowledge and training, and the hardware and platforms cur-
rently in use, as well as helping with the estimations of future need. As we will see, the
DMZ plan and concept provide a multilayered security capability, but as with anything
that involves multiple components, administration costs and equipment costs increase
with the complexity of the system.

It should be understood that no security plan is ever a final plan. Instead, we work
continuously to revise and update the plan in an ongoing effort to provide the best
possible coverage that minimizes the risk of intrusion and damage. Of course, before we
can provide a meaningful and eftective evaluation of the areas we need to protect, we
must understand the components that have to be protected. In the next few sections of
this chapter, we look more closely at the fundamentals of security and define more pre-
cisely what exactly we are trying to protect.

Security Fundamentals

When discussing the fundamentals of security in our networks, we use the confidentiality,
integrity, and availability (CIA) triad model as a starting point. This CIA triad provides
security professionals with the paths they needed to evaluate their security and a set of
rules that make it somewhat easier to group tools and procedures to try to ensure that
the conditions are met. While using CIA as an evaluation method is still a good prac-
tice and sound methodology today, we must consider a number of other factors that
weren’t covered at the time that the CIA concept was developed.

For instance, CIA calls for confidentiality. As recently as a few years ago, one of the
methods that could be used to provide confidentiality for network resources simply
involved using a proxy server or a firewall, or even something as simple as Network
Address Translation (NAT), between the outside (untrusted) network and our internal
(trusted) network. At that time, it served the purpose that it was designed for; it sepa-
rated the two types of networks from each other and limited users from the untrusted
network in their attempts to view our internal networks. Figure 1.1 illustrates the orig-
inal configuration we might have used.
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Figure 1.1 Original Basic Firewall Configuration
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Since those days, however, we’ve greatly expanded the role of our network infras-
tructure and our resources to provide information in response to both public requests
and those of our employees and customers or partners. Additionally, the freely available
tools and relative ease with which spoofing attacks and other attacks can be mounted
against us have increased the requirements that we isolate our networks and protect the
information that is contained on them. That same growth in the availability of tools and
attack methodologies has necessitated the expansion of the CIA concepts that were
originally handled through a single-firewall type of plan to a greatly expanded multi-
layer approach to try to ensure that we are providing that protection. This is where we
begin to consider the use of the DMZ concept, allowing us to better segregate and
divide our networks. Figure 1.2 demonstrates a generic DMZ configuration.
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Figure 1.2 Generic DMZ Configuration
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One of the reasons for this shift in coverage is our need to provide services to some

employees and others outside of the local area network (LAN) environment when we

might not want to allow those services to be available to everyone. A single-method

protection option (firewall, NAT, packet filtering) requires the administrator to com-

pletely allow or block a service or protocol to all connections and doesn’t have granu-

larity or flexibility in its operation. This inflexible arrangement meant that the third part

of the triad, availability, was not always possible. The addition of the extra layer of fil-

tering provided by the second firewall (or more) in the control environment allows us

to more finely control access to the data and servers hosting that data. This in turn
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allows us to more fully implement the second part of the triad, integrity. If we can con-
trol these access points more closely through access control lists and user accounts, for
instance, it is much more likely that we will succeed in maintaining the integrity of the
data and keeping it in a protected and undamaged state. As we’ll see through our study
in this book, the DMZ design and flexibility contribute greatly to the administrator’s
ability to provide CIA and still provide services to those who need them.

NoTE

The firewall configurations we will use act primarily to route and restrict traffic
flow to and from particular network segments. As we will see in later sections
of the chapter, those configurations are varied and depend on the protections
we have determined are needed.

Ildentifying Risks to Data

As we continue to review the basics of security, it is necessary to review some of the
risks that occur in relation to data. One of the important things we have learned as sys-
tems operators and administrators is that it is of paramount importance to protect the
data that we are charged with controlling, maintaining, and providing. We understand
that there is a necessity to perform backup operations, provide disaster recovery ser-
vices, and generally keep the information available and intact 24 hours a day, seven days
a week, 365 days a year. While you prepare to develop your plan for protection, con-
sider that there are now many more potential causes of data loss and corruption than at
any time previously in the history of computing. Here are a few of the ways data can
be lost:

m  Hardware failure

®  Power disruption

m  Qutside attacks
®  Enumeration of your network
B Access to confidential data
B Modification of critical data

m  Destruction of data
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®m  Internal attacks
B Unauthorized access
B Theft of information
m  Disclosure of information to others

B Destruction of data

®  Natural disasters
m  Water, flooding
®  Fire
B Ground movement

B Weather disasters (hurricane, tornado, ice storms, others)

®  Human failures
®  Inadvertent deletion of data
®  Disregard for physical security of equipment/network
®m  Configuration errors

Are all these situations relevant to the DMZ? Obviously, not all relate directly to
the consideration of the DMZ and its implementation. However, we’ll see as we con-
tinue that the overall planning that is done for the DMZ and its design must incorpo-
rate the overall security planning that is done systemwide. Thus, we must consider all
these potential problem areas as we create the part of the plan to provide for retention
and protection of the data sources in our systems.

Identifying Risks to Services

Maintaining the security of services being provided to partners, employees, and cus-
tomers can be a difficult task. The continued growth of shared information and avail-
ability of technologies to provide network-based information and services to an
ever-growing user base outside our internal networks generates a number of risks to
the information being provided. Additional sources of risk are created through the ser-
vices we provide to the end user. Today, it is quite normal to provide e-mail, Web,
secure online purchasing, and other services directly to individuals and companies out-
side our LAN. Some of the things that can be classified as risks to services are:

B Denial of Service (DoS) attacks

m  Unauthorized use of services

7
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®  E-mail relaying (“spam”)
m  Compromise of systems through misconfiguration of services, such as:
B DNS server zone transfer misconfiguration
B Telnet service active and unprotected
m  File Transfer Protocol (FTP) server file root unsecured or not otherwise
protected
B Interception or diversion of services or service information

®  Unauthorized remote control of systems
As you can see, the risks of service disruption are not limited to failure of our sys-
tems; they also incorporate the risks of attack and lack of availability of services pro-

vided to us by others that could impact our operation. We must anticipate those risks as
we design our security plans.

|ldentifying Potential Threats
As you prepare your overall security plan and DMZ, it is important that you identify
and evaluate the potential risks and threats to your network, systems, and data. You must
evaluate your risks thoroughly during the identification process to assign some sort of
value to the risks in order to determine priorities for protection and likelihood of loss
resulting from those risks and threats if they materialize. In this vein, you should be
looking at and establishing a risk evaluation for anything that could potentially disrupt,
slow, or damage your systems, data, or credibility. In this area, it is important to assign
these values to potential threats such as:

®  Qutside hacker attacks

B Trojans, worms, and virus attacks

B DoS or Distributed Denial of Service (DDoS) attacks

B Compromise or loss of internal confidential information

®m  Network monitoring and data interception

®  Internal attacks by employees

®  Hardware failures

B Loss of critical systems

This identification process creates the basis for your security plan, policies, and
implementation of your security environment. You should realize that this is an ongoing
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evaluation that is subject to change as conditions within your company and partners, as
well as employee need for access, change and morph over time. We have learned that
security is a process and is never truly “finished.” However, a good basic evaluation goes
a long way toward creating the most secure system that we can achieve.

Introducing Common Security Standards

Security and network professionals use a number of currently accepted procedures and
standards to conduct our business and ensure that we are following the accepted prac-
tices for security and access. Although we have a responsibility as network and systems
administrators to try to attain perfection in the availability and integrity of our data, we
also have constraints placed on us in accomplishing those conditions. Those constraints
include budgets, physical plant capability, and training of users and technicians to main-
tain the security and integrity of the data. These constraints do not relieve us of our
responsibility for maintaining the data safely and securely. To that end, we currently
employ some accepted standards for security that help us perform our tasks to the best
possible level. In this section, we remind you of the common security standards and
briefly discuss them:

®  Authentication, authorization, and auditing (AAA) AAA use is
required in security operations for creating and maintaining the method of
authenticating users and processes and validating their credentials prior to
allowing access to resources. It is also the method we use to grant access or
deny access to the resource. Auditing of activity is a crucial part of this func-
tion.

m  Confidentiality, integrity, and availability (CIA) CIA is the originally
defined process that established the goals that we have used to try to protect
our data from unauthorized view, corruption, or unauthorized modification
and to provide constant availability. Over the past few years, the CIA processes
have expanded to include a more comprehensive guideline that also includes
the process of defining risk and use of risk management tools to provide a
more complete method of protection.

B Least privilege This concept is used by the security planner and team to
define the levels of access to resources and the network that should be
allowed. From a security standpoint, it is always preferable to be too restrictive
with the capability to relax the access levels than to be too loose and have a
breach occur.

Remember, too, that the security process involves a three-tiered model for security
protection:
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®  Computer security, including the use of risk assessment, the expanded CIA
goals, and enterprise planning that extends throughout the entire enterprise,
rather than to just a portion of it

®  Physical security, in which we must build and include physical access sys-
tems and coordinate them with our network access systems

®m  Trusted users, who become an important cog in maintaining the integrity of
our security efforts

Policies, Plans, and Procedures

Earlier in this chapter, we mentioned that it is important to provide and conduct an
initial baseline security audit and institute a security plan for the organization. Along
with this practice, it is equally important to provide adequate information not only to
the individuals in charge of security but to everyone in the organization who must
cooperate to achieve the desired goal in relation to the security and integrity of the
information and services provided in your environment. To that end, we must provide
additional service beyond the security evaluation and plan. This includes working with
a planning team that includes legal, human resource, and management input along with
our security planning and administration and evaluation by this team to prepare the
documentation. At 2 minimum, your security plan should provide documentation and
supporting work that includes:

B Acceptable-use policies
®  Permitted activities
®  Disciplines for infractions
®  Auditing policies
B Disaster recovery plans
®m  Reporting hierarchy and escalation paths
®m  Overall security policy
B What needs protection and from what type of attack?
B What methodologies will be utilized for protection?
®  Who is responsible for implementation, monitoring, and maintenance?

®  Risk analysis—what is vulnerable and what is the cost if
lost/damaged/compromised?
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®  Growth and service needs projections

®m  User training and education plans

These documents are necessary for the proper implementation and enforcement of
policy after delivery of your overall security plan. Figure 1.3 provides a brief pictorial
view of what is involved in your security policy design. This design process is necessary
and must be completed and in force prior to proceeding to the tasks of designing the
DMZ. Without the security policy in place, DMZ design will be ineffective and not
cost-eftective, because it will have to be reconfigured to fit with the organization’s

overall security needs.

Figure 1.3 The Path to Completion of a Security Policy Document
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DMZ Definitions and History

In the security fundamentals section, we began to discuss some of the terminology and

definitions that are related to our work with DMZ structure and its components.

Before we proceed to a more in-depth discussion of the DMZ, we need to go over
some definitions of the components and a brief history of the DMZ and the philos-
ophy that has led to the implementation of the technologies for protection. To begin,

we define some common terms that we will use throughout the book as we discuss
DMZs. Table 1.1 details and defines these terms.

Table 1.1 DMZ Definitions

Term

Definition or Description

DMZ

Bastion host
(untrusted host)

Firewall

Proxy server

Network Address
Translation (NAT)

In computer networks, a demilitarized zone, or DMZ, is a
computer host or small network inserted as a “neutral zone”
between a company’s private network and the outside public
network. The DMZ prevents outside users from getting direct
access to a server that has company data. (The term comes from
the geographic buffer zone that was set up between North
Korea and South Korea following the United Nations “police
action” in the early 1950s.) A DMZ is an optional and more
secure approach to a firewall and effectively acts as a proxy
server.

A machine (usually a server) located in the DMZ with strong
host-level protection and minimal services. It is used as a
gateway between the inside and the outside of networks. The
bastion host is normally not the firewall but a separate machine
that will probably be sacrificial in the design and expected to be
compromised. The notation “untrusted host” may be used
because the bastion host is always considered to be potentially
compromised and therefore should not be fully trusted by
internal network clients.

A hardware device or software package that provides filtering
and/or provision of rules to allow or deny specific types of
network traffic to flow between internal and external networks.

An application-based translation of network access requests.
Provision for local user authentication for access to untrusted
network. Logging and control of port/protocol access may be
possible. Normally used to connect two networks.

Application-based translation of requests for service or
connection to an external network. No user authentication is
possible, and port/protocol filtering is not usually performed
here. Used to redirect requests through one interface. Requests
for connection at outside interface must have originated from
inside host or they are dropped.

Continued
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Table 1.1 DMz Definitions

Term Definition or Description

Packet filtering The use of a set of rules to open or close ports to specific
protocols (such as allowing Transmission Control Protocol (TCP)
or User Datagram Protocol (UDP) packets) or protocol ID(s) such
as allowing or blocking Internet Control Message Protocol

(ICMP).
Stateful packet  The use of a process to inspect packets as they reach the firewall
filtering and maintain the state of the connection by allowing or

disallowing packets to pass based on the access policy.

Screened subnet This is an isolated network containing hosts that need to be
accessible from both the untrusted external network and the
internal network. An example is the placement of a bastion host
in a dual-firewall network, with the bastion host in the network
between the firewalls. A screened subnet is often a part of a
DMZ implementation.

Screening router An often-used initial screening method to limit traffic to and
from a protected network. It may employ various methods of
packet filtering and protocol limitation and act as a limited initial
firewall device.

DMZ use has become a much more necessary method of providing the multilayer
approach to security that has become a popular method of providing security. The use
of DMZ structures developed as evolving business environments required the provision
of increasing numbers of services and connectivity to accomplish the desired tasks for
the particular business. New technologies and designs have provided a higher level of
protection for the data and services we are charged with protecting.

DMZ Concepts

The use of a DMZ and its overall design and implementation can be relatively simple or
extremely complex, depending on the needs of the particular business or network system.
The DMZ concept came into use as the need for separation of networks became more
acute when we began to provide more access to services for individuals or partners out-
side the LAN infrastructure. One of the primary reasons that the DMZ has come into
favor is the realization that a single type of protection is subject to failure. This failure can
arise from configuration errors, planning errors, equipment failure, or deliberate action on
the part of an internal employee or external attack force. The DMZ has proven to be
more secure and to offer multiple layers of protection for the security of the protected
networks and machines. It has also proven to be very flexible, scalable, and relatively
robust in its ability to provide the protection we need. DMZ design now includes the

13
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ability to use multiple products (both hardware- and software-based) on multiple plat-
forms to achieve the level of protection necessary, and DMZs are often designed to pro-
vide failover capabilities as well.

When we are working with a DMZ, we must have a common ground to work
from. To facilitate understanding, we examine a number of conceptual paths for traftic
flow in the following section. Before we look at the conceptual paths, let’s make sure
that we understand the basic configurations that can be used for firewall and DMZ
location and how each of them can be visualized. In the following figures, we’ll see and
discuss these configurations. Please note that each of these configurations is useful on
internal networks needing protection as well as protecting your resources from net-
works such as the Internet. Our first configuration is shown in Figure 1.4.

Figure 1.4 A Basic Network With a Single Firewall

Untrusted
or
Internet

Hardware
or
Software
Firewall

In Figure 1.4, we can see the basic configuration that would be used in a simple
network situation in which there was no need to provide external services. This config-
uration would typically be used to begin to protect a small business or home network.
It could also be used within an internal network to protect an inner network that
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needed to be divided and isolated from the main network. This situation could include
payroll, finance, or development divisions that need to protect their information and
keep it away from general network use and view.

Figure 1.5 details a protection design that would allow for the implementation and
provision of services outside the protected network. In this design, it would be abso-
lutely imperative that rules be enacted to not allow the untrusted host to access the
internal network. Security of the bastion host machine would be accomplished on the
machine itself, and only minimal and absolutely necessary services would be enabled or
installed on that machine. In this design, we might be providing a Web presence that
did not involve e-commerce or the necessity to dynamically update content. This
design would not be used for provision of virtual private network (VPN) connections,
FTP services, or other services that required other content updates to be performed
regularly.

Figure 1.5 Basic Network, Single Firewall and Bastion Host (Untrusted Host)
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Figure 1.6 shows a basic DMZ structure. In this design, the bastion host is partially
protected by the firewall. Rather than the full exposure that would result to the bastion

15
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host in Figure 1.5, this setup would allow us to specify that the bastion host in Figure
1.6 could be allowed full outbound connection, but the firewall could be configured to
allow only port 80 traffic inbound to the bastion host (assuming it was a Web server) or
others as necessary for connection from outside. This design would allow connection
from the internal network to the bastion host if it was necessary. This design would
potentially allow updating of Web server content from the internal network if allowed
by firewall rule, which could allow traffic to and from the bastion host on specific ports
as designated. (There is more on that topic later in the chapter.)

Figure 1.6 A Basic Firewall With a DMZ
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Figure 1.7 shows a generic dual-firewall DMZ configuration. In this arrangement,
the bastion host can be protected from the outside and allowed to connect to or from
the internal network. In this arrangement, like the conditions in Figure 1.6, low can be
controlled to and from both of the networks away from the DMZ. This configuration
and method is more likely to be used if more than one bastion host is needed for the
operations or services being provided.
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Figure 1.7 A Dual Firewall With a DMZ
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Traffic Flow Concepts

Now that we’ve had a quick tour of some generic designs, let’s take a look at the way
network communications traffic typically flows through them. Be sure to note the dif-
ferences between the levels and the flow of traffic and protections oftered in each of

them.

Figure 1.8 illustrates the flow pattern for information through a basic single-firewall
setup. This type of traffic control can be achieved through hardware or software and is
the basis for familiar products such as Internet Connection Sharing (ICS) and the NAT
tunctionality provided by digital subscriber line (DSL) and cable modems used for con-
nection to the Internet. Note that flow is unrestricted outbound, but the basic

17
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configuration will drop all inbound connections that did not originate from the

internal network.

Figure 1.8 Basic Single-Firewall Flow
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Figure 1.9 reviews the traftfic flow in a network containing a bastion host and a

single firewall. This network configuration
the bastion host is configured individually

does not produce a DMZ; the protection of
on the host and requires extreme care in

setup. Inbound traffic from the untrusted network or the bastion host is dropped at the
firewall, providing protection to the internal network. Outbound traftic from the

internal network i1s allowed.
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Figure 1.9 A Basic Firewall With Bastion Host Flow
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Figure 1.10 shows the patterns of traftic as we implement a DMZ design. In this
form, inbound traffic flows through to the bastion host if allowed through the firewall
and is dropped if destined for the internal network. Two-way traftic is permitted as
specified between the internal network and the bastion host, and outbound traftic from
the internal network flows through the firewall and out, generally without restriction.
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Figure 1.10 A Basic Single Firewall With DMZ Flow
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Figure 1.11 contains a more complex path of flow for information but provides the
most capability in these basic designs to allow for configuration and provision of ser-
vices to the outside. In this case, we have truly established a DMZ, separated and pro-
tected from both the internal and external networks. This type of configuration is used
quite often when there is a need to provide more than one type of service to the
public or outside world, such as e-mail, Web servers, DNS, and so forth. Traffic to the
bastion host can be allowed or denied as necessary from both the external and internal
networks, and incoming traftic to the internal network can be dropped at the external
firewall. Outbound traftic from the internal network can be allowed or restricted either
to the bastion host (DMZ network) or the external network.
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Figure 1.11 A Dual Firewall With DMZ Flow
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As you can see, there is a great amount of flexibility in the design and function of
your protection mechanisms. In the sections that follow, we expand further on condi-
tions for the use of different configurations and on the planning that it done to imple-
ment them.

Networks With and Without DMZs

As we pursue our discussions about the creation of DMZ structures, it is appropriate to
also take a look at the reasoning behind the various structures of the DMZ and when
and where we’d want to implement a DMZ or perhaps use some other alternative.
During our preview of the concepts of DMZs, we saw in Figures 1.4-1.7 some
examples of potential design for network protection and access. Your design may
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incorporate any or all of these types of configuration, depending on your organization’s
needs. For instance, Figure 1.4 shows a configuration that may occur in the case of a
home network installation or perhaps with a small business environment that is isolated
from the Internet and does not share information or need to provide services or infor-
mation to outside customers or partners. This design would be suitable under these
conditions, provided configuration is correct and monitored for change.

Figure 1.5 illustrates a network design with a bastion host located outside the fire-
wall. In this design, the bastion host must be stripped of all unnecessary functionality
and services and protected locally with appropriate file permissions and access control
mechanisms. This design would be used when an organization needs to provide min-
imal services to an external network, such as a Web server. Access to the internal net-
work from the bastion host is generally not allowed, because this host is absolutely
subject to compromise.

Figure 1.6 details the first of the actual DMZ designs and incorporates a screened
subnet. In this type of design, the firewall controls the flow of information from net-
work to network and provides more protection to the bastion host from external flows.
This design might be used when it is necessary to be able to regularly update the con-
tent of a Web serve, or provide a front end for mail services or other services that need
contact from both the internal and external networks. Although better for security pur-
poses than Figure 1.5, this design still produces an untrusted relationship in the bastion
host in relation to the internal network.

Finally, Figure 1.7 provides a design that allows for the placement of many types of
service in the DMZ. Traftic can be very finely controlled through access at the two
firewalls, and services can be provided at multiple levels to both internal and external
networks.

In the next section, we profile some of the advantages and disadvantages of the
common approaches to DMZ architecture and provide a checklist of sorts to help you
to make a decision about the appropriate use (or not) of the DMZ for protection.

Pros and Cons of DMZ Basic Designs

Table 1.2 details the advantages and disadvantages of the various types of basic design dis-
cussed in the preceding section.

Table 1.2 Pros and Cons of Basic DMZ Designs

Appropriate
Basic Design Advantages Disadvantages Utilization
Single firewall Inexpensive, fairly  Much lower security  Home, small
easy configuration, capabilities, no office/lhome office

low maintenance  growth or expansion  (SOHO), small
business without

Continued
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Table 1.2 Pros and Cons of Basic DMZ Designs

Basic Design

Advantages

Disadvantages

Appropriate
Utilization

Single firewall with
bastion host

Single firewall with
screened subnet
and bastion host

Dual firewall

Lower cost than
more robust
alternatives

Firewall provides

Bastion host

extremely vulnerable

to compromise,

inconvenient to update

content, loss of

functionality other than
for absolutely required
services; not scalable

Single point of failure;

protection to both some products limit

internal network
and bastion host,
limiting some of
the potential
breachpossibilities
of anunprotected
bastion host

Allows for estab-
lishment of
multiple service-
providing hosts in
the DMZ; protects
bastion hosts in
DMZ from both
networks, allows
much more

network addressing to
DMZ in this configur-

ation to public

addresses, which might

not be economic or

need to provide
services to others

Small business
without resources
for more robust
implementation or
static content
being provided
that doesn’t
require frequent
updates

Networks
requiring access to
the bastion host
for updating of
information

possible in your network

Requires more hardware

and software for

implementation of this
design; more configur-

ation work and
monitoring required

granular control of

resources and
access; removes
single point of
failure and attack

Larger operations
that require the
capability to offer
multiple types of
Web access and
services to both
the internal and
external networks
involved

23

www.syngress.com



24 Chapter 1 * DMZ Concepts, Layout, and Conceptual Design

Configuring & Implementing...

Bastion Hosts

Bastion hosts must be individually secured and hardened because they are
always in a position that could be attacked or probed. This means that
before placement, a bastion host must be stripped of unnecessary services,
fully updated with the latest service packs, hot fixes, and updates, and iso-
lated from other trusted machines and networks to eliminate the possibility
that its compromise would allow for connection to (and potential compro-
mise of) the protected networks and resources. This also means that a
machine being used for this purpose should have no user accounts relative
to the protected network or directory services structure, which could lead
to enumeration of your internal network.

DMZ Designh Fundamentals

DMZ design, like security design, is always a work in progress. As in security planning
and analysis, we find DMZ design carries great flexibility and change potential to keep
the protection levels we put in place in an effective state. The ongoing work is required
so that the system’s security is always as high as we can make it within the constraints of
time and budget while still allowing appropriate users and visitors to access the infor-
mation and services we provide for their use. You will find that the time and funds
spent in the design process and preparation for the implementation are very good
investments if the process is focused and effective; this will lead to a high level of suc-
cess and a good level of protection for the network you are protecting. In this section
of the chapter, we explore the fundamentals of the design process. We incorporate the
information we discussed in relation to security and traftic flow to make decisions
about how our initial design should look. Additionally, we’ll build on that information
and review some other areas of concern that could affect the way we design our DMZ
structure.

NoTE

In this section we look at design of a DMZ from a logical point of view.
Physical design and configuration are covered in following chapters, based on
the vendor-based solution you are interested in deploying.
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Why Design Is So Important

Design of the DMZ is critically important to the overall protection of your internal
network—and the success of your firewall and DMZ deployment. The DMZ design
can incorporate sections that isolate incoming VPN traffic, Web traffic, partner connec-
tions, employee connections, and public access to information provided by your organi-
zation. Design of the DMZ structure throughout the organization can protect internal
resources from internal attack. As we discussed in the security section, it has been well
documented that much of the risk of data loss, corruption, and breach actually exists
inside the network perimeter. Our tendency is to protect assets from external harm but
to disregard the dangers that come from our own internal equipment, policies, and
employees.

These attacks or disruptions do not arise solely from disgruntled employees, either.
Many of the most damaging conditions that occur are because of inadvertent mistakes
made by well-intentioned employees. Each and all of these entry points is a potential
source of loss for your organization and ultimately can provide an attack point to defeat
your other defenses. Additionally, the design of your DMZ will allow you to implement
a multilayered approach to securing your resources that does not leave a single point of
failure in your plan. This minimizes the problems and loss of protection that can occur
because of misconfiguration of rule sets or ACL lists, as well as reducing the problems
that can occur due to hardware configuration errors. In the last chapters of this book,
we look at how to mitigate risk through testing of your network infrastructure to make
sure your firewalls, routers, switches, and hosts are thoroughly hardened so that when
you do deploy your DMZ segment, you can see for yourself that it is in fact secure
from both internal as well as external threats.

Designing End-to-End Security for Data
Transmission Between Hosts on the Network

Proper DMZ design, in conjunction with the security policy and plan developed previ-
ously, allows for end-to-end protection of the information being transmitted on the
network. The importance of this capability is explored more fully later in the chapter,
when we review some of the security problems inherent in the current implementation
of TCP/IPv4 and the transmission of data. The use of one or more of the many firewall
products or appliances currently available will most often aftord the opportunity not
only to block or filter specific protocols but also to protect the data as it is being trans-
mitted. This protection may take the form of encryption and can utilize the available
transports to protect data as well. Additionally, proper utilization of the technologies
available within this design can provide for the necessary functions previously detailed
in the concepts of AAA and CIA, utilizing the multilayer approach to protection that
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we have discussed in earlier sections. This need to provide end-to-end security requires
that we are conversant with and remember basic network traffic patterns and protocols.
The next few sections help remind us about these and further illustrate the need to
design the DMZ with this capability in mind.

Traffic Flow and Protocol Fundamentals

Another of the benefits of using a DMZ design that includes one or more firewalls is
the opportunity to control traftic flow into and out of the DMZ much more cohesively
and with much more granularity and flexibility. When the firewall product in use
(either hardware or software) is a product designed above the home-use level, the capa-
bility usually exists to not only control traffic that is flowing in and out of the network
or DMZ through packet filtering based on port numbers but often to allow or deny
the use of entire protocols. For instance, the rule set might include a statement that
blocks communication via ICMP, which would block protocol 1. A statement that
allowed IPSec traftic where it was desired to allow traftic utilizing ESP or AH would be
written allowing protocol 50 for ESP or 51 for AH. (For a listing of the protocol IDs,
visit www.lana.org/assignments/protocol-numbers.) Remember that like the rule of
security that follows the principle of least privilege, we must include in our design the
capability to allow only the absolutely necessary traffic into and out of the various por-
tions of the DMZ structure.

DMZ. Protocols

Protocol use within a DMZ environment is always problematic. We should be well
aware of the potential risks that have been associated with protocol use in various
implementations and those that are frequently and actively attacked because of the vul-
nerabilities that exist. Table 1.3 briefly overviews some of the known issues with various
protocols. This table is not intended to be all-inclusive; rather, it is indicative of the fact
that the DMZ designer must be aware of these limitations when designing a plan for
DMZ structure and access both into and out of the DMZ.

Table 1.3 Protocols With Known Weaknesses

Protocol Basic Weakness

Asynchronous Transfer Mode (ATM) No authentication or encryption, subject to
spoofing and interception

Internetwork Packet Exchange (IPX) Designed for LAN use, doesn’t scale well for
wide area network (WAN) operations, high
bandwidth usage with SAP broadcasts,
aging protocol

Continued
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Table 1.3 Protocols With Known Weaknesses

Protocol Basic Weakness

Internet Protocol (IP) No default data protection of packets,
subject to many attacks, needed for
connection to Internet

Kerberos Vulnerable to buffer overflow attacks,
replay, and spoofing to gain privilege and
discover passwords, allowing potential for
breach of service

Lightweight Directory Access Some implementations are subject to buffer

Protocol (LDAP) overflow and DoS attacks, with possibility of
privilege elevation

Simple Network Management DoS and buffer overflow attacks are

Protocol (SNMP) possible, as are security risks posed by

administrators who leave the community
names and other information in default
configurations; some conditions can result
in privilege escalation and compromise

Secure Shell (SSH) Privilege escalation, system compromise
when code run under SSH credential, DoS
attacks

Designing for Protection in Relation to the
Inherent Flaws of TCP/IPv4

The current implementation of TCP/IPv4 contains a number of well-documented
flaws that aftect the design of both your security plan and your DMZ. Some of these
problems were corrected in IPv6, but since implementation of this technology isn’t on
the immediate horizon, we must accommodate the weaknesses of the existing protocols
when implementing the design of our DMZ. We must of necessity plan for certain
known problems:

®  Data, including passwords not protected by the operating system, are sent in
clear text in TCP/IP packets

m  SYN attacks, a DoS condition resulting from overflow of the wait buffer
®m [P spoofing, allowing the attacker to pretend it is another host

®m  Sequence guessing, allowing reassembly or delivery of forged packets

®m  Connection hijacking, allowing man-in-the-middle attacks

®m  Lack of authentication capability in the protocol
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You can find a good discussion of the problems with TCP/IPv4 and a more com-
plete discussion of the flaws and improvements made in TCP/IPv6 at www.linuxsecu-
rity.com/resource_files/documentation/tcpip-security.html. The design that we create
for our DMZ structure will accommodate the weaknesses of the TCP/IP protocol and
will provide the protection that is needed to stymie these types of attacks and their
resulting potential for breach. To accomplish that goal, as we design we need to consider
the various problems and design the working protections into the configuration of rules
and ACL settings and consider the use of other protocols such as IPSec and L2TP to
protect the data on the wire.

Public and Private IP Addressing

One of the primary reasons that the DMZ concepts have been so useful is that network
administrators have a greatly expanded capability to utilize public and private
addressing. As you will recall, the initial TCP/IPv4 implementations were based on
class, with default subnet masks that limited to some degree the ability of network
administrators to achieve true flexibility in their network designs. With the advent of
classless addressing and improvements provided with the acceptance of that concept,
much greater utilization has been made of functions such as NAT to provide addressing
for the internal network without exposing that network to the dangers of the public
network. The DMZ design must incorporate the methods and equipment being used
for address translation and routing, and it becomes a method of hiding internal
addresses from unwanted contact.

We also must plan for and use the ability to subnet within the private IP addressing
ranges, which are shown in Table 1.4.

Table 1.4 Private IP Address Ranges

Private IP Range CIDR Mask Decimal Mask
10.0.0.0-10.255.255.255 /8 255.0.0.0

172.16.0.0-172.31.255.255 /16 255.255.255.0
192.168.0.0-192.168.255.255 /24 255.255.255.0

This allows us much greater flexibility in the segregation of the DMZ and assuring
that the network addressing and contact between the protected network, the bufter
(DMZ), and the outside world are more difficult for would-be attackers to penetrate.
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Ports

Ports used in network communication become an extremely important tool in our
ability to filter access levels and establish ACL functions on devices and in software
implementations used to protect our assets. Recall that ports 0-1023 are reserved for
specific uses and that all other ports are functionally available for use by applications.
Registered ports include those from 1024 through 49151, and dynamic and/or private
ports (used by applications for communication and session maintenance) are those from
49152 through 65535.The entire port list can be found at www.iana.org/port-num-
bers.

That means, of course, that the DMZ design must incorporate rules that block all
traffic that is not necessary for the function of the DMZ or communications that must
be carried through that area. Generally, this involves creating a rule set for the ACL that
restricts or blocks all unused ports on a per-protocol basis to assure that the traftic is
actually stopped. These rules that are created become an integral part of the DMZ
defense. The design is often started from two “all or nothing” configurations: all ports
open, closing as problems occur (bad), and all ports closed, opening as required (good,
but requiring a great deal administration and learning in a new network that has not
been fully documented). Either method can be considered in your design, although the
latter provides much more security as you begin your quest to shut down intrusion.

The SANS Institute (www.sans.org) recommends the following port actions at a
minimum as you design your DMZ and firewall blocking rules from external networks,
as shown in Table 1.5. (The table is adapted from Appendix A of the SANS Top 20 list,
which can be found at www.sans.org/top20.)

Table 1.5 Common Ports to Block

Service Type TCP Port(s) UDP Port(s)

Login Services Telnet: 23, SSH: 22, FTP:21, N/A
NetBIOS: 139, rlogin: 512,513,
514

RPC and NFS Portmap/rpcbind: 111, NFS: Portmap/rpcbind: 111, NFS:
2049, lockd: 4045 2049, lockd: 4045

NetBIOS in Windows 135, 139, 445(W2K and XP) 135, 137, 138, 445

NT and W2K and XP (W2K and XP)

X Windows 6000 through 6255 N/A

Naming Services DNS: Block zone transfers DNS: Block UDP 53 to all
(TCP 53) except from external machines that are not DNS
secondaries LDAP: 389 servers LDAP: 389

Continued
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Table 1.5 Common Ports to Block

Service Type TCP Port(s) UDP Port(s)
Mail SMTP: 25 to all machines that N/A

are not external mail relays

POP: 109, 110

IMAP: 143
Web HTTP: 80; SSL: 443, except to  N/A

external Web servers. Also
consider common high-order
HTTP port choices, such as
8000, 8080, 8888

Small Services Ports below 20, time: 37 Ports below 20, time: 37

Miscellaneous Finger: 79; NNTP: 119; LPD: TFTP: 69; NTP: 123; syslog:
515; SNMP: 161, 162; BGP: 514; SNMP: 161, 162
179: SOCKS: 1080

ICMP Blocks incoming echo request Note: This setting will block
(ping and traceroute), out- known malicious uses, but
going echo replies, time it also will restrict your
exceeded, and destination legitimate use of the ICMP

unreachable messages, except echo request
“packet too big” messages
(Type 3, Code 4)

The OSI Model

While we are reviewing the basics prior to designing our DMZ structure, we should
also look briefly at the basis for traffic flow in our networks and how the data is trans-
ported and delivered from host to host. This review is not intended to be all inclusive
but rather to point out that it is these traffic flow designs that strongly influence the
consideration we must give to various technologies to properly defend our machines
and data from attack or misuse. Recall that there exist two difterent but complementary
designs of traffic flow and processing of data for network communication. The first is
the Open Systems Interconnection (OSI) model, which formed the basis for all network
communication as originally conceived. The OSI was followed, during the development
of the TCP/IP protocol suite, by the TCP/IP model, which combines the functions of
the OSI model layers. Figure 1.12 details the sections of the two models.

www.syngress.com



DMZ Concepts, Layout, and Conceptual Design ¢ Chapter 1

Figure 1.12 The OSI and TCP/IP Models
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Recall that within both models, packets are assembled and headers from each layer
are added as the packet is prepared for transport on the physical media. The header
contains information about the processing that occurred to guide reassembly by the
receiving machine. Through either process, when the packet is being sent from the
sender to the receiver, a negotiated port is used to deliver the information to the
receiving machine. While you’re making design decisions for the DMZ access restric-
tions, it is important to keep in mind your communication needs for your existing or
proposed services and applications. The launch point of the communication becomes
important as we consider the design, because we must provide for communication that
starts at the application level differently than the communication that is occurring at a
level such as the transport layer or below. The various levels of the models provide the
DMZ designer with a number of different places to institute the desired controls that
can be utilized to restrict or allow traffic into and out of the DMZ.

Identifying Potential Risks from the Internet

Part of the identification process for identifying Internet-based risks is a thorough
review of the original baseline analysis that you performed in relation to security. Risks
identified from that analysis should be a part of your comprehensive DMZ design plan
and should consider a number of potential problems, including:

®  Virus and Trojan introduction to the network
B Possibility of enumeration of the network
m  All entry points

B Unauthorized disclosure of information
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®  Remote control usage
m VNC
B Microsoft’s Terminal Services

®  PCAnywhere and similar products
B Possible weak configurations allowing elevated access privileges

Evaluation and inclusion of these potential areas of entry and attack, along with
others as may be defined in your plan, should be constantly reviewed during the design
process and again prior to implementation to verify that the risks discovered and
planned for are indeed taken care of.

Using Firewalls to Protect Network Resources

Firewalls have been and continue to be an integral part in the planning process for
DMZ deployments. The design can include any or all of the basic designs we looked at
earlier in the chapter and may very well incorporate multiple types of configuration,
depending on your organization’s needs to protect data and resources from different
threat areas. Firewalls are not the only component of the design that is important, but
they do play a major part in allowing the administrator to control traffic more com-
pletely, thus providing a higher level of protection.

Part of the design process includes evaluating and checking the performance of dif-
ferent hardware- and software-based firewall products. This book discusses some of the
most-used technologies in later chapters, such as Check Point and Check Point NG,
PIX, Nokia, and Microsoft’s ISA Server. Additionally, firewall considerations are
explored during discussions of protection of wireless networks and methods of pro-
tecting networks using Sun and Microsoft network operating system (NOS) software.

Using Screened Subnets to Protect Network Resources

As you proceed to a more advance design for your DMZ, conditions could drive a
decision to employ screened subnets for protection or provision of services. The
screened subnet, in some designs, actually becomes synonymous with DMZ in usage.
However, the screened subnet is actually a security enhanced version of the multi-
homed screened host configurations that were used in the past. It involves the use of
more hardware but provides a more secure basis for configuration and blocking unau-
thorized access.

The screened subnet that we looked at earlier in the chapter can be configured in a
number of different configurations dependent on need. The most simple of the con-
structions involves a multiple-interface firewall with the capability to filter traffic to
more than one network. Although simpler, this design might not be appropriate to use
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in your environment if you plan to offer services such as Web, e-mail, FTP, or VPN
connections from the public network to your private network. In these situations, a
good case could be made for the dual-firewall approach, perhaps with multiple screened
subnets that provide different services or access based on some criteria that you have
identified during your planning process. Certainly, if oftering services that involve e-
commerce or access to confidential records (such as being HIPAA compliant in an
enterprise involved with any type of patient records), your plan will most likely need to
include multiple screened subnets, following the earlier suggestions that a multilayer
approach be used to restrict access and retard attacks from outside.

Securing Public Access to a Screened Subnet

Public access to screened subnets is secured and restricted through a multilayer process,
using a screening router to begin providing protection and a firewall in the next layer
to protect the access point coming into the screened subnet. Figure 1.13 shows a pos-
sible configuration to begin this protection process.

Figure 1.13 A Basic Screened Subnet

Internet or Public
Network

Screening Router

Firewall

p—
Service Providing Server

In this configuration, it is possible to limit the inbound traffic initially by config-
uring a rule set on the router; this piece might be provided by an Internet service
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provider (ISP), for example. Further levels of security can be developed as needed in

your plan to protect assets on the screened subnet by firewall rule sets and hardening of

the server providing services. Additionally, this design could be expanded or used for

services or administration of screened subnets, providing greater security to the internal

network as well.

Designing & Planning...

Know What You Want to Secure First

As you begin your DMZ design process, you must first be clear about what
your design is intended for. A design that is only intended to superficially

limit internal users’ access to the Internet, for instance, requires much less
planning and design work than a system protecting resources from multiple
access points or providing multiple services to the public network or users
from remote locations. An appropriate path to follow for your predesign
path might look like this:

Perform baseline security analysis of existing infrastructure,
including OS and application analysis

Perform baseline network mapping and performance moni-
toring

Identify risk to resources and appropriate mitigation processes
Identify potential security threats, both external and internal
Identify needed access points from external sources

Public networks
VPN access
Extranets

R emote access services
Identify critical services
Plan your DMZ
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Traffic and Security Risks

After beginning to research the necessary components for designing your protection
plan, you will reach a point at which you are trying to assess the actual risks to security
from which you are trying to protect your enterprise network. One of the first tools
you might consider in this part of your evaluation is the SANS Top 20 list of the cur-
rent most critical vulnerabilities to find out if there is something that you are not aware
of.You can view this list at www.sans.org/top20/; it is updated frequently. This infor-
mation can help you to at least begin to identify some of the risks involved and then to
design a more effective plan to secure what you need to secure.

As we continue with our overview of DMZ design principles, we also need to dis-
cuss the management of resources and the challenges that occur in designing for
administration and control of equipment and resources that may be located in the
DMZ.The following sections detail a number of the areas that we must be aware of
during our consideration of the design and its implementation.

Application Servers in the DMZ

Application server placement in the DMZ must be designed with tight control in
mind. As in other screened subnet configurations, the basic security of the operating
system must first be assured on the local machine, with all applicable patches and ser-
vice packs applied and unused services disabled or removed if possible.

We spend a great deal of time in this book covering the hardening of your systems
(Windows 2000, Sun Solaris, and the like) within the DMZ. Additionally, functionality
of the application servers located in the DMZ should be limited to specific tasks that
do not involve critical corporate data or information. Therefore, although it is accept-
able to place a Web server in the DMZ with a supporting database server, neither of
those servers may contain confidential or critical corporate information, because they
are still located in an area in which they are considered to be untrusted. Critical or
confidential information should not be accessible from or stored in the DMZ. For
instance, as discussed in the following section, it is not acceptable to store any type of
internal network authentication information on machines in the DMZ. Likewise, front-
end servers or application proxy servers can be placed in the DMZ for other needs,
such as an e-mail server front end or a DNS forwarder. In these instances, neither the
e-mail front end nor the DNS server should store any information about the internal
network or allow general communication to pass unchecked to or from the internal
network. Traffic to these servers from the internal network should pass through a fire-
wall restricting traffic to individual machines in both directions using specific port and
address information.
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Domain Controllers in the DMZ

Domain controllers for Windows networks or other directory services authentication
servers should never have those services located within the DMZ if it’s possible to keep
them out. It is feasible in some configurations to provide a front end to these critical
servers from within the DMZ, but it is not recommended, because compromise of the
bastion host being allowed to communicate with the internal network through the fire-
wall while requesting service could lead to compromise of the entire internal system.
Access to your internal network that requires authentication should instead be handled
in your design by the use of VPN solutions, including RADIUS and
TACACS/TACACS+, discussed in the next section. It is possible, however, that domain
controllers need to be placed within the DMZ depending on what services you plan to
provide in the DMZ. For instance, if you were running a cluster that is highly available
from the Internet on Windows 2000 servers, the cluster will not operate correctly
without a domain controller present. For that reason, you have to accurately assess what
you will need and analyze how to implement it and secure it.

RADIUS-Based Authentication Servers in the DMZ

Remote Authentication Dial-In User Service (RADIUS) servers, by definition and
usage, are required to have full access to the authentication information provided by the
Directory Services system in the enterprise, whether Windows, Novell, UNIX, Sun, or
another OS. For this reason, the RADIUS server must be fully protected from attack
and patched completely to avoid DoS conditions such as those detailed by CERT in
advisories issued in 2002. The preferred option would have the RADIUS server located
in the internal network, with proxied requests coming from a Routing and Remote
Access Services (RRAS) server and restricted communication that would be allowed
through the firewall to the RADIUS server only from the specified RRAS servers.
Additionally, it would make sense to plan for the use of IPSec to further protect that
traffic. Regardless, understand that you will need to analyze the need and deploy it
based on a proper design that provides the service that is needed but still remains
secure.

VPN DMZ Design Concepts

VPN usage has grown during the past few years. Many organizations embraced the
possibility of VPN use as a method to communicate securely from remote oftices. This
led to a surge of connectivity that was requested in order to allow home “teleworkers”
to perform their job functions without entering the secured environs of the actual

workplace and its network.
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A number of changes have been implemented in VPN technology in the recent
past, and these have modified the thought process that we must undertake as we design
our DMZ infrastructure. To begin with, VPN solutions should be created in a separate
DMZ space, away from the other parts of the Internet-facing infrastructure, as well as
your back-end private LAN.The VPN technologies now may incorporate the capa-
bility to enter your network space through public switched telephone network (PSTN)
connections, Frame Relay connections, modem banks, and the public Internet as well as
dedicated connections from customers and business partners that may utilize any of
these access methods. Each of these connection types must be included in the plan, and
entry points must be carefully controlled to allow the required access and protection of
information while not allowing a back-door entry to our internal networks. A number
of these plans are discussed in subsequent chapters of this book as different firewall con-
figurations and designs are considered and discussed. When we’re looking at the possi-
bilities for VPN implementation and protection, it is extremely important to utilize all
potential security tools available, including IPSec and its authentication and encryption
possibilities. It is also important to evaluate the actual network design, in order to use
RFC 1918 (private) addressing in the internal network and properly secure the
addressing within the VPN, which should be registered addresses. Chapter 10 covers
this topic more fully.

Advanced Risks

After your design has considered the basic issues for connectivity to your infrastructure,
it is appropriate to begin to explore and plan for other areas that might need protection
through your DMZ design. There are nearly infinite possibilities for incorporation into
your overall design, including the ability to protect not only the internal network but
e-commerce, business partner, and extranet connections. Additionally, your enterprise
may be involved in the creation of hosted services, in which you are providing protec-
tion to Web, FTP, or other servers that require unique protections and the ability to
provide management capabilities as well. This section visits a number of those potential
areas that may be appropriate for coverage in the overall DMZ design.

Business Partner Connections

Business partner connections can provide a unique challenge to the DMZ designer. In
the case of business partners, there is often a requirement to provide access to and from
enterprise resource planning (ERP) packages such as those from Oracle, PeopleSoft,

Microsoft’s Great Plains software, and others that are currently in use to provide project
management, packaging, and collaboration tools to members of multiple organizations.
One of the challenges that can arise rather quickly is the question of how to appropri-
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ately allow connectivity between organizations with proper authentication and protec-
tion of information for all parties. Many of the basic designs that we’ve discussed previ-
ously, including the use of specifically screened subnets for VPN access, provide partial
solutions to these issues, but each case also requires an in-depth evaluation and most
certainly collaboration between the DMZ designers involved to appropriately channel
the access entry points, remote access if needed, and authentication of the users from
various entities to maintain the requirements of CIA. Chapter 10 covers this configura-
tion more fully.

Extranets

Of the possibilities that can be explored in relation to business partner connections,
extranets provide a great flexibility in their implementation and use by an enterprise.
Extranets can be Web browser-based information stores, can allow contact by customers
seeking catalog information, and can allow real-time or close to real-time tracking
capabilities of shipments and the supply chain. Additionally, the extranet can be config-
ured for collaborative efforts and used between business partners for the ultimate capa-
bility to share information and processes while working on joint projects. Extranets,
much like the discussion earlier of VPN accesses, will usually be placed on isolated
DMZ segments to segregate them from the hosting network’s operations. These DMZ
segments will house and host machines that will allow for the use of ERP software and
the warehousing of information in common to the project. The use of extranet applica-
tions is most often Web browser based for the client that is seeking the information and
not normally for storing highly sensitive data, although the data should still be pro-
tected.

Web and FTP Sites

Customer-based Web and FTP sites that are provided or hosted by your organization
can again cause the DMZ design to change in some way. Hosting the information on
customer-based sites requires the same processes that we’ve looked at in relation to
hosting our own Web and FTP servers in the DMZ, with an additional requirement
that some sort of remote management capability be provided for the customer to
administer and monitor the sites. This hosting can lead to a plan that involves use of
modems or other devices not protected by the DMZ design and must be carefully
explored. Ensure that your DMZ design will not be compromised by the methods used
to allow remote access to these servers and their administration by the client customer.
It may be appropriate to host customer-based operations in a separate DMZ segment,
away from your operation altogether.
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E-Commerce Services

Among the possibilities that we may include in our overall DMZ design scheme is the
possibility of hosting or supporting e-commerce services. As with other DMZ design
considerations, the DMZ segment hosting e-commerce services must provide a level of
1solation that protects such things as credit card information and transactions. It can
include restrictions that block access from noncustomer address ranges, and it can also
include restrictions on traffic to limit it to ports for Web services and Secure Sockets
Layer (SSL) to protect the internal records being generated by the action of the ser-
vices. E-commerce activities should also include restrictions that disable IP forwarding
between servers and segregation of services such as noncritical database information
among different servers for load balancing and to distribute security to a higher degree.
No contact should be allowed between the e-commerce DMZ servers inbound to the
internal network.

E-Mail Services

E-mail services are among the most used (and abused) services that are provided
through a combination of access points, both external and internal. E-mail server front
ends should be located in segregated DMZ subnets, and the firewalls allowing access
into and out of the e-mail subnet should incorporate strong ACL rule sets that only
allow communication on appropriate ports internally and externally. This construction
should also include mail relay settings on the DMZ mail server that do not allow
relaying of mail from any network other than the internal network, which limits the
potential that your front-end server might be used for spamming. The external firewall
that allows access to the e-mail front end should be configured to block outbound
SMTP traffic that did not originate at the front-end server, and the front-end server
should be configured to only relay mail to accepted internal addresses while rejecting
all other communications. Great care must be used in the proper configuration of mail
servers from all vendors when access is granted in any fashion from the external net-
works.

Advanced Design Strategies

Up to this point, the discussion of design has been directed at the access path design
and the methods of securing access to the internal network from the external network.
In most cases, the DMZ is used to block incoming traftic and control it more com-
pletely through the multiple layers that are placed in the design, thus offering tighter
and tighter control that stops access to the internal network. Standard DMZ designs
almost always default to a condition in which the internal network’s access to the
external public network is unrestricted.
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Before we finish our discussion of basic designs, it is appropriate to explore briefly
some of the ways we might consider blocking access from the internal network to the
external network, either wholly or in part, if the security design we created earlier indi-
cates a need to do so. In the next section, we visit some of the common conditions that
your organization might wish to block or limit in your efforts to protect your assets and
information.

Advanced DMZ Design Concepts

Intranet users have often been allowed full and unrestricted access to public network
resources via the DMZ structure. Often the protection for the internal network
involves using NAT or some proxied connectivity to allow outward flow while
restricting inbound flow to requests originated within the internal network. You should
think about some special considerations while you are working in this area. Let’s list
some of them and consider them in thought pattern as an addition to the overall
design:

B General FTP use that is unrestricted may lead to security breach. Outbound
FTP should not be allowed from the internal network.

B DMZ design lends itself to allowing control of unnecessary services that may
be present on the external network. For instance, the DMZ design may incor-
porate outbound blocking of ports to services providing instant messaging,
nonbusiness-related networks, and other restrictions as appropriate to your
system.

®  Known management ports for externally located devices and services should
be blocked from the internal network.

Additionally, we must look at the applications that are in use from the internal net-
work to determine the appropriate level of outbound access to accommodate those
applications.

As we continue through the book, we’ll find that a number of other considerations
must be taken into account as we create the design plan. For instance, although many
DMZ configurations are allowing access to a Web server that we are operating, there
must be a method in place to advise us of the presence of potential hackers working
within our borders. To this end, the DMZ design will also most often create a provision
for some sort of IDS system placement in the various levels of the DMZ structure to
evaluate and report on intrusion attempts. As with all services that we provide, the Web
services servers must be continually evaluated and kept up to date in their levels of
security and service packs.
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Another conceptual area that must be visited is the difterence between a DMZ that
is established for the purpose of isolating or segregating the public network from your
private network and a DMZ that is used for the purpose of isolating or segregating a
portion of your internal network. The design you create should include the capability
to establish internal DMZ structures to protect confidential information from the gen-
eral LAN operation. This could include segregation of financials or provision for VPN
access to the internal network that does not originate from the public network (such as
Frame Relay PVC channels or PSTN modem access). Again, when dealing with these
special cases, the designer must make absolutely sure that the design does not introduce
a back-door situation that allows public network bypass of the DMZ structure through
compromise of a host machine.

R emote Administration Concepts

Remote management and administration of the various pieces of hardware within the
DMZ design you implement provide another challenge for the designer. Although it is
extremely tempting to use the built-in capabilities of the various operating systems and
the management software provided for many of our hardware devices, it is very impor-
tant to give the alternatives a good long look. Use of these tools for normal manage-
ment from within the internal network is almost certainly a quick recipe for breach and
disaster.

It 1s certainly technologically possible to access the equipment in the DMZ through
use of SSH, Telnet, or Microsoft’s Terminal Services and to create firewall rules allowing
traffic on the necessary ports to accomplish this task. So, what’s the problem with using
the built-in tools? In-band versus out-of-band management of your systems is the problem
we need to work on. In-band management tools, including SNMP-based traps and
management agents, rely on the integrity of the network they are mounted on to pro-
vide the reports and management capabilities we use to control the various hardware
and configuration of hardware and servers. What happens when the underlying net-
work capability is degraded, reduced, or overloaded through an equipment failure or a
DoS attack? No management is possible, because we now can’t reach the equipment.
The other alternative is to provide some sort of out-of-band management capability.
This can be accomplished in a number of ways, including serial connections to secured
management ports on the devices to be managed or a separate management screened
subnet, such as illustrated in Figure 1.14.
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Figure 1.14 A Method to Provide Out-of-Band Management in the DMZ
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In this simplified design, the servers located in the DMZ are each configured as a
multihomed machine, with the additional adapters (represented in the figure by dark
dashed lines) configured to accept communications only from the designated manage-
ment workstation(s), if your security policy allows multiple administrative units. The
outside firewall is configured to allow specific port-based traffic to flow from the man-
agement workstation to the servers, and the management workstation is not accessible
from either the untrusted network or the protected LAN. This eliminates much of the
security vulnerability that is presented when management options only include
in-band tools.
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Authentication Design

Earlier in the chapter, we mentioned that it is generally inappropriate to locate a
RADIUS server in a DMZ segment because it creates a condition in which the
authentication information is potentially accessible to the public network, with a poten-
tial for breach of your DMZ. In some environments, it might be necessary to imple-
ment a plan to accommodate the authentication of users entering the DMZ from a
public network. In this case, the DMZ design should include a separate authentication
DMZ segment and the equipment in that segment should be hardened, as we previ-
ously detailed in our discussion of placement. At this point, it is possible to provide an
RRAS server in the DMZ with no account information and utilize ACLs and packet
filtering at the firewall to restrict and encrypt the traftic between the two machines to
the authentication traffic. It is recommended that this process utilize IPSec, and it
would require that Protocol ID 51 for IPSec and IKE traffic on port 500 (UDP) be
allowed for the communication to occur. It is also possible that other third-party
authentication products such as Cisco’s CiscoSecure ACS could provide a gateway and
controls to allow this functionality.
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Summary

Chapter 1 gave us the opportunity to explore and review a number of important con-
cepts in our preparation for designing an eftective and secure DMZ structure. DMZ
design includes a number of important steps that make the overall design process
smoother and less subject to breach. These steps include the capability and duty to per-
form a complete physical and logical security analysis of the systems to be protected,
followed by the adoption of an enterprise security policy to detail the path of manage-
* ment, monitoring, enforcement, and responsibility for various areas of the enterprise’s
security. Once we have completed a security analysis and have a security policy that has
been supported and is in place, we have the opportunity to begin to think about the
design of the DMZ structure. With the plan, it is possible to incorporate the principles
of security, such as AAA and CIA, into the design to assure a higher level of security in
the DMZ.
Generically, we create the basic DMZ structure after we have identified the assets
and resources that need protection. This generic plan is followed by an evaluation of

. how the information currently flows in the organization and how it should be handled
in a secure sense to isolate and protect the systems from compromise.

When the generic tasks have been completed, the design begins to take shape as we
configure and define the various levels of the DMZ structure to provide necessary ser-
vices to customers, employees, and partners. We’re aware at this point that there are
nearly infinite possibilities in the use of various equipment and configurations, and
we’re charged with creating a design that is functional and economically feasible in the
reduction of risk. Here we begin to consider not only the best logical design but also
the design that might be the most feasible to protect our data.

We find as we proceed that the level of service that we are providing and the con-
nectivity needs of the various partners and operations greatly affect the level of config-
uration within the DMZ structure. We also find that it is possible to allow connectivity
in multiple levels for various services while always striving to protect the internal net-
work from harm.
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Solutions Fast Track

Planning Network Security

M DMZ design requires that we first evaluate the physical and logical security
and needs of the organization.

M The overall security plan and evaluation require input from all concerned
parties in the organization at levels ranging from the mailroom to the
boardroom to provide a valid analysis.

M Following the completion of the security plan, it is imperative that an overall
enterprise security policy be written, approved, and implemented to assist in
the evaluation of the need for DMZ protection. Without this document and
definition of responsibility, DMZ design is fruitless.

DMZ Definitions and History

M DMZ use has been increasingly important as the enterprise architect designs
for security while at the same time offering an ever-increasing array of
services and connections to services in the network.

M The multilayer approach of using bastion hosts, screened subnets, and firewalls
to provide finer and finer control of access when approaching the interior
network has proven to be an effective means to securing the DMZ structure.

M DMZ design is never static. Like security plans and policies, DMZ designs are
a work in progress at all times, and it should be understood that the design is a
flowing work subject to constant upgrade and tweaking.

DMZ Design Fundamentals

M Multiple design possibilities exist, depending on the level of protection that is
required in the particular enterprise configuration.

M DMZ designs generally consist of firewalls and segments that are protected
from each other by firewall rules and routing as well as the use of RFC 1918
addressing on the internal network.

M DMZ design depends on the designer’s ability to accurately assess the actual
risks in order to design an adequate structure.
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Advanced Ruisks

M Outside the normal DMZ structure, many other conditions may arise that
require evaluation. These conditions include restriction of access to the public
networks from the private networks, not only the protection of the public
network access to the internal network.

M Business-to-business (B2B) and e-commerce activities require special
consideration to provide protection of partner and customer data and
information. They also demand a level of design separate from the basic needs.

M Provision of e-mail services and VPN connectivity to the private network via
connection through the DMZ with a connection to the public network
requires special considerations prior to design.

Advanced Design Strategies

M Consider the methods that might be used to provide VPN services to special

connections such as Frame Relay and PVC circuits or modem-based dial-in
access.

-ty M Limit or restrict outbound traffic from the internal network to inappropriate
services, such as FTP or messaging services.

M Provide for out-of-band management capabilities on all DMZ design segments
as well as intrusion detection services where it is appropriate.

]
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

Q: What is the difference between a DMZ and a screened subnet?

A: Although the terms are sometimes used interchangeably, the screened subnet is a
variation of the screened host configurations that required dual or multithomed
hosts to provide protection. In the case of the DMZ, the protection is most often

provided through the use of screening routers and firewall appliances or software to

more securely limit traffic and eliminate single points of failure.

Q: You mention that a security policy must be in place before designing a DMZ. Why

should I go to all that trouble?

A: It is important that yourassangadministrator have a clear goal and vision about the

levels of protection that you are responsible for and that you are expected to main-
tain. It is impossible to navigate the complexities of the DMZ design stage without

first having a path to follow.

Q: Could you explain the differen¢e between out-of<band and in-band management?

A: In-band management tools require that the nétwork being managed and the devices
connected to it utilize the same network. In the case of network problems or DoS
attacks, the administrator would be unable to ‘manage the equipment or rectify the
problem. With out-of-band tools in place, management occurs on a difterent level,

which may be a separate segment or serial port-based interaction with a console
port on equipment. This capability is very important in the maintenance of your
DMZ structure.

Q: A client has an outside office that needs to be able to authenticate to the internal
network. The client would like to accomplish this task as inexpensively as possible
while still maintaining security. What would you recommend?

A: In this case, the normal recommendation would be to use a modem-based RAS to

allow access to the internal network, unless there was already a substantial DMZ
structure in place to accommodate the traffic from the remote office.
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Q: To provide the levels of security that are required in the large enterprise environ-
ment, what path would you recommend toward achieving the most complete
design?

A: As we've discussed throughout the chapter, the most complete design requires secu-
rity analysis, policy creation, and discussion with all stakeholders to appropriately
implement the DMZ plan and structure.

Q: I thought that RADIUS was only for billing purposes?
A:

o

Actually, RADIUS does have the capability to log access times and traffic, thus
making auditing a simpler process. Its main use, however, is to screen the authenti-
cation process from outside networks and limit communication via the authentica-
tion mechanisms of our internal networks.
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Introduction

Microsoft has taken great strides in the past few years to enhance its security posture.
Windows 2000 is only as secure as you can make it, so it’s very important that you
follow this chapter closely; everything you learn here will be used in the demilitarized
zone (DMZ) of your network. In Chapter 1 we learned the fundamental security con-
cepts revolving around the DMZ, what the DMZ is, and how to design a basic DMZ
with traftic flows. In this chapter we now start to populate the DMZ with systems and
the specifics of designing those systems to work within the DMZ. From Chapter 1,
you’ll recall what you learned about the basic DMZ and its overall reason for existence
as well as its basic design. Here we cover how to design a Windows 2000-based net-
work solution that will work within and around the DMZ segment. It’s important to
know this information as a security administrator or engineer because the DMZ (as
you are now starting to see) can be very complex to work with and around. It will get
even more complex as we move through this book. Building on the content of Chapter
1, this chapter shows you how to use your Windows systems within the DMZ design.

In this chapter you learn about Windows 2000 security but only as it relates to this
subject matter. In other words, this chapter is not a general Windows 2000 security
chapter, but rather is one customized to fit the needs of designing security within the
DMZ. Of course, the chapter covers many security topics revolving around Windows
2000, but all the content will be tailored for the most part to security administrators
working within a DMZ environment.

This chapter can serve as a rough design document to help you place your
Windows 2000 systems and the services they run within the DMZ. Many administra-
tors wonder how to place their systems within the DMZ, especially when those systems
are Web or FTP servers facing the Internet and publicly accessible. It can be nerve shat-
tering, especially with all the past publicity about Microsoft being an insecure system
with many bugs, unchecked buffers, and a plethora of other problems, resulting in its
products becoming the biggest target on the Internet today. This chapter (and following
chapters) will remedy those fears by providing you with the answers and solutions you
need to not only place the systems in and around the DMZ but also to protect them.

In this chapter we cover the basics of Windows 2000 DMZ security and introduce
to you the proper placement of systems in and around it. (Chapter 13 and the bonus
Appendix A, available online, focus entirely on how to lock down and harden Windows
2000 and other services such as IIS, so if you are only looking to harden systems, you
might want to jump directly to those sections.)
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If you are looking for a book on how to harden and implement security with
Windows 2000 in more granular detail without a focus on the DMZ segment,
you can check out these other Syngress titles:

m  Hack Proofing Windows 2000 Server (ISBN: 1931836493)
m MCSE/MCSA Implementing and Administering Security in a Windows

2000 Network: Study Guide and DVD Training System (Exam 70-214)
(ISBN: 1931836841)

Introducing Windows 2000 DMZ Security

In this section we take a broad look at security concepts for Windows 2000 systems,
tailoring all the content to DMZ-based hosts. This section of the chapter covers the fol-
lowing details:

®  Fundamental Windows 2000 DMZ design
®  Windows 2000 DMZ bastion hosts design
®  Engineering Windows 2000 traftic in the DMZ

An introduction to Windows 2000 DMZ security must start with a general discus-
sion of the concepts of applying a secure foundation to the core services running
within the DMZ, all based on the Microsoft product line. When discussing Windows
2000-based security in the DMZ, we need to look at a few general concepts. What will
be publicly accessible? Why do you need these services available? How will you control
access to and from such resources? How will you maintain these services? Everything
else 1s all about hardening the systems. Here we look at the general design. Remember,
DMZs are the best place for you to place and secure your publicly used information
and services such as an e-commerce site, a Web site, an FTP site, VPN-based services,
and so on. In this chapter we look at proper placement of these needed services.

In this section of the chapter we also look at basic Windows 2000 DMZ bastion
host design. This is really about placement of servers and why you would place them in
specific spots on your network. Again, this is just placement; if you need to learn more
granular details, turn to Chapter 13 to learn how to lock down the Windows 2000 OS
to be placed on the DMZ.

The last section discusses basic traffic flows and the services and protocols Microsoft
products use. With this information, you can design your systems so that all needed
traffic will go through the firewalls, as well as preventing traffic that you do not want to
go through the firewall. In later chapters, we show you how to configure those firewalls
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to allow the traffic to pass; you can come back to this chapter to get the data you need
(such as port numbers for access control lists) to engineer your solution. As mentioned
before, you need to read this book in its entirety to be able to complete your solution if
you are not sure what to do at all, but if you have a Cisco PIX firewall that you need
to implement with a Windows 2000 IIS 5.0 Server, you can probably just read this
chapter, the PIX chapter (Chapter 5), and the chapter on how to secure Windows 2000
bastion hosts on the DMZ segment (Chapter 13).

Remember, you need to understand three very important concepts: why you are
building a DMZ, where to place specific services, and how to engineer the traffic
to and from those services. After that, you can worry about locking down those indi-
vidual systems.

Fundamental Windows 2000 DMZ Design

Before we look at the fundamentals of securing the DMZ segment and its hosts, we
need a general idea of what it’s going to look like on a map. All good network
designers plan the topology (hopefully with a topology map) and figure out in advance
traftic flows, logical addressing, and any other factors that would affect the systems
planned operation. If you choose not to follow this recommendation, you could find
yourself very discouraged when the network does not function properly and systems
cannot be accessed due to a simple (or complex) mistake you made in the design. A
DMZ segment can be one of the most complicated segments on the network that you
can design and implement. When you add Windows 2000 to the mix, you not only
have to be an expert in security—you also must be an expert in network engineering,
Windows 2000 system design, and the services to be made available. Look at it from
this point of view: You want to set up a DMZ segment with a PIX firewall and a
Windows 2000-based Web server. This should not be a complicated task in your mind,
but think of all the areas you need to focus on:

®m  Network engineering
B Systems engineering

®  Security analysis

Now take a look at Figure 2.1, which points out all three of these areas.
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Figure 2.1 Fundamental DMZ Design
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The reason we have segmented this figure into three sections is that it represents
how you should design each section. Let’s take a look at each section in more granular
detail.

NoTE

In Figure 2.1, note also the use of high availability in your design. If your
resources need to be in high demand, it is critical that you design high-avail-
ability features so that you can keep your services available in time of disaster.
Here you can see the need for firewalls, redundant routers, and Internet con-
nections to different points of presence (POPs), highly available Web services,
and database services. Never rule out high availability for your solution if you
can afford to implement it.
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Network Engineering the DMZ

Your first step in designing a Windows 2000-based DMZ is to select all the networking
hardware you will need.You must do an assessment of your needs to figure out what
the hardware infrastructure will cost your company.You need to look at your needs first.
When you are looking at the networking end of it, you should ask yourself, “What
devices will I need, and how should I scale them?” Exploring these questions will bring
answers based on networking gear and its cost. Since we’ve already mentioned Cisco,
let’s stick with that company’s products for this example. In Figure 2.1 we looked at a
very basic network infrastructure, but the needs are quite high for the future, so let’s say
that we decide to scale up the network hardware. We interviewed all departments that
are part of the project to design and implement a DMZ infrastructure with an IIS Web
server. After talking to everyone involved, we came up with a few important items:

1. We need to scale up the number of connections to the Internet, since the
VPN services, external DNS, and other services will be added sooner than
later. For this reason, we might need to have more port availability on our
switch that is publicly accessible via the Internet.

2. We need to add more bandwidth and site-to-site VPN services oft the
external Internet routers. This need will become critical next year. This tells us
that we had better not skimp on the Internet-facing routers and make sure
that we purchase models that either have crypto cards (to use IPSec for VPN)
installed or that are upgradeable to them.

3. We need to eventually set up a load-balanced solution with multiple IIS
servers and a possible backend database cluster. This tells us that we will need
to scale the firewall, switches, and all other infrastructure to meet the needs for
a possible e-commerce site, a load-balanced cluster, and so on.

Can you see why you must really plan this project out very well? There is nothing
more frustrating than having to constantly replace equipment because you have not
anticipated future needs and requirements. It always winds up costing more in the long
run, so make sure that you do a solid needs assessment up front and scale your design to
what you might need in the future.

NoTE

Even if your management team or project stakeholders decide it's not in the
best interest of the project, organization, or the IT group to scale up or out
resources (which adds immensely to the cost of the project), at least they'll
know you brought it up—and when the need comes up in the future (as it
usually will), it is on record that you at least tried!
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Now you have done a complete needs analysis and have designed the infrastructure.
(The initial design 1s shown in Figure 2.1.) You have noted that a redundant firewall
should be used to ease the pain of failure as well as your scaling requirements. The
management team responsible for purchasing and approving this design has stated that
all 1s approved except the redundant firewall, which will be considered and purchased at
a later date.

Now the network segment is designed, and after you run a test (maybe even a pilot
or prototype), you are ready to implement it. Again, this chapter focuses on overall
design. Since this book was written with all types of systems in mind, you can replace
that firewall (currently PIX) with a Nokia firewall, a Check Point firewall of Microsoft
ISA 2000.This book allows for that flexibility in design so that you can pretty much
replace that firewall with whatever you are currently using or plan to use. We look at
the specifics of adding rules and so on in later chapters.

Now that you have an idea of network design, let’s continue with our plan to
design it. Take a look at Figure 2.2.

Figure 2.2 Network Design of the DMZ
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Since you have already selected your vendor’s product line (Cisco) and have your

needs analysis done, you can lay out your infrastructure. In Figure 2.2 you see that we

have used Cisco routers, switches, and a firewall to build our DMZ segment. The Layer

3 switches in the internal network position were already in place. This is the LAN’s

default gateway and the switch responsible for segmenting the LAN into virtual LANs
(VLANS). Chapter 9 of this book is all about building those VLANS; for now, we’ll
focus on design.

We’ve decided to use the following components for our DMZ.:

Two Cisco 3725 routers with T1 WAN interface cards (WICs) with which to
connect to the Internet and Fast Ethernet ports to the external switch. We
decided on two routers because we want to have a highly available solution to
the Internet. If one link goes down, we have another to use, and we can offset
the load in times of high demand. ISPs drop lines often. We chose this router
model because we foresaw a future need to implement site-to-site VPN, add
more redundancy to the network, and leave room for a possible upgrade in not
only bandwidth but also in the number of connections for backup lines later.

We selected two Cisco switches for our external public network segment and
for the DMZ. Now you have to do some research (or refer to Chapter 9 for
more information), but basically your switch choice will be based on how
many ports you need, the amount of traffic you will have going through it, the
quality-of-service enhancements you would like, and other features such as
dual power supply. Basically, your switch should be scaled to what you need
and scaled up (or out) based on future needs. The best piece of advice we can
offer you in terms of a decision on a switch is to research very heavily on the
vendor’s Web site to find what each model offers and how it can fit into your
design based on current and future needs as well as cost.

We selected a Cisco PIX firewall to be the “traftic cop” among the Internet,
the DMZ, and the private LAN. Again, Chapter 5 focuses on this design (you
will be shown the exact configuration to implement this solution), and that is
where you can find all the details on a specific model. One design flaw we
pointed out (but had to live with) was the single firewall design. Basically, we
asked for a redundant solution (two firewalls with failover, as you will see in
Chapter 9), but the cost was too high for now and the need was not as great.
Again, this solution was implemented to make the DMZ and to control traffic
to and from 1it, so the needed design was met with this requirement, but a
second redundant firewall would be ideal.

www.syngress.com



Windows 2000 DMZ Design * Chapter 2 57
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When planning your infrastructure, you always need to ensure that you plan
the proper equipment list, no matter what vendor you pick. Basically, if you are
purchasing this much equipment, presales support could be in order. Ask you
vendor to show you user limits per device (how many users can use this device
without affecting its performance simultaneously) as well as what type of
traffic you will be pumping through it. Many times, the vendor can help you to
design your network so that you don't fall short on what you need or you
don’t go into overkill where you might not need the extra power.

You can see that implementing a DMZ is not a cakewalk; it’s all based on needs and
analysis. It is something that you have to really plan out and design so that it comes out
the way you want it and need it instead of becoming a costly disaster. In addition, note
that we have only designed the actual infrastructure—we have not even plugged any
intelligence into it. Future chapters point out how to add intelligence so that you can
configure rules and other settings to make all the components work together. In the
next section, we look at adding the systems into the segment.

Designing & Planning...

What Is a Site-to-Site VPN?

We have eluded to the need for a site-to-site VPN as a future requirement in
our design. The purpose of this VPN is twofold. First, we want you to “think
outside the box” and consider that there are such things as future require-
ments when designing a DMZ. Second, we want to ensure that this book is
relevant to today’s and tomorrow’s future technology trends. Let’s look at the
Cisco router that we selected for this DMZ design as an example.

Key features for the Cisco 3725 and 3745 are:

Two integrated 10/100 LAN ports

Two integrated Advanced Integration Module (AIM) slots

Three integrated WIC slots

Two (Cisco 3725) or four (Cisco 3745) Network Module (NM) slots

One (Cisco 3725) or two (Cisco 3745) High-Density Service Module
(HDSM)-capable slots

m 32MB Compact Flash (default); 128MB maximum

Continued
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m 128MB DRAM (default, single 128MB DIMM); 256MB DRAM max-
imum

m Qptional in-line power for 16-port EtherSwitch NM and 36-port
EtherSwitch HDSM

m Support for all major WAN protocols and media: LL, FR, ISDN,
X.25, ATM, fractional T1/E1, T1/E1, xDSL, T3/E3, HSSI

m Support for selected NMs, WICs, and AlMs from the Cisco 1700,
2600 and 3600 Series 2 RU (Cisco 3725) or 3 RU (Cisco 3745) rack-
mountable chassis

The VPN and encryption AlIM are:

= AIM-VPN/HP DES/3DES VPN Advanced Integration Module for 3660
and 3745—High Performance

= AIM-VPN/EP DES/3DES VPN Advanced Integration Module for 2600
and 3725—Enhanced Performance

You are using this router because of the addition of the VPN and encryp-
tion AIM that are available with it. You need this added crypto card to be able
to tunnel from one site to another over the Internet. You understand why we
selected the router we did (for its scaling and functionality), so you need to
know what a site-to-site VPN is now that you have the router hardware lined
up. A site-to-site VPN (as shown in Figure 2.3) is a network solution that uti-
lizes both public and private IP Internet connections to establish the WAN
between all sites that you want to connect to like remote branch offices, busi-
ness-to-business partner connections, and so on.

The benefits of using this solution are many. For one, VPN technology can
run over public or private Internet-based solutions. In other words, you can
utilize this design in just about any country in the world. Frame Relay (espe-
cially in international deployments) can be quite costly, so you might want to
utilize a VPN connection to connect a remote branch more cheaply than with
a costly Frame Relay connection. You can also augment your WAN with a
backup solution based on VPN. VPN services are better in some ways because
there is no Layer 2 breakdown, whereas VPN traffic is all Layer 3. Since there
is no breakdown of data and rebuilding of data, it can be argued that a VPN
solution is better when you’re trying to utilize voice over IP (VOIP), QoS-based
IP traffic, or the like. The difference we mentioned before (public vs. private

Continued
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Figure 2.3 A VPN-Based Network
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VPN technologies) is that a public VPN network setup will utilize any ISP’s
Internet service, whereas a private VPN network would be (for example)
AT&T'’s private IP VPN network built only for use with private business and not
publicly accessible via the Internet if you do not want it to be, basically using
a Layer 3 private network. Both can be used at the same time with this solu-
tion, adding another degree of flexibility to your design.

The reason this information is so important is that in the future, you
might only have an Internet connection to worry about for all your remote e-
mail, Internet access, and WAN access. Therefore, the DMZ becomes even
more critical at this point in the design phase. Each router you see in Figure
2.3 should be firewalled (with a DMZ, if the services are needed) especially if
you are not using an ISP’s private VPN solution. One last note: The design used
in Figure 2.3 is called a partial mesh. This keeps the tunnel endpoint to a min-
imum, with no more than one to three hops to get to any site from any site. A
full mesh keeps hop counts down, but tunnel maintenance is harder to maintain
because you will have many more tunnels to maintain with a full mesh.
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Now that you have designed your network, it is time to populate the segment with
systems. In the next section we look at systems-engineering your DMZ.

Systems-Engineering the DMZ

You can now start to populate the DMZ and its surrounding areas. First, you need to
think about access to and from the DMZ and the services that are needed. The reason
behind this initial thought is that your end user, customers, potential customers, and
outsiders will be able to utilize resources needed and only those needed resources—
nothing more, nothing less. To start the engineering process, you will have to first make
certain that you have these answers! What do you need? You should make sure that
users can obtain the information that they need about your company without accessing
the internal network and only accessing the DMZ, or accessing the Internal network
safely if you chose not to implement a DMZ. Working with DMZs can be tricky
(hence the need for this book), so if you can, it’s always better to segment Internet-
based resources via the DMZ for an added level of safety.

Now that you know your network layout, you have to think about other access to
and from the DMZ.Your secret, protected, confidential, and proprietary information
should be stored behind your firewall and DMZ on your internal network. Servers on
the DMZ shouldn’t contain sensitive trade secrets, source code, or proprietary informa-
tion, or anything that can be used against you or your company—or that can be used
to exploit or hack into your systems. (There’s more on DMZ hacking techniques in
Chapter 14.) A breach of your DMZ servers should at worst create an annoyance in the
form of downtime while you recover from the security breach.

Here are examples of systems that could wind up on your DMZ:

B A Web server that holds public information. This can be IIS (since we are dis-
cussing Microsoft technologies in this chapter) or any other publicly accessible
Web server.You can also think of FTP services, NNTP services, and other
Web-based services to be accessed and utilized.

®m  Electronic commerce-based solutions always wind up on the DMZ.The front
end of an e-commerce transaction server is the one through which orders are
placed. Keep the back end, where you store client information, behind the
firewall. You want to design this properly, because if you don’t, you could com-
promise your entire client database (or personal and private data) if it’s
exploited.
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® A mail server that relays outside mail to the inside will be a highly utilized
solution, especially since spam and other e-mail exploits are common DMZ
host-based targets for attacks.

®m VPN solutions are prevalent in the DMZ. Other than the site-to-site VPN we
already learned about, you also have VPN solutions in which you have a
remote access solution so that clients can attach over the Internet to get to
their files and other data needed on the corporate network. This data also has
to be publicly accessible via the DMZ.

m  Security devices such as intrusion detection solutions, honeypots, and other
items you will learn about in Chapter 15.

These areas all need to be addressed when it comes to providing a solution for your
systems and where to place them within the DMZ or around it. Take a look at Figure
2.4, which shows the placement of the systems within the DMZ.
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Figure 2.4 Systems on the DMZ
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We have placed all the publicly accessible systems (such as Web, FTP, and DNS) on
the DMZ so that Internet users can access them and not come into and through our
internal network, which is to remain private. You can also see that we have placed our
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domain controller and all-important data (such as a SQL Server database) on the
internal network. This keeps these resources secure and only accessed via proper chan-
nels and not exposed to the Internet for malicious exploits to take place.

Security Analysis for the DMZ

Once you have finalized the DMZ network segment design and placed your systems

where they need to be (and you understand why they need to be there), you have to

consider the security of such systems. Basically, to learn how to harden the systems
themselves, you need to read through the chapters in this book that concern what
security measures you need to take in the DMZ. If you want to implement an IDS for
intrusion detection, for example, you can read Chapter 15 to learn how to do that, but
to understand placement for your DMZ, take a look at Figure 2.5.

Figure 2.5 Implementing Security in the DMZ
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To keep the security analysis potion of your DMZ design to a minimum (the rest
of the book is based on configuring security), you need to know the two biggest targets
of attack and what you should be concerned about when considering your design.
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Zone 1

Zone 1 of Figure 2.5 is where your public Internet connection is and where you are
most vulnerable to exploitation. Zone 1 is where you need to consider your external
router and switch security as well as the outside port of your firewall. You can read
Chapter 9 to learn how to lock down this zone. Furthermore, Zone 1 is where you
would consider placing your network-based intrusion detection system (although you
can place it just about anywhere, depending on what you are trying to capture) as well
as your honeypot.You can read Chapter 15 to learn about IDSs and their implementa-
tion around the DMZ.

Zone 2

Zone 2 is the actual DMZ.The DMZ is where we have placed our Windows 2000
servers and the services they ofter, such as external DNS and Web services. To learn
how to harden the systems on the DMZ (also called bastion hosts), you can read
Chapter 13.

Building a Windows 2000 DMZ

Building a Windows 2000 DMZ is not very difficult; it’s just that there are many
moving parts that you need to be concerned with in the initial design and for consis-
tent maintenance.

Consider this solution: You are the systems engineer responsible for designing,
implementing, and maintaining a Windows 2000 DMZ segment that consists of an IIS
Web server, an FTP site, an external DNS server, and an e-mail relay. That doesn’t
sound like a lot, but this is one tall order. Consider the following: You will have to
know (or find the people who know) how to configure hardware such as routers,
switches, and the firewall. You must have security applied to these items and others,
such as an IDS if you need it or the design requires it. You have to place bastion hosts
on the DMZ and configure security on them, including hardening the base OS
(Windows 2000) and then applying the needed services and hardening them, too.
Lastly, you need to know how to engineer the traffic to and from those services to
other front-end or back-end systems, depending on what the design calls for. In this last
example, consider having an internal DNS namespace and an external DNS namespace.
How do you configure them to work together through the firewall? This is the point
behind this chapter (and much of this book), which is to get you to think about these
details so that your DMZ is a success, works properly, can be maintained, and is secure.

Now that we have taken a look at the fundamentals of laying out the hardware to
create the DMZ, let’s examine the details of populating it with a Windows 2000 solution.
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Designing the DMZ Windows Style

Now that you have the fundamental placement, design, and understanding, let’s get into
more detail concerning the Windows 2000 platform, since there is much to think about
and much to plan. In this section we cover domain models (how to configure your
domain), devices that sit on your DMZ segment, the names and definitions of systems
revolving around the DMZ, and much more. In this next section we look specifically at
the domain model, which can confuse many architects who might not know the exact
placement of the domain controllers (DCs) and where the logical boundaries of the
domain sit with the DMZ segment.

Domain Considerations

Building a domain with a DMZ segment can be confusing. For one, you have probably
heard many times that you should never expose a DC to the general public. If this
advice is sound, how in the world do you set up domain-based logins if you need a
domain-based account for a particular service to work? Consider the following: You
need to implement a load-balanced cluster in your DMZ, and the cluster account must
log into a domain for the service to work. If this were the case, where would you place
the DC? Figure 2.6 offers a possible solution.

Figure 2.6 A Cluster in a DMZ
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This solution is not impossible, but it can be tricky. Think of the traftic flow and

other issues you need to consider with your design:

1. As you can see. with the Internet, your IIS load-balanced cluster will need to
be accessible to the Internet users who will want to see your Web site.

2. If e-commerce solutions are available, the IIS servers need to know how to get
to the back-end database, if that is what you need for your solution. You must
have a way to get your IIS servers to communicate through the firewall to get
to the SQL server.

3. You have two DMZ segments from your PIX firewall. You need to know how
to set security levels on each and how to deny traftfic coming from one seg-
ment to the other. If someone exploits your DNS server, it might only be a
matter of time before they get to your second DMZ if you do not apply secu-
rity so that it does not allow this type of activity.

4. Your cluster needs to access a DC if it is using the Cluster Service. Since this
is a load-balanced solution, you can forgo that need, but if you place a cluster
on the DMZ, you need a nearby DC to service your requests.

5. Your firewall should be configured to allow for external public Internet traftic
to come to your Web sites, but your Web servers can only make requests to
the database of the DC behind the firewall. The Web servers need to deliver

what was requested of them to the Internet users.

6. Your firewall should also be configured so that your internal DNS server (not
shown) can communicate with its forwarder on the DMZ. The internal e-mail
server (also not shown) should be able to send e-mail back and forth to the
relay on the DMZ. Users should be able to get to the FTP site.

As you can see, now that you have planned it, you only need to pay for it, imple-

ment it, and maintain it. That’s easier said than done, which is why you have this book.
Remember, this chapter is conceptual in nature; it’s not until you get to some of the
later chapters that you actually learn how to configure all this on the firewall.

NoTE

Depending on what model and type of firewall you use, you can in fact have
different DMZ segments with different services on each to add even more
security to your DMZ segments and hosts.
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The Contained Domain Model

The type of domain model you need to deploy depends on your needs analysis. We
cannot stress enough the importance of design when it comes to very detailed imple-
mentations that have many moving parts. With Windows 2000, you need to implement
a contained domain, which is a Windows 2000 domain that will not cross or extend
across any networks that are not controlled by the organization. In other words, you
will have a domain isolated to your network, and nothing more. If you consider the
DMZ, a contained domain is one that is isolated to the private LAN and does not
extend past it, as shown in Figure 2.7.

Figure 2.7 A Contained Domain Model
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You can also view this model very simply as a single domain that incorporates all
your needs and is only located at the hub site or the corporate office. If you extend a
DMZ segment, the DC sites behind the firewall and the logical domain remains behind
the firewall. You will not have remote sites with their own domains or DCs.
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The Extended Domain Model

Now that you know what a contained domain is, let’s look at the reverse—an extended
domain model. The extended domain is a Microsoft Windows 2000 domain that extends
past the protected network. The extended domain extends past the boundaries of the
site and across WAN links. You can see an example in Figure 2.8.This type of network
needs more functionality, including DCs from higher in the domain tree located at
lower branches’ sites. This can prove to be quite complicated, especially if you are using
the partial mesh VPN layout that we looked at earlier in the chapter. Now that you
have a firewall protecting your Internet connections, you must consider allowing ports
needed by your DCs to open at each site that is firewalled. If you do not, you will not
receive your synchronization and replication updates as well as other necessary services.
This also needs to be considered when you'’re building and designing your DMZ,
public Internet access, and so on with a Windows 2000 solution.

Figure 2.8 Examining the Extended Domain Model
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The Internet Connection

Your Windows 2000 solution revolving around the DMZ needs to allow for Internet
access. What must be known about the Internet connection is that it should be able to
handle the required bandwidth needs of the site. If you are using this Internet
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connection as your LANs Internet access for surfing and e-mail, and you decide to use
it for a VPN as well, you need to analyze your requirements first. You can do a traffic
flows analysis to ascertain the needed requirements quite quickly, but you need to know
how to do the analysis and have the tools with which to do the analysis. If you do not,
it is in your best interests to work with an outside vendor that does have the tools and
experience to do so. Failing to do so will almost always result in bad performance and
increased cost later when you need to reprovision the lines to a higher bandwidth.
Everything you need to consider is shown in Figure 2.9.

Figure 2.9 Internet Connection Considerations

INTERNET

o FIREWALL

1. The first section you need to consider is the actual ISP you are connecting to.
You see here that we have two clouds; the reasoning here is that our Internet

Figure 2.9 shows four sections:

connection should be highly available. We suggest having at least two connec-
tions if your company’s livelihood depends on use of the Internet.You can also
diversify the connections between providers and POPs. If you have both POPs
in, let’s say, New York, and if New York has a major problem (or a single ISP
goes down completely), you will still be available on the Internet.

2. Make sure you size your connections properly. Most vendors and ISPs have
sizing tools that help you determine how much bandwidth you need to the

www.syngress.com



Windows 2000 DMZ Design * Chapter 2

Internet. Basically, if we had two T1s here, we would have almost 3MB of
traffic to and from the Internet, which is not too bad at all.

3. Make sure that you have the properly sized router. Make sure that the router
can handle all the Internet-based traftic coming and going. Processing power,
available memory, and other factors can hinder your response time, so do not
make the router the bottleneck on the Internet.

4. Do not let the last leg of the segment (for the Internet connection), which is
the connection into the firewall, be the bottleneck. Make certain that you
have 100MB/full duplex or better here if possible. Most firewalls allow for Fast
Ethernet connectivity.

Remember, anyone can connect to and use the Internet, so the number (and fre-
quency) of your vulnerabilities will become much higher. Always make certain that all
these areas are secured properly, and you can learn how to lock all this down in later
chapters in the book.

Wide Area Network Link

A WAN link is really not much different from the Internet connection (they both use
some form of leased lines), but in a traditional sense, a WAN link basically describes the
connections from your company to others through the use of private lines. When we
say private, we mean in the sense that it is not accessible via the Internet, which is a
publicly accessible arena. The WAN link (T1, Frame Relay, ISDN) connects your
remote sites up to the backbone located within the core site. Most traditional designs
show a hub-and-spoke formation. Here, in Figure 2.10, a hub and spoke are shown
connected to an Internet-based segment with a DMZ.
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Figure 2.10 A WAN Connected to a Backbone with an Internet Connection
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The reason that this concept is so important is that you will have to know how to
get traffic from the LAN to either the WAN links or perhaps out to the Internet. How
do you do this? Let’s go through the process step by step while looking at Figure 2.10:

1.

You need to consider the design. Look at Figure 2.10. We have a core net-
work (where the major resources are located) connected to the Internet and
also to a Frame Relay network with two remote sites. How do you direct the
traffic? How do the remote sites access the Internet?

Look at Area 1; you can see that the Internet connection has been established
correctly, as shown in the last section. Now you need to visualize how users
will gain access the Internet. Basically, to the user, this process should be trans-
parent: Click the Web browser and out you go! This is set via the proxy set-
tings in the Web browser (as shown in Figure 2.11) or via the default gateway
of the client (as shown in Figure 2.12). The proxy setting will be valuable to
you if you use a proxy server to get to the Internet. (A proxy server DMZ-
based system is described in Chapter 8, when we take a granular look at ISA
2000.) If you need to see what your default gateway is set at, you can do an
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IPCONFIG /all to get all the IP settings for your Windows NT or
2000/2003 system. If you are using older 9x versions, WINIPCFG will do the
same. You need to know what your default gateway is because this is how you
will direct traftic in an enterprise DMZ. Remember, if you only have an
Internet connection, the Internet connection-based router (or the firewall in
front of it) can be your default gateway.

Figure 2.11 Proxy Settings for a Web Browser

Local Area Network (LAN) Settings

[~ Automatic config
Automatic configuration may verride manual settings. To ensure the
use of manual settings, disable automatic cenfiguration,

™ automatically detect settings
I™ Use automatic configuration script
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[ Proxy server

v Use a proxy server Far your LAN (These settings will net apply ta
dia-up or VPN cornections).

Address: [10.10.10.100]  Pork: [8080  Advanced...

[~ Bypass proxy server for local addresses.

Figure 2.12 Default Gateway Settings for a LAN Client

Microsoft Windows 2000 [Version 5.00.2195]

(C) Copyright 1985-2000 Microsoft Corp.

C:\>ipconfig /all

Windows 2000 IP Configuration

Host Name . . . . . . . . . . . . : SHIMONSKI-LAPTOP

Primary DNS Suffix

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : rsnetworks.net

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix . : rsnetworks.net

Description . . . . . . . . . . . : Wireless Network PC Card
Physical Address. . . . . . . . . : 00-23-15-26-1E-3D

DHCP Enabled. . . . . . . . . . . : Yes

Continued
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Figure 2.12 Default Gateway Settlngs for a LAN Client

Autoconfiguration Enabled . . . . : Yes

IP Address. . . . . . . . . . . . : 192.168.2.100
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.2.1
DHCP Server . . . . . . . . . . . :192.168.2.101
DNS Servers . . . . . . . . . . . : 192.168.2.102

192.168.2.103

Lease Obtained. . . . . . . . . . : Sunday, May 25, 2003 8:04:49 AM
Lease Expires . . . . . . . . . . : Monday, May 26, 2003 8:04:49 AM
C:\>

Now that you understand that portion, you need to understand Area 2, which
is the default gateway for the LAN, as shown in Figure 2.10. Now you need
to engineer the WAN link behind your default gateway, or it must be the
default gateway if you have an Internet connection to get to. To get to the
Internet or the Internet-based proxy/firewall, you need to know how to view
the routes in your router. In Figure 2.13, we did a show IP route command on
the Cisco router. This gave us a routing table, which we only show the begin-
ning of.You can see here that the last line shows what’s called the gateway of
last resort.Your Windows systems will need to know what this is to get out to
the Internet if they are connected anywhere on your internal LAN or if they
are one of your remote sites. Figure 2.14 shows you the command to add this
route.

Figure 2.13 The Routing Table on the WAN Router

WANROUTER#sh ip route

Codes:

C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 10.10.10.100 to network 0.0.0.0
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Figure 2.14 Adding a Route to the Router

ip route 0.0.0.0 0.0.0.0 10.10.10.100

4. Area 3 is the frame cloud. The frame cloud needs to be engineered and provi-
sioned properly, with the proper access port size and Committed Information
Rate (CIR) based on your needs. Make sure you size the frame cloud properly
and ask for a bandwidth and utilization report a few months after you use it to
make sure you are not overpaying for what you don’t need or undercutting
your remote sites by not giving them the bandwidth they need to do their
jobs. Remember, you need to allow your remote sites to access the Internet
through your core, so you need to size the frame links (or any other WAN
connection technology) properly.

5. Last but not least, take a look at the remote sites. Note that these sites need to
travel up to the core router, and then the core router needs to send the
Internet requests up the firewall, which directs the requests out to the
Internet. Look at Figure 2.15. It clearly shows the traftic flow needs. And
remember the gateway of last resort we saw in Figure 2.13? This same gateway
will be used in the remote-side router, with one exception—the IP address of
the gateway will be the core router, as shown in Figure 2.16.

Figure 2.15 Internet Traffic Out from a Remote Site
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Figure 2.16 The Routing Table on the WAN Router

WANROUTER#sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 10.10.10.1 to network 0.0.0.0

Take another look at Figure 2.15. It is imperative that you understand the flow
here. A user at a remote site needs to access the Internet via the WAN link. The user is
on the remote site LAN with an IP address of 10.10.102.5 /24 given via a DHCP
server. The default gateway for the LAN is the 10.10.102.1 router. The user makes a
request of the Internet, and because the IP address is not local to the LAN
(10.10.10.100), the request must be forwarded to the default gateway on the LAN.
Because of the route added (as shown in Figure 2.16), the router knows to forward the
request up through the Frame Relay WAN to 10.10.10.1, which is the main core
router through which the Internet is connected. You should start to see the picture here
now. The core router now sends the request to the firewall (or proxy, or whatever you
have configured), and it forwards the request once again to the Internet router on the
perimeter of your network.

NoTE

Never forget: You will have to engineer the way back to the remote site router
as well. You can add a routing protocol or static routes in reverse, depending
on what you need to do. For help, you can use ping and tracing tools (tracert
for Windows and Traceroute for UNIX) to figure out how to get to and from
each site.

As you can see, the WAN link (in conjunction with the Internet connection) is
very important to know how to design and engineer or you will be running around in
circles trying to figure out why your Windows workstations cannot communicate over
the Internet.
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DMZ Perimeter Security

The DMZ is an isolated segment through which you simply allow services to Internet
users while still maintaining some form of security on your network. To allow users to
come into your corporate network unknown, unwatched, and consistently will surely
lead to a hack attack down the line somewhere, if not instantly. In this section we look
at all the areas you need to consider while building your Windows 200 DMZ. In the
last section we took a good, hard look at where your internal resources need to be, how
they need to be laid out, and some special considerations to take into account. Here we
look at the reverse of your protected network (where your LAN meets your internal
firewall port), which is the unprotected network. This is your DMZ and Internet con-
nection, which make up your network perimeter. Although the claim is that they are
“unprotected,” we will make them “highly protected”—or as much as we can! Let’s
take a look.

External Router

The external router is the router that connects you to the Internet. Again, there can be
more than one, and it’s recommended (depending on your needs) that you have at least
two connections the Internet. The external router connects the protected network and
DMZ to the WAN Link. The router provides the first opportunity to actively permit or
deny access for clients and servers and for network services. This means that you can
apply ACLs, AAA, logging, and much more to the first line of defense of your network.
Basically, you will want to read Chapter 9 in its entirety to learn how to lock down the
Internet router, but for now, simply understand its importance in the design.

Firewall

As you already know, a firewall is the “traffic cop” in the middle of your DMZ, public
Internet, and private LAN that handles incoming and outgoing traffic and places that
traffic where it needs to be against the rules that you create for it—simple as that. Your
firewall, if configured properly, will aid you in building and maintaining security on
your perimeter network. A firewall is simply an enforcer of a security policy. (A security
policy is explained in detail in the sidebar “Guidelines for Creating a Good Security
Policy-Based DMZ.”) A firewall should reside at the perimeter of your network and
protect your data from malicious attackers and wrongdoers. As shown in Figure 2.17,
your firewall can have many interfaces.

75

www.syngress.com



76 Chapter 2 * Windows 2000 DMZ Design

Figure 2.17 Firewall Interfaces
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Let’s look at each section to see what these interfaces can connect to. First off,
Section 1 is the external WAN port on the firewall. This is the Ethernet connection
that connects you to the external router. Section 2 is the first DMZ leg and has IIS
Web services on it. Section 3 is the connection into the corporate network—the pri-
vate network. Section 4 is the second DMZ leg with a DNS server on it. Basically, the
point to show you that you could have multiple DMZs set by one single firewall! As
you will see in Chapter 5, there are many ways you can deliver secure services though
multiple DMZs with only one firewall. Three interfaces are recommended: one for
incoming traffic, one for access to the demilitarized zone, and one that connects to the
protected network. But remember, if you need more than one DMZ, you can create
multiple ones.
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In Chapter 8, you will learn all about Microsoft’s Windows-based proxy and
firewall product, ISA Server 2000. ISA (which stands for Internet Acceleration
and Security) allows you to build a DMZ firewall and create a protected solu-

tion with a Microsoft product.

Guidelines for Creating a Good
Security Policy-Based DMZ

will be configured to mirror the needs and

instance, if you want to create a security policy that states, “no remote user
can pass the DMZ. Only users needing to access our IIS Web server from the
Internet can access that single server, and nowhere else can they go though or
pass the DMZ.” All you need to do is configure the rules on the firewall (PIX,

Check Point, Nokia, ISA) to reflect that need,

Figure 2.18 Traffic Directed to an IIS System on the DMZ
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We mentioned the importance of a firewall and alluded to the fact that a fire-
wall is basically the enforcer of a security policy. This means that your firewall
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as shown in Figure 2.18.
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Let’'s dissect that need again against what we actually configure: The
need was to have only Internet users access the IIS server at 12.10.11.2. This
is done through the firewall and its ruleset. Basically, you add a rule to the
firewall stating that any user needing to get to an IIS server should be sourced
from the Internet. The firewall also knows that if the IIS server is compro-
mised, no request from the 12.10.11 network needs to be going to the
10.10.10.0 subnet in the private network. As you see from Request 2 in the
figure, you can’t allow users to go through the firewall to attach to the Web
server, because this capability is not in the security policy.

Extra DMZ, Routers

Sometimes (if the size and complexity of the network dictate) you’ll need to have a
router on each leg of the firewall. This concept is illustrated in Figure 2.19. At times,
you will get requests to either add security to the segment you are working on or add
more and more devices to it, where you might need to either route or direct traftic.
Many firewalls will not route like a router; in other words, a typical firewall will route
the RIPv1 protocol where a router will route IS-IS, OSPE EIGRP, RIP, and so on. A
router does just that—it routes. A firewall can in fact route if it is configured to do so,
but often, depending on how paranoid you are, you could decide to keep these services
dependent on the device in which they sit.

Figure 2.19 Extra Routers Added into the DMZ Segment
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The added routers can increase security and flexibility, but they can also add com-
plexity. The only real time you need to use this is when the firewall is not part of the
protected network. The DMZ router filters on the services the DMZ provides and
denies all other traffic. A good way to envision this is if you have a firewall that will do
NAT. If the firewall provides NAT, the DMZ router will verify that all connections
originate from the firewall, which will add to your safety. With the internal network
router (shown in Figure 2.19), you can see another level of security against attack. The
threat that lingers most on the internal network is the user. The end user can be the
biggest threat on the internal network. If configured properly, the internal router can be
used to protect your firewall and DMZ from internal attacks. The rules you set up on
the router should mimic what is configured on the firewall. Remember when I men-
tioned that we only wanted external users to hit that IIS server? This is the way you
can guarantee it with another level of security. (Router hardening and lockdown are

covered in Chapter 9 of this book.)

NoTE

Although this solution might be deemed overkill, you never know what level of
security a company and its security team are willing to use for the most protec-
tion. Never underestimate the client’s needs; always bring up options in design
meetings so that you can let the stakeholders in the project decide what they
want to spend for the level of decreased risk.

Name Resolution for the DMZ

Too often, DNS and WINS servers are misplaced when people work with the DMZ. Is
there a specific design you need to follow? In essence, yes, there is. The importance of
name resolution in the DMZ only matters if you in fact need it. Let’s look at a quick
design map so you can follow along. Figure 2.20 shows you that it is very important to
use static addressing on your DMZ and on your public Internet segments. This is
because it minimizes the number of exposed hosts on your segment, it reduces the
number of attackable hosts on those segments, and more important, it does not create a
repository of information that can be used against you if exposed. If a hacker is able to
tap into and exploit your DNS server, for example, they would have all IP and name
information for your network. If your DMZ is not very large (which it normally is
not), you should use static addressing. DNS, WINS, and even DHCP are more suitable
for the internal network, where you are more likely to have more hosts and the like, so
it is safer to put it there and only have to look for internal attacks.
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Figure 2.20 Name Resolution in the DMZ
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If you do decide to allow WINS (NetBIOS-based traftic), DNS, and DHCP
through your firewall, you must allow for it by specifying the port number. Later in this
chapter we cover traffic engineering, where you can find the details and port numbers
for engineering this type of communication. Another item to mention with DHCP is

that DHCP communication is done over User Datagram Protocol (UDP) ports 67 and
68, so this will allow the traffic through, but if you want the broadcasts from clients to

pass through “looking” for a DHCP server, you need to add a relay address (called an IP
Helper address by Cisco) to a routing device so that it will allow the broadcast through
and you can specify the IP to deliver it to.

DMZ Mail Services

Too often, mistakes are made with e-mail service placement due to the administrator’s
lack of knowledge of how and where to place such services! There are really only two
ways to place an e-mail server easily within a DMZ. For one, you can place the e-mail
server (only one for this example) in the private network. The firewall in front of
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the e-mail server would be responsible for taking all requests in and out of the network
and for securing the traftic to the e-mail server. Due to the server’s design, it made the
relaying of outbound Internet-based e-mail the responsibility of the e-mail server—
only one single server. The question is then asked, however, “Why would we want to
expose our e-mail server to the public Internet? What if somehow, someway, there was
a way to attack the e-mail server directly through the firewall?” Figure 2.21 shows you
the design we are talking about.You can see the e-mail server behind the firewall,
allowing the public Internet access directly to your private corporate network.

Figure 2.21 E-Mail Server Behind the Firewall
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There are several risks associated with the receipt of e-mail from potentially untrusted
entities outside the site. Now that you can visualize this situation, let’s consider an
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alternative. Would you want your Exchange 2000 server exposed in this manner?
Would you want your Sendmail server attacked and penetrated so that the attacker has
direct access into your network? Of course you wouldn’t. Because of this vulnerability,
it is common to simply add another e-mail server to the DMZ segment and use this
server as a relay to and from the protected e-mail server in the private network. The
server now becomes what’s called an e-mail relay, and it will relay the mail to and from
the Internet and to and from the mail server. If mail relays (IIS has an SMTP service
that can be used as a relay) are compromised, you can simply reinstall the server from
scratch and not lose a thing because all the server did was relay traffic. It is also
common not to add any mail relay or forwarder to a Windows domain—again because
it will most likely be attempted for an exploit in the future.

Web Servers

Web servers are the most common form of DMZ-based hosts today. Other services are
needed, such as DNS and e-mail, but if you really think about it, the main reason
DMZs even exist is due to the public Internet Web surfer feeding frenzy. Almost every
company in business in the world now has a publicly accessible Web site, which means
that just about every company worldwide either has an Internet presence or is looking
to have one. Thanks to all these personal invitations to companies’ corporate networks,
it is imperative that you also think out your security plan completely or your network
could be exploited.

External Web Server

Organizations frequently have data they want to publish to the external network via a
Web server. Again, to allow direct access to the Web server via the Internet while the
server is sitting in your private and protected LAN would be suicide. For that reason,
allow an external Web server to be placed on the DMZ.This way you can allow all
your visitors to come directly to your IIS server and not have them exploit that server
only to find ways to get to other systems. If the IIS server is external on the DMZ, you
can at least have some defense against it if it is compromised in any way.

Internal Web Server

Your internal Web server is nothing more than an intranet you set up for HTTP and
other Web-based access for use within the LAN and not for public access. Your internal
Web server will be secure from the Internet only if you never connect it to the
Internet. Once you do, you move the server out to the DMZ and it becomes an
external Web server.
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Designing Windows 2000 DNS in the DMZ

The last (and most common) services to see on the DMZ both internally and exter-
nally are the DNS servers for your organization. If you are using DNS to resolve your
company’s IP address to easy-to-remember names, this section is for you. DNS services
are now more than ever the most common service used for name resolution. Because
of DNS’s growing use, it 1s important that when you plan your Windows 2000 net-
work, you are able to design the Internet namespace and the external namespace for
the organization.You can also set up your own primary servers in the DMZ, or you can
forward requests to others.

Figure 2.22 shows both solutions at work. For one, you can set up an internal
namespace called PRIVATEDNS.NET. This is the company’s Windows 2000 DNS
solution that the entire Active Directory depends on. We do not want to expose that to
the Internet if we don’t have to. Now we can put a forwarder on the DNS server that
resides in the DMZ. This is called the external DNS server, which will be explained
shortly. The last scenario is to host your own public DNS servers. That means that even
more traffic will come to your site, since others can use your DNS servers as well. If
you opt to do this, make certain that you secure your solution perfectly.
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Figure 2.22 Examining DNS in the DMZ
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The external DNS server resides in the DMZ and is for public use. The only informa-
tion that should be on the external DNS server is the information that needs to be
advertised to Internet clients—nothing more.You can use a Windows 2000 server, but
it is not uncommon to see Linux on the DMZ doing DNS forwarding. Not one piece
of internal DNS information should be kept on this system. The internal DNS server is
unable to communicate directly with the external network, because it will be config-
ured to send queries and receive the responses via the external DNS server. You have to
ensure that DNS UDP connections are allowed through the firewall to the external
DNS server or your solution might not work.
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Engineering Windows 2000 Traffic in the DMZ

Once you have finalized the DMZ network segment design and placed your systems
where they need to be (and understand why they need to be there), you have to con-
sider traffic and applications flows, ACLs, and filtering. In this section of the chapter we
review the concepts you need to allow for the proper traffic to flow where it is needed
to and from the DMZ segment.

Traffic engineering can be tough. Think of it like this: You build your DMZ (using
whatever firewall product you like—PIX, Nokia, Check Point, ISA 2000) and now you
have to let services in and out. Other chapters in this book show you exactly how to
do that (with these exact vendor products), but it is inherent that you at least under-
stand the concept of it here and the fundamentals of design. Each chapter of the book
grows more detailed as to how to configure each device, but the concepts of design and
the initial layout are the most important by far.

First, you need to know what a port is. A port number is a number assigned to a
service. You can think of an IP address and a port number as analogous to a street
address and an apartment number. If you have ever lived in an apartment, you know
that everyone in the apartment complex has the same street address. So what tells the
mail carrier where to put everyone’s mail? The apartment number does. If it weren’t for
the apartment number, all organization would end once the mail got to your street
address. You would have to search through everyone’s mail to find yours. This is the
same concept behind IP addresses and port numbers. The port number is used by a par-
ticular service. When a request is made, the port number tells the computer which ser-
vice it wants to talk to.You could say that the port number defines the endpoints of a
connection. The format for using port numbers is the IP address followed by a colon
and the port number. For example, let’s say that we want to connect to the IP address
10.10.10.10 and we want to use the port for HTTP (port 80). The syntax would be
10.10.10.10:80.

There are three categories of port:

B Well-known ports
B Registered ports
B Dynamic/private ports
The Internet Corporation for Assigned Names and Numbers (ICANN) is respon-

sible for managing port numbers. The well-known port numbers range from 0 to 1023.
The registered port numbers range from 1024 to 49151. The dynamic and private ports
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range from 49152 to 65535. Most systems use the well-known port numbers to run
system processes or privileged programs. The registered port numbers are not controlled
by ICANN. Most of the time they are used with nonsystem processes or nonprivileged
programs, such as an ordinary user running a program. Table 2.1 lists the well-known
port numbers.

Table 2.1 Well-Known Port Numbers

Port Number Transport Layer Protocol Description

7 TCP, UDP Echo

13 TCP, UDP Daytime

19 TCP, UDP Character generator

20 TCP, UDP File Transfer Protocol
(default data)

21 TCP, UDP File Transfer Protocol
(control)

22 TCP, UDP SSH Remote Login
Protocol

23 TCP, UDP Telnet

25 TCP, UDP Simple Mail Transfer
Protocol (SMTP)

53 TCP, UDP Domain Name Server
(DNS)

67 TCP, UDP Bootstrap Protocol Server

68 TCP, UDP Bootstrap Protocol Client

69 TCP, UDP Trivial File Transfer
Protocol (TFTP)

79 TCP, UDP Finger

80 TCP, UDP World Wide Web HTTP

88 TCP, UDP Kerberos

110 TCP, UDP Post Office Protocol
Version 3 (POP 3)

118 TCP, UDP SQL Services

119 TCP, UDP Network News Transfer
Protocol (NNTP)

123 TCP, UDP Network Time Protocol

137 TCP, UDP NETBIOS Name Service

138 TCP, UDP NETBIOS Datagram
Service

Continued
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Table 2.1 Well-Known Port Numbers

Port Number

Transport Layer Protocol

Description

139
143

156
161
162
179
194

213
369
389

401

443

445
464
500
513

514
530
563

568
569
593
631

636

637
689

TCP, UDP
TCP, UDP

TCP, UDP
TCP, UDP
TCP, UDP
TCP, UDP
TCP, UDP

TCP, UDP
TCP, UDP
TCP, UDP

TCP, UDP

TCP, UDP

TCP, UDP
TCP, UDP
TCP, UDP
TCP

UDP
TCP, UDP
TCP, UDP

TCP, UDP
TCP, UDP
TCP, UDP
TCP, UDP

TCP, UDP

TCP, UDP
TCP, UDP

NETBIOS Session Service

Internet Message Access
Protocol (IMAP4)

SQL Service

SNMP

SNMPTRAP

Border Gateway Protocol

Internet Relay Chat
Protocol

IPX
Rpc2portmap

Lightweight Directory
Access Protocol (LDAP)

Uninterruptible Power
Supply (UPS)

HTTP over TLS/SSL
(HTTPS)

Microsoft-DS

Kpasswd

Isakmp

Remote login via Telnet
(login)

Syslog

Rpc

NNTP over TLS/SSL
(NNTPS)

Microsoft shuttle
Microsoft rome
HTTP RPC Ep map

Internet Printing Protocol
(IPP)

LDAP over TLS/SSL
(LDAPS)

Lanserver
NMAP

Continued
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Table 2.1 Well-Known Port Numbers

Port Number Transport Layer Protocol Description

691 TCP, UDP MS Exchange Routing
749 TCP, UDP Kerberos administration
750 TCP, UDP Kerberos version iv

What is so important about these ports is that when you get to later chapters of this
book, you will have to come back here to get the numbers to plug into the ACLs and
filters you create with your firewall of choice. Make sure that you understand the place-
ment of DMZ hosts and then what traftic to let through before you attempt to con-
figure your firewall, because the firewall configuration will solely depend on that
information (port, service, placement) first! You can’t direct traffic if you don’t know
where to send it and what numbers you need to plug in to get that movement in the
first place. Use the following example for all the rest of the examples in future chapters.
If you have the network design shown in Figure 2.23, what traftic map would you
design?

Figure 2.23 Windows 2000 Traffic in the DMZ
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Let’s look at this in more detail:

B You have an internal DNS server that needs to communicate with an external
DNS server to forward requests.

B You have an external DNS server that needs to communicate with the
Internet DINS.

B You have an e-mail server and its e-mail relay to the Internet to consider.

B You have an e-mail relay that needs to send mail to the Internet.

Now that you have looked at the traftic map, you need to configure the rules in the
firewall. You will have to use DNS and e-mail ports from Table 2.1. For DNS, you can
use port 53, and for e-mail services, you can use SMTP or POP3, which use ports 25
and 110, respectively. Again, there are many more services and many more ports, but if
you lay out the map and think about the communication paths, you can easily plug in
the numbers and then go to the appropriate chapter in the book to find out how to
configure the necessary rules, filters, and ACLs.

Assessing Network Data Visibility Risks

Now that you have engineered the traffic to flow in and out of your network, what is
really the risk of others seeing this traffic? Tools to eavesdrop on traftic (you can see
them in Chapter 14, which is aptly named “Hacking the DMZ”) are freely available on
the Internet and can cause you much pain when you try to build a Windows 2000
DMZ. It you have NetBIOS traffic traversing your network, a network sniffer is all
someone needs to learn, map, and disable your network. We won't spend too much
time on this topic because it’s really the concept you have to get down here. You need
to think about the problems you could encounter while building your DMZ if you do
let certain traffic traverse your network and over the Internet. For this reason, Microsoft
always tells you to disable file and print sharing on your DMZ hosts, your home PC
connected to the Internet—even your servers on your trusted network that are not
needed as file or print servers. Yes, it’s that serious, and reading through Chapter 14 will
help you to realize that.
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Configuring & Implementing...

Disable NetBIOS and SMB!

Disabling NetBIOS on servers in untrusted networks (or anywhere in general)
is always a good idea. Just remember to test before you do, in case an appli-
cation you are using is dependent on that service. Other than that, disable
away. NetBIOS is by far the poorest form of secure name resolution you can
find. Always use DNS if you can, but since your Windows networks are sure to
have some legacy systems that are anything predating Windows 2000, you are
sure to need NetBIOS. Always disable NetBIOS if it's not needed on your DMZ
hosts or they will be exploited, without question. Servers in the perimeter net-
work should have all unnecessary protocols disabled, including NetBIOS and
server message block (SMB). These protocols should both be disabled to
counter the threat of user enumeration. You can think of user enumeration as
a form of information gathering so that the attacker can find other ways to
attack from the information he or she has gathered. This information includes
domain and trust details, shares, user information, groups and user rights,
and even Registry information. You will want to disable NetBIOS whenever
possible. To do this from a firewall, you can block all communication using the
following ports:

m UDP/137 (NetBIOS name service)
m UDP/138 (NetBIOS datagram service)
m TCP/139 (NetBIOS session service)

SMB uses the following ports:

m TCP/139
m TCP/445

To disable these on a host, you can remove File and Printer Sharing for
Microsoft Networks and Client for Microsoft Networks using the Transmission
Control Protocol/Internet Protocol (TCP/IP) Properties dialog box in your
Local Area Connection properties. Once you have done that, there is one
more option. This is the easy way to disable SMB:

1. Open the Device Manager (you can get to it from the Control
Panel of the Computer Management Console).

2. Once you open Device Manager (in Computer Management view,
as shown in Figure 2.24), you can then show the hidden devices
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(where the driver is) by right-clicking the Device Manager icon
and selecting View and then Show Hidden Devices.

3. Expand the Non-Plug and Play Drivers.

4. Right-click NetBIOS over Tcpip, and then click Disable. Once this
is done, you will disable the SMB direct host listener on TCP/445
and UDP 445.

5. Close the Computer Management console to finish.

Figure 2.24 Disabling NetBIOS over TCPIP
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In sum, this shows you how to engineer traffic on a Windows 2000 net-
work. You need to know how to direct traffic, as well as how to enable and
disable it. A hacker can research just as easily as you can, and this is what they
are looking for—the exploits you have forgotten about and left wide open.

Not all traffic engineering does good, so you need to test your efforts
before going live into production. You could disable a service or driver only to
find out an application that depended on it no longer functions properly.
When you disable the NetBIOS over TCP/IP driver, for instance, you have effec-
tively disabled the nbt.sys driver. This driver could be used by another appli-
cation. Just be careful and test.

Until now we have looked at how to build a Windows 2000 DMZ. We have cov-
ered the network hardware needs and basic layout, the devices that will populate the
DMZ, the types of systems you need to place on your DMZ, and lastly, the engineering
of traftic through the DMZ. The last thing you need to know is the population of sys-
tems in the DMZ such as Windows 2000 hosts, DNS, and others. Again, this is covered
in detail in Chapter 13.
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Windows 2000 DMZ Design Planning List

In order for you to properly plan your Windows 2000 DMZ, follow these checklists to

get yourself from start to finish. These are by no means all-inclusive lists, but they should

serve you well in getting started, getting the foundation of what is needed up and run-

ning. Then, if necessary, you can populate the list with more items you need or want.

To successtully start your Windows 2000 DMZ implementation, begin with our

initial discussion on planning: network engineering, systems engineering, and security

analysis.

m  Network engineering

First, start with your vision. You must have current network topology maps
handy and a map of what it is you plan to do. There are many examples
through this chapter and this book on how to make a proper topology
map for your organization.

After the planning stage, you can either start to work on a prototype (or
pilot) or go live. No matter what you decide, you should do some testing
or visit a location (or another business) to analyze their Windows 2000
DMZ solution to see if your scaling requirements are right.

Don’t undercut yourself. If you need to scale up or out, plan that in now,
so you can get a jump on future requirements.

Get the devices you need, lay them out, test them, and then implement
them into the design.

Make certain that you harden your network engineering devices. They
will be exposed to the Internet and are just as vulnerable to attack as your
Web or DNS servers.

B Systems engineering

Plan the placement (logically and physically) of your DMZ hosts. Since
you are using Windows 2000, you can look at IIS for a Web and FTP
server as well as an SMTP relay, Windows 2000 DNS services, Exchange
2000, ISA Server, and so on.

Once you plan your systems, you need to engineer the communications
between devices in the DMZ and behind it.

Once you have the planned communications, you can start implementation.
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m  Bastion hosts installation and lockdown

As you populate the DMZ with hosts to provide services, you need to
harden them.

Harden the base Windows 2000 Operating system first. (You’ll find details
in Chapter 13.)

Harden each individual service you implement. (You’ll find details in
Chapter 13 and the bonus Appendix A available online.)

®m  Security analysis

Run tests on your Windows DMZ to ensure that all devices are locked
down, hardened, secure, and ready to provide services to the public
Internet.

Test all connections and all devices, and use a plethora of tools to test dif-
ferent attacks.

Run service packs, hotfixes, and anything else to test, harden, secure, and
tighten up the perimeter—or your network could be exploited. You can
refer to Chapter 14 to learn how to hack the DMZ and test it.
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Summary

Although this is only the second chapter in the book, you should start to see many
concepts coming together. The demilitarized zone, or DMZ, is probably the smallest,
most difficult to design and engineer segment on your network. In this chapter in par-
ticular, you should have acquired the foundation to lay out and build a Windows 2000-
based DMZ. Again, it’s not merely knowing Windows 2000, Cisco, or any other
vendor’s products that will get you through the design and implementation of a
* Windows 2000 DMZ, but all this knowledge put together underlies a simple set of
concepts: Design the network, design the systems, and then test them all for security.
We looked at that process in great detail in this chapter. You learned how to lay out all
the hardware you need, set up a plan and a design with a topology map, plan where the
in front of, behind, and within the DMZ segment formed by
the firewall you use. Other chapters focus on more granular aspects such as bastion
hosts, hardening, testing, and so on, but this chapter should have laid out the ground-
work for your design.
| When considering Windows 2000 (or any other vendors OS), you need to consider
system placement and traffic engineering. You need to know exactly what ports and

systems will be placed

services that OS needs to rely on to communicate and function properly. Although
Windows 2000 i1s a secure operating system (Windows Server 2003 is even more
secure), it is only as secure as you can make it. Therefore, it’s very important that you
followed this chapter closely since everything you learned here will be used in the
DMZ of your network. The DMZ is the segment exposed to the Internet, so it is crit-
ical that you understand the concepts not only in this chapter but in this entire book.
We can’t stress it enough: If you place Windows 2000 on the DMZ, pay close attention
to hardening techniques and proper traffic flows, or you could be exploited.

In this chapter we covered how you can design a Windows 2000-based network
solution that will work within and around the DMZ segment. It’s important to know

work with and around. In this chapter you learned how to use your Windows systems
within the DMZ design.
Lastly, this chapter focused not on learning Windows 2000 security concepts but

i this as a security administrator or engineer because the DMZ can be very complex to

how to design the proper DMZ layout. In other chapters you will learn the granular
details needed to implement security, harden systems, and test those systems to ensure
F that they were secured properly.
This chapter should have served as a rough design document to help you place
your Windows 2000 systems and the services they run within the DMZ. It is common
for many administrators to wonder how to place their systems within the DMZ, espe-

cially when they are Web or FTP servers facing the Internet and publicly accessible. As
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we mentioned in the chapter, it can be nerve shattering, especially with all the publicity
Microsoft has gotten in the past as being an insecure system with many bugs,
unchecked bufters, and a plethora of other problems resulting in becoming the biggest
target seen on the Internet today. This chapter should help you to remedy those fears
by providing you with the answers and solutions you need to not only place the sys-
tems in and around the DMZ but also to protect them.

Solutions Fast Track

Introducing Windows 2000 DMZ Security

M Before we look at the fundamentals of securing the DMZ segment and its
hosts, we need a general idea of what it’s going to look like on a map. All
good network designers plan the topology (hopefully with a topology map)
and figure out traffic flows, logical addressing, and any other factors that would
affect the systems operating as advertised. If you choose not to follow this
recommendation, you could find yourself very discouraged when the network
does not function properly and systems cannot be accessed because of a simple
(or complex) mistake you made in the design.

M The DMZ segment can be one of the most complicated segments on the
network to design and implement. When you add Windows 2000 to the mix,
you not only have to be an expert in security but also network engineering as
well as Windows 2000 system design and the services to be made available. In
sum, make sure you plan your implementation very closely.

M The three main sections you need to consider when building your Windows
2000 DMZ are network engineering, systems engineering, and security
analysis.

M Your first step in designing a Windows 2000-based DMZ is to select all the
networking hardware you will need.You must assess your needs, trying to
figure out what the hardware infrastructure will cost your company. You need
to look at needs first. When you are looking at the networking end of it, you
should ask yourself, “What devices will I need, and how should I scale them?”
Exploring these questions will bring about answers based on networking gear
and costs.

M When planning your infrastructure, you always need to ensure that you plan
the proper equipment list, no matter what vendor you pick. Basically, if you
are purchasing this much equipment, presales support might be in order. Ask
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you vendor to show you user limits per device (how many users can use this
device without affecting its performance simultaneously) as well as the type of
traffic you will be pumping through it. Often, the vendor can help you design
your network so that you don't fall short on what you need or do not go
overkill where you might not need the extra power.

M When you want to populate the DMZ with Windows 2000 hosts, you need

to think about access to and from the DMZ and the services that are needed.

The reason behind this initial thought is that your end users, customers,
* potential customers, and outsiders will be able to utilize resources needed and
only those needed resources—nothing more, nothing less. To start the
engineering process, you have to first make certain that you have these
answers! What do you need? You should make sure that users can obtain the
information that they need about your company without accessing the
internal network and only by accessing the DMZ or accessing the Internal

network safely if you chose not to implement a DMZ. If you can, it’s always

| better to segment Internet-based resources via the DMZ for an added level of
safety. Now that you know your network layout, you have to think about
other access to and from the DMZ.

M Your secret, protected, confidential, and proprietary information should be
stored behind your firewall and DMZ on your internal network. Servers on
the DMZ shouldn’t contain sensitive trade secrets, source code, or proprietary
information, or anything that can be used against you or your company—or
be used to exploit or hack your systems. (There’s more on DMZ hacking
techniques in Chapter 14.) A breach of your DMZ servers should at worst
create an annoyance in the form of downtime while you recover from the
security breach.

M A Web server that holds public information is a common example of a DMZ
host. This can be IIS (since we are discussing Microsoft technologies in this
L chapter) or any other publicly accessible Web server. You can also think of
FTP services, NNTP services, and other Web-based services to be accessed
and utilized.

M Electronic commerce-based solutions always wind up on the DMZ. This is the
F front end of an e-commerce transaction server through which orders are
placed. Keep the back end, where you store client information, behind the
firewall. You want to design this properly because if you don’t, you could
potentially compromise your entire client database (or personal and private

data) if it’s exploited.
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M A mail server that relays outside mail to the inside will be a highly utilized
solution in the DMZ, especially since spam and other e-mail exploits are
common DMZ host-based targets for attacks.

M VPN solutions are prevalent in the DMZ. Other than the site-to-site VPNs
we already learned about, you also have VPN solutions in which you will have
a remote access solution so that clients can attach over the Internet to get to
their files and other data needed on the corporate network. This also has to be
publicly accessible via the DMZ. l

Building a Windows 2000 DMZ

M Depending on the model and type of firewall you use, you can in fact have ‘
different DMZ segments with different services on each to add even more
security to your DMZ segments and hosts. This might be necessary if you plan
to segment your DMZ hosts even further. This would mean that you could
place an IIS load-balanced cluster on one DMZ and an e-mail relay on
another.

M Your Windows 2000 solution revolving around the DMZ needs to allow for
Internet access. The Internet connection should be able to handle the
bandwidth needs of the site. If you are using this Internet connection as your
LANSs Internet access for surfing and e-mail and you decide to use it for a
VPN as well, you need to analyze your requirements first.

M A traffic flow analysis can be done to ascertain the needed requirements (for
WAN links, Internet connections, and so on) quite quickly, but you need to
know how to do the analysis and have the tools to do so. If you do not, it is in
your best interests to work with an outside vendor that does have the tools
and experience to do so. Not doing so will almost always result in bad
performance and increased cost later when you need to reprovision the lines
to a higher bandwidth.

M Sometimes (if the size and complexity of the network dictate) you’ll need a
router on each leg of the firewall. At times, you will get requests to either add
security to the segment you are working on or add more and more devices to
it, where you might need to either route or direct traffic. Many firewalls will

not route like a router; in other words, a typical firewall will route the RIPv1
protocol whereas a router will route IS-IS, OSPE EIGRP, RIP, and so on. A
router does just that—it routes. A firewall can in fact route if it’s configured to

do so, but often, depending on how paranoid you are, you might decide to
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keep these services dependent on the device in which they sit. Keep your
devices dedicated to what they do best when you can afford to do so and can
use the added security.

M Too often, administrators mistake where to put DNS and WINS servers when
working with the DMZ. Name resolution in the DMZ only matters if you in
fact need it.

M Know how to place an e-mail server on the DMZ. There are really only two
k ways to place an e-mail server easily within a DMZ. For one, you can place
the e-mail server (only one for this example) in the private network. The
firewall in front of the e-mail server would be responsible for taking all
requests in and out of the network and responsible for securing the traffic to
the e-mail server. Due to the design of the server, it made the relaying of
outbound Internet-based e-mail the responsibility of the e-mail server—only
one single server. The question is then, however, “Why would we want to

expose our e-mail server to the public Internet? What if there was a way to
| attack the e-mail server directly through the firewall?”

M It is common to simply add another e-mail server to the DMZ segment and
use this as a relay to and from the protected e-mail server in the private
network. The server now becomes an e-mail relay, and it will relay the mail to
and from the Internet and to and from the mail server. If mail relays (IIS has
an SMTP service that can be used as a relay) are compromised, you can simply
reinstall the server from scratch and not lose a thing because all the server did
was relay traffic. It is also common to not add any mail relay or forwarder to a
Windows domain—again, because it will most likely be attempted for an
exploit in the future.

M Web servers are the most common form of DMZ-based hosts today. Other
services are needed, such as DNS and e-mail, but if you really think about it,
L the main reason DMZs even exist is because of the public Internet Web surfer
feeding frenzy. Almost every company in the world now has a publicly
accessible Web site, which means that just about every company worldwide
either has an Internet presence or is looking to have one. Because of all these

personal invitations to their corporate networks, it is imperative that you also
F think out your security completely or your network could be exploited.

M Organizations frequently have data they want to publish to the external
network via a Web server. To allow direct access to the Web server via the
Internet while the server is sitting in your private and protected LAN would

be suicide. For that reason, we allow an external Web server to be placed on
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the DMZ. This way, you can allow all your visitors to come directly to your
IIS server and not have them exploit that server only to find ways to get to
other systems. If the IIS server is external on the DMZ, you can at least have
some defense against it if it is compromised in any way.

M The last (and very common) services to see on the DMZ both internally and
externally are the DNS servers for your organization. DNS services are now
more than ever the most common service used for name resolution. Because
of DNS’s growing use, it is important that when you lay out your Windows 4
2000 network, you are able to design the Internet namespace and the external -
namespace for the organization. :

M Once you have finalized the DMZ network segment design and placed your .
systems where they need to be (and understand why they need to be there), ﬁ

you have to consider traffic and applications flows, ACLs, and filtering.

Windows 2000 DMZ Design Planning List

M To successfully start your Windows 2000 DMZ implementation, you need to
start with our initial discussion on planning: network engineering, systems
engineering, and security analysis.

M To properly plan your Windows 2000 DMZ, follow the steps in our checklist
to get yourself from start to finish. You can use the list incorporated in the end
of this chapter to do the planning you need.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in this chapter
and to assist you with real-life implementation of these concepts. To have your questions
about this chapter answered by the author, browse to www.syngress.com/solutions and
click on the “Ask the Author” form. You will also gain access to thousands of other
FAQs at ITFAQnet.com.

&, Q: 1 would like to protect my Windows 2000 DMZ. What do hackers use to test,

check, and penetrate my DMZ?

A: Tools that allow people to eavesdrop on traffic are freely available on the Internet
and can cause you much pain when you’re trying to build a Windows 2000 DMZ.
If you have NetBIOS traffic traversing your network, a network sniffer is all
someone needs to learn, map, and disable your network.You need to think about

the problems you could encounter while building your DMZ if you do let certain
traffic traverse your network and over the Internet.

Q: I need to look at allowing specific traffic through my firewall, and I am unsure who
handles such assignments. Where should I look for this information?

A: The Internet Corporation for/Assigned Names and Numbers (ICANN) is respon-
sible for managing port numbers. The well-known port numbers range from 0 to
1023.The registered port numbers range from 1024 to 49151. The dynamic and
private ports range from 49152 t6.65535. Most systems use the well-known port
numbers to run system processes or privileged programs:The registered port num-
bers are not controlled by ICANN. Most.of the time they are used with nonsystem
processes or nonprivileged programs, such as an ordinary user running a program.
Visit www.iana.org for more information.

h Q: What is the most common form of DMZ-based system in.use today, and what is
commonly seen on DMZs big or small?

A: Web servers are the most common form of DMZ-based hosts today. Other services
are needed, such as DNS and e-mail, but if you really think about it, the main
reason DMZs even exist is because of the public Internet Web surfer feeding frenzy.

P Because of all these personal invitations to companies’ corporate networks, it is
imperative that you also think out security completely or your network could be
exploited.
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Q: I am planning out a new DMZ infrastructure. I am unsure about the hardware I
need or what vendor to select. What should I do to start my plan?

A: When planning your infrastructure, you always need to ensure that you plan for the
proper equipment, no matter what vendor you pick. Basically, if you are purchasing
that much equipment, presales support could be in order. Ask your vendor to show
you user limits per device (how many users can use this device without affecting its
performance simultaneously) as well as what type of traffic you will be pumping
through it. Many times, the vendor can help you to design your network so that l
you don’t fall short on what you need or do not go overkill where you may not
need the extra power.

Q: I want to implement a DMZ, but I am hearing from management that there might ‘
be a future need for an e-commerce site. How does this aftect my design now?
Should I plan for this functionality, even though I do not know exactly when it
might happen?

A: If there is a need to eventually set up a load-balanced solution with multiple I1S
servers and a possible backend database cluster, you should plan for it in the design
stages of the initial DMZ setup so that you don’t have to repurchase new gear for it
later. You should also see if this can be amended into the project plan by the stake-
holders and the project manager so that if possible, the need can be finalized and
you can scale your equipment for it before, not after the fact. Always get a needs
analysis and a future needs analysis done early in the design phase of the project so
that you know what you might want to incorporate in the design (such as load bal-
ancing). If e-commerce is the need, this tells you that you need to scale the firewall,
switches, and all other infrastructure to meet the needs for a possible e-commerce
site, a load-balanced cluster, and so on.

Q: Why would I need a site-to-site VPN, and how does it affect my Windows 2000
DMZ design?

A: If there is a need to add more bandwidth and site-to-site VPN services off the
external Internet routers, you should at least be familiar with the design and why
you are implementing it. For one, the VPN used in this manner replaces your cur-
rent Frame Relay or other WAN technologies, or if this is a new installation, you
can forego using these technologies in the first place. All the VPN does is encrypt

your data over a public or private medium so that you can have the private-line
feeling without the private-line price premium. These are popping up left and right

as companies try to save money, so it is important that you know how to design

WWW.syngress.com



102 Chapter 2 * Windows 2000 DMZ Design

them into your DMZ.You should also ensure that you purchase models either with
crypto cards (to use IPSec for VPNs) installed or upgradeable to them

Q: When I plan my Internet connection, I am unsure as to what type of switch I need
behind the external router, or if I even need a switch at all. Can’t I just use a
crossover cable to go from the router port to the firewall port?

A: If you need to scale up the number of connections to the Internet, such as the need
for VPN services, intrusion detection systems, honey pots, other routers and so on,
* or you have other services that will be added sooner rather than later, you might
@ need to put a switch in between the firewall and the external router. You might
need more port availability on the switch so if you can get a switch, you have set
yourself up to scale out in the future if needed. If this need is not there, you can
skip this implementation and simply use a patch or crossover cable to connect your

systems instead.

WWW.syngress.com




Chapter 3

Sun Solaris

DMZ Design

Solutions in this chapter:

= Placement of Servers

m  The Firewall Ruleset

m System Design |

" o Implementation: The Quick, Dirty Details

= Hardening Checklist for DMZ Servers and
Solaris

M Summary
M Solutions Fast Track

M Frequently Asked Questions

103



104 Chapter 3 ¢ Sun Solaris DMZ Design

Introduction

Solaris is a commercial UNIX operating system distributed by Sun Microsystems. The
combination of Sun hardware and software makes systems using Solaris some of the
best-performing servers in the world. However, Solaris can be used as more than just an
ancillary of services such as database, Web, and mail. With roots in the Berkeley
Software Distribution (BSD) UNIX world, Solaris is well equipped to perform as a
DMZ server.

In this chapter, we discuss the use of Sun hardware and Solaris as a DMZ system.
We begin with a discussion of the placement of servers in configurations to make the
most of resources. We also discuss the use of firewall rules and how they may be imple-
mented to provide security to the private and public network segments of a DMZ
implementation.

After discussing the use of Solaris as a DMZ system, we focus on the Solaris system
itself. The object of this discussion 1s examining the factors in creating a secure system
to act as the DMZ server. Of the design, implementation, and maintenance phases
common to every server, we focus on the design and implementation phases. In the
discussion of these phases, we outline specific methods that can be applied to systems to
create a secure design as well as maintain the integrity of the system during the imple-
mentation. Let’s begin with a discussion of the placement of Solaris DMZ servers.

Placement of Servers

We can draw a parallel between the placement of a Solaris system that will provide
DMZ services and the purchase of real estate with the mantra “location, location, loca-
tion.” Just as you do not want to purchase real estate that was previously a dump, you
don’t want to put the DMZ server in a location on the network that is a metaphoric
trash heap, cluttered with the equivalent of network garbage. Placing the system that
will function as the DMZ server at a position in the network that is both efficient and
secure 1s of the utmost importance.

Placing the system on the DMZ usually depends on network requirements. Some
network configurations, such as smaller networks, may place the DMZ server directly
behind the router, as demonstrated in Figure 3.1.
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Figure 3.1 Basic Implementation of a Solaris DMZ Server in a Small Network

Border Router

Solaris DMZ Server

Public Network Switch Private Network Switch

Although this is not the most ideal configuration because it does not permit easy
scaling of network resources or easy integration high availability, this design should be
sufticient for smaller networks. We can see from the diagram that network traffic first
enters via the network router and next goes directly to the DMZ server.

From there, traffic proceeds to its next hop in the network infrastructure, which in
this case is a switch on the public or on the private network. We can see that the router
has a valid routable address on both interfaces. The DMZ server has a valid address on
two interfaces, and on one interface it has a private network address. Traftic coming
from and going to the private interface is translated using Network Address Translation
(NAT).

In this type of configuration, the DMZ server is capable of handling a couple net-
works. However, when traftfic grows to the point that the DMZ server can no longer
handle the load, the network needs to be redesigned in order to scale outward to
handle the additional traffic.

In addition, this configuration makes it difficult to monitor the network outside the
DMZ server with network intrusion detection (IDS) tools. However, for small offices
or businesses, this configuration is a workable solution.

In Figure 3.2, we see a configuration that is a little more advanced and scalable.
When traffic enters the network, it crosses the border router. It then immediately goes
to a switch, where it is passed to the DMZ server. From the DMZ server, it proceeds to
the switch on the public network or the switch on the private network.
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Figure 3.2 Advanced Implementation of a Solaris DMZ Server with External
Switches and NIDS

Border Router
—(—
Untrusted
Network Switch [:
Network DS
Solaris DMZ Server
Public Switch Private Switch

We should discuss a few noteworthy things in this configuration. First, we have a
switch immediately behind the router. This is an important feature in the design
because as the network grows, we may potentially add address space. In doing so, we
could decide to add this network space to a different DMZ altogether due to business
requirements. Placing a switch immediately behind the router gives us the ability to
expand or contract the network as necessary. If a switch is not used, we could connect,
via a patch or crossover cable, the border router directly to the Solaris system.

Also worth noting in this configuration is the IDS monitoring the network outside
the DMZ. Note that it is connected only to the network outside the DMZ and has no
other access. The host is connected to the outside network to provide monitoring of
attempted attacks. Information gathered from this sensor could be crucial in identifying
attacked and/or compromised hosts or, in most cases, a passive scan on the DMZ.
Furthermore, this system has no other network access because it is in an unprotected
location and could potentially be the victim of attack itself. This situation can be miti-
gated through access controls on the border router and DMZ systems, though the pos-
sibility will always exist due to the location of the system.
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Border router and switch security is covered in granular detail in Chapter 9.

We must also consider the need for high availability. In Figure 3.3, we have a con-
figuration that differs slightly from the one shown in Figure 3.2.

Figure 3.3 Solaris DMZ Servers in a Conceptual Highly Available Configuration
——

DUDUUUUUUUD'

This figure contains many features similar to those in Figure 3.2. However, what is
different is that rather than one DMZ system connected to the external network
switch, three DMZs are connected to the external network switch. Additionally, there
are several connections from these DMZ systems to the same public and private net-
works. We also see a connection between the DMZ systems.

This configuration shows a DMZ server cluster. All systems in the cluster maintain
an active connection to other systems in the cluster via the hub. The only system in the
cluster that maintains active connections outside the failover information hub is the
active DMZ system. When the primary DMZ system fails, it deactivates (or is
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deactivated) via information over the failover communication network, and the next
system 1in the cluster brings up its network interfaces to perform the job of the primary
DMZ server.

These general network component configurations enhance network security.
However, this is only part of the design. Equally important is the firewall ruleset, which
we discuss in the next section.

The Firewall Ruleset

The firewall ruleset dictates the exact types of network activity permitted by the DMZ
server. As the implementers of a DMZ system, we are responsible for the first line of
security of both the public and private networks. This important task cannot be taken
lightly.

In this section, we focus more on the firewall rulesets as they relate to the various
requirements of the DMZ host. In each segment of the network handled by the DMZ
server, we have a different set of requirements and expectations. We start with the pri-
vate network rules, discussing the ideal private network firewall policy.

Following our discussion of the private network segment, we focus on the public
network requirements and firewall ruleset. Some of the inherent risks of public network
access are also outlined. We end our discussion of firewall rulesets with a brief examina-
tion of requirements for local host security.

The Private Network Rules

Because the security of both the public and private networks depends on a secure
DMZ server, the firewall ruleset must be well conceived and sufticiently secure.
However, although the firewall ruleset must be secure enough to prevent attack and
compromise, it is equally important that the network at least be usable. Our quest to
create a secure network should not necessitate jackboots as work footwear and an iron
fist as a policy enforcement tool.

Therefore, we must evaluate the services a user needs to meet business requirements
and balance our firewall policy against restricting the services a user does not need. It is
often easier to inventory the services users need than the services they don’t need.
Though business networks are typically infinitely complex, let’s keep it simple and say
that our users need only Web, mail, and domain name service (DNS) access.
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Configuring & Implementing...

DMZs and Internet Chat Clients

Internet chat clients have become a popular means of communication, and
business is no exception to the trend. Often it is more productive and easier
for coworkers to open an instant message (IM) to communicate rather than to
perform a context switch by turning away from the computer and picking up
the phone or physically leaving the workspace to consult with a colleague.

However, Internet chat clients are the bane of DMZ security. Many such
clients piggyback communication on top of other protocols to circumvent fil-
tering or even scan the firewall to determine how to reach the outside. Due to
problems in these clients, it is possible for a remote user to exploit an issue
that would result in a client-side attack. The attacker could gain access to the
user’s system with the privileges of the user and thus initiate a connection to
the outside world that allows the attacker access.

It is difficult to prevent the use of these clients at the DMZ level, and it
might be better to approach this issue with a security policy.

In Figure 3.4, we show a network design with a router at the top of the network.
From the router, we go to a switch, then to the DMZ server. The DMZ server con-
nects to switches on both the public and private networks as well. On the private net-
work, we see a mail server. On the public network, we see a mail server, a DNS server,
and a Web proxy server.
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Figure 3.4 A Solaris DMZ Server with Hosts on the Public and Private Networks
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Name Server Weroxy

Mail Server
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Even though users do not need access to the mail server outside the private net-
work, the mail server on the private network needs the ability to access mail outside
the network. The most secure way to do this is to allow the internal mail server to con-
tact the mail server in the DMZ for mail, rather than allowing the mail server in the
DMZ to indiscriminately send traftic through the firewall on port 25 to the internal
mail server. This can be done using a tool such as rsync over SSH. We want the internal
mail server to perform this task as a stateful action to prevent the piggybacking of traffic
on the connection.

In terms of Web access, giving users unfettered access to the Web is, at the least,
risky. Wise network design involves using a proxy server to filter potentially malicious
Web content. However, we do not want to keep this proxy server in a location where it
could pose a risk to the security of the private network. Therefore, we assume that the
proxy server is in the DMZ.

To maintain the security of the private network, we want to place a firewall rule
entry for the proxy server. This rule maintains the state of outgoing user connections to
the proxy server, like that of the mail server, except this rule goes to the proxy server.
Once these two rules are configured, we fall to our last rule in the ruleset, which
expressly denies any other incoming or outgoing traffic.
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Finally, we must take into consideration the domain name service. We use the
domain name server on the public network to provide this service to users. The firewall
rule set for the private network permits the query of the name server from the private
network. We see an example of this configuration in Figure 3.5.

Figure 3.5 An Example of Rules Implemented on the Solaris DMZ Server for Private
Network Traffic
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Private Network Rules
1. Allow UDP to port 53 on
Name Server and keep

state

2. Allow TCP to port 8080
on Proxy Server and keep
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3. Deny all inbound and
outhound traffic

Untrusted Switch

Solaris DMZ Server

Private Network Public Network

WorkStation Name Server

Now that we have a secure configuration for our private network, let’s examine our
public network configuration.

The Public Network Rules

Requirements for the public network often difter significantly from those for the pri-
vate network. The public network usually provides a number of services available to the
public Internet and some for private network users as well. The biggest consideration
here is that the public network also requires accessibility by external users, which
increases the exposure to potential attacks.
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Public networks are conceptually much like private networks. They require giving
users the ability to access services and should limit users’ ability to deviate outside of
accessing the allowed service set. In the previous section, the services we discussed were
mail, Web, and name service. Let’s assume that these services are also required on the
public network.

In terms of Web service, we have already established that users of the private net-
work will use a proxy server to access outside content. The proxy server needs access
outside the public network, so we create a rule that maintains state, allowing access
from the proxy server to networks outside the public network. The rule enforces the
policy that the proxy server process may connect to any system on any port and must
maintain state. No outside server is permitted to connect directly to the proxy server or
the proxy server process.

The mail server on the public network requires different configuration. SMTP is a
two-way protocol that requires the ability of the mail server to connect to outside mail
servers as well as receive connections from outside mail servers. In the previously
described private network configuration, the mail server on the private network will
likely forward mail to the public mail server. From the public mail server, mail will then
be sent to the appropriate receiving server. The public rule set should be configured to
allow both incoming and outgoing connections that maintain state to the mail server
process on the public mail server.

Finally, we must configure the public firewall ruleset for the domain name server. In
the previous section, we stated that the name server would accept resolution requests
from hosts on the private network. For the public network, we must alter this ability a
bit. On the public network, the name server should only accept replies from other
name servers. This name server should not be authoritative for the domain and should
not otherwise accept resolution requests from users outside the public or private net-
works. Domain name service 1s inherently insecure. Although the only means to fix
domain name service is a complete revision of the protocol itself, this configuration will
at least insulate the service against many attacks. The public firewall rule should permit
outbound requests from the domain name service process to any host on port 53 and
should only permit responses to requests, if possible. In Figure 3.6, we see a manifest of
tirewall rules applied to the public network.

NoTEe

Hardening tips, tricks, and techniques for bastion hosts located on the public
network-based DMZ can be found throughout this book.
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Figure 3.6 An Example of Rules Implemented on the DMZ Server
for the Public Network
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Now that we have discussed the use of the Solaris DMZ server, let’s focus on the
server’s design and implementation details.

Server Rules

We have addressed the rules for both the public and private networks, but we have not
discussed the rules for the host itself. Essentially, the DMZ host is the linchpin of the
network, and accordingly, it must be resilient to remote attacks. The ideal implementa-
tion keeps the host unreachable, if not basically invisible, from all systems except the
system from which remote administration may be performed.

As such, the firewall rule set implementation is pretty easy to conceptualize. Generally,
the best policy is to deny all traffic to the host from all systems. Rules to permit traftic to
the host for administration should be carefully implemented; we want to permit the
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administration host access to the administrative service on the DMZ server, but we do
not want to give the host total access in the event that it is compromised.

In that same vein, it might be helpful to give hosts from which administrative access
will be performed a static IP address on the private network. It is generally not the best
idea to use DHCP to assign addresses to these hosts, since this could potentially allow
another host to acquire the address through either legitimate or illegitimate means.
Furthermore, it makes it possible in the firewall ruleset to specifically allocate access to
the administrative interface of the DMZ server from the private IP address of the
administration station. This concept is shown in Figure 3.7.

Figure 3.7 An Example of Rules Implemented on the Solaris DMZ Server to Protect
the DMZ Server
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System Design
In the previous sections, we focused on the role of the DMZ server within the net-

work. We discussed DMZ design, firewall rulesets for private networks, and firewall
rulesets for public networks. These topics apply to the use of the DMZ server in the
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network environment; let’s now focus our attention more closely to the design details
of the server.
The process of deploying any type of server can be broken into three distinct

phases:
1. The planning phase

2. The implementation phase

3. The maintenance phase

Let’s look at a brief description of each of these phases. The planning phase typically
involves designing the system. Details such as operating system selection, hardware selec-
tion, third-party software selection, operating system software installation details, and the
like are decided during this phase. The planning phase is followed by the implementation
phase, which entails assembling the hardware, securely installing the software according to
specifications decided in the planning phase, configuring the host to meet design require-
ments, and testing the host to ensure stability and reliability. After the implementation
phase has been completed, the system is placed into production, thus beginning the main-
tenance phase. During the maintenance phase, the system is continually monitored for signs
of intrusion and performance issues. Additionally, the system is regularly patched with all
critical and security-specific patches made available by the vendors of the software
installed on the DMZ system over the course of its production life.

Our focus in this section is on the planning phase. We discuss two of the more
popular firewall software packages available for Solaris. Selection of a firewall software
package is important during the planning phase. However, we also want to fill in many
of the other blanks that exist, such as the hardware on which the DMZ server will
operate, the operating system revision that will be used for the implementation, and
similar details.

When a building is built, blueprints specify the minute details, from the measurements
and the plumbing to the storage closets. The foundation must first be designed before the
structure design can begin. Once the foundation is designed, floor upon floor of the
building climb into the sky until the structure design is completed. Then the details such
as plumbing, drywall, and paint are applied to the building. Designing a DMZ server, or
any server for that matter, is not much different in concept. We start by designing the
foundation—selecting hardware. We then select software, which can be likened to
designing the structure. Then we complete the details such as service ofterings, security
teatures, and configuration details—the proverbial plumbing, drywall, and paint.
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Hardware Selection: The Foundation

It goes without saying that the hardware is the base of the entire system. The proper
selection of hardware, to use another analogy, can be likened to buying a car. Sure, one
can buy a Ferrari if it is affordable. But the problem is, once we marry and have kids,
we are now stuck with a two-seat car and have to buy another car to fit our family and
lifestyle. Arguably, if you can aftord a Ferrari, you are likely to be able to afford a decent
family car as well. However, if you are like everybody else working in technology these
days, thoughts are not of a nice, new, shiny Volvo but instead a 1974 Pinto station
wagon with minimal rust—paint optional.

Hardware selection is a process of picking a system with enough room to handle
the current load yet scalable enough to add capacity for growth. This is a particularly
important factor to consider in selecting hardware for a DMZ server. The two reasons
are growth of network traffic and expansion of administered networks.

Growth of network traffic happens, plain and simple. A company could have an
increase in network traftic thanks to increased popularity in the company Web site due
to expanded ofterings or other reasons, constituting an increased load through the
public network segment. In addition, more staff could be hired, all requiring access to
the Internet, which could constitute an increase in private network traftic and thus
more load on the DMZ server.

A system that handles network traftic needs an abundance of two specific resources:
processing power and memory (RAM). It is in RAM that the traffic is momentarily
stored, evaluated against the configured firewall ruleset, processed, and either rejected or
sent on its merry way to the destination.

Because of the resource needs as well as the likely possibility of growth, you should
consider hardware that is capable of being expanded. Minimally, select hardware that is
capable of adding RAM as well as faster processors. Even more ideal is a system that is
capable of adding RAM as well as processors.

An older example of such as system is the Sun E420R.This rack-mountable system
is designed to handle two disks internally, which is sufficient for our purposes. On the
mainboard, the system is capable of handling 4GB of RAM and four Ultra-Sparc II
processors. A newer example of a system capable of handling our needs is the rack-
mountable Sun V480 Server. This system, like the E420R, has the ability to handle two
disks internally. It is capable of handling up to four Ultra-Sparc III processors and up to
32GB of RAM.

Another factor to consider is the ability to add network interfaces. Select a system
with space on the bus sufficient to add network interfaces. With Sun systems, two types
of interface are available. We discuss these interfaces in more detail in the network hard-
ware considerations section that follows.
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From this discussion, we can draw a few conclusions about hardware selection. The
first and more obvious is that we should select hardware capable of handling the load.
Second, we should select hardware that is capable of being scaled to fit our current
needs as well as our future needs. The difterence between selecting hardware that
cannot be expanded selecting and hardware that can be expanded equates to purchasing
and building a new DMZ server once a year.

Let’s focus in a little more detail on the common DMZ hardware requirements as
well as network hardware considerations.

Common DMZ Hardware Requirements

Solaris 1s predominantly used on Sun or Sun-clone hardware. In some instances, it is also
possible to use Intel-based Solaris to create a DMZ server and provide service to a net-
work. However, due to variances in Intel-based hardware and the idiosyncrasies involved
with making a working configuration on this platform, we omit Intel Solaris from our
discussion. Instead, we focus this discussion entirely on Sun and Sun-clone hardware.

For the purpose of this discussion, Sun hardware is essentially the same across the
board, whether you’re using a 10BaseT (le) interface on a SparcStation20, a fast-
Ethernet Interface on an Ultra80, or Gigabit interface on an Enterprise system.

To create the standard three-legged DMZ system configuration, we require at least
three network interfaces. These interfaces can be provided in one of two ways. We can
use three separate interfaces, such as single Ethernet cards, each using a separate opening
on the bus. This would provide us three separate cards, leaving the single point of failure
on the system bus rather than in one network component.

Another configuration could be the use of a tool specifically designed for the job.
This tool comes in the form of a Sun quad interface card. These are single cards con-
taining, as their name implies, four network interfaces in one card. This gives us the
benefit of consolidating all our network components into one slot on the system bus,
leaving room for other components such as fiber channel cards or the like.

Of the card types available, the Ethernet cards, used in a set of three, would com-
prise the le0, le1, and le2 interfaces on the system. The corresponding quad Ethernet
card would give us interfaces ge0 through ge3.The Fast Ethernet cards would give us
hme0 through hme2, with the quad Fast Ethernet card giving us interfaces gfe0 through
gfe3. Currently, quad gigabit Ethernet cards are not available. Therefore, for a gigabit
configuration, we would be forced to use three separate cards.

Network Hardware Considerations

We must take a couple issues into consideration when we’re planning to use a Solaris
system as the DMZ server. The first of these issues is the speed of the cards the system
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will be using to service the network. The second issue is the hardware on the network
to which the DMZ server will provide service.

Addressing the first issue, we must pay particularly close attention to this issue when
we're using separate Ethernet interfaces. In this type of configuration, the primary
interface on the host will most likely be used as one leg in the DMZ configuration.
Therefore, the additional two cards purchased should have similar characteristics.

For example, most Sun SparcStation20 systems were distributed with a stock
10BaseT Ethernet interface. Therefore, wisdom would lead us to purchase additional
10BaseT Ethernet interfaces. This train of thought applies to other systems, such as the
Ultra80, which, by default, includes a 10/100 fast Ethernet interface, and so forth.

In light of the first issue, we must also consider the second issue, which is the
requirements of our network neighbors. Where possible, we want to use hardware that
is at least of the same speed of the systems with which the DMZ server will be com-
municating. Typically, we want to place a DMZ server in a location between switches
or between a router and a switch. In standard configurations, switches and routers have,
at a minimum, Fast Ethernet interfaces.

Although it is possible to get by using interfaces of slower speeds than our neighbors,
doing so creates a senseless bottleneck in the network. Minimal requirements should be
using interfaces of the same speed as our network neighbors. A rule of thumb is to use
interfaces that are at least as fast and capable of higher speeds than our network neighbors
for future growth in network traffic and changes in network configuration.

Drawing on the previous section about DMZ hardware requirements, we must
again consider the type of cards we will use to get the job done. Current ability to per-
form and future scalability are as important in this scenario as our budget. Getting the
job done with separate Ethernet cards could be the cheaper solution, but when the
network grows in the future, we will be forced to either replace the system with one
that will provide additional slots on the bus for single Ethernet cards or, more realisti-
cally, convert the single Ethernet cards to quad Ethernet cards. Consider making this
type of hardware a standard selection, because it provides multiple interfaces of the same
speed and offers immediate scalability in a standard three-leg DMZ configuration, as
one interface on the quad card is free, as well as the primary interface on the host.

Software Selection: The Structure

In the planning phase, the next most critical decisions concerning a DMZ server are
the selections of various software packages. These software packages include the oper-
ating system that will run on the host as well as the firewall software package and any
other third-party software packages that might be required. In using Sun hardware, it is
a given that Solaris is the operating system of choice; it provides the best performance
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on the hardware, has the best symmetric multiprocessing code of operating systems, and
provides the best support for Sun hardware.

Solaris is versatile enough to function well as a networking operating system, having
its roots in the Berkeley UNIX implementations of UNIX. Like the Berkeley
Operating Systems, Solaris, with the appropriate hardware, is capable of acting as a
router in its default implementation. Unlike the BSD Operating Systems, Solaris
requires additional software to provide advanced features such as packet filtering and
stateful inspection.

One common theme across all networks is that no a single common software
package is used to implement DMZ and firewall services. The fact of the matter is that
although most available software packages offer a plethora of common features, the
decision to use one particular type or brand of software often boils down to two fac-
tors: in-house expertise and money. The questions “Do we have the expertise to use this
software?” and “Can we afford this software?” are the two influences on which selection
is ultimately made.

This is not to say that there are not a number of other factors that come into play.
One such factor is support. For example, some software might not ofter the most cut-
ting-edge features. However, when the price and accessibility of support are factored in,
the return on investment significantly increases. Along that same vein, having an expert
in-house that is capable of modifying the source code of a free software package to ful-
fill business requirements and resolve issues with the minimum amount of downtime
can far outweigh the initial investment on software and support as well as the
turnaround typically required with external support.

Popular Firewall Software Packages

There are many players in the firewall software market. Naming and describing them all
could easily turn into a chapter in and of itself. Instead, here we mention two of the
most commonly used firewall software packages available for Solaris.

Check Point FireWall-1

Though the statistics are a couple years old, at one point it was estimated that Fire Wall-
1 was deployed on one of every four firewall implementations. FireWall-1% feature set

as well as its complexity have made it quite popular with enterprises. The complexity of
the software has also led to the creation of several levels of certifications for use of the
product itself. This says little about the product but more about its wide use.

Check Point has roughly everything one would expect from a standard firewall
package. It uses stateful packet filtering, works with multiple interfaces, and can perform
NAT services. Some deployments can be configured to provide failover services in the
event of loss of one firewall.
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Prior to using FireWall-1 for a DMZ implementation, it is recommended that
people using the software familiarize themselves with the package. Although the slick
GUI for configuration could put some users at ease, inexperience with the software can
minimally lead to a very frustrating experience. In addition to vendor documentation,
another useful site from which you can obtain documentation is Phoneboy’s homepage,
located at www.phoneboy.com.

Darren Reed’s IPFilter

[PFilter is a firewall software implementation developed and still maintained by Darren
Reed. This personal project has turned into an industrial-strength firewall software
implementation that rivals many commercial packages. It also plays on a field on which
personal firewall software packages can’t compete—it’s free.

[PFilter provides stateful traffic inspection, much like any standard firewall software
implementation. It additionally provides NAT functionality and can handle multiple
network interfaces. These features are critical to the implementation of any DMZ.

The IPFilter software package can be downloaded from Darren Reed’s site at
http://coombs.anu.edu.au/~avalon/ip-filter.html. The package supports both 32- and
64-bit Sparc architectures. A 32-bit implementation can be easily compiled using the
freely available GNU C Compiler and will essentially compile right out of the box. A
64-bit build requires a little more work, including obtaining a compiler capable of
building binaries for the architecture. This particular situation is one in which the trial
version of Sun Forte C Compiler comes handy.

High Availability of the DMZ Server

Another design issue that should be addressed in the planning phase is high availability.
Designing, building, and deploying a DMZ server is a crucial step in securing a net-
work. However, if the DMZ server fails, an outage of all network resources occurs until
the system is either fixed or replaced. This includes a public network outage, which
means public-facing systems in the DMZ cannot be reached by systems on outside net-
works. This also means network connectivity from the private network to external net-
works is affected.

Failure may occur for one of any number of reasons. Often, catastrophic failure
such as the failure of a component in the system can result in the system becoming
completely unavailable and requiring that the component is either repaired or replaced
before normal network operations can resume. The goal of high availability is to mini-
mize the amount of time lost when the DMZ server fails.

High availability is created by deploying two or more systems to perform the same
job in what is called a cluster. One system in the cluster sits by idly while the other
system serves client requests. The system serving continually monitors itself and sends
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information to its peers about its current state of operation. Should the system per-
torming the job fail, the next system in the cluster identifies the failure and takes over
the job performed by the failed system. Let’s discuss some high-availability packages in
a little more detail.

Check Point FireWall-1

As mentioned previously, FireWall-1 has a diverse set of features. One of these features
1s high availability, made possible through the ClusterXL module.

The ClusterXL module is diverse in its function. It can enable a cluster of Fire Wall-
1 servers to act as failover systems. It can also be configured as a load-balancing system,
which can aid in handling networks prone to large spikes of network activity.

Veritas Cluster Server

Cluster Server by Veritas is another high-availability software package. Cluster Server is
a software package independent of other applications on the system and is not depen-
dent on any one application. This independence ofters the advantage of allowing a
group of DMZ servers using firewall software packages that are not highly available to
be configured into a cluster of failover hosts.

Cluster Server requires cluster configurations that have a means of communication
between all nodes in the cluster via a network interface. This is a circumstance in which
our previous discussion about the user of quad Ethernet cards applies. With an extra
interface on the DMZ server, we can group together the DMZ server and backups into
a cluster, making the network highly available.

Sun Cluster

Sun Cluster is another high-availability package. As the name implies, it is distributed
and maintained by Sun. Sun Cluster is written specifically for Solaris and Sun hardware.

Like Veritas Cluster Server, Sun Cluster is independent of any particular application.
Also like Veritas Cluster Server, the Sun Cluster software package can be used to make
roughly any firewall software system highly available.

Host Security Software

Ensuring the reliability and integrity of the DMZ system means using host integrity-
monitoring software to report activity that could indicate intrusion. Like many other
security measures, integrity monitoring is a reactive measure that involves notifying staff
responsible for the system in the event of noisy and messy compromise. However,
knowing of a compromise after the fact is far better than never knowing about it at all.
For the most part, host integrity-monitoring software works in one of two ways.
One method that host integrity software uses to monitor the system is by monitoring
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activity on the local system’s ports to identify activity that could indicate a compromise.
Any activity that is known by the software to represent a likely intrusion is reported.

The other method is the creation of a database of cryptographic hashes of binaries
installed on the system. When the host integrity software is installed and configured, the
software crawls the directories it is configured to monitor and creates the hash database.
The host’s integrity 1s maintained by checking the hashes of the monitored binaries and
directories against the hashes contained in the database.

Although it might seem intuitive to use software that monitors both the ports on
the DMZ server and the hashes of local binaries, it is best to use software that monitors
only the local hashes. The reason for this is a matter of exposure. The addition of any
network-aware services additionally exposes the system to attack.

Of the software available for host integrity monitoring, two packages are most
commonly used. The first is the commercially available Tripwire package. The other
widely used software package for this purpose is the Aide software package.

Other Software Considerations

To properly place a DMZ server in the network infrastructure, we typically put it in a
location that is ideal for a number of other services. Often, it seems like a good idea to
place services on the DMZ system that are used for the infrastructure of the network.
These services can include things such as Web servers, domain name servers, mail
servers, or other such services.

You must resist this temptation. As we discuss in the configuration section, the host
that will be providing DMZ and firewall infrastructure to the network should run with
the minimal number of services possible. There are many reasons for this approach; here
we focus on two.

First, the DMZ server is dedicated to handling network traftic. As previously stated,
this is extremely RAM- and processor-intensive activity. Running additional services
consumes additional resources that can be dedicated to handling network traftic.
Although the impact might not be readily apparent on a lightly loaded network, as the
network traffic load handled by the DMZ server increases, the impact becomes much
more apparent. Often, such a situation results in failure of systems to connect to hosts,
because the system drops packets due to limited resources.

Second and more important, running network services on the system increases the
system’s exposure to potential vulnerabilities and thus potential attacks. The cornucopia
of past vulnerabilities in the Berkeley Internet Name Daemon (BIND), in addition to
the likely future continuation of the BIND vulnerability saga, is a prime example of the
dangers of deploying services on the host. Sendmail and the numerous and frequent
vulnerabilities in the software are other examples. Even intrusion detection software
packages such as Snort are not immune to remote vulnerabilities, as displayed recently
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in the Snort TCP Stream Reassembly Buffer Overflow Vulnerability by the research
team of Core Security Technologies.

Increasing the exposure to remote vulnerabilities with the DMZ server is, to put it
bluntly, stupid. Should the system be compromised, an attacker is not only granted
access to all hosts on the DMZ but full access to all hosts on the private network seg-
ment as well. Once the DMZ system is compromised, the network’s integrity can no
longer be trusted, and the attacker can direct traftic to wherever whim may lead.

The selection of hardware and software is important in the reliability, stability, and
performance of the DMZ server. However, the next step in the planning phase has a far
greater impact on the security and integrity of the system. Let’s discuss the design of a
secure system configuration.

Configuration: The Plumbing and Other Details

The configuration portion of system design is the stage in which we lay out the way
the host will be implemented. We previously discussed the selection of hardware and
software and the surrounding impact to performance; in this section we discuss the
configuration details of hardware and software as they relate to security. Configuration
can make the difference between a stable, reliable DMZ server that is resistant to
remote attacks and one that is exposed and thus prone to attack and compromise when
the next remote vulnerability is discovered.

Creating a secure DMZ server configuration requires the use of two distinct con-
cepts: creating a secure configuration and using layers of security in our configuration.
Because most security measures are reactive in nature, making security the basis of con-
figuration at this stage is a fundamental change to the way security is typically handled,
making it a proactive measure.

Our network will only be as secure as the design of the DMZ server itself. We must
therefore create a configuration that exposes our DMZ server to no more risks than
necessary. Let’s look in depth at creating a secure configuration.

Disk Layout and Considerations

Before you can decide on a disk design, you must first gather some information. First, it
is necessary to determine the size of the disks. This information can be gathered from
the documentation or marketing literature for the selected system hardware. Or if the
disks will be hosted on a storage system such as a RAID cabinet, get the size informa-
tion for the allocated disks in the cabinet.

Now that you have the information about the disks, the next step is to decide on
the type of file system the host will use. In some configurations, such as a cluster, the
stock UFS file system might be sufficient. However, in other configurations, it might be
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wise to use a different file system, such as a journaling file system. One example of such
a system 1is the Veritas File System.

Another consideration is disk failover. Using a RAID cabinet simplifies this issue,
since many RAID cabinets handle the disk issues on the storage server side, allowing us
to merely identify the device on which the data is located in the system PROM and
configuring the disk cluster in the cabinet to worry about the failover for us. However,
in configurations such as our previously mentioned hardware, we could be using local
disks. In this case, we might have to use additional software to provide redundancy in
the event of disk failure.

This task can be accomplished through other software packages, one of which is the
Solstice DiskSuite. DiskSuite is a soft solution to creating RAID configurations. Using
disks on the local system, DiskSuite can be used to create RAID 0, RAID 1, RAID
0+1 (also called ten), and RAID 5 configurations. Depending on business needs and
availability of storage, the best solution is typically a RAID 0+1 configuration.

Once we've attended to these details, we can decide the layout of the disk. For our
purposes, we assume the use of a 36GB disk. Although recommendations on disk layout
vary, we can safely allocate space of the following minimums to the various file systems:

®m  For the root partition (/), a minimum for 500MB

®m  For the swap partition, at least twice the amount of physical memory (RAM)
®m  For the /usr partition, at least 1.5GB

m  For the /opt partition, at least 500MB

B For the user home partition (typically /export/home), at least 1GB

B For the /var partition, as much of the remaining space as possible

Allocating as much space as possible to the /var partition gives us the benefits of
plentiful log space. Even with this minimum recommended configuration, a system
with 1GB of physical memory and a 36GB disk will have 31.5GB of space for log
information. Although this might seem like a massive amount of space, a busy DMZ
server with increased auditing and logging enabled will easily gobble up this space, as
we see in the next section.

Increasing the Verbosity of Local Auditing

Local auditing is an important factor in preserving the integrity of a host. Audit data is
the first line of information in which intrusion might be apparent. Audit trails also have
a legal significance; whenever there is an intrusion, log data becomes evidence that may
be admissible in court. It is for these reasons that audit configurations must be increased
in verbosity.

www.syngress.com



Sun Solaris DMZ Design * Chapter 3

Solaris includes a number of auditing choices with a stock installation of software.
As with every UNIX implementation, Solaris provides the standard system-logging
facility, syslog. Syslog is a good source of basic system information, but in addition to
the standard audit trail provided by syslog, Solaris additionally implements other utili-
ties, such as the Basic Security Module, or BSM, as it is commonly known.

BSM is a highly configurable, robust, low-level auditing tool. It is disabled in default
implementations of Solaris but can easily be enabled. BSM logs data when system calls
of an interest in regard to security are invoked. Data written to the BSM files is in
binary format. The BSM configuration file is located at /etc/security/audit_control.
More information about BSM is available through http://docs.sun.com.

Increased auditing directly translates to log files of increased size. Often, data gener-
ated by auditing falls into one of two categories: it is either too much and thus too
cumbersome to review or is not understood and thus auditing is turned oft. These
problems are often a matter of proper BSM configuration. However, it goes without
saying that large amounts of data can still be generated, even with proper configuration.
This data is important and should be reviewed regularly. It should also be preserved for
future reference, which we discuss in the next section.

Backup Considerations

DMZ servers, like all systems, have data that is irreplaceable. On other systems, this data
could be customer information, credit card numbers, or other business information. On
DMZ servers, business information equates to system logs, audit data, and firewall logs.

As mentioned in the previous section, this data is crucial, especially in the legal
aspect. Therefore, this data must be backed up and saved for future reference and anal-
ysis. For this reason, we must take into consideration the backup of DMZ servers.

Since a Solaris DMZ server is, at its root, a Solaris server, backup differs little from
other systems. Designing a backup solution is the same as any other host. However, we
must take into consideration the sensitivity of the system.

Because a DMZ server is often the linchpin of networks and compromise of the
system constitutes compromise of the network, we must make every effort to isolate it
from attack, and backup is no exception. Although it is sufficient for other systems to
initiate backups via storage networks and backup servers, it is important for the DMZ
server to keep its data backed up in a location that is isolated from other systems.
Additionally, media should be, if possible, in an append-only configuration.

Two other issues to consider are storage constraints and backup software. Will
storage constraints permit nightly backup of the entire system? Or is a better solution
to back up only the important files? These questions cannot be answered without eval-
uating the resources at your site.
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Backup software, on the other hand, is a much easier issue to tackle. If you’re using
a configuration such as a master backup repository and NetBackup, the solution is
pretty clear. On the other hand, if nothing as formal is in place, ufsdump, included with
Solaris and a DLT drive, could be the best solution.

Remote Administration

Most servers are administered remotely through either a graphical tool or a tool that
uses the command-line interface. Often, the servers are stored in a location that either is
uncomfortable to work in, such as a cooled server room, or requires travel to the site to
administer, which in most operations departments is out of the question, whether a
remote c-location facility or the next room. DMZ servers are no different than any
other server in this regard.

You must consider remote administration and the impact to DMZ servers. It is not
recommended that you provide any remote services that may increase potential exposure
to attack, but sometimes this simply is not an option. If you're using services for remote
administration, you must provide access control for these services, such as firewall rules.
Additionally, the use of cryptographically secure services such as secure shell (SSH) is rec-
ommended, because these services are less prone to the eavesdropping of potentially sensi-
tive information, such as passwords, by peers and intermediaries on the network.

Putting the Puzzle Together

Before we can create a secure configuration, we must first know what to expect from a
default configuration. After we have selected our operating system and third-party soft-
ware, we need an idea of what to expect in terms of services, requirements, and default
insecurities caused by the interactivity of all components. Having this information will
better equip us to make informed decisions.

This is the phase in which we gather as much information as possible about the
system in question. In many cases we can get most of the pertinent details online about
default services started by the operating system and third-party software. Vendor sites as
well as other third-party sites contain a wealth of information that can help us deter-
mine what hurdles we might face in creating a secure configuration.

Should this approach not yield sufficient information or should we decide to take a
more hands-on approach for our specific configuration, we can always create a test
implementation. This implementation is really no more than an experiment. The instal-
lation procedure is not meant to be secure, and the software installation is not meant to
be kept for future production use. The idea is to put together all the components, hard-
ware and software, to see how they all interact with one another.

Once we have created a test implementation, we must gather information from it.
To gather local information about the default configuration, we can usually use local
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system tools. These tools include ps(1) and netstat(1M). We use ps to gather information
about the processes started by default on the system, as shown in Figure 3.8.

Figure 3.8 Getting a List of Executing Processes with the ps Command

ps -ef |more =
Ul PID EPID TINE CcED
oot o 00 sched
oot 1 00 fete/init -
oot 2 00 pageout

01 fsflush
00 fusc/lib/saf/sac -t 300

00 fusc/lib/utmpd

00 fusr/lib/sysevent/syseventd
00 fusr/lib/picl/picld

00 fusr/sbin/rpebind

00 fusr/lib/autofs/automountd

00 fusr/sbin/inecd -s

00 fusc/lib/nfs/scacd

00 ps -ef

00 fusr/sbin/syslogd

00 fusr/lib/nfs/lockd

00 /usr/lib/power/powerd

00 fusc/sbin/cron

00 fusc/sbin/nscd

00 /usr/lib/saf/ccymon

00 fusr/de/bin/delogin -daswon
00 /usr/sadm/1ib/swe/Din/ smeboot
00 /usr/sadm/1ib/swe/Din/ smeboot
00 /usr/sacdm/1ib/swe/Din/ smeboot

root 3
root 312
root 226
root sz
root 33
root 128
root 176
root 152
daemon 166
root 750 74
root 186
root 168
root 21§
root 132
root 211 1
root 315 31z
root 318 292
root 237 236
root 236 1
root 238 236

hrrrllirrrrrerrroooo

coooooooooOOOODOOOOOODOOOOOOON

cooooDoooOOOOOODOOOOOODOOOOOGOO

root 318 1 00 fusr/lib/ssh/sshd

root 305 1 00 fusc/sbin/vold

root 282 1 00 fusr/de/bin/delogin -daswon

root 288 1 00 fusr/lib/smup/smupdx -y -c fete/smup/cont

root 313 10 00 fusc/lib/saf/ttymon -g -h -p modulus console login
-T sun -d /dev/console -1

root 287 10 21:30:40 7 0:00 /usr/1lib/dwi/dmispd

rooc 316 292 0 21:30:42 7 0:02 fusr/openwin/bin/¥sun :0 -nobanner -auth /var/dc/h

Once we have gathered process table information, we gather network socket table
information with netstat, as shown in Figure 3.9.

Figure 3.9 Getting a List of Listening Services with the netstat Command
=

[ netstat -z |wore
UDF: IPva

Local Address Remote Address State
*.sunrpe Idle
wn Unbound
+.32771 Idle
. time Idle
*.echo Idle
*.discard Idle
*.daytine Idle
*.chargen Idle
*.32772 Idle
+.32773 Idle
+.32774 Idle
*.piff Idle
*.ralk Idle
+.32775 Idle
+.32776 Idle
+.32777 Idle
+.32778 Idle
. name Idle
wn Unbound
+.32779 Idle
*. loekd Idle
*.syslog Idle
wn Unbound
wn Unbound
161 Idle
*.32781 Idle
*.32782 Idle
+.,32783 Idle

A great deal of information about default processes and services has already been
written in two online articles by Hal Flynn: “Back to the Basics: Solaris and
inetd.conf,” Parts I and II, available at the following URLs:
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B www.securityfocus.com/infocus/ 1490

B www.securityfocus.com/infocus/1491

Also see “Back to the Basics: Solaris Default Processes and init.d,” Parts I, II, and III,
at the following URLs:

B www.securityfocus.com/infocus/1358
B www.securityfocus.com/infocus/1359

B www.securityfocus.com/infocus/ 1360

Once we have gathered this information, we can create a model of our design.

Layering Local Security

The problem with most systems implemented on the Internet is that they are designed
like candy: Many have a hard exterior that is crunchy and difficult to bite through, but
once the hard shell has been breached, the center is soft and chewy.

This problem is not the fault of any one person in particular. Vendors design and
create software this way. Administrators implement software this way. Security personnel
run vulnerability scanners against the network and make the assumption that because
there are no scanner events detailing remotely exploitable bugs, the systems are secure.

To Sun’s credit, the company is making strides to combat this complacency. In
Solaris versions through 7, we have file access control lists, an extension of the UNIX
permission model designed to provide more granular access control. With Solaris 8, Sun
implemented role-based access control (RBAC), which can be used to add power to or
remove power from certain users.

Other third-party security software packages exist as well. Two additional features are
restricted shells and restrictive environments. Let’s briefly focus on each of these topics.

File Access Control Lists

As previously mentioned, file access control lists are an extension of the UNIX permis-
sion set. They are implemented at the file system level and designed to enforce security
policy on a much more granular level. The tools setfacl(1) and getfacl(1) are used to
manipulate these permissions.

The difterence between standard permissions and file access control lists can be
likened to allowing an entire group access to a specific file versus being able to select
exactly which members of the group can access the file. Access control lists can also be
used to limit which users in the world can read or execute a world-readable and/or
world-executable file. A brief example of these programs appears in Figure 3.10.
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Figure 3.10 Using setfacl and getfacl to Add and Restrict Access
Permissions for Individual Users

£ modulus - PuTTY [-[51x]
=

getfacl secret file

In implementations in which there is a small user base, file access control lists might
be handy. By adding granular access control lists to programs that might be sensitive,
such as setuid and setgid executables, you can eftectively put these programs out of reach
of the unprivileged attacker. Although this solution cannot mitigate every single poten-
tial risk and attack, it definitely raises the bar.

DMZ servers are not and should not be designed to handle local users outside of
administrative staft, due to the sensitivity of the system. However, this solution provides
an additional layer of security against unprivileged local users. It is not a useful counter-
measure in attacks that result in remote administrative compromise.

Role-Based Access Control

Role-based access control, also known as RBAC, is another useful enhancement to the
UNIX permission model. RBAC is designed to allow administrators to delegate certain
permissions within the system to roles, giving power to role users. RBAC can also be
used to remove power from users.

The removal of power from users consists of creating traditional UNIX user
accounts as roles. This way, you are given the ability to granularly specify exactly what
the user can and cannot do. Creating a role for these users can limit the impact of
system compromise through a specific user account.

Restricted Shells

Restricted shells are an older solution to untrusted user access. Their name implies
exactly what they are: a shell that is restricted. The restriction comes in the form of not
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permitting a user the ability to change certain profile information or escape his or her
home directory.

Restricted shells can be useful in the event of a compromise of a user account on
the DMZ system. If a user account is compromised through either a stolen password or
a brute-force attack, the attacker gains access to an account in which the user can only
execute programs contained in the home directory. Used in combination with RBAC,
this can be a powerful configuration, because the user has the ability to only change to
a role. However, if a program is made available within the directory that allows the user
to execute shell commands, as is the case with most text editors, it is possible for the
user to escape the restricted home directory by executing a standard shell.

Restrictive Environments

Restrictive environments are another useful means of mitigating risk locally. Like most
other security measures, restrictive environments are, at best, a flaky solution if used as a
sole means of maintaining host security. However, when coupled with other security
measures, restrictive environments can significantly mitigate risk and increase the delta
between a user gaining unauthorized access to a system and discovery of that breach.

Restrictive environments are often implemented in the form of a root directory
change, also known as chroot. The principle is to create a pseudo-root directory from
which a process executes. If the process is ever compromised due to vulnerability in
execution, the attacker gaining access to the system with the privileges of the process is
restricted to the pseudo-root directory. Known problems with chroot in some imple-
mentations can allow a user to escape the pseudo-root directory. However, as an addi-
tional layer of security, chroot is an excellent obstacle that can increase the precious
amount of time leading to discovery from when a restricted account is compromised to
when administrative privilege is compromised.

Auditing Local File Permissions

Local file permissions can be the boon or bane of DMZ system security model, and
they have resulted in many heated arguments. In many modern UNIX systems, files
installed on a system during a default implementation may put the system in a position
of unnecessary risk. This is not necessarily the fault of the vendor; the program is
written based on user request and often given privileged execution status due to the
need to access information or perform operations that require privilege. However,
unintentional programming errors within the program make it a risk to the integrity of
the entire system.

It is possible to mitigate this risk through local file permission auditing. This is a
process that requires research and attention to detail. It is possible to reduce the execu-
tion permissions of many programs. However, reckless removal of permissions can mini-
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mally result in breaking applications on the system but can have more severe conse-
quences, such as making the system unusable.

Two methods can be used to enhance local file permissions and reduce privileges
where possible: manual auditing and automated security tools. The selection of methods is
a matter of both size of the job and personal preference. We discuss each method here.

Manual File Permission Auditing

Auditing file permissions manually can be tedious work, especially if the person doing
the auditing is not intimately familiar with the idiosyncrasies of the operating system.
Not knowing how to use tools supplied on the local system as well as where to locate
documentation and information about various programs can cause the job to escalate
from the level of an exercise in frustration to the level of an exercise in restraining one-
self from beating the system with a sledgehammer, especially when the usual unrealistic
deadlines loom.

For those more comfortable with the system or at least with the luxury of time,
manual file system auditing can be beneficial in both allowing you to get even more
familiar with the operating system and allowing you total control in local file permis-
sion security. This discussion assumes that the previous idea of building a test system
that is used merely for information gathering in design is possible.

The two most useful system utilities for auditing local file permissions are find(1)
and man(1). Using find to locate files on the system installed with elevated privilege, as
shown in Figure 3.11, makes the task significantly easier.

Figure 3.11 Using find to Get a List of Files with setuid Privileges on a Solaris
System

& modulus - Pul 1Y

find / -perm -2000 -print |more =
usr/openvin/bingxlook
usr/openvin/bin/ sys-suspend
usr/openvin/binkews_configure
usr/openvin/bin/ sparcve/kows_sonfigure
usr/openvin/bin/kews_calibrate
usr/openvin/ lib/wkoookie
usr/bin/ sparcv?/newtask
usr/Bin/ sparcv?/uptine
usr/bin/sparevi/v

usr/bin/at

usr/Binfaty

usr/Bin/atrm

usr/bin/eronte

usr/binfeject

usr/bin/ faformat

usr/bin/ login

usr/bin/ newgrp

usr/bin/passwd

usr/bin/piexec

usr/Bingsu

usr/binftin

usr/Bin/ sparcve/newtask
usr/Bin/ sparovo/uptine
usr/bin/sparcve/w

usr/bin/ chiey

usr/Bin/sancel

usr/Bin/ lp

usr/bin/ lpset

usr/bin/ Ipstat
usr/Bin/admintool

usr/binfrop

usr/bin/raist
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Upon compiling a list of executables installed with elevated privileges, you must
understand the purpose of the executable to determine whether or not permissions
may be lowered. For example, the su(1M) program is installed with setuid root privileges
Removing the setuid bit, however, usually has negative consequences, because users can
no longer use the su program to log into a diftferent account from the shell, including
that of root. This is where the man program becomes handy. Understanding the pur-
pose of the program, how it integrates into the environment, and whether or not it
really needs elevated execution privileges in the configuration is essential and can only
be understood through research and wisdom.

For programs not documented in manual pages, other resources exist. A good
starting point is the Sun Documentation site, at http://docs.sun.com. If documentation
of the program does not exist there, resorting to a search engine might be in order. If
no documentation can be located on the program, the rule of thumb “If it ain’t broke,
don’t fix it” applies.

Automated File Permission Auditing

For those with less time to perform file permission auditing or uncomfortable with it,
it is likely a relief to know that others have already done much of the work of figuring
out which programs really need elevated privileges. If digging into the system is not on
your agenda for the day and you'’re apt to trust free tools, two widely used programs
exist to perform much of this work for you.

The first of these programs is the Computer Oracle and Password System, or
COPS. Originally written by legendary security professionals Dan Farmer and Gene
Spafford, COPS audits the local system for insecure file permissions, executables with
elevated privileges, and weak passwords. Although it is somewhat dated, it is well
written and still extremely useful. It can be downloaded from the U.S. Department of
Energy Computer Incident Advisory Capability at
http://ciacllnl.gov/ciac/ ToolsUnixSysMon.html.

Another available tool is the Yet Another Solaris Security Package, or YASSP, as it is
commonly called. YASSP is written specifically for Solaris and performs many of the
same functions of COPS.This program is also a bit dated, but is an excellent utility for
enhancing local file permission security.

One final tool we will mention is the FixModes script. Written by Casper Dik of
Sun fame, FixModes is another utility designed specifically for Solaris. It audits the file
system of the host for programs with insecure permissions and makes changes necessary
to enhance local security.
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Building the Model for Future Use

As a kid, I was astonished by models. My friends used to build incredibly detailed,
scaled versions of things like planes, aircraft carriers, battleships, and helicopters. Lacking
the manual dexterity and artistic gifts of many of my peers, my finished models often
left much to be desired. An attempt at a model of the U.S.S. Enterprise once resulted in
something that resembled a model train wreck.

So, if the thought of creating a model of a system brings out your anxiety of past
childhood shortcomings, worry not; for this model, we need little more than a text
editor or a pencil and paper if we want to use a low-tech solution. The process of cre-
ating a model can be approached by two methods: either listing what we need or listing
what we don’t need. In most configurations, it is easier to take the former route to cre-
ating a model than it is to take the latter.

In Table 3.1, we have created a model of a system using the method of listing what
we need. As you can see, we have specifically listed our requirements on the left, and on
the right we’ve made an inventory of items to fulfill our needs. We can be as minimal
or as fancy as we want with our model; what counts is that we list everything we need
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and everything we are going to do to fulfill the requirements.

Table 3.1 A Model of a System Design Listing Only the Requirements of the Host

Network Service Requirements Description

Inventory

Access to services required from
the private network

Access to services required from the public
network for the private network

Access to services required from the public
network for untrusted sources

Access required to DMZ host

HTTP; SMTP; DNS
HTTP; SMTP
HTTP; SMTP; DNS; FTP

SSH from private network

Host Requirements Description Inventory
Speed of network connections 100BaseT
Number of network interfaces Five
(minimum of three)

Number of disks Two

Disk size 36GB

Auditing utility

Backup method

Remote administration
High-availability software

Basic Security Module
Local DLT drive

SSH

Veritas Cluster Server

Continued
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Table 3.1 A Model of a System Design Listing Only the Requirements of the Host

Host Requirements Description Inventory

Local intrusion detection software Tripwire

Firewall software IPFilter

Software to harden system Solaris Security Toolkit

Here are some things to keep in mind when you’re building a model:

1. Ensure that hardware includes all the components necessary to create a DMZ
server. This includes a minimum of three network interfaces.

2. Ensure that sufficient space is available for the configuration on the available
drives, and allocate enough space for the file systems. Allocate as much space as
possible to the file system that will be maintaining logs.

Plan to increase system audit verbosity.

4. Ensure that the backup solution is sufficiently secure, and take into account
any limitations in storage that might exist.

5. Do not install any more software than absolutely required to perform the job.
Third-party applications, such as firewall software, could have minimum soft-
ware requirements. Consult vendor documentation for specific details.

Plan for high availability of the server.
Plan on implementing host integrity-checking software.

Plan to implement multiple layers of security.

Y x N oo

Plan to audit local file permissions.

10. Disable all unnecessary processes. This is especially important of processes that
are network-aware and may expose the system to potential attack.

11. Do not plan on providing network services from the DMZ server.

Once you've filled in as many of the blanks on these details as possible, you should
proceed with design review. A peer review may also be helpful in this phase; a second
set of eyes of a person with difterent ideas on design may be helpful in identifying any
missed details or potential shortcomings in design. Upon successful review, implementa-
tion, which we discuss next, may proceed.
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Implementation: The Quick, Dirty Details

The implementation phase of a DMZ server is pretty straightforward. As with all sys-
tems, the process consists of assembling the hardware, installing the software, installing
the patches, then configuring the system. Whereas the process is the same across
roughly all systems, we want to take particular precautions to ensure the integrity of the
system through the entire evolution.

In this section, we look at the details necessary to ensure host integrity through this
phase. Rather than giving a specific step-by-step outline of how you should install soft-
ware on a server, we instead create a list of general guidelines that can be used to pro-
vide the maximum host security during the implementation process.

Media Integrity

A secure implementation cannot begin without first attaining valid media. Acquiring
valid media usually is done in one of two ways: It is purchased from the vendor and
delivered by a sales representative or mail, or it is downloaded via the Internet. Verifying
the integrity of media delivered in hard form such as a CD is relatively easy; imply look
at the shrink-wrap to see if it has been tampered with.

Veritying the integrity of media downloaded via the Internet, however, is a bit
more difficult. To verify the integrity of such media, the vendor must give us some
secure means of checking its validity. This 1s typically done through cryptography.

Often, the vendor makes available a file containing a one-way cryptographic hash
value, usually on the same page as the media or within a link of the media. The file is
then signed with a cryptographic key that can be verified as valid. This task is typically
performed with a utility such as Pretty Good Privacy (PGP) or GNU Privacy Guard
(GPG). Once the integrity of the media is verified, it is safe to proceed.

Physical Host Security

During the installation process, physical security of the host should be maintained. One
way to ensure physical security is to not leave the host unattended during the installa-
tion process. However, if there is not adequate time to sit around and watch the installa-
tion bar slowly progress from the left to the right side of the screen, another method is
to ensure that the system is stored in a secure location while unattended.

A secure location can be one of two things. One secure location is a locked office.
The system can be placed in the office with the door locked while unattended.
Another secure location is a rack. Both of these locations make the common assump-
tion about locks, which are designed to keep the honest man out.
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Host Network Security

As we've continuously emphasized in previous sections, the host should not be exposed
to any unnecessary risk. With that in mind, the system should not be connected to any
network resources at any point during the implementation phase. Keeping the system
disconnected eliminates the possibility of any incoming remote attacks by entirely elim-
inating the vector.

Even though it is considered generally safe to implement systems with a connection
to the network plugged into the host, this is making an assumption that could create a
window of exposure. Although none is currently known in Solaris, past vulnerabilities
have been discovered in operating systems that could permit a remote attacker to gain
unauthorized access to the system. This would be an ideal time for the attacker to com-
promise the host, since it has little in terms of defense in place.

Additionally, just because no vulnerabilities are currently known in the installation
process does not mean they do not exist. Furthermore, even after installation, a window
exists in which vulnerable services executing on the host could be compromised. As
we’re seen recently, the time required by worms to propagate across the Internet has
significantly decreased, making any window of exposure unacceptable. In short, do not
permit network connectivity to the host at any point during the implementation phase.

Patch Application

Prior to attempting to apply the secure configuration details we have developed to the
implementation, we should apply the recommended patch cluster to the host. This
cluster, usually downloaded from SunSolve, comes in the form of a large, tarred, and
compressed archive of updates to the system.

Configuring & Implementing...

Solaris Patch Management

Like every other operating system, Solaris patches are periodically released.
The reasons for these patches vary, but they are often released for one of two
reasons: system stability or system security.

The main clearinghouse for Solaris patches is the SunSolve site, located at
http://sunsolve.sun.com. From this site, you can gain access to the latest patch
cluster via either HTTP or FTP download. In addition, automated tools are avail-
able to manage patches on Solaris systems, such as the Sun PatchManager
utility. More information is available at http://sunsolve.sun.com/patchpro.
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Although it requires network access to attain, the archive should be transferred to the
system in the most secure means possible. Often, this is by way of “sneakernet,” which is
to say archiving the patch cluster onto media and physically carrying it to the system.

Patches should be applied to the system before you attempt to implement configu-
ration and hardening procedures. The reason for this is that when patches are applied to
a system, the details of a configuration are often overwritten. Therefore, configuring and
hardening the system, then applying the patches could result in the unexpected expo-
sure of the system to potential attack due to configuration changes by the patches.

To summarize the creation of secure implementation leading up to hardening, we
should minimally fulfill the following requirements:

1. Verify media integrity prior to system installation. This applies mainly to
media obtained from the Internet.

2. Provide physical security to the host during the implementation phase. The
system should never be left unattended during the implementation phase
without being locked in a secure location such as an oftfice or a rack.

3. Protect the system from attacks via the network during the implementation
phase. This means not connecting the host to any network until the imple-
mentation phase has been completed.

4. Apply all patches to the system as a last step before conducting hardening and
secure configuration procedures on the host. Patches will often change config-
urations, which could leave the host exposed to remote attack.

Solaris System Hardening

In some groups, system hardening is thought of as a separate phase in the system life
cycle. However, system hardening is really just a subsection of system implementation.
Hardening occurs before the system is connected to any network and should be peri-
odically re-evaluated and performed again. This is because configuration is always apt to
change, whether the changes come from administrative staft or other sources such as
system patches.

The hardening of the system amounts to no more than the application of the
design principles we developed during the planning phase. During the planning phase,
we made several decisions about disabling this and that, changing the permission on
files, and so forth. This phase of the implementation is where the rubber meets the road
in terms of our original design.

Two methods can be used to harden a Solaris system, each with its benefits and
drawbacks. One method, manual hardening, consists of making the changes by hand
that are detailed in our system model during the planning phase. This method has the
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benefit of giving us complete control over the hardening process. The drawbacks of this
method are the amount of time involved manually hardening the host, the esoteric
knowledge required to create a hardened configuration, and human error. Manual hard-
ening and configuration of Solaris DMZ servers is not for administrators who lack an
intimate knowledge of UNIX systems and Solaris.

The other method of hardening hosts is the use of automated hardening tools. We
have mentioned these tools before. Automated tools have the benefit of giving us a
speedy, hardened configuration. Automated tools are also not prone to miss details due
to human error. However, automated security tools have the distinct drawback of
applying chainsaw methodology to system security. Additionally, you must trust another
person’s idea of a hardened system, relinquishing control of the configuration.

The decision of manual or automated hardening ultimately rests with the person
implementing the system. The two important factors that influence the decision are
time and expertise. In the next two sections, we discuss manual and automated hard-
ening. In the manual hardening section, we discuss the steps that are generally consid-
ered the hardening best practices. In the automated hardening section, rather than
discussing the functions of the tools themselves (they essentially all work the same), we
discuss a few difterent available tools and highlight some of their features.

Manual System Hardening

We should preface this discussion with a short definition of system hardening. In the
previous sections, we have emphasized the importance of limiting exposure so many
times, it is almost painful to mention it again. However, we should be ready to feel the
pain, because we are about to discuss it again.

System hardening is, for the most part, the limiting of exposure. The way hardening
differs from other security precautions is that, although many other security precautions
require the addition of software to enhance security, hardening typically involves the
removal of software. In addition to the removal of software, it is also a procedural activity
that typically involves the changing of permissions on files and directories as well as the
removal or disabling of other components and features prone to abuse on the system.

Based on our initial design, we know which software and services we intend to
keep. Our first step in hardening is to remove the software that we do not intend to
keep. Afterward, we remove the services we do not intend to keep. We follow this step
with some additional configuration variables that may enhance security.

Software Removal

No matter how much attention to detail we pay to the host during installation and
how careful we are about the software we install, we inevitably end up with unintended
software installed on the system. This is a fact that we must resign ourselves to and
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make plans to spend time combing through the installed software, removing that which
we do not need.

Post-installation, we can get a list of installed software using tools distributed with
the operating system. The two most important tools available for this job are the
pkginfo(1) and pkgrm(1M) tools, installed with all Solaris installations by default. The
pkginfo tool allows users to query the package database for installed packages in Sun
package format, whereas pkgrm allows users to remove packages installed in Sun
package format.

To get a listing of installed packages, one must first execute the pkginfo program. As
shown in Figure 3.12, pkginfo displays the contents of the entire package database with
the following information:

®  The category into which the package falls
B The package instance

B A brief description of the package

Figure 3.12 Getting a List of Installed Packages with the pkginfo Command

£ modulus - PuTTY [-[5]x]
4 prginfo |more =
lsystem Fa3Vepe Fujitsu CPU Performance Counter package

lsystem FI3Vepex Fujitsu CPU Performance Counter package (64-bit
[system FJSVhea Fujitsu Sun0S Header Files

lsystem FI3Vmdb Fujitsu Placform Modular Debugger

lsystem FI3Vmdbx Fujitsu Platform Modular Debugger {(64-bit

lsystem FISVvplr Fujitsu placform links

lsystem FI3Vvplu Fujitsu usr/placform links

[system IFLTadcon Administration Server Console

[system IFLTadwan Administration Server Documentation

[system IPLTadwin Administration Server

[system IFLTcons Console Client Base

lsystem IFLTdscon Directory 3erver Console

lsystem IPLTdsman Directory 3erver Documentation

lsystem IPLTdsr Directory Zerver {root

lsystem IFLTdsu Directory Server {usr

lsystem IPLTjss Metwork Security Services for Java

lsystem IFLTnls Mationalization Languages and Localization Support
lsystem IFLTnspr Portsble Runtime Interface

lsystem IFLTnss Metwork Security Services

lsystem IFLTpldap PerLDAP

lsystem MATEvplr Mature Tech platform links

lsystem MATEvplu Mature Tech usr/placform links

lspplication N3CPcom Metscape Communicator

lsystem SMEvplr 3ME placform links

lsystem SHEvplu SME usr/placform links

[system SUNW1Z251f Russian 1251 fonts

[system SUNW1334h Sun IEEE1394 Frawework Header Files

[system SUNW1394x Sun IEEE1394 Frawework (64-bit)

JALE SUNWSxmft Traditional Chinese (BIG5] ¥ Windows Flatform minimum required Fonts Pa
ckage

lsystem SUNVG1ib GLIB - Library of useful routines for C programming
[system SUNWGtkr GTK - The GIMP Toolkit (Root)

We can redirect this information to a list for review, because often the output is
quite long. Redirecting the output can be extremely helpful, since it can help us create
a list of installed packages to evaluate for removal away from the console. We may also
create a copy of this list and edit it to contain only the packages that we want to
remove from the system. This type of list is useful if we want to write a script that
invokes pkgrm to remove the packages.
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Though the installation base of an end-user installation is relatively small, there is
room for improvement. Obviously, a DMZ server is not going to require a plethora of
language-compatibility packages to provide functionality. We can evaluate eliminating
these to support only the language or languages used within our region. In addition,
other compatibility packages, such as the packages for NFES, and the audio packages can
also likely be removed.

Another suite of software packages to consider removing is the graphical desktop
software itself. This comes in the form of Common Desktop Environment (CDE) and
OpenWindows software on the Solaris platform. These software suites often contain
numerous programs that execute with elevated privileges and have been notoriously
“buggy” in the past. Unless required by other third-party applications that will be used
on the system, such as firewall software, these suites should also be removed.

Upon removing all packages not required for the stable operation of the system, we
should reboot the host and move on to disabling the unnecessary services and processes.

Disabling Services and Processes

The next most important part of hardening a system is the disabling of unnecessary ser-
vices and processes. The majority of unneeded services and processes should have been
eliminated in the software removal phase. We discussed this during the design phase;
creating a model of the system and knowing what to expect in terms of default services
and processes. However, in spite of our best efforts to eliminate the majority of
unneeded software, some issues could still linger.

As we demonstrated in the section “Putting the Puzzle Together,” we need to audit
the system process table and network sockets table to identify any remaining pieces that
might be disabled. The previously mentioned reference documentation, “Back to the
Basics: Solaris and inetd.conf™ and “Back to the Basics: Solaris and init.d,” might also be
of benefit during this stage as an aid in locating the origins of these services
and processes.

Once the service or process is disabled, it might also be beneficial to modify the
permissions of the program. Though this step might seem paranoid, we must consider
that if a configuration error is ever made, whether out of innocence or malice, pre-
venting the program itself from executing might be a failsafe that prevents a possible
attack. It could seem rational to remove the program entirely, although this practice is
not recommended due to the possibility of needing the program in some odd future
circumstance. With the program in place, to enable it again, we merely change the per-
missions. If it is removed, we must reinstall the program, which could create additional
work, requiring reinstall of the program, the application of any required patches, and
the modification of the host intrusion detection system.
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Once we've completed this step in the hardening process, we might consider
implementing the host intrusion detection software, testing the host, and putting it in
production, or we could consider additional configuration variables to further protect
the host. This is as much a matter of preference as it is time constraints. Let’s look in the
next section at some miscellaneous configuration variables that could further enhance
host security.

Miscellaneous Configuration Variables

A few additional configuration variables could also help enhance host security.
Although not critical in nature to protecting the integrity of our DMZ server, they
might be helpful in making the system more resistant to attack. These configuration
variables might or might not be helpful in each particular configuration, depending on
the system requirements. In some cases, these configuration variables may be possible,
though in some configurations they could have a negative impact on performance or
might not be possible due to software requirements.

The nonexecutable stack setting could be helpful in some configurations. The vari-
able is designed to prevent the execution of code placed in stack memory on a system.
In the stack-overflow problem that is commonly reported in various programs, this can
prevent an attacker from exploiting the problem to execute arbitrary code, potentially
resulting in privilege elevation. On the plus side, this is useful to some extent because it
eliminates the ability to take advantage of a subsection of a class of vulnerabilities. On
the negative side, it could break software depending upon executable stacks, and it does
not insulate the system against other types of overflows such as those occurring on the
heap or other vulnerabilities such as format string and input validation bugs. A nonexe-
cutable stack can be enabled by placing the following entry in the /etc/system file:

set noexec_user_stack=1

Systems that have enabled this configuration send a segmentation violation signal
(SIGSEGYV) to programs that attempt to execute code on the stack. This activity is
logged by the system log daemon, the log entry containing the name of the program
the SIGSEGV occurred in, the process ID of the program this occurred in, and the
user ID of the system user executing the program. This information could be useful
debugging information if the variable is set on a system with software requiring an exe-
cutable stack. The logging of attempts to execute code on the stack can also be dis-
abled, if desired. It should also be noted that, in some circumstances, it might be
possible to bypass this protection.

Another configuration variable that can make a host more resistant to attack is TCP
connection request queue size. Solaris implements two queues for handling TCP traftic:
the connection request queue and the established connection queue. The separation of
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the two queues is designed to make a system continuously available to systems that are
already connected when a SYN flood occurs while independently handling the deluge
of TCP SYN requests in another. In the event that the DMZ server is ever attacked via
a SYN flood, the second queue may help the system continue to function, keeping
established connections separated and functioning until they are terminated.

The default size of the TCP connection request queue is 1024 connections,
although this can be modified from a minimum of one connection to a maximum of
4,294,967,296 connections. To modify the parameter, use the following configuration
of the ndd(1M) command:

ndd -set /dev/tcp tcp_conn_reqg max_g0 <number>

Here, <number> represents the maximum number of requests to keep in the con-
nection request queue table. It is possible to insert this command into an initialization
file to automatically set this variable in the later stages of system bootstrap.

Another configuration variable worthy of investigation is the
KEYBOARD_ABORT parameter. This variable allows you to disable the keyboard
abort key sequence (also known as Stop-A) from the operating system level. Setting this
variable will not prevent a user from pressing Stop + A during a certain window of the
system boot process. However, when the system has fully booted, this variable will pre-
vent a user from pressing Stop + A to enter the EEPROM.

To set this variable, follow this procedure: In the /etc/default/kbd file, use a text
editor to monitor the following parameter:

#KEYBOARD_ABORT=enable

This will reflect the following configuration:

KEYBOARD_ABORT=disable

One final area of configuration we discuss is that of the OpenBoot parameters.
OpenBoot is the firmware used in EEPROM of Sun systems. For the most part,
OpenBoot is used only to boot the operating system and to ensure the correct han-
dling of some hardware during boot, but it also has features that can make the system
more resistant to attack. These features are the security mode and the security password.

The security-mode parameter can be set to disable the modifying of OpenBoot
parameters without a password. Additionally, security-mode can be set to prevent the
system from being booted without knowledge of the OpenBoot password. The most
ideal configuration is to use the latter type of configuration, although one must evaluate
business requirements before instituting this change.
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To configure the OpenBoot software to require a password to boot the system,
make the following configuration changes. From the OpenBoot command line, execute
the following command to enable password protection:

setenv security-mode full

This command should be followed with the setting of the OpenBoot password. This
can be done with the following command, issued on the OpenBoot command line:

setenv security-password <newpassword>

Here <newpassword> is representative of the desired password for OpenBoot.

To enable only password protection on EEPROM configuration changes, use the
word command in place of the word full. These parameters can also be manipulated from
the command line using the eeprom command on a running Solaris system.

Now that we have discussed manual hardening techniques, let’s discuss a few of the
tools available to do the job for us.

Automated System Hardening

Essentially, automated system hardening involves using a prewritten tool to perform
many if not most of the activities we have just discussed. In the section on auditing file
permissions, we discussed a few of the more basic tools, including COPS,YASSP, and
FixModes. In this section, we mention a couple more and discuss the use of such tools.

All system-hardening tools essentially work the same way. They are downloaded and
placed on the system that is being hardened, they’re unpacked, and if necessary, the
source code written in whatever language is compiled into an executable. Most require
some configuration information prior to execution, which may come in the form of a
flat text file; others might prompt the user for this information when the program is
executed.

Most of these tools are scripts and are interpreted by some shell such as Bourne
Shell, Korn Shell, or Perl. Tools that require compilation are typically written in C;
therefore, a C compiler such as the GNU C Compiler might be needed. It should be
noted that a C compiler it not installed with Solaris, and any C compiler installed on
Solaris systems should minimally be installed with restrictive permissions, such as root
read-write-execute only.

Let’s discuss two of the more advanced system-hardening tools available for Solaris:
Titan and SST.

Titan

Titan 1s a tool authored by Brad Powell, Dan Farmer, and Matthew Archibald. It is not
specific to the Solaris operating system; it might be used on several difterent
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implementations of UNIX. However, it does contain quite a bit of code, written in the
form of modules, which are designed specifically for Solaris.

Titan is a modular program that audits the system at a low level and makes modifi-
cations to the operating system based on the predefined configuration. The most cur-
rent release has features such as the MinimizeOS module, which can be used to pkgrm
unneeded software packages. Titan also disables unneeded services, disables unnecessary
processes, enables BSM, and changes system banners, to name a few other features.

Titan consists of both modules written in C and modules written in shell. It can be
run against a system repeatedly. The designers recommend the use of the program with
other tools, such as COPS, crack, Tiger, and SATAN.

SST

The SST is the Solaris Security Toolkit, also known as the Jumpstart Architecture
Security Scripts (JASS). It is available from the Sun Blueprints portion of Sun
Microsystems and owes much of its heritage to Alex Noordergraaf, Glenn Burnette, and
Keith Watson.You can download it directly from the Sun Blueprints program.

SST is a highly configurable, extensive, flexible tool. It can be run as part of a
Jumpstart configuration, where a Solaris system is installed via the network from
another Solaris system, or it can be used in a standalone configuration. SST’s features
include many of the same features as Titan. It adds other security software to the
system, such as OpenSSH, when used in the recommended configuration.

During the writing of this chapter, the author was also involved with the review of
a forthcoming book from the Sun Blueprints program. The subject of the book is the
Solaris Security Toolkit, and the authors are Alex Noordergraaf and Glenn Burnette.
The book, Securing Systems With the Solaris Security Toolkit, is recommended for anybody
interested in using SST. The book provides in-depth coverage of the toolkit.

When we have completed the hardening process, we still have two issues that
should be addressed. After modifications to the system are complete, we must install,
configure, and put into production the host-based intrusion detection system (HIDS).
This step should be performed at the very end of the hardening process, since any
changes to the system will cause the system to generate an alert. Once we’ve finished
this step, we should conduct performance and stability testing. This can be done with
the Sun Validation Test Suite (SunVTS), of which more information is available at
http://docs.sun.com.
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Designing & Planning...

Host-Based Intrusion Detection System Maintenance

HIDS require periodic maintenance. This is one of the burdens of monitoring
the base of installed software on a system.

You might need to periodically regenerate the checksum database from
which the IDS conducts its checks. This might be required when patches have
been applied to the system, because the checksums of some monitored pro-
grams will likely change. This could also occur in the instance of software
installation, removal, or configuration changes in some files.

Hardening Checklists for
DMZ Servers and Solaris

Use this checklist as a starting point when hardening your Solaris DMZ servers:

®  Has a model or diagram of the host been made?

B [s the host physically secured?

m  Has the host been kept segregated from all networks?

m  Have all the recommended patches been applied?

®m  Has increased logging of system activity been implemented?

®  Are data backups secure from physical access?

B Are data backups secure from being overwritten?

®  Have all remote administration utilities been sufficiently secured?

B Has all unnecessary software been removed?
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®m  Has the system been hardened manually or by using an automated tool?
m  Have all unnecessary services been disabled?
®m  Have all unnecessary processes been disabled?
®m  Has host security been layered using:
®  Role-based access control?
B Granular file access control lists?

B Restrictive environments?

®  Have any additional security-enhancing system variables been set?

®m  Has the firewall rule policy been implemented for the host?

m  Has the HIDS been installed?
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Summary

In this chapter, we discussed the use of DMZ servers and Solaris. We began our discus-
sion with details of the placement of DMZ servers. We examined a Solaris DMZ server
implemented as a host directly behind the router, a host attached to a switch behind the
router, and a cluster configuration attached to a switch behind the router. We came to
the conclusion that configuration is only part of the equation.

In our discussion of firewall rules, we examined rulesets for both the public and
private networks. We asserted that our private network should deny all traffic except for
access to services required for business needs. Our public network configuration gave us
enhanced security by allowing only traffic to the specified services required by both
internal and external users.

We shifted our discussion from network use of Solaris as a DMZ system to building
a Solaris DMZ system. We began with a discussion of selecting the right hardware to
do the job and acquiring a minimum of three network interfaces to perform the job.
We also discussed the benefits of using quad Ethernet cards.

Our hardware discussion was followed by an examination of software selection. We
stated the fact that additional software would be required to provide DMZ services
with a Solaris system, and we briefly mentioned the two popular software packages
FireWall-1 and IPFilter. This discussion was followed with another about selecting high-
availability software to keep a DMZ system available at all times. We examined the
options of FireWall-1, Veritas Cluster Server, and Sun Cluster. Advisement against the
dangerous tendency to place additional network services on the DMZ server and thus
put the integrity of the server at risk was noted.

Configuration design was the subject of our next discussion, in which we examined
several of the software configuration factors to consider in building a secure design. We
examined disk layout, with an emphasis placed on creating a maximum amount of
space for log files. We also looked at increasing log verbosity and the reasons to do so,
such as acquiring legally admissible evidence. Considerations for backup and using
media that is append-only were also noted as desirable.

Regarding configuration design, we also discussed putting the puzzle together by
creating a test implementation of the software. This was done to give us an idea of what
to expect in a default configuration, from which additional design decisions could be
made. We also discussed the importance of using multiple layers of security, including
file access control lists, RBAC, restricted shells, and restrictive environments. The neces-
sity of auditing and checking the permissions of programs that execute with privileges
and automated programs such as COPS,YASSP, and FixModes that do this job for us
also was outlined.
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The discussion of system design ended with building a system model. From our
model, we were able to make decisions about what services we would require, what
services and processes should be disabled, and what security precautions should be
taken to protect the host. Our design created a culmination of all the secure system
details we had previously discussed.

Implementation was the next topic we examined. Our implementation phase
detailed general guidelines to use to preserve the integrity of a host. This included veri-
tying the integrity of media using cryptography, ensuring physical security of the host
so as not to allow unauthorized individuals access to the system, and securing the net-
work side of the host by not connecting it to network resources until the implementa-
tion is complete. In addition, we noted that patch applications should be the final part
of implementation that occurs prior to the hardening process.

We ended the chapter with an examination of the hardening process from both the
manual and automated points of view. Of the manual hardening process, we discussed
steps such as the removal of unnecessary software, disabling of unnecessary services and
processes, and manipulation of miscellaneous configuration variables to enhance host
security. We addressed the automated hardening process from the perspective of avail-
able tools to perform the job for us, including Titan and SST. We completed our imple-
mentation by installing host-based intrusion detection software and a
performance-testing software package available for the host.

Solutions Fast Track

Placement of Servers

M DMZ servers should be placed behind network routers.

M An ideal DMZ server configuration is placing a switch between the network
router and the DMZ server.

M High-availability configurations require the ability to connect multiple systems
to the same network segments.

Firewall Ruleset

M The firewall ruleset is as important as the proper design and configuration of
the networks serviced by the DMZ.
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Private networks should prohibit all network traffic by default and permit
outbound access to systems that service business needs, such as Web proxy
servers, mail servers, and domain name servers.

Public networks should provide access to the required services while not
allowing users to deviate connections to reaching unauthorized ports on
systems in the DMZ.

System Design

4]

4}

Hardware for the job should be evaluated for its expandability, and the proper
hardware for the job such as quad Ethernet cards should be used.

The proper software for the job, including firewall and high-availability
packages, should be selected to provide stable, reliable performance with
minimal impact in the case of a server failure.

It 1s wise to create a test installation of a system to evaluate its default state
prior to implementing the design.

A model should be created of the system design that will serve as a reference
during implementation.

Implementation: The Quick, Dirty Details

4]

The system should be implemented with the express concern of preserving
host integrity. This involves checking media integrity, ensuring physical
security of the host, ensuring network security of the host, and applying the
recommended patch cluster.

The system should be hardened to make it resistant to attacks. This involves
either manually manipulating the operating system to create an attack-resistant
configuration or using an automated tool to do the job.

Host-based intrusion detection software should be installed on the system after
hardening.
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Hardening Checklist for DMZ Servers and Solaris

M All services not specifically required for operation of the DMZ server should
be disabled. This involves auditing the inetd.conf file as well as the
initialization script.

M All processes not specifically required for system operation should be disabled.
This limits exposure to potential attack and lightens the load on system

& resources.

M Additional configuration variables that are not mandatory but might be
helpful in providing a more secure configuration should be evaluated. These
include nonexecutable stacks and EEPROM passwords.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in this chapter
and to assist you with real-life implementation of these concepts. To have your questions
about this chapter answered by the author, browse to www.syngress.com/solutions and
click on the “Ask the Author” form. You will also gain access to thousands of other
FAQs at ITFAQnet.com.

Q: Can multiple DMZ servers exist behind one router?

A: Absolutely. One of the best reasons for putting a switch behind a router is to allow
for growth and distributing-ef:DMZ services to other networks that might be
implemented to distribute the load.

Q: Why should all incoming and outgoing network traftic be prohibited by default on
the private network?

A: The private network typically contains desktop syStemspwhich often have sensitive
h information stored on them. Prohibiting traffi¢c into and ‘out of the network pre-
vents the propagation of some types of worms, such as those that use their own
SMTP engines, and prevents remote access in the event that a desktop system is
compromised via a back door.

P Q: Why is host security focused on at the design stage rather than at the implementa-
tion stage?
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: Making security the basis of design makes the system implementer less apt to miss

details such as increasing auditing, host-based intrusion detection, and fixing file
permissions. Acknowledging these requirements early in design and reviewing them
before implementing also gives the implementer a chance to plug any holes in
design that he or she notices.

: Why is the name server for the private network on the public segment?

: Some domain name service packages are a double-barrel shotgun of vulnerability. In

one barrel, there is the ammunition of protocol problems in DNS that could lead
to it being exploited to deny service or incorrectly resolve domains for users. In the
other barrel, there are the consistent problems of remotely exploitable vulnerabili-
ties that gain the attacker access to the host as the name service daemon user; typi-
cally root. It is better to place the server in a location in which, if it is
compromised, it can only reach certain public systems, rather than it having free
reign of the private network.

. I have securely implemented a test server during the design phase and would like to

implement it into production. Should I do this?

. If the integrity of the host can be trusted beyond the shadow of a doubt, why not?

. I was told never to install a C compiler on a sensitive system, especially one that

services the network. Why is it mentioned in this chapter?

: The belief that a system is more prone to compromise because a C compiler is

installed on the host is a myth. First, an abundance of cheap Sparc hardware is
floating around that an attacker could acquire to precompile nefarious tools.
Second, sufticient access controls on the system will prevent an attacker with reg-
ular user privileges from executing the C compiler. Third and finally, it is possible to
do many if not most of the same things done with a compiler with interpreters
such as Perl.

151

L







Chapter 4

Wireless DMZs

Solutions in this chapter:

Why Do We Need Wireless DMZs?
Designing the Wireless DMZ
Wireless DMZ Examples

‘Wireless LAN Security Best-Practices

Checklist

M Summary

M Solutions Fast Track

M Frequently Asked Questions

153



154 Chapter 4 * Wireless DMZ

Introduction

The basic concept of the DMZ comes from the Korean conflict, which ended in 1953
with an armistice signed by North Korea, China, and the United States. The armistice
terms included the establishment of what would be called the Demilitarized Zone, or
DMZ for short, between North and South Korea to act as a separation—a wide strip of
land where no weapons heavier than an infantry soldier’s machine gun would be
allowed. The intention was to prevent further conflict, since no formal peace resolution
had been reached (and still has not been reached to this day, although North and South
Korea signed a nonaggression treaty in 1991). In short, the DMZ was to keep the
North Koreans in North Korea and out of South Korea. Over time, however, the DMZ
was modified to allow traffic to pass between the two countries, albeit not exactly
freely.

In today’s computer networks, the concept of a DMZ has been borrowed from the
Korean peninsula with the same basic idea: to keep people out of the protected net-
work segment, typically referred to as the private network or the intranet. Typically, how-
ever, a DMZ presents certain network services fo the public network while at the same
time protecting the private network. If all you wanted to do was protect the internal
network, you could easily (and with far less risk and eftort) accomplish this task
through the judicious use of routers and firewalls. The fact that you actually want to
segregate network traffic into two groups is what necessitates the implementation and
use of a DMZ solution. You need your public servers (Web, SMTP, and FTP servers and
the like) to be accessible to the public network but still afforded some basic measure of
protection. By the same token, you want to tightly control who and what type of access
is allowed to enter the private protected network.

So the obvious question at this point might be something like, “How does this have
anything to do with wireless LANSs in the first place? I'd never put any servers on a
wireless LAN segment, so I should not have any issues with wireless LANs and DMZs.”
Therein lies the problem:Too many people consider the wireless LAN (WLAN) to be
just another wired network segment hanging oft their core networks. Figure 4.1 offers
some help understanding how the WLAN is integrated with the LAN in most cases.
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Figure 4.1 Most WLAN Implementations Place the WLAN Inside the Firewall
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So far, so good. However, this still doesn’t explain why WLANSs inside the private net-
work are bad. Moreover, it doesn’t explain just what a WLAN DMZ is or how it
works. That, therefore, is the purpose of this chapter. By the time you have finished
reading this chapter you should have a good understanding of why WLANSs are not be
trusted and should never be considered part of the private internal network. You will
also understand how the standard DMZ can be modified to integrate WLAN support
and protection into its basic design. Lastly, you should gain some basic ideas as to how
you might begin to be able to secure your network from the dangers presented by
WLAN:s while providing your users with the benefits and advantages of wireless net-
working.

NoTE
You will learn how to configure and implement a wireless DMZ in Chapter 11.

www.syngress.com



156

Chapter 4 * Wireless DMZ

Why Do We Need Wireless DMZs?

Why do we need wireless DMZs, or WDMZs, as they are known? That is a valid ques-
tion and a tough one to answer for many people. To understand and believe in the
absolute need for wireless network segments to be not only segmented from the wired
network but protected as well is the foundation of this entire chapter. Perhaps you
already know and accept that WLANSs are inherently insecure. Perhaps you’ve accepted
this fact outright but are unsure as to what makes them insecure or how they can be
secured. Either way, the fact remains: 802.11b WLANS are insecure by their very nature
and design. You can either accept this as fact and hope that no one decides to take
advantage of it on your network, or you can take active steps toward securing your
WLAN and your network as a whole.

In general, attacks on wireless networks fall into four basic categories:

B Passive attacks
m  Active attacks
B Man-in-the-middle attacks

B Jamming attacks

In the next sections, we examine these four categories in some detail to help you get
an idea of what can go wrong with a WLAN. The bottom line is this: WLANSs should
never be trusted and should never be placed inside the trusted, protected network. Thus,
they must naturally be placed in a special form of DMZ: the wireless DMZ.

Passive Attacks on Wireless Networks

A passive attack occurs when someone listens to or eavesdrops on network traffic. Armed
with a wireless network adaptor that supports promiscuous mode and the right soft-
ware, an eavesdropper can capture network traffic for analysis. When the network inter-
face card (NIC) is in promiscuous mode, every packet that goes past the interface is
captured and displayed within the application window. Many tools are available that can
sniff the wireless network, completely unbeknown to the administrator. One of the
more common wireless snifters is AiroPeek, from WildPackets (www.wildpackets.com).

A passive attack on a wireless network might not be malicious in nature. In fact,
many in the war-driving community claim that their war-driving activities are benign
or “educational” in nature.

Wireless communication takes place on unlicensed public frequencies—anyone can
use these frequencies. This makes protecting a wireless network from passive attacks
more difficult. However, by its very definition, a passive attack might not be an attack at
all but merely a reconnaissance mission—information gathering for a future attack.
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The supposed “passive attacker” is merely a bystander. The relative “passivity” of the
interaction completely changes when there is criminal intent to either capture or
change data on a network the user is not explicitly authorized to access.

Passive attacks are, by their very nature, difficult to detect. If an administrator is
using Dynamic Host Configuration Protocol (DHCP) on the wireless network (a prac-
tice that is not recommended), he or she might notice that an unauthorized Media
Access Control (MAC) address has acquired an IP address in the DHCP server logs.
Then again, he or she might not. Perhaps the administrator notices a suspicious-looking
car sporting an antenna out one of its windows.

NoTE

DHCP is not recommended on a WLAN because it makes it just that much
easier for an attacker to gain access to your wired network. If the attacker can
get past the rest of your configured security mechanisms, having a DHCP lease
offered to him or her is just the icing on the cake. Like any guideline or rule,
there are times when you cannot abide by these suggestions, because each
network you support will have different restrictions and requirements.

If the car is parked on private property, the driver could be asked to move or pos-
sibly be charged with trespassing. However, the legal response may be severely limited,
depending on the laws in your jurisdiction. In comparison, circumstances under which
the war driver is susceptible to being charged with a data-related crime depends
entirely on the country or state in which the activity takes place.

Passive attacks on wireless networks are extremely common, almost to the point of
being ubiquitous. Detecting and reporting on wireless networks has become a popular
hobby for many wireless war-driving enthusiasts. In fact, this activity is so popular that a
new term, war plugging, has emerged to describe the behavior of people who actually
want to advertise both the availability of an access point (AP) and the services they
offer by configuring their Service Set Identifiers (SSIDs) with text such as
“Get_food_here!”

War Driving

Most war-driving enthusiasts use a popular freeware program called NetStumbler, avail-
able from www.netstumbler.com. The NetStumbler program works primarily with
wireless network adapters that use the Hermes chipset, because of its ability to detect
multiple APs that are within range and Wired Equivalent Privacy (WEP), among other
features. (A list of supported adapters is available at the NetStumbler Web site.) The
most common card that uses the Hermes chipset for use with NetStumbler is the
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ORiINOCO gold card. Another advantage of the ORINOCO card is that it supports
the addition of an external antenna, which can greatly extend the range at which the
network adapter can detect and interact with a wireless network by many orders of
magnitude, depending on the antenna used.

NoTEe

War drivers often make their own Yagi-type (tubular or cylindrical) antenna.
Instructions for doing so are easy to find on the Internet, and effective
antennas have been made from such items as Pringles potato chip cans.
Another type of antenna that can be easily homemade is the dipole, which is
basically a piece of wire of a length that’s a multiple of the wavelength, cut in
the center and attached to a piece of cable that is connected to the wireless
NIC.

A disadvantage of the Hermes chipset is that it doesn’t support promiscuous mode,
so it cannot be used to sniff network traftic. For that purpose, you need a wireless net-
work adapter that supports the PRISM2 chipset. The majority of wireless network
adapters targeted for the consumer market use this chipset (for example, the Linksys
WPC network adapters). Sophisticated war drivers arm themselves with both types of
cards, one for discovering wireless networks and another for capturing the traffic.

In spite of the fact that NetStumbler is free, it is a sophisticated and feature-rich
product that is excellent for aiding you in performing wireless site surveys, whether for
legitimate purposes or not. Not only can it provide detailed information on the wireless
networks it detects, it can be used in combination with a global positioning system
(GPS) to provide exact details on the latitude and longitude of the detected wireless
networks. NetStumbler displays information on the SSID, the channel, and the manu-
facturer of the wireless AP. There are a few things that are particularly noteworthy about
this session. The first is that a couple of APs are still configured with the default SSID
supplied by the manufacturer, which should always be changed to a nondefault value
upon setup and configuration. Another is that at least one network uses a SSID that
may provide a clue about the entity that has implemented it; again, this is not a good
practice when you're configuring SSIDs. Finally, we can see which of these networks
have implemented WEP.
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WEP is the basic security mechanism that was provided in the original 802.11b
specification from the Institute of Electrical and Electronics Engineers (IEEE). It
is based on the RC4 encryption algorithm, which is not such a bad thing. WEP,
which is available in 64-bit and 128-bit implementations, is weakened by the
use of a 24-bit initialization vector (IV) that increments in a predictable fashion,
thus rendering WEP vulnerable to attack by several readily available cracking
tools. WEP has been improved through the introduction of several newer tech-
nologies, such as LEAP, TKIP, and AES. The Wi-Fi alliance changed the require-
ments to become Wi-Fi certified in late 2002 to include Wireless Protected
Access (WPA), which is a derivative of TKIP and provides for 802.1x port-based
access controls and dynamic WEP keying. We examine LEAP, which also pro-
vides these solutions, in Chapter 11.

If the network administrator has been kind enough to provide a clue about the
company in the SSID or is not encrypting traftic with WEP, the potential eaves-
dropper’s job is made a lot easier. Using a tool such as NetStumbler is only a prelimi-
nary step for the attacker. After discovering the SSID and other information, the
attacker can connect to the wireless network to snift and capture network traftic. This
network traffic can reveal a great deal of information about the network and the com-
pany that uses it.

For example, looking at the network traffic, the attacker can determine what
Domain Network Service (DNS) servers are being used, the default home pages con-
figured on browsers, network names, logon traftic, and so on.The attacker can use this
information to determine if the network is of sufficient interest to proceed further with
other attacks. Furthermore, if the network is using WEP, the attacker can, given enough
time and the right tools, capture a sufficient amount of traffic to crack the encryption.

NetStumbler works on networks that are configured as open systems. This means that
the wireless network indicates it exists and will respond with the value of its SSID to
other wireless devices when they send out a radio beacon with an “empty set” SSID.
This does not mean that the wireless network can be easily compromised, if other secu-
rity measures have been implemented.

To defend against the use of NetStumbler and other programs to easily detect a
wireless network, administrators should configure the wireless network as a closed system.
This means that the AP will not respond to “empty set” SSID beacons and will conse-
quently be “invisible” to programs such as NetStumbler, which rely on this technique
to discover wireless networks. However, it is still possible to capture the “raw” 802.11b
frames and decode them through the use of programs such as ethereal and WildPacket’s
AiroPeek to determine this information. RF spectrum analyzers can be used to discover
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the presence of wireless networks. Notwithstanding this weakness of closed systems, you
should choose wireless APs that support this feature.

Sniffing

Originally conceived as a legitimate network and traffic analysis tool, sniffing remains
one of the most eftective techniques in attacking a wireless network, whether it’s to
map the network as part of a target reconnaissance, to grab passwords, or to capture
unencrypted data.

Sniffing 1s the electronic form of eavesdropping on the communications that com-
puters transmit across networks. In early networks, the equipment that connected
machines together allowed every machine on the network to see the traftic of all
others. These devices, repeaters and hubs, were very successful for getting machines
connected, but they allowed an attacker easy access to all traftic on the network because
the attacker only needed to connect to one point to see the entire network’s traffic.

Wireless networks function very similarly to the original repeaters and hubs. Every
communication across the wireless network is viewable to anyone who happens to be
listening to the network. In fact, the person who is listening does not even need to be
associated with the network in order to snift!

The hacker has many tools available to attack and monitor a wireless network. A
few of these tools are AiroPeck for Windows, Ethereal (www.ethereal.com) for
Windows, UNIX or Linux and TCPDump or ngrep (http://ngrep.sourceforg.net) in a
UNIX or Linux environment. These tools work well for sniffing both wired and wire-
less networks.

All these software packages function by putting your network card in what is called
promiscuous mode. If the attacker is able to acquire a WEP key, he or she can then utilize
features within AiroPeek and Ethereal to decrypt either live or post-capture data.

Active Attacks on Wireless Networks

Once an attacker has gained sufficient information from the passive attack, the hacker
can then launch an active attack against the network. There is a potentially large
number of active attacks that a hacker can launch against a wireless network. For the
most part, these attacks are identical to the kinds of active attacks that are encountered
on wired networks. These include, but are not limited to, unauthorized access, spoofing,
DoS, and flooding attacks as well as the introduction of malware (malicious software)
and the theft of devices.

With the rise in popularity of wireless networks, new variations of traditional
attacks specific to wireless networks have emerged along with specific terms to describe
them, such as drive-by spamming., in which a spammer sends out tens or hundreds of
thousands of spam messages using a compromised wireless network.
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Because of the nature of wireless networks and the weaknesses of WEP, unautho-
rized access and spoofing are the most common threats to wireless networks. Spoofing
occurs when an attacker is able to use an unauthorized station to impersonate an
authorized station on a wireless network. A common way to protect a wireless network
against unauthorized access is to use MAC filtering to allow only clients that possess
valid MAC addresses access to the wireless network. The list of allowable MAC
addresses can be configured on the AP, or it may be configured on a RADIUS server
with which the AP communicates.

However, regardless of the technique used to implement MAC filtering, it is a rela-
tively easy matter to change the MAC address of a wireless device through software, to
impersonate a valid station. In Windows, this is accomplished with a simple edit of the
Registry and in UNIX through a root shell command. (You can learn more on how
this is done in Windows by reading the tutorial located at
www.techrepublic.com/article jhtml?1d=t01820021125WCS01.htm.) MAC addresses
are sent in the clear on wireless networks, so it is also a relatively easy matter to discover
authorized addresses.

WEP can be implemented to provide more protection against authentication
spoofing through the use of shared-key authentication. However, as we discussed earlier,
shared-key authentication creates an additional vulnerability. Because shared-key
authentication makes visible both a plaintext challenge and the resulting ciphertext ver-
sion of it, it 1s possible to use this information to spoof authentication to a closed net-
work.

Once the attacker has authenticated and associated with the wireless network, he or
she can then run port scans, use special tools to dump user lists and passwords, imper-
sonate users, connect to shares, and, in general, create havoc on the network through
DoS and flooding attacks. These DoS attacks can be traditional in nature, such as a ping
flood, SYN, fragment, or DDoS attacks, or they can be specific to wireless networks
through the placement and use of rogue access points to prevent wireless traftic from
being forwarded properly (similar to the practice of router spoofing on wired net-
works).

Spoofing (Interception) and Unauthorized Access

The combination of weaknesses in WEP and the nature of wireless transmission has
highlighted the art of spoofing as a real threat to wireless network security. Some well-
publicized weaknesses in user authentication using WEP have made authentication
spoofing just one of an equally well-tested number of exploits by attackers.

One definition of spoofing is an attacker’s ability to trick the network equipment
into thinking that the address from which a connection is coming is one of the valid
and allowed machines from its network. Attackers can accomplish this goal in several
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ways, the easiest of which is to simply redefine the MAC address of the attacker’s wire-
less or network card to be a valid MAC address. This can be accomplished in Windows
through a simple Registry edit. Several wireless providers also have an option to define
the MAC address for each wireless connection from within the client manager applica-
tion that is provided with the interface.

There are several reasons that an attacker would spoof. If the network allows only
valid interfaces through MAC or IP address filtering, an attacker would need to deter-
mine a valid MAC or IP address to be able to communicate on the network. Once that
is accomplished, the attacker could then reprogram his interface with that information,
allowing him to connect to the network by impersonating a valid machine.

IEEE 802.11 networks introduce a new form of spoofing: authentication spoofing.
As described in their paper, Intercepting Mobile Communications: The Insecurities of 802.11,
authors Borisov, Goldberg, and Wagner identified a way to utilize weaknesses within
WEP and the authentication process to spoof authentication into a closed network. The
process of authentication, as defined by IEEE 802.11, is very simple. In a shared-key
configuration, the AP sends out a 128-byte random string in a cleartext message to the
workstation that is attempting to authenticate. The workstation then encrypts the mes-
sage with the shared key and returns the encrypted message to the AP. If the message
matches what the AP is expecting, the workstation is authenticated onto the network
and access is allowed.

As described in the paper, if an attacker has knowledge of both the original plain-
text and ciphertext messages, it is possible to create a forged encrypted message. By
snifting the wireless network, an attacker is able to accumulate many authentication
requests, each of which includes the original plaintext message and the returned cipher-
text-encrypted reply. From this, the attacker can easily identify the keystream used to
encrypt the response message. The attacker could then use it to forge an authentication
message that the AP will accept as a proper authentication.

The wireless hacker does not need many complex tools to succeed in spoofing a
MAC address. In many cases, these changes are either features of the wireless manufac-
turers or can be easily changed through a Windows Registry modification or through
Linux system utilities. Once a valid MAC address is identified, the attacker needs only
to reconfigure his device to trick the AP into thinking he is a valid user.

The ability to forge authentication onto a wireless network 1s a complex process.
No oft-the-shelf packages that provide these services are available. Attackers need to
either create their own tool or take the time to decrypt the secret key by using
AirSnort or WEPCrack.

If the attacker is using Windows 2000 and his network card supports reconfiguring
the MAC address, there is another way to reconfigure this information. A card sup-
porting this feature can be changed through the System Control Panel.
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Once the attacker is utilizing a valid MAC address, he is able to access any resource
available from the wireless network. If WEP is enabled, the attacker will have to either
identify the WEP secret key or capture the key through malware or by stealing the
user’s notebook.

Designing & Planning...

MAC Spoofing

For some time after it was introduced into production access points, admin-
istrators actually believed that MAC filtering was an effective solution on its
own without using WEP or any other solutions. Taking that train of thought
one step further, many administrators actually believed it was more secure
to use only MAC filtering for security on their wireless networks. As they
found out shortly thereafter, nothing could be further from the truth. To get
an idea of its rightful place in the wireless security arena, let's look at two
scenarios in which MAC filtering is being used.

The first scenario involves a small three-node wireless network that you
have established in your house to allow your children’s computers access to
your cable modem connection as well as allowing you to work on your
portable computer on the back deck—all without having to run CAT5 cable
around the house to various locations. You have implemented MAC filtering
but not WEP on your AP. Are you completely secure? Not at all. Are you
secure enough? It depends on your interpretation of secure. Let’s say now
that you have implemented WEP as well on your small home network. Now
are you secure? Yes. Why? It's unlikely that someone will park themselves in
your driveway or otherwise close enough to your house for a long enough
period of time (this could be several days in a small network, several hours
in a large network) to capture enough traffic to crack your WEP key. In this
case, you have put together a fairly effective protective mechanism to keep
casual war drivers and most script kiddies off your wireless network, not to
mention your next-door neighbor who simply wants to ride on your cable
modem’s bandwidth for a while.

Now consider the scenario in which you are building a large enterprise
wireless network for a hospital. Not only do you need to provide wireless
access in a large portion of the hospital building itself, but you also need to
provide wireless network access to a small outpatient building 500 yards
away from the main hospital building. Would you rely on only MAC filtering
to ensure security in this case? Probably not. Just the same, you will prob-
ably be looking for a more robust and secure authentication and
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authorization mechanism than WEP, such as LEAP with a RADIUS server, to
protect the network transmissions themselves.

The moral of this discussion is, if you rely on simple protective mea-
sures to keep your wireless network secure, it will be just that much simpler
for an attacker to break through your plan and gain access to your wired
network. In short, use every possible means at your disposal to secure wire-
less networks without adding undue management traffic that causes the
wireless network to be a nonviable solution. Also consider the use of wire-
less DMZs and VLANs to further segregate wireless traffic from your pro-
tected and trusted network backbone.

Denial of Service and Flooding Attacks

The nature of wireless transmission, and especially the use of spread-spectrum tech-
nology, makes a wireless network especially vulnerable to DoS attacks. The equipment
needed to launch such an attack is freely available and very aftordable. In fact, many
homes and offices contain the equipment that is necessary to deny service to their
wireless networks.

A DoS occurs when an attacker has engaged most of the resources a host or net-
work has available, rendering that host or network unavailable to legitimate users. One
of the original DoS attacks is known as a ping flood. A ping flood utilizes misconfigured
equipment along with bad “features” within TCP/IP to cause a large number of hosts
or devices to send an ICMP echo (ping) to a specified target. When the attack occurs,
it tends to use a large portion of the resources of both the network connection and the
host being attacked. This makes it very difficult for valid end users to access the host for
normal business purposes.

In a wireless network, several events can cause a similar disruption of service.
Probably the easiest way to do this is through a conflict within the wireless spectrum,
caused by difterent devices attempting to use the same frequency. Many new wireless
telephones use the same frequency as 802.11 networks. Through either intentional or
unintentional uses of another device that uses the 2.4GHz frequency, a simple tele-
phone call could prevent all wireless users from accessing the network.

Another possible attack would be through a massive number of invalid (or valid)
authentication requests. If the AP is tied up with thousands of spoofed authentication
attempts, authorized users attempting to authenticate themselves would have major dif-
ficulties in acquiring a valid session.

As demonstrated earlier, the attacker has many tools available to hijack network
connections. If a hacker is able to spoof the machines of a wireless network into
thinking that the attacker’s machine is their default gateway, not only will the attacker
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be able to intercept all traftic destined for the wired network—he would also be able to
prevent any of the wireless network machines from accessing the wired network. To do
this, the hacker needs only to spoof the AP and not forward connections to the end
destination, preventing all wireless users from performing valid wireless activities.

Not much effort is needed to create a wireless DoS. In fact, many users create these
situations with the equipment found within their homes or offices. In a small apartment
building, you could find several APs as well as many wireless telephones, all of which
transmit on the same frequency. It would be easy for these users to inadvertently create
DoS attacks on their own networks as well as on those of their neighbors.

A hacker who wants to launch a DoS attack against a network with a flood of
authentication strings will in most cases not even need to be a highly skilled pro-
grammer. Many tools are available to create this type of attack, so even the most
unskilled of black hats, the script kiddie, can launch one with little or no knowledge of
how it works or why.

Many apartments and older office buildings do not come prewired for the high-
tech networks in use today. To add to the problem, if many individuals are setting up
their own wireless networks without coordinating the installations, many problems can
occur that will be difficult to detect.

Only a limited number of frequencies are available to 802.11 networks. In fact,
once the frequency is chosen, it does not change until it’s manually reconfigured.
Considering these problems, it is not hard to imagine the following situation occurring.

Let’s say that a person purchases a wireless AP and several network cards for his
home network. When he gets home to his apartment and configures his network, he is
extremely happy with how well wireless networking actually works. Then, suddenly
none of the machines on the wireless network are able to communicate. He phones the
tech support line of the vendor that made the device. After waiting on hold for 45
minutes to get through, he finds that the network has magically started working again,
so he hangs up.

Later that week, the same problem occurs, except that this time he decides to wait
on hold when he phones the vendor. While waiting, he goes onto his porch and begins
discussing his frustration with his neighbor. During the conversation, his neighbor’ kids
come out and say that their wireless network 1s not working.

So they begin to do a few tests (while still waiting on hold, of course). First, the
man’s neighbor turns off his AP (which is usually oft unless the kids are online, to “pro-
tect” their network). When this is done, the original person’s wireless network starts
working again. Then they turn on the neighbor’s AP again and the first man’s network
stops working again.

At this point, a tech support rep finally answers and the caller describes what has
happened. The tech support representative has seen this situation several times and
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informs the user that he will need to change the frequency used in the device to
another channel. He explains that the neighbor’s network is utilizing the same channel,
causing the two networks to conflict. Once the caller changes the frequency, everything
starts working properly.

Man-in-the-Middle Attacks on Wireless Networks

Placing a rogue AP within range of wireless stations is a wireless-specific variation of a
man-in-the-middle attack. If the attacker knows the SSID in use by the network
(which, as we have seen, is easily discoverable) and the rogue AP has enough strength,
wireless users will have no way of knowing that they are connecting to an unautho-
rized AP.

Using a rogue AP, an attacker can gain valuable information about the wireless net-
work, such as authentication requests, the secret key that is in use, and so on. Often, the
attacker will set up a laptop with two wireless adapters, in which one card is used by
the rogue AP and the other is used to forward requests through a wireless bridge to the
legitimate AP. With a sufficiently strong antenna, the rogue AP does not have to be
located in close proximity to the legitimate AP.

For example, the attacker can run the rogue AP from a car or van parked some dis-
tance away from the building. However, it is also common to set up hidden rogue APs
(under desks, in closets, etc.) close to and within the same physical area as the legitimate
AP Because of their virtually undetectable nature, the only defense against rogue APs is
vigilance through frequent site surveys (using tools such as AirMagnet, NetStumbler,
and AiroPeek,), visual site inspections, and physical security.

Frequent site surveys also have the advantage of uncovering the unauthorized APs
that company staft members might have set up in their own work areas, thereby com-
promising the entire network and completely undoing the hard work that went into
securing the network in the first place. This is usually done with no malicious intent
but for the convenience of the user, who might want to be able to connect to the net-
work via his or her laptop in meeting rooms, break rooms, or other areas that don’t
have wired outlets. Even if your company does not use or plan to use a wireless net-
work, you should consider doing regular wireless site surveys to see if someone has vio-
lated your company security policy by placing an unauthorized AP on the network,
regardless of their intent.

Network Hijacking and Modification

Numerous techniques are available for an attacker to “hijack” a wireless network or ses-
sion. However, unlike some attacks, network and security administrators might be
unable to tell the difference between the hijacker and a legitimate “passenger.”
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Many tools are available to the network hijacker. These tools are based on basic
implementation issues within almost every network device available today. As TCP/IP
traffic goes through switches, routers, and APs, each device looks at the destination IP
address and compares it with the IP addresses it knows to be local. If the address is not
in the table, the device hands the packet off to its default gateway.

This table is used to coordinate the IP address with the MAC addresses that are
known to be local to the device. In many situations, this list is a dynamic one that is
built up from traffic that is passing through the device and through Address Resolution
Protocol (ARP) notifications from new devices joining the network. There is no
authentication or verification that the request received by the device is valid. Thus a
malicious user is able to send messages to routing devices and APs stating that his MAC
address is associated with a known IP address. From then on, all traffic that goes
through that router destined for the hijacked IP address will be handed off to the
hacker’s machine.

If the attacker spoofs as the default gateway or a specific host on the network, all
machines trying to get to the network or the spoofed machine will connect to the
attacker’s machine instead of the gateway or host to which they intended to connect. If
the attacker is clever, he will only use this machine to identify passwords and other nec-
essary information, and he’ll route the rest of the traffic to the intended recipients. If he
does this, the end users will have no idea that this “man in the middle” has intercepted
their communications and compromised their passwords and information.

Another clever attack can be accomplished through the use of rogue APs. If the
attacker is able to put together an AP with enough strength, the end users might not be
able to tell which AP is the authorized one that they should be using. In fact, most will
not even know that another is available. Using this technique, the attacker is able to
receive authentication requests and information from the end workstation regarding the
secret key and where they are attempting to connect.

These rogue APs can also be used to attempt to break into more tightly configured
wireless APs. Utilizing tools such as AirSnort and WEPCrack requires a large amount of
data to decrypt the secret key. A hacker sitting in a car in front of your house or office
is noticeable and thus will generally not have enough time to finish acquiring sufticient
information to break the key. However, if the attacker installs a tiny, easily hidden
machine in an inconspicuous location, this machine could sit there long enough to
break the key and possibly act as an external AP into the wireless network it has
hacked.

Attackers who want to spoof more than their MAC addresses have several tools
available. Most of these tools are for use in a UNIX environment and can be found
through a simple search for ARP spoof at http://packetstormsecurity.com. With these
tools, the hacker can easily trick all machines on the wireless network into thinking
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that the hacker’s machine is another machine on the network. Through simple sniffing
on the network, an attacker can determine which machines are in high use by the
workstations on the network. If the attacker then spoofs the address of one of these
machines, the attacker might be able to intercept much of the legitimate traftic on the
network.

AirSnort and WEPCrack are freely available. It would take additional resources to
build a rogue AP, but these tools will run from any Linux machine. Once an attacker
has identified a network for attack and spoofed his MAC address to become a valid
member of the network, the attacker can gain further information that is not available
through simple sniffing.

By just ARP spoofing the connection with the AP to be that of the host from
which the attacker wants to steal the passwords, the attacker can cause all wireless users
who are attempting to SSH into the host to connect to the rogue machine instead.
When these users attempt to sign on with their passwords, the attacker is then able to,
first, receive their passwords, and second, pass on the connection to the real end destina-
tion. If the attacker does not perform the second step, it will increase the likelihood that
the attack will be noticed, because users will begin to complain that they are unable to
connect to the host.

Jamming Attacks

The last type of attack is the jamming attack. This is a fairly simple attack to pull oft and
can be done using readily available, oft-the-shelf radio frequency (RF) testing tools
(although they were not necessarily designed to perform this function). Whereas hackers
who want to get information from your network would use other passive and active types
of attacks to accomplish their goals, attackers who just want to disrupt your network com-
munications or even shut down a wireless network can jam you without ever being seen.
The process of jamming a wireless LAN is similar in many ways to the way a DoS attack
would target a network; the difference is that in the case of the wireless network, the attack
can be carried out by one person with an overpowering RF signal. This attack can be car-
ried out using any number of products, but the easiest way is with a high-powered RF
signal generator, readily available from various vendors.

A jamming attack is sometimes the most difficult type of attack to prevent because
the attacker does not need to gain access to your network. He or she can sit in your
parking lot or even further away, depending on the power output of their jamming
device.You might be able to readily determine the fact that you are being jammed, but
you could find yourself hard-pressed to solve the problem. Indications of a jamming
attack include clients’ inability to connect to APs suddenly where there was previously
no problem.

The problem will be evident across all or most of your clients (the ones within the
range of the RF jamming device), even though your APs are operating properly.
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Jamming attacks are sometimes used as the prelude to further attacks. One possible
example includes jamming the wireless network, thereby forcing clients to lose their
connections with authorized APs. In this time, one or rogue APs can be made available
operating at a higher power than the authorized APs. When the jamming attack is
stopped, the clients will tend to associate back to the AP that is presenting the strongest
signal. Now the attacker owns all the network clients attached to his rogue APs. The
attack continues from there.

In some cases RF jamming is not always intentional and could be the result of
other, nonhostile sources such as a nearby communications tower or another WLAN
that is operating in the same frequency range. Baby monitors, cordless telephones,
microwave ovens, and many other consumer products may also be sources of interfer-
ence.

You can take some comfort in knowing the fact that although a jamming attack is
easy and inexpensive to pull off, it is not the preferred means of attack. For most
hackers, the only real victory with a jamming attack is temporarily taking your wireless
network offline.

Designing the Wireless DMZ

By now you should have an understanding of why the WLAN needs to be segregated
from the wired segment. But you might not have an idea of how to create this separa-
tion. Enter the WLAN DMZ—a special breed of DMZ that can actually take on many
torms, unlike the traditional DMZ implemented for all-wired segments of the network.
When creating a DMZ for a traditional wired network, you typically have routers and
firewalls that examine traffic for several items, including the following:

®m  Destination port Is the destination port an allowable port? For example,
port 80 would typically be allowable because it is the default port for HTTP
connections. On the other hand, you might be blocking connections to port
21 if you are not providing FTP services.

®  Source IP address A common attack from the public side of the network
involves spoofing the source IP address of inbound traftic. Most firewalls and
routers today can be configured to drop these specially crafted packets at the
borders of an organization. As well, you may configure internal routers and
firewalls to disallow outbound traftic that does not have a valid source 1P
address matching that in use in your network. This can prevent the spread of
attacks, specifically DoS attacks.
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®  Destination IP address In some cases, routers and firewalls may be config-
ured to drop all packets that are not sent to valid internal IP addresses, espe-
cially in cases where the packet is being sent to a network broadcast address.

B Packet data. Many forms of attacks can be detected by certain routers and
firewalls through analysis of the payload and the data contained within each
packet. This not only prevents unauthorized users from gaining access to your
protected network—it also adds another layer of security by keeping many
forms of attacks from succeeding.

This short list is by no means all inclusive; it merely presents some of the more typ-
ical functions that are performed by the devices that make up the DMZ. But how does
this apply to the unique problems presented by the WLAN? With the WLAN, you
have an entirely different problem to cope with that you don’t often have to worry
about with wired segments: access. The ability to freely gain access to a wireless seg-
ment of a network and then subsequently gain access to the wired segment is the
problem here. So the issue of creating a form of DMZ for the WLAN actually begins
with controlling access to that WLAN. The reality is, however, that you can’t easily do
such a thing—at least not by the standards in place with wired segments.

In a wired network, you can take great strides toward preventing unauthorized
clients from joining the network by performing actions such as placing switches in
locked wiring closets, disabling unused ports on switches, and hiding away the bulk of
the network infrastructure from prying eyes. True, these steps will not prevent a dedi-
cated individual from finding a way to gain access, but they go a long way toward stop-
ping them or making their job more difficult. With a wireless network, you can’t really
perform any of these actions—after all, someone need only be within range of your AP
to begin the process of authenticating and subsequently associating with that AP. Once
this has been accomplished, they can begin to run free on your entire network.

Designing & Planning...

“It Didn't Have WEP Enabled
Because We Didn’t Install It”

Earlier this year | heard a network administrator (whose name shall be with-
held to protect the guilty) utter these very words about a Linksys AP that
had been placed in one of his buildings. The organization in question cer-
tainly had enough funding to acquire an enterprise-quality AP, such as one
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of the great models made by Cisco, ORINOCO, or Symbol. The hole in the
company’s 5000+ node Class B network, however, was caused by a $100
Linksys AP that a user had placed in the building without authorization or
knowledge as to how to secure the AP using either WEP or MAC filtering,
which would have at least been a little better than placing it in operation
with the factory-default settings in place, as | found it.

This problem is not confined to this particular organization. Users
everywhere are seeing the power and flexibility that can be gained from
WLANSs. Unfortunately, users rarely stop to think about the problems their
impromptu office improvements can bring about. What's even more trou-
bling is that admins like the one | dealt with either don’t understand the
problems associated with WLANs or don’t believe in them. After mapping
out his network for this particular network admin, | think | was able to help
him out along those lines.

So the reality that sets WLAN DMZs apart from every other DMZ configuration is
that they not only have to provide all the traftic segmentation and protection that stan-
dard wired network DMZs provide, they also must control access. This calls for a dif-
terent approach and different hardware than are typically used in DMZ
implementations, as we see in the next section.

Wireless DMZ Components

With the challenges presented by WLANS, it comes as no surprise that the standard
DMZ arrangement won'’t provide the required results. Figure 4.2 shows a simplified
version of what was previously shown in Figure 4.1.This depicts one of two standard

DMZ arrangements in which the firewall provides three interfaces: public, private, and
DMZ.

Figure 4.2 One Example of a Typical DMZ Arrangement
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Unfortunately, this arrangement does not satisty the requirement to limit traffic on
the WLAN by controlling access to that WLAN itself. As previously discussed, another
solution is needed—one that authenticates users and validates their privilege to access
the WLAN (and thus the entire network) in the first place. Remember that no WLAN
should ever be considered as secure as a wired LAN segment. With that knowledge, let’s
now examine some of the basic components that can be used to create the WLAN
DMZ.

Access Points

Of course, it’s no surprise that an AP is one of two items that forms the backbone of
the WLAN. When it comes to choosing an AP, however, you have a multitude of
choices, each presenting different benefits and costs. Do you pick the $100 AP that
offers basic functionality, including MAC filtering and support for WEP, or do you pick
the $600 AP that ofters more advanced WLAN security functions, such as 802.1x port-
based access control, RADIUS pass-through, and perhaps other features as well? This
choice, like all network purchases, should be about more than just the monetary cost
involved. Furthermore, the AP you choose should be complementary to the wireless
network adapter you choose—meaning that if you opt for a more powerful and
advanced AP, you should consider acquiring and using network adapters that can take
advantage of the often vendor-specific features provided in the AP.

In simple terms, an AP is a Layer 2 device that serves as an interface between the
wireless network and the wired network. APs are the wireless networking equivalent of
a standard Ethernet hub in that they allow multiple clients using the same network
technology to access the core network with a shared amount of bandwidth available to
all clients. What sets the AP apart from its less advanced hub brethren is its ability to
carry out many other additional functions—functions that will become important to
creating your complete solution.

Network Adapters

The second piece of the puzzle is the network adapter. This, again, should be no big
surprise, since you require the proper wireless network adapter to make the connection
to begin with. As with the AP, the type of network adapter you choose will determine
the types of security solution you can implement.

For example, let’s suppose that you decided to use the Cisco Aironet AP 1100 with
Cisco Aironet 352 network adapters and the Cisco Aironet Client Utility (ACU) soft-
ware on the client computers. Using this arrangement, you could increase your security
by taking advantage of Lightweight Extensible Authentication Protocol (LEAP), which
provides strong authentication and traftic encryption without the problems associated
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with WEP. In Chapter 11, we examine how this combination of hardware and solutions
can be used to provide increased security.

RADIUS Servers

RADIUS servers provide network users what’s known as AAA: authentication, autho-
rization, and accounting. In short, RADIUS servers are used on the back end of the
network to provide a flexible and scalable system to authenticate users attempting to
access network services. Originally developed for dial-in access using modems,
RADIUS has proven flexible and powerful enough to handle authentication of users
through various other connection means, including those attempting to make wireless
connections to your network.

When RADIUS servers are combined with 802.1x port-based access control on
APs, users are eftectively prevented from accessing the network past the AP until they
have been authorized against the RADIUS database. LEAP, discussed previously, takes
advantage of 802.1x port-based access controls to further increase the security of the
wireless and wired network. The RADIUS server performs the critical task of verifying
that the user is authorized to gain access to the network through either an internal
(native) database or by using the domain database (Active Directory).

NoTEe

RADIUS is defined in RFC 2865. The behavior of RADIUS with EAP authentica-
tion is defined in RFC 2869. RFC can be searched and viewed online at
www.rfc-editor.org. 802.1x is defined by the IEEE in the document located at
http://standards.ieee.org/getieee802/download/802.1X-2001.pdf.

Enterprise Wireless Gateways and
Wireless Gateways

The enterprise wireless gateway (EWG) 1s a relatively new piece of hardware that has
only recently begun to appear on the market. Driven by the uniquely special needs pre-
sented by WLANSs and their security, the EWG was created to provide enhanced secu-
rity and management. An EWG is a specially designed and built hardware device that
performs several key functions in one unit:

®  Router EWGs have at least two Ethernet interfaces, one for the wireless seg-
ment and at least one for the wired segment. Many also offer additional
failover interfaces for the wired segment. An EWG can also make certain that
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packets traversing the network destined for other subnets get to their intended
source.

®m  Firewall Many of the EWGs currently on the market offer firewall-like ser-
vices by providing stateful inspection of all traftic passing through them.

® VPN server Most EWGs typically provide VPN support, allowing clients to
create VPN connections to the EWG (and thus the wired segment). They sup-
port IPSec, L2TP, and PPTP as well as RADIUS authentication for larger
implementation.

The EWG is placed between the AP segment and the wired segment to control
network access from the WLAN, as discussed in the next section.

Firewalls and Screening Routers

Firewalls and screening routers can still play a role in creating and implementing the
WLAN DMZ.They provide the same protection and support that they would in a
strictly wired network but are not enough by themselves to account for the various
security concerns associated with the WLAN. This is due to the fact that firewalls and
screening routers are devices primarily used for traffic filtering via user authentication.
When used together with a well-crafted WLAN DMZ security solution, they still have
a useful purpose.

Other Segmentation Devices

Although they will not be discussed here, there are several other segmentation devices
that you should be aware of for use in controlling both traftic and access to your net-
work. This list is presented here in the interests of making our discussion more com-
plete. All these devices (and many more) can be used to segment portions of your
network:

m  SSH2 servers
®m VPN servers
m  Virtual LANs (VLANE)

®m  Layer 3 switches

Wireless DMZ Examples

Armed with a brief introduction to the pieces that make up the wireless DMZ, let’s
examine a few different scenarios that you could implement for your network.
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Figure 4.3 shows an example arrangement that could be used to provide RADIUS

authentication for wireless clients attempting to gain access to your network. In this

example, both the wireless network adapter and the AP are Cisco products that support
the use of LEAP. (We discuss LEAP in more detail in Chapter 11.) The process by
which the client gains access to the network is outlined here briefly and explained in

significantly more detail in Chapter 11.

1. The client computer requests to associate with the AP.

2.

work segment.

The AP, using 802.1x port access controls, blocks all access to the wired net-

The user performs LEAP authentication to the RADIUS server using the

required credentials. This process involves the RADIUS server and the client

performing mutual authentication. After this

is done, the RADIUS server

dynamically generates the Unicast session WEP key that will be used to secure

the connection.

The RADIUS server then delivers this dynamic Unicast WEP key to the AP.

The AP also encrypts the broadcast key with the Unicast key and sends it to

The client and the AP use the dynamic WEP key to securely communicate,

and the client is now associated with the AP. If required, a DHCP lease will be

4.

the client.
5.

granted to the wireless client.
6.

work.

Figure 4.3 Using RADIUS to Authenticate Users

The client now securely accesses resources on the wired segment of the net-
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Figure 4.4 shows an example of how you might use a simple wireless gateway such
as Reef Edge Dolphin to provide authentication and security through an IPSec VPN
tunnel, if required. In this scenario, the wireless clients authenticate against the internal
database of the Dolphin server, creating a VPN tunnel if desired.

1.
2.

AL

The client computer associates with the AP.

The wireless gateway (Dolphin) blocks access to the wired network pending
successful user authentication against its internal database.

The user authenticates to the Dolphin server.
If required, a DHCP lease will be granted to the wireless client.
If desired, a VPN tunnel is constructed to secure traffic.

The client now accesses resources on the wired segment of the network.

Figure 4.4 Using a Simple Wireless Gateway to Authenticate Users
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client Dolphin
server
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Figure 4.5 shows an overview of how you might implement an EWG on your net-
work to provide security for the wireless segment. In this scenario, the wireless clients
authenticate against a RADIUS server with the added benefit of a VPN tunnel being
constructed by the EWG to further secure the traffic.

1.
2.

The client computer associates with the AP.

The client computer creates a VPN tunnel with the EWG.
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3. The user performs authentication to the RADIUS server using the required
credentials. The EWG acts as an authenticator (a go-between for the client
and the RADIUS server).

4. The RADIUS server and the client authenticate per the VPN protocol being
used.

5. If required, a DHCP lease will be granted to the wireless client.

6. A VPN tunnel is constructed between the client and the EWG in which to
securely pass traffic.

7. The client now securely accesses resources on the wired segment of the net-
work.

Figure 4.5 Using an Enterprise Wireless Gateway to Control Access
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By now, you might be thinking that none of these solutions looks anything like a
DMZ. That might be true, but appearances can be deceiving. Remember that the pur-
pose of the DMZ is to keep unwanted (and potentially unsafe) traftic out of the pro-
tected internal network. All these solutions offer this capability by controlling access to
your wireless network.
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Wireless LAN Security
Best-Practices Checklist

Although the primary focus here is the implementation of DMZ configurations, there
are several other “best practices” that you can implement to further increase the security
of your WLAN design. In recent months, the practice of implementing wireless net-
works has become somewhat routine to many administrators. Unfortunately, there is
nothing routine about any network design and implementation. Administrators who
want to implement wireless networks should exercise due care and diligence by
becoming as familiar as possible with operation and vulnerabilities of wireless networks
and all the available counter-measures for defending them.

Even though many currently implemented wireless networks support a wide range
of features that can potentially be enabled, the sad fact is that most administrators do
not use them. The media is full of reports of the informal results of site surveys con-
ducted by war drivers. These reports provide worrisome information—for example, that
most wireless networks are not using WEP and that many wireless networks are using
default SSIDs, not to mention the advanced DMZ and VPN solutions we have outlined
here briefly. Many of these networks are located in technology-rich areas, such as
Silicon Valley, where you would think people would know better, making the informa-
tion a potential source of serious concern.

There is really no excuse for failing to minimize the security threats created by
wireless networks through the implementation of security features that are available on
most wireless networks. The following checklist is a summary of common best practices
that could be employed on many current or future wireless networks:

m  Carefully review the available security features of wireless devices to see if they
tulfill your security requirements. The 802.11 and Wi-Fi standards specify only
a subset of features that are available on a wide range of devices. Over and
above these standards, supported features vary widely; this is where the DMZ
or the VPN comes into play.

B At a minimum, wireless access points and network adapters should support
firmware updates, 128-bit WEP, MAC filtering, and the disabling of SSID
broadcasts.

B Wireless vendors are continually addressing the security weaknesses of wireless
networks. Check the wireless vendors’ Web sites frequently for firmware
updates and apply them to all wireless devices. You can leave your network
exposed if you fail to update even one device with the most recent firmware.
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Always use WEP. Although it is true that WEP can be cracked, doing so
requires knowledge and time. Even 40-bit WEP is better than no WEP.

If static WEP keys must be used, always rotate them frequently.

Always change the default administrative password used to manage the AP. The
default passwords for wireless APs are well known. If possible, use a password
generator to create a difticult and sufticiently complex password.

Change the default SSID of the AP. The default SSIDs for APs from difterent
vendors are well known, such as tsunami and Linksys for Cisco and Linksys
APs, respectively. A fairly inclusive listing of default SSIDs can be found at
www.area51partners.com/80211b.htm.

Do not put any kind of identifying information in the SSID, such as the com-
pany name, address, products, divisions, and so on. By doing so, you provide
too much information to potential hackers and are letting them know
whether your network is of sufficient interest to warrant further effort.

If possible, disable SSID broadcasts. This will make your network invisible to
site survey tools, such as NetStumbler. However, this step will cause an admin-
istrative burden if you are heavily dependent on Windows XP clients being
able to automatically discover and associate with the wireless network.

If possible, avoid the use of DHCP for your wireless clients, especially if SSID
broadcasts are not disabled. If DHCP is used, casual war drivers can potentially
acquire IP address configurations automatically.

Do not use shared-key authentication. Although it can protect your network
against specific types of DoS attack, other kinds of DoS attacks are still pos-
sible. Shared-key authentication exposes your WEP keys to compromise.

Enable MAC filtering where possible. It’s true that MAC addresses can be
easily spoofed, but your goal here is to slow down potential attackers.

Learn how to use site survey tools such as NetStumbler and conduct frequent
site surveys to detect the presence of rogue APs and to detect vulnerabilities in
your own network.

Don’t place the AP near windows. Try to place it in the center of the building
so that interference will hamper the efforts of war drivers and others trying to
detect your traffic. Ideally, your wireless signal would radiate only to the out-

side walls of the building and not beyond. Try to come as close to that ideal as

possible.
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®  If possible, purchase an AP that allows you to reduce the size of the wireless
zone (cell sizing) by changing the power output.

B Educate yourself as to the operation and security of wireless networks.

B Educate your users about safe computing practices, in the context of the use
of both wired and wireless networks.

B Perform a risk analysis of your network.

B Develop relevant and comprehensive security policies and implement them
throughout your network.
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Summary

Wireless LANs are attractive to many companies and home users because of the
increased productivity that results from the convenience and flexibility of being able to
connect to the network without the use of wires. WLANS are especially attractive
when they can reduce costs by circumventing the need to install cabling to support
users on the network. For these and other reasons, WLANSs have become very popular
in the past few years. However, WLAN technology has often been implemented poorly
and without due consideration being given to network security. For the most part, '
these poor implementations result from a lack of understanding of the nature of wire-
less networks and the measures that can be taken to secure them.

WLAN:Ss are inherently insecure by their very nature—the fact that they radiate
radio signals containing network traffic that can be viewed and potentially compro- ‘
mised by anyone within range of the signal. With the proper antennas, the range of
WLAN:S is much greater than is commonly assumed. Many administrators wrongly
believe that their networks are secure because the interference created by walls and
other physical obstructions combined with the relative low power of wireless devices
will contain the wireless signal sufficiently. Often, this is not the case.

As you've seen in this chapter, the standard notion of the typical DMZ does not
apply very well to the WLAN. With a little bit of creativity, however, you can imple-
ment a WLAN DMZ.The goal of the DMZ is to control traffic crossing the network
segment and to prevent unauthorized traffic from entering the protected private net-
work; this result is offered by implementing the solutions that were outlined in this
chapter. The most important thing that you, as the network administrator, can do is to
fully understand your organization’s security requirements and implement those
requirements by making numerous solutions available. We examine the actual configu-
ration and implementation of some of these solutions in Chapter 11.

Solutions Fast Track

Why Do We Need Wireless DMZs?

M WLANSs are insecure by design and should never be trusted and should never be
placed inside the trusted protected network.

M Attacks on wireless networks fall into four basic categories: passive attacks,
active attacks, man-in-the-middle attacks, and jamming attacks.

M Examining the common threats to both wired and wireless networks provides
a solid understanding in the basics of security principles and allows the
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network administrator to fully assess the risks associated with using wireless
and other technologies.

M Threats can come from simple design issues, where multiple devices utilize the
same setup, or intentional DoS attacks, which can result in the corruption or
loss of data.

M Electronic eavesdropping, or snifting, is passive and undetectable to intrusion
detection devices.

‘k M Tools that can be used to sniff networks are available for Windows (such as
Ethereal and AiroPeek) and UNIX (such as TCPDump and ngrep).

M Sniffing traffic allows attackers to identify additional resources that can be
compromised.

M Even encrypted networks have been shown to disclose vital information, such
as the network name, in cleartext that can be received by attackers sniffing the
WLAN.

Designing the Wireless DMZ

M The ability to freely gain access to a wireless segment of a network and then
subsequently gain access to the wired segment is what makes implementing
the wireless DMZ difterent from implementing the typical wired network
DMZ. Therefore, the issue of creating a form of DMZ for the WLAN actually
begins with controlling access to that WLAN.

M In a wired network, you can take great strides toward preventing unauthorized
clients from joining the network by performing actions such as placing
switches in locked wiring closets, disabling unused ports on switches, and
hiding the bulk of the network infrastructure from prying eyes. This is not the

L case in the WLAN, where information is broadcast over radio waves.

M Where wired DMZs typically make use of firewalls and routers, WDMZs
require other network hardware components, such as APs, RADIUS servers,
network adapters, and EWGs.

F Wireless DMZ Examples

4 WDMZ designs can come in many forms. They all must, however, provide the
same basic function: authenticating users and controlling access to the WLAN.
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M You can opt to use a RADIUS-based solution to perform network
authentication and authorization.

M You can use proprietary solutions such as Cisco’s LEAP to provide additional
protection. VPNs can be used to further secure communications of wireless
clients.

Wireless LAN Security Best-Practices Checklist

M In addition to deploying a WLAN DMZ, there are several other things that
you can do to add protection and increase security of your WLAN.

security threats your WLAN is subject to.You should then gain a full
understanding of how your wireless network hardware components can be

M Security begins with education.You should gain a full understanding of the ‘

used to put together a robust security solution.

M Perform a risk analysis and implement standardized security policies for your
wireless and wired networks.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in this chapter
and to assist you with real-life implementation of these concepts. To have your questions
about this chapter answered by the author, browse to www.syngress.com/solutions and
click on the “Ask the Author” form. You will also gain access to thousands of other
FAQs at ITFAQnet.com.

Q: Do I really need to understand the fundamentals of security in order to protect my
network?

A: Yes.You might be able to.utilize the configuration options available to you from
your equipment provider without a full understanding of security fundamentals.
However, without a solid background in how security is accomplished, you will
never be able to protect your assets'from the unknewn threats to your network
through either misconfiguration, back doors provided by the vendor, or new
exploits that have not been patched by“your vendor.

Q: Given all the problems with wireless network seeurity, wouldn't it be better to avoid
using a wireless network in the first place?

A: Yes and no. How does the implementation of a properly secured wireless network
impact your business model? Does this wireless network provide a useful function
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to your organization by allowing users to become more productive as they perform
their assigned tasks? The decision to implement a wireless network is one that
should not be taken lightly. Planning, just as with any network deployment, is the
key to success. Don’t simply put up a wireless network because it seems like a good
idea; make sure that you have a clear-cut reason and plan of action before you get
started. It’s better to figure out how to secure your wireless network before you
actually start installing it, thus preventing attackers from taking advantage of the
easy pickings you have offered them.

Q: How can I protect my wireless network from eavesdropping by unauthorized indi-
viduals?

A: Because wireless devices are half-duplex devices, you cannot wholly prevent your
wireless traffic from being listened to by unauthorized individuals. The only defense
against eavesdropping is to encrypt Layer 2 and higher traftic whenever possible.

This is where the VPN/DMZ combination solution comes into play.

Q: I've heard time and again that WEP is insecure. What makes WEP so insecure?

A: WEP is insecure for a number of reasons. The first is that the 24-bit initialization
vector (IV) is too short. Because a new IV is generated for each frame and not for
each session, the entire IV key space can be exhausted on a busy network in a
matter of hours, resulting in the reuse of IVs. Second, the RC4 algorithm used by
WEP has been shown to use a number of weak keys that can be exploited to crack
the encryption. Third, because WEP is implemented at Layer 2, it encrypts TCP/IP
traffic, which contains a high percentage of well-known and predictable informa-
tion, making it vulnerable to plaintext attacks.

Q: How can I prevent unauthorized users from authenticating and associating with my
AP?

L A: There are a number of ways to accomplish this goal. You can configure your AP as a
closed system by disabling SSID broadcasts and choosing a hard-to-guess SSID. You
can configure MAC filtering to allow only those clients that use valid MAC
addresses access to the AP.You can enable WEP and shared-key authentication.
However, all these methods do not provide acceptable levels of assurance for corpo-

F rate networks that have more restrictive security requirements than are usually
found in SOHO environments. For corporate environments that require a higher

degree of assurance, you should configure 802.1x port access control such as that

offered by Cisco’s LEAP combined with a back-end RADIUS server.
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Introduction

There are many ways to design and build your DMZ, and with so many products on
the market, it might be difficult to decide which product is right for you. In the next
few chapters we discuss several enterprise-level firewall solutions, including Cisco’s PIX,
Check Point’s FireWall-1, and Microsoft’s ISA 2000. We provide the information you
need to decide which firewall meets the needs of your DMZ in terms of security, per-
formance, functionality, manageability, stability, and reliability. Although all these prod-
ucts provide viable security solutions, they all have different requirements, features, and
configuration methods that could lead you to choose one over the other. It is important
to understand these products’ capabilities and choose the product that meets the perfor-
mance needs of your DMZ infrastructure and maintains a high level of security, one
that you are comfortable supporting.

Reading this chapter, you will learn how to design and build a DMZ using Cisco’s
PIX firewall. We will advise you on the features of the PIX, guide you in the selection
of the appropriate PIX hardware, and discuss different firewall arrangements as well as
direct you on how to configure your firewall to securely pass traffic. By the end of this
chapter you should be able to decide if the PIX is the right firewall for your DMZ
infrastructure and, if you choose it, be able configure, manage, and support the PIX.

Basics of the PIX

Cisco’s PIX firewall is one of the industry’s best-selling firewalls, providing customers
with high levels of security, performance and reliability. PIX, which stands for Packet
Internet Exchange, was developed by Network Translation, Inc., in 1994 and purchased
by Cisco in October 1995.The PIX firewall is a network appliance that does not use a
general operating system like UNIX or Windows; therefore, inherent weaknesses found
in these operating systems will not degrade the overall security of the firewall. The PIX
utilizes the Adaptive Security Algorithm (ASA) to analyze every inbound packet,
ensures that the network you are protecting is secure, and allows only legitimate traffic
to pass through it. Some other features include Network or Port Address Translation
(NAT or PAT), URL filtering, content filtering, IPSec VPN tunneling, and intrusion
detection.

Cisco provides a complete line of PIX firewalls to meet your DMZ requirements,
ranging from SOHO to carrier-class firewalls. The entire PIX line uses the same secu-
rity algorithm but varies in performance, number of interfaces supported, and interface
types. Depending on the chassis and license agreement, the PIX can support up to 10
interfaces, which allows the DMZ architect to design a large DMZ infrastructure.
Cisco’s PIX firewall line gives you the flexibility to support the needs of your DMZ
infrastructure, no matter its size, complexity, or budget. As with all Cisco’s products,
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hardware and software failures within the PIX are rare, but they can happen. The PIX
offers high availability via its failover feature. A second PIX can provide stateful hot
standby redundancy, which can maintain current open sessions so users won'’t notice
that the primary unit has failed. The PIX’s security features, purpose-built operating
system, long mean time between failures (MTBF), resiliency, and low cost make it one
of the most popular firewalls.

Securing Your Network Perimeters

The PIX is a powerful and versatile tool for securing your network. It can be used to
secure your internal network from external parties—for example, Internet connections
to third parties and business partners. The PIX can also be used on the internal network
to protect sensitive data not only from outside parties but also from unauthorized
employees or from employees who might have malicious intent. This book focuses on
the network perimeter and the DMZ, but some of the same designs and security fea-
tures can also be used internally.

The PIX provides the DMZ architect with a variety of design possibilities. In the
next section, we go through several design possibilities, including a traditional “three-
legged” firewall, a multi-DMZ infrastructure, and an internal/external firewall “sand-
wich.” We also discuss adding firewall redundancy so that a single firewall failure would
not bring down the entire infrastructure.

The Cisco Perimeter Security Solution

The most commonly implemented DMZ design in many small and medium-sized cor-
porations is the traditional “three-legged” firewall. This design meets the needs of a site
or sites in which internal users require the ability to access the Internet securely as well
as send e-mails, access a locally hosted company Web site, or transfer files. Figure 5.1
shows how the traditional “three-legged” firewall fits into the network. The internal
interface of the PIX firewall allows internal users to access both the DMZ and the
Internet. The external interface connects the PIX to your local ISP router. The DMZ
interface is where Web, FTP, e-mail relay servers, and any other services that need to be
accessed by the Internet community are located. This design is very eftective for low-
to medium-traffic volume DMZ infrastructures that do not require high availability and
can afford to have extended down time in the event of a firewall failure. Remember, if
the firewall is down, internal users will not be able to access the Internet and DMZ ser-
vices will not be accessible to the Internet community until the firewall is serviced.
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Figure 5.1 Traditional “Three-Legged” Firewall
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If high availability is required, the DMZ architect can consider adding a second
PIX in conjunction with the PIX’s failover feature, which allows the secondary PIX
firewall to back up the primary PIX in the event of a failure. Figure 5.2 shows how
redundancy can be added to the traditional “three-legged” firewall design. This design is
ideal for corporations of all sizes, where the Internet/DMZ infrastructure is essential to
the business and therefore they cannot afford downtime and require a resilient, highly
available solution. Both the primary and secondary PIX firewalls need to be identical
models and have the same interface options. Each PIX will have an interface on the
internal, external, and DMZ LANs. When set up as a redundant pair, the PIX has the
ability detect problems within the units or on any one of the interfaces and automati-
cally failover to the backup unit. The PIX offers the option of stateful failover, which
means that any open sessions on the primary will be automatically transferred to the
secondary unit without client sessions disconnecting, so the failure is transparent to end
users. In order for the PIX to support failover, some additional hardware is required,
such as an additional interface to support the optional stateful failover feature and a
Cisco proprietary cable for heartbeats between the primary and secondary units. We
discuss the PIX failover feature and its requirements in detail later in this chapter.
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Figure 5.2 Traditional “Three-Legged” Firewall with Redundancy
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When you're given the task of building a DMZ in a large DMZ environment or
when you need to support multiple service types, it might be desirable to separate them
by adding additional “legs” to the DMZ. There are two reasons you might want to use
a DMZ leg:

B An additional leg might be necessary if the number of servers has exceeded
the number of available IP addresses for hosts on the DMZ subnet. By adding
a DMZ interface, you can assign another IP range and add more servers.

B It’s a good idea to separate service types. Service types are Web, FTP, e-mail,
DNS, VPN, and remote access.

For example, Figure 5.3 shows a multiple DMZ environment with Web servers, e-
mail relays, and FTP servers on the first DMZ leg (DMZ 1) and services such as VPN
and dial-in user access on a second DMZ leg (DMZ 2).This setup separates the func-
tions of the DMZs. DMZ 1 supports services that are publicly available over the
Internet, such as the company’s Web site. DMZ 2 supports remote users accessing
resources on the internal LAN via a dial-in or VPN. By making remote users traverse
the PIX, we make the internal LAN environment secure because rules can be set up to
restrict remote user access. Adding DMZ legs helps keep the firewall rule sets manage-
able, especially when each DMZ has difterent access requirements. It also isolates any
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errors in configuration because a change on an access control list (ACL) for one DMZ
will not affect the ACL of another DMZ interface. You can add redundancy by adding a
secondary PIX, similar to the redundant traditional “three-legged” firewall design.

Figure 5.3 Multi-DMZ Infrastructure
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The previous designs are ideal for standard, multipurpose DMZ environments, but
the internal/external firewall design (see Figure 5.4) is intended for the specific purpose
of supporting an e-commerce site for which various levels of security are required.
Large e-commerce sites separate the servers’ functions into three components, con-
sisting of a Web server cluster, an application server cluster, and a database cluster, which
1s most commonly known as a three-tier design. In this design, Internet users accessing
an e-commerce site only interact with the Web servers on DMZ 1.The job of the Web
server is to be the front-end GUI for the e-commerce site. The Web servers will in turn
call upon the application servers on DMZ 2 to provide content. The application
servers’ job is to collect the information the user is requesting and provide content back
to the Web server for the user to view.

The application server requests information by making SQL calls to the database
servers on DMZ 3, which houses the site’s data. Each component has different security
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requirements, which only allows necessary communication between DMZ 1, 2, and 3.
The external PIX will only allow users to access the Web site on DMZ 1 via HTTP or
HTTPS (SSL-enabled HTTP). The user community will not need to access any other
part of the site, because the Web server will serve all the necessary content to the users;
therefore, access is restricted to DMZ 1.The external PIX will allow the Web servers to
make requests only to the application servers on DMZ 2 for content. DMZ 2 is located
between the internal and external firewall sets with a Layer 3 switch acting as the
default gateway for DMZ 2 as well as routing traffic though this environment. The
internal firewall only allows the application servers to send SQL requests to the
database servers located on DMZ 3.The internal firewall also allows administrators on
the internal LAN to manage the e-commerce environment. For simplicity, Figure 5.4
does not show redundancy, but the internal and external PIX firewalls can be set up
with failover. With the layered security approach, this solution provides a highly scalable
and secure design that makes it difticult for hackers to compromise.

NoTE

To understand the traffic flows of the DMZ design just mentioned, you should
look closely at Figure 5.4 and follow the traffic patterns from host to host. It is
imperative that when you design a DMZ, you follow the notes listed here;
always draw your scenario and plan it logically before you implement it physi-
cally. Because deploying a DMZ scenario is no easy task, your deployment will
go more smoothly if you follow this advice.

Figure 5.4 An Internal/External Firewall Sandwich
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Cisco PIX Versions and Features

Cisco’s PIX firewall solution provides several difterent chassis, software features, and
licensing and interface options. In this section, we cover in detail the PIX hardware, fea-
tures, and options that will help you decide if the PIX will provide functionality and
performance to meet your DMZ requirements.

Cisco PIX Firewalls

The PIX firewall line consists of five models ranging from the SOHO model, PIX 501,
to the high-performance service provider model, PIX 535. In order to determine the
PIX to choose for your needs, you must first identify the requirements of your enter-
prise’s Internet and DMZ infrastructure. To choose the proper firewall, you need to
know some basic information: the number of DMZs (legs or interfaces) the firewall
needs, approximate throughput required, number of users accessing resources through
the firewall, and whether redundancy is required.

Once you have collected the requirements and have decided on a design, it’s time
to select the proper hardware that will serve to protect your DMZ infrastructure. The
PIX firewall operating system is the same for all PIX models, so features such as NAT,
URL filtering, content filtering, and VPN tunneling can be found across the entire line,
depending on the software license purchased. Notice that the basic differences between
the models mostly deal with the chassis interface options, performance, and cost. The
next section details the five PIX model types and presents the information you need to
choose the right chassis for your DMZ infrastructure.

The Cisco PIX 501 Firewall

The Cisco PIX 501 is an entry-level firewall designed to meet the needs of small or
home offices. The PIX 501 provides SOHO users with the same security level and fea-
tures as its bigger brothers, but performance is limited. The PIX 501 can support up to
50 users concurrently and incorporates a four-port switch 10/100Mb switch, so home
users with broadband service can easily set up a network without purchasing an addi-
tional switch. The PIX 501 has a fixed chassis and cannot be upgraded to support addi-
tional interfaces so it does not have the capability to add a third leg (or DMZ leg).

The PIX 501 is strictly designed to be a plug-and-play firewall for very small net-
works that have broadband access and want to securely access the Internet as well as
connect to a central or regional office via a VPN tunnel. It is not designed to support a
DMZ infrastructure.

Key items of the PIX 501 firewall include the following:
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B A 10-user license allows 10 internal IP addresses to access the Internet simul-
taneously, and the DHCP server feature supports up to 32 DHCP address
assignments

B A 50-user license allows 50 internal IP addresses to access the Internet simul-
taneously, and the DHCP server feature supports up to 128 DHCP address
assignments

m  Fixed chassis, integrated four-port switch 10/100Mbps plus one Internet-
facing 10/100Mbps port

® A 133MHz processor, 16MB RAM, and 8MB Flash
B 10Mbps clear-text throughput

®  Optional encryption licenses are necessary if 168-bit 3DES or 56-bit DES
VPN tunnels are needed

®  Five VPN peers

m  Small chassis (not rack mountable)

The Cisco PIX 506E Firewall

The Cisco PIX 506E is the next level up from the 501 and is designed to meet the
needs of a remote or branch office. Unlike the 501, it has no license restriction that
limits the number of users concurrently traversing the PIX.The 506E has a clear-text
throughput of 20Mbps, which means you will probably max out the Internet connec-
tion at the remote site before the PIX becomes oversubscribed. This model supports no
specific number of users because turning on features such as VPN tunneling or intru-
sion detection can reduce overall throughput.

As a guideline, you should not have more than 250 light to moderate Internet
users, and if you need VPN tunneling, this number should be reduced further. The PIX
506E is also a fixed chassis and cannot be upgraded to support additional interfaces, so
it does not have the capability to add a third leg (or DMZ leg). This model has two
embedded 10BaseT Ethernet ports, which allow for an internal (protected interface)
and an external interface (Internet-facing interface).

The PIX 506E is ideal for a small to medium-sized remote or branch oftice that
requires secure Internet connectivity. It also has greater VPN performance, which
allows for 25 VPN peers. Not only can a VPN tunnel connect the remote/branch site
to a central site, but it can also accept remote users to VPN directly to office.

Key items of the PIX 506E firewall include the following:
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®  No user restriction license

®m  Fixed chassis, two embedded 10/100Mbps interfaces (internal/Internet facing)
® A 300MHz processor, 32MB SDRAM, and 8MB Flash

B 20Mbps clear-text throughput

B An optional encryption license is necessary if 168-bit 3DES or 56-bit DES
VPN tunnels are needed

m  20Mbps DES VPN throughput
m 16Mbps 3DES VPN throughput
m  Twenty-five VPN peers

m Small chassis (not rack mountable)

NoTEe

It is important that you know the differences between the PIX firewall versions.
This knowledge is imperative to solid DMZ design, because some models just
can't be used to create a DMZ, and you don’t want to waste your money or
your time researching what do not need. It is clear, however, that if you want
to deploy a DMZ segment, your efforts start with the PIX 515E.

The Cisco PIX 515E Firewall

Previously, we talked about the lower-end Cisco PIX firewalls, which are fixed models,
support a small to intermediate number of users, and are not capable of supporting a tra-
ditional DMZ. Now let’s discuss Cisco’s enterprise-level firewall, which is modular,
more powerful, and supports additional/multiple interfaces where a traditional DMZ
can reside.

The Cisco PIX 515E, the first model in the modular line of PIX firewalls, is
designed for small to medium-sized businesses but can also be used in larger organiza-
tions, if scaled properly. The PIX 515E has two embedded 10/100 Ethernet interfaces
and can accommodate a variety of interface types, including one- or four-port Fast
Ethernet interface cards (used to create the DMZ ports) and/or a VPN accelerator card
(VAC) via two internal PCI slots. As we mentioned, optional modules inserted into the
PIX 515E can be configured to support a DMZ by adding one or four-port Fast
Ethernet interface cards used to create DMZ legs. The VAC can allow moderate-
volume mobile users to remotely access corporate resources or connect remote sites to
headquarters via site-to-site IPSec VPN tunnels. The PIX 515E provides the security,
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performance, versatility, and cost that make it very popular among network security and
DMZ architects.

The PIX 515E is versatile enough to support a significant number of users as well
as a DMZ environment that contains Web, e-mail, and FTP servers with volume that
will not exceed its 188Mbps throughput. This is adequate for sites that have dual T3s
(45Mbps each) or less to the Internet. You may ask, “Two T3s account for 90Mbps total,
and it’s only half the PIX’s 188Mbps limitation?”” However, it must be understood that
dual T3s will push 90Mbps in each direction, accounting for 180Mbps of total
throughput. However, if you are averaging 70 percent or more utilization or looking for
scalability (if plans call for adding a T3 in the future), you should consider upgrading or
choosing another chassis such as the PIX 525.

Key items of the PIX 515E firewall include the following:

B License choices are Restricted, Unrestricted, and Failover

m  Modular chassis consists of two embedded 10/100 Ethernet ports and two
PCI slots (32-bit/33MHz) for optional Fast Ethernet ports or VAC

®  Maximum of six Fast Ethernet ports (including the two embedded 10/100
Ethernet ports)

® A 433MHz processor, 32MB (Restricted) or 64MB (Unrestricted) of
SDRAM, and 16 MB Flash

®m 188Mbps clear-text throughput
®  One hundred twenty-five thousand simultaneous sessions

m Optional encryption license is necessary if 168-bit 3DES or 56-bit DES VPN
tunnels are needed

®  16Mbps (Restricted) or 63Mbps (Unrestricted w/VAC) 3DES VPN
throughput

®m  Two thousand VPN tunnels

m  Failover (Unrestricted and Failover)

m  Rack-mountable chassis (one rack unit)

NoTEe

As with all networking hardware, you need to have a good idea of the type
and amount of traffic traversing your network as well as future growth before
you can decide to purchase a particular type of hardware. This practice is
known as doing a traffic-flow analysis on your network segments. Remember,
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PIX throughput can be adversely affected by turning on features such as NAT,
PAT, VPN, intrusion detection, and so on. Keep this in mind when you're sizing
your firewall.

The Cisco PIX 525 Firewall

The Cisco PIX 525 firewall is designed to secure large enterprise locations and DMZs
with high-volume Web traffic. In addition to the increased throughput, the PIX 525
also can accommodate a wider variety of interface types, including Fast Ethernet,
Gigabit Ethernet, and/or a VAC.The PIX 525 has two embedded 10/100 Ethernet
interfaces and is the first model in the PIX line that supports the optional Gigabit
Ethernet interface. The ability for the PIX 525 to support up to eight Fast Ethernet
interfaces also gives the DMZ architect the freedom to cost-eftectively scale the DMZ.

The PIX 525 is ideal for enterprises with large user populations and moderate to
heavy Internet access requirements and/or that have DMZ environments requiring sig-
nificant throughput (not exceeding 370Mbps). With the optional VAC installed, it can
also serve as the head end for a remote user VPN and/or a site-to-site VPN WAN,
where some or all of your remote sites can be connected to the central enterprise loca-
tion via [IPSec VPN tunnels.

Key items of the PIX 525 firewall include the following:

B License choices are Restricted, Unrestricted, and Failover

®  The modular chassis consists of two embedded 10/100 Ethernet ports and
three PCI slots (32-bit/33MHz) for optional Fast Ethernet ports, Gigabit
Ethernet, or VAC

® A maximum of eight interfaces (including the two embedded 10/100
Ethernet ports)

m A 600MHz Processor, 128MB (Restricted) or 256MB (Unrestricted) of
SDRAM, and 16MB Flash

B 370Mbps clear-text throughput
®  Two hundred eighty thousand simultaneous sessions

®m  Optional encryption license is necessary if 168-bit 3DES or 56-bit DES VPN
tunnels are needed

B 30Mbps (Restricted) or 70Mbps (Unrestricted with VAC) 3DES VPN
throughput

B Two thousand VPN tunnels (Unrestricted with VAC)
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m  Failover (Unrestricted and Failover)

m  Rack-mountable chassis (two rack units)

The Cisco PIX 535 Firewall

The PIX 535 is Cisco’s top-of-the-line firewall, providing the greatest performance and
interface versatility designed for the service provider market. The PIX 535 has over two
and a half times more throughput than its predecessor, with clear-text throughput
reaching 1Gbps. Although it has no integrated Ethernet interfaces, the PIX 535 has
nine PCI slots, which can support up to 10 Fast Ethernet interfaces, nine Gigabit
Ethernet interfaces, a VAC, or a combination of the three. The PIX 535, with an unre-
stricted license, can support up to 10 interfaces, but you must consult the documenta-
tion before combining interfaces to determine the number of interface types that can
work together. This process can be quite tricky and cause the firewall not to boot prop-
erly. You can find more information about installing a PCI card into the PIX 535 at the
following site: www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/inst-
535/board.htm.

The PIX 535 is ideal for Internet service providers or enterprise locations that offer
services to a very large user community, including support for a huge DMZ traftic load.
As with the PIX 525, you can install an optional VAC in the PIX 535, and it can also
serve as the head end for a remote user VPN and/or a site-to-site VPN WAN, where
some or all your remote sites can be connected to the central enterprise location via
[PSec VPN tunnels.

Key items of the PIX 535 firewall include the following:

B License choices are Restricted, Unrestricted, and Failover

B The modular chassis consists of nine PCI slots (four 64-bit/66MHz and five
32-bit/33MHz) for optional Fast Ethernet ports, Gigabit Ethernet, or VAC

B Offers a maximum of 10 interfaces

® A 1000MHz processor, 512MB (Restricted) or 1024MB (Unrestricted) of
SDRAM, and 16MB Flash

B 1Gbps clear-text throughput
B Five hundred thousand simultaneous sessions

B An optional encryption license is necessary if 168-bit 3DES or 56-bit DES
VPN tunnels are needed

B 45Mbps (Restricted) or 100Mbps (Unrestricted with VAC) 3DES VPN
B Two thousand VPN tunnels (Unrestricted with VAC)
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Failover (Unrestricted and Failover)
Redundant power supplies

Rack-mountable chassis (three rack units)

Cisco Firewall Software

The PIX Operating System (OS) is a feature-filled OS that provides a high level of
security and performance. Because it is designed solely for the purpose of securing your

network infrastructure and has an OS specifically built for it, it doesn’t have the weak-
nesses inherent to general OSs such as Windows or UNIX. However, the PIX OS’s lack
of a general OS does not mean that the PIX has fewer features than its competitors.
The PIX has a full set of security features and with its streamlined OS and specially
designed hardware it has the ability to outperform many of its competitors.

Features include:

Purpose-built operating system Eliminates the weaknesses found in most
general OSs.

Adaptive security algorithm (ASA) Method the PIX uses to provide
stateful packet filtering, which analyzes each packet to ensure only legitimate
traffic traverses the PIX.

URL filtering Can limit URLs accessed by the user’s base on a policy
defined by the network administrator or a security policy. Requires an
external Netpartner’s WebSense server or N2H2 server.

Content filtering Can block ActiveX or Java applets.

NAT and PAT Hides internal addressing from the Internet and makes more
efficient use of private address space.

Cut-through proxy Authenticates users accessing resources through the
PIX.

VPN Capable of handling mobile user access and site-to-site VPN utilizing
DES, 3DES, and AES encryption methods.

Intrusion detection Enables the PIX to protect against various forms of
malicious attack with features such as DNSGuard, FloodGuard, MailGuard,
and IPVerity as well as the ability to identify attacks via attack “signatures.”

DHCP Can act as a DHCP Client and/or Server.

Routing functionality Can support static routes, RIP, and OSPE
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®  Support for RADIUS or TACACS+ Authenticating, authorizing, and
accounting for users passing through the PIX or to enabled authentication for
those connecting to the PIX’s management interfaces.

®m  Failover Provides a resilient, high-availability solution in case of failure.

m  PPP over Ethernet (PPPoE) support Compatible with xXDSL and cable
modems.

®  Common Criteria EAL4 Certification Certain PIX OS versions have
achieved the highest level of certification handed out by Common Criteria, an
independent international security organization.You can find more informa-
tion about Common Criteria at www.commoncriteria.org.

NoTE

In this chapter we have discussed how the PIX would provide stateful inspec-
tion. Let's take a closer look at this topic; it is very important to security
because stateful inspection provides a deeper level of filtering than ACLs found
in routers, which may only filter based on header information. Firewalls that
perform stateful inspection analyze individual data packets as they traverse the
firewall. In addition to the packet header, stateful inspection also assesses the
packet’s payload and looks at the application protocol. It can filter based on
the source, destination, and service requested by the packet. The term stateful
inspection refers to the firewall’s ability to remember the status of a connec-
tion and thereby build a context for each data stream in its memory. With this
information available to it, the firewall is able to make more informed policy
decisions.

The Cisco PIX Device Manager

Cisco provides a few different options to configure and manage the PIX, including
command-line (CLI) based serial console connection, Telnet, secure shell (SSH), and an
application with a GUI called the PIX Device Manager (PDM). The PDM provides
administrators with a browser-based GUI and gives people who might not be well
versed in the PIX CLI the ability to easily configure and monitor the PIX via a Web
browser. It is also very secure because the transmissions between the browser and the
PIX are made secure by SSL.The PDM provides administrators with configuration
wizards, performance graphs, and historical data to help with configuration and trou-
bleshooting tasks. Even though the PDM covers most of the commands needed to
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configure, manage, and support the PIX, it does not support some commands that can
only be configured via the CLIL.

NoTEe

The PDM software is separate from the PIX OS and is located in a separate file
on the PIX Flash. Therefore, when you're upgrading software on the PIX, you
might also need to upgrade the PDM software. The PDM is available for PIX OS
version 6.0 and higher on all chassis types. The PDM does not require a license,
but since it only supports encrypted communication to the browser (SSL), an
encryption license is required in order to run the PDM. Cisco provides a no-cost
DES license or a 3DES license for a fee.

The 501 and 506E are initially set up to work out of the box with PDM, but with
the higher-end models, it is necessary to initially turn on PDM via the CLI prior to
managing it via the PDM. The PDM works on a single device at a time and must be
installed on the firewall separately from the PIX OS.To run the PDM, you need an
activation key that enables Data Encryption Standard (DES) or Triple DES (3DES). You
can find more information about installing the PDM via the following link:
www.cisco.com/en/US/customer/products/sw/netmgtsw/ps2032/products_
installation_guides_books_list.html.

NoTEe

The PDM is limited in that it can only manage one PIX at a time. If you have a
large environment and manage a large number of PIX firewalls, you might con-
sider using CiscoSecure Policy Manager (CSPM), which provides a Web-based
GUI by which an administrator can manage many firewalls from one console.
This tool makes managing firewalls easier by defining policies, standardizing
configurations, and reducing human configuration errors.

Cisco PIX Firewall Licensing

Cisco’s PIX firewall licensing requires some clarification. For the higher-end models
(515E and greater), three main license options are available: Restricted, Unrestricted,
and Failover. The Restricted license is just that—restricted. It limits the capabilities of
the firewall; for instance, it does not allow for failover, it limits interface density, and it is
shipped with reduced RAM, compared with the Unrestricted license. The Unrestricted
license provides all the capabilities of the Restricted license but adds increased LAN
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interface density, more RAM, VPN acceleration, and failover. The Failover license is
used in conjunction with the Unrestricted license. The backup or redundant PIX can
be purchased with the Failover license at reduced cost, which makes the PIX one of
the more cost-effective firewalls when configured as a redundant pair. In a scenario in
which the primary firewall fails the secondary unit with the Failover license, the device
will continue to perform all the capabilities the primary supported. (The secondary unit
must have the same optional PCI cards as the primary.)

NoTEe

PIX licenses can be upgraded. When you purchase an upgrade package, you
will receive a new activation key unlocking the software enhancements of the
new license as well as any additional hardware to bring the PIX to the correct
hardware level to support the license’s features. For example, if you upgrade a
PIX 515E Restricted license to an Unrestricted license, you will receive an acti-
vation key and be able to benefit from another 32MB of RAM and a VAC.

When encryption is required to support IPSec VPNs or to enable the PDM, it is
necessary to obtain either the 56-bit DES IPSec license or the 168-bit 3DES IPSec.
The encryption licenses are available for all models. The only model that has a user
restriction license is the PIX 501 model, which offers 10-user and 50-user license

options.

NoTE

In order for the secondary or backup PIX with a Failover license to support a
VPN client or the PCM as the primary, it will be necessary to obtain a separate
56-bit DES IPSec license or the 168-bit 3DES IPSec licenses for both the primary
and the backup units.

Cisco PIX Firewall Version 6.3

PIX Firewall version 6.3 1s the latest mainline release of the PIX operating system. PIX
version 6.3 offers many new features as well as performance enhancements. Although
many of the new features in this release of code pertain to VPN and support for voice
over IP (VoIP), this release does provide several enhancements that could be useful in a
DMZ environment, such as VLAN and OSPF support. PIX OS version 6.3 also fixes
several bugs and vulnerabilities found in the previous release. This code does not yet
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meet the Common Criteria EAL4 certification, but it could have some additional func-
tionality that might compel you to upgrade.
New features implemented in PIX version 6.3 include:

®  VLAN support Enables the PIX to support multiple virtual interfaces via
VLAN trunking.

®  OSPF Supports Open Shortest Path First (OSPF) dynamic routing protocol.

®  Advanced Encryption Standard (AES) Support for a new international
encryption standard.

m VPN Acceleration Card+ (VAC+) The first release to offer support for
the new VAC+ PCI Card option.

® VPN NAT transparency Circumvents issues arising from using a VPN
when NAT/PAT is implemented by dynamically wrapping IPSec VPN
packets in a UDP packet Cisco Secure PIX.

®m  Access banner The PIX will display a message to anyone who tries to con-
nect to the PIX’s CLI. It is important to configure a banner for legal purposes.

®  Management enhancements Several enhancements have been made to the
CLI, including ACL editing, syslog formats, access banners, and console inac-
tivity timeouts.

For more information on PIX OS 6.3, visit
www.cisco.com/warp/customer/cc/pd/fw/sqfw500/prodlit/pix63_ds.htm.

PIX Firewall PCI Card Options

In the previous section, we referred to several of the optional PCI cards that make the
higher-end PIX chassis very versatile. These cards give the PIX the ability to handle
multiple DMZ legs and increase VPN performance. In this section, we clarify the capa-
bilities of these cards and their uses.

For 10/100Mbps Ethernet requirements, the PIX offers two types of PCI card: a
single-port Fast Ethernet card and a four-port Fast Ethernet card. Even though the Fast
Ethernet cards are 32-bit/33MHz PCI cards, they can fit in either the 32-bit/33MHz
or the 64-bit/66MHz PCI slots on the PIX and can be configured for 10/100Mbps at
either half or full duplex. The PIX 525 and 535 both support the Gigabit Ethernet 64-
bit/66MHz PCI card. The Gigabit Ethernet multimode fiber PCI interface card can be
inserted into either the 32-bit/33MHz or the 64-bit/66MHz PCI slots on the PIX. If
you recall, the PIX 535 has both 32-bit/33MHz and 64-bit/66MHz PCI slots, but
when inserted into 32-bit/33MHz, the cards will severely degrade device performance,
so fill the 64-bit/66MHz PCI slots before inserting a card into the 32-bit/33MHz. The
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PIX 525 only has 32-bit/33MHz PCI slots, so you have no choice but to install the
card there and not receive the card’s full throughput.

The PIX ofters VACs, which offload all CPU-intensive encryption calculations,
DES, 3DES, or AES, from the main processor and onto the VAC hardware. This
improves not only VPN throughput but also overall firewall performance. Without the
VAC installed, the encryption algorithm and its computations are performed by the
PIX OS and the main CPU, which causes the PIX’s overall performance to be severely
impacted as the number of I[PSec VPN tunnels and load are increased. If you need
extensive use of [PSec VPN tunnels, consider installing the optional VAC, because it
provides notable improvement in performance and security. At the time of this writing,
there were two VAC options: the original VAC and the newer, improved VAC+.
Besides increased performance, the VAC+ adds AES hardware acceleration, whereas the
original VAC supports only DES and 3DES. It must be noted that VAC+ is only sup-
ported by PIX OS version 6.3(1) and later. At some point Cisco will “end of life” the
original VAC and sell only the VAC+ as a separate option and include it in the
Unrestricted license bundle.

Installing a New PCI Card

You have many items to think about when you’re upgrading hardware on the PIX.You
must take into account license restrictions, types of interfaces supported by each PIX
model, available PCI slots, and cost.

For example, let’s say that you are the administrator of an enterprise network and
your boss tells you there is a project in the works whereby the company’s new Web site
will be hosted at your location. You need to build a DMZ environment to accommo-
date the Web servers.You take a look at your Internet infrastructure; it currently utilizes
a PIX 515E, which only supports user access to the Internet. The PIX was originally
shipped with the Restricted software license and the two embedded Fast Ethernet
interfaces, which are both used by the inside and outside interfaces, and it has no
optional PCI cards installed. In order to support a DMZ where the Web servers will
reside, you need to add a third Fast Ethernet interface to the PIX.You look at Cisco’s
product catalog for the PIX and notice two options: a one-port Fast Ethernet PCI card
and a four-port Fast Ethernet PCI card. Your first inclination might be to order the
four-port Fast Ethernet PCI card for scalability reasons, but as we discussed earlier in
the chapter, it is important to understand the limitations of the Restricted license. On
the PIX 515E, the Restricted license only allows for a total of three Fast Ethernet
interfaces, so if you purchased the four-port Fast Ethernet PCI card, you would also
have to purchase the Unrestricted license upgrade in order to take advantage all the
installed interfaces. This can be an expensive solution, since most of the PIX’s cost is
not in the hardware but in the licensing. Another solution is to order the one-port Fast
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Ethernet PCI card, which will meet your current DMZ requirements, does not require
a license upgrade, costs a fraction of the price of the previous option, but does not pro-
vide for scalability.

Adding a PCI card to the PIX 515E is a fairly simple process, similar to adding a
PCI card to a regular PC. First, shut down and unplug the unit. Next, remove the PCI
slot faceplate located at the rear of the PIX (fastened by two screws). This action
exposes the PCI slots. You can now add the optional PCI card into an open slot (start at
the top) and press the PCI card firmly into place. On the faceplate, remove one of the
blank PCI slot covers to expose the newly inserted card, then reattach the faceplate and
screws. Next, power on the firewall. In order to verify that installation of the PCI card
was successful, you can use the show version command, which will display the number of
interfaces installed. Refer to the Cisco Web site for further installation procedures, or
once you order the extra PCI card, examine its accompanying manual.

Designing & Planning...

Putting It All Together

If a DMZ is correctly planned and designed, it will make simple the tasks of
implementing, maintaining, and supporting the DMZ infrastructure. It is
important to note that a DMZ cannot be properly designed without a clear
vision of what the DMZ will support. Will the DMZ environment contain a
handful of servers that provide the enterprise with basic services and there-
fore does not require much performance or resiliency? Or will the DMZ envi-
ronment contain major services that the enterprise needs to be productive
and profitable and therefore will need to be in operation at all times?
Alternatively, will it be somewhere between these two scenarios? There is
only one way to determine the category your DMZ infrastructure will fit
into: You need to understand the business, the role the DMZ will play, the
type of traffic the DMZ will support, the performance required, and plans
for future growth.

Now let’s say that you are the network architect for a company that
sells wholesale auto parts, called Automania. Automania is a standard
“bricks and mortar” company that normally does business by in-store sales,
phone, fax, and catalog orders, but the company is looking to add the
ability to sell auto parts on the Internet. The company sees Internet sales as
a way to attract new customers and offer customers the ability to make pur-
chases 24 hours a day, seven days a week, 365 days a year, which cannot be
done without significant expense using conventional methods. The com-

Continued
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pany hires a consulting firm to design and build the Automania.com Web
site, where customers can shop over the Internet. The site’s developers have
designed an e-commerce site with a shopping cart feature so Internet users
can browse for items, check prices, and finally, purchase auto parts. The
company projects that the Internet business will show moderate sales at
first as regular customers move from the conventional ordering system to
the Web-based system, but the business could grow as the site attracts new
customers.

Due to budgetary constraints, the developers have designed a small
site that only requires two servers—a server that will contain the Web and
application functions and a separate server for the database. The developers
also had the forethought to design a scalable server environment where the
number of servers supporting the site can expand as demand increases. The
business expects about 10,000 hits and 1000 transactions a day at first,
then steady growth.

As the network architect for the company, you are given the task of
supplying the infrastructure to support the new Automania Web site. The
company already has Internet connectivity via a broadband connection, and
you are protecting your network using a low-end firewall that was easy to
install and worked well but does not have the ability to support a DMZ.
Now you realize that you must upgrade for entire Internet infrastructure in
order to host the new Web site. It is now time to gather the information
and requirements so you can design and build a DMZ infrastructure that will
be able to support the new Web site for its launch and into the future.

You need to begin gathering information, starting with the facts and
requirements:

m The facts are that the company is making a strategic move to
offer its customers a new method to purchase auto parts as well
as to attract new customers.

m The site is important to the growth of the business.

m The Web site will start out small but could grow as sales over
the Internet increase.

m The site will be a scalable server environment with a single
Web/application server and a database server.

m A DMZ will need to be built on site to support the new
Automania.com Web site.

m The infrastructure currently in place is not capable of supporting
the new Web site.

® The site is estimated to reach 10,000 hits and 1000 transactions
a day at first, then grow steadily.

Continued
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You next ask questions so you can be informed of data that was
missing so you can move on to designing a solution:

® How much Internet bandwidth is required to support the site?

m What kind of security is needed? Will there be a need for both
Web traffic and SSL traffic?

m Does the site require high availability?

m What are the connectivity requirements among the internal net-
work, the Web/application server, and the database server?

m What is the budget for the DMZ infrastructure?

After you asked the questions, the developers and business managers
come back to you with their answers. They tell you that since the site will
only receive 10,000 hits and 1000 transactions a day, they initially need two
T1s; as the site grows, they will add bandwidth. Since the site will be pro-
cessing credit card transactions, both Web traffic (TCP port 80) and SSL (TCP
port 443) need to be allowed to access the Web/application server from the
Internet. The database should only be accessed by the internal LAN and
should respond to Web/application server requests for information.

All Web servers and switches are 100Mbps full-duplex capable devices.
Even though the servers can be a single point of failure, the DMZ infras-
tructure should be built with redundancy. The DMZ infrastructure should be
built with scalability in mind, with close attention to the budget—in other
words, do not over-engineer the infrastructure.

From this information, you can now start to develop your solution.
Analyzing the requirements, you decide that the multileg DMZ with redun-
dant firewalls offers you the most secure and scalable solution that fits your
budget. The multileg DMZ allows you to separate the Web/application
server into separate DMZs to allow for greater security. DMZ 1 will contain
the Web/application server, and DMZ 2 will contain the database servers.
Because users will only access the Web/application server, the firewall rules
will be configured so it only accesses the server on DMZ 1 via the Web port
(TCP port 80) and SSL port (TCP port 443). DMZ 2 will allow no connectivity
from the Internet; it will only respond to requests made for data by the
Web/application server or by the internal LAN for management. Separating
the Web/application server and the database servers into different DMZs
allows for greater security in the event the Web/application server is com-
promised by an intruder. Since the Web/application server is directly acces-
sible by the Internet, it is always the most vulnerable. Furthermore, the
design allows for the addition of a redundant firewall that will take over for
the primary should the primary go offline.

Continued
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The next step is to decide on a make and model of the firewall to use
for this solution. You choose the Cisco PIX firewall line because it is a pur-
pose-built firewall appliance, it has a Web-based and a CLI-based manage-
ment interface, a modular design, strong security features, and
performance. As you research the PIX model options, you immediately can
cross off the 501 and 560E models because they do not support a third leg
(interface) or failover. So you move onto higher-end models. The 515E, 525,
and 535 can all meet the needs of your solution in terms of interfaces,
failover, and performance, but since the requirements of our DMZ infras-
tructure are in the low to moderate level and due to our restrictions on cost,
we can choose the PIX 515E. The PIX 515E comes with two embedded
10/100Mbps interfaces (one for the internal interface, one for the outside
interface), but since the requirement is for two DMZs, you will need to order
the four-port Fast Ethernet PCl card (two for interfaces DMZ 1 and DMZ 2,
one interface for stateful failover, and one interface free). Since high avail-
ability is needed in this solution, you need to purchase two PIX 515E fire-
walls—one with the Unrestricted license and the second with the Failover
license. For this example, let's skip the planning and designing of the
Internet connectivity; it is discussed in detail in Chapter 9. Once you have
gathered all the requirements, designed a solution, and purchased the
equipment, you will be ready to configure, test, and launch the site.

Making a DMZ and Controlling Traffic

This section covers how to configure the PIX’s basic and advanced security features to
meet your solution’s needs. We discuss in detail how to securely access the PIX and
define security levels, NAT, access rules, routing, failover, and other security features.

Securely Managing the PIX

There are several ways to access the PIX in order to configure, troubleshoot, or monitor
its status, including console access, Telnet, SSH, and the PDM. In this section, we discuss
the advantages and disadvantages of each access method as well as how to configure
some of the more secure methods. We also discus how to authenticate users and
manage them via an external RADIUS or TACACS+ server.

The Console

Out of the box, the higher-end PIX chassis, including the PIX 515, must be initially set
up via the console port. This task can be accomplished using the same method as you
use to connect to a Cisco router or switch. You need a terminal program, such as
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HyperTerminal, configured with the following parameters on the appropriate COM
port:

®m Bits per second to 9600
®m  Data bits to 8

m  Parity to None

m  Stop bits to 1

m  Flow control to Hardware

Connect your PC’s COM port to the PIX’s Console port using the adapter and the
rolled ribbon cable that came with the PIX.You now have direct serial access to the
PIX’s CLI. Access to the console port can be protected by a password or authenticated
via a TACACS or RADIUS server. This type of access can be used for general mainte-
nance and monitoring or when access via other methods such as Telnet or SSH is use-
less due to configuration errors or malfunctions. Accessing the PIX via the console
might be your last option to correct the problem before having to call Cisco’s Technical
Assistance Center (TAC) for assistance.

NoTE

Cisco TAC is responsible for providing Cisco’s customers with assistance for
technical and configuration issues for all Cisco’s hardware and software prod-
ucts, including the PIX firewall. Cisco’s TAC can be contacted by phone or via
the following URL: www.cisco.com/en/US/support/index.html.

Telnet

The PIX provides the ability to Telnet to the command-line interface. The PIX allows
for five simultaneous Telnet sessions from hosts or networks you specify via the Telnet
address |netmask) [interface_name] command. This command allows you to identify the
host(s) that can initiate a Telnet session as well as the interface in which to accept the
connection.

Telnet access to the PIX firewall is allowed on all interfaces. However, for increased
security on the most vulnerable interface, the outside of the interface with security
level O (usually the interface facing the Internet), the PIX will only except Telnet ses-
sions to the interface if it is IPSec protected. Therefore, Telnet access to the outside
interface requires extra configuration to support IPSec. Some administrators may imple-
ment this for remote administration of PIX firewalls, but use this feature with great

www.syngress.com



Firewall Design: Cisco PIX ¢ Chapter 5

caution and only if absolutely necessary. As was the case with the console port, Telnet
access can be protected by a password or authenticated via a TACACS or RADIUS
server. Remember that Telnet traftic, when not used in conjunction with IPSec, is sent
in clear text. If someone is sniffing your network, they can easily capture the PIX’s
Telnet password or enable password, or if you are using AAA, they will be able to
obtain a user ID and password and use them later to open holes in the firewall or per-
form other malicious activity.

In sum, using Telnet is not recommended, because you could lose your credentials to
a malicious attacker who is eavesdropping on your network. A more appropriate solution
is to console in as mentioned previously. An even better in-band alternative is SSH.

SSH

One of the major weaknesses inherent to a Telnet session is that all data is sent in clear
text. This can be a serious security vulnerability if someone is able to sniff your Telnet
session to the firewall. The PIX can also support SSH version 1.x, which gives the
administrator secure access to the PIX’s CLI. All traftic between the administrator’s
workstation and the PIX is encrypted, which makes it difficult for a hacker to capture
IDs and passwords or credentials in general. Unlike Telnet, which is available by default
on almost every operating system, an SSH version 1.x client is required and usually
needs to be installed on the workstation(s) that need to manage the PIX via SSH. As
with Telnet, the PIX will allow five simultaneous SSH sessions from hosts or networks
you specify via the ssh command. As with the other access methods, the PIX can be
protected by a password or authenticated via a TACACS or RADIUS server. Unlike
Telnet, the PIX allows SSH connectivity on all interfaces, including the outside inter-
face. In order to configure SSH, the PIX firewall needs a DES or 3DES activation key
to generate an RSA key pair and support encrypted communication between the client
and the PIX.

The first task when setting up SSH is to create an RSA key pair and save it to the
PIX’s Flash. The configuration shown in Figure 5.5 identifies the code necessary to
generate an RSA key pair, which consists of the PIX’s hostname and domain name. The
ca generate rsa key 1024 command generates an RSA key pair with a key modulus of
1024 bits (the default is 768 bits). This code will not show in the PIX configuration,
but the RSA key-pair configuration can be viewed by executing the show ca mypubkey
rsa command. In order to save the generated RSA key pair so it will be available after a
reboot, you need to save it into Flash by entering the ca save all command.

After the RSA key pair is generated, it is time to configure SSH. The example
shows a workstation with the IP address 192.168.0.2 that is authorized to initiate an
SSH session to the PIX’s inside interface. Use the ssh address [netmask] [interface_namel]
command to define the IP host or IP address range that can access the PIX as well as
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on which interface to accept this connection. The ssh timeout command sets the amount
of idle time, in minutes, before the session is disconnected.

Figure 5.5 SSH Configuration Example

pixfirewall (config) # hostname Pix515
Pix515 (config) # domain-name syngress.com
Pix515 (config ca generate rsa key 1024
ca save all

Pix515 (config ssh 192.168.0.2 255.255.255.255 inside

( )
( ) #
Pix515 (config) #
( ) #
Pix515 (config) # ssh timeout 60

An authorized workstation—in this case, 192.168.0.2—with an SSH client can
complete a session with the PIX.The SSH client will require a username and password,
but if you are only using local passwords, you might ask, “What is my username?” In
this case, the username is pix, but if AAA is configured, the username is your
TACACS+ or RADIUS username and password.

The PIX Device Manager

The PDM provides administrators with a browser-based GUI that can be used to con-
tigure the PIX without having to know how to administer the CLI. The PDM provides
administrators who are not well versed in the PIX CLI the ability to easily configure
and monitor the PIX via a Java applet. All transmission between the browser and the
PIX is securely transmitted via SSL. The PDM will provide you with configuration
wizards, performance graphs, and historical data. In order to run the PDM, you need an
activation key that enables DES or Triple DES 3DES on the PIX. It is important to
remember that the PDM software is separate for the PIX OS and needs to be loaded
into Flash separately (assuming it was not shipped with the PIX already loaded) before
it can be used to manage the PIX.The PDM feature is not enabled on the higher-end
PIX models (PIX 515E and greater) by default. In order for the PIX to accept and
respond to HTTP requests, you need to enable the HTTP server within the PIX OS
with the http server enable command. As with the other methods, you need to specify the
interface and the IP address or IP range that can access PDM.

NoTEe

Unlike the Web-based management interface on Cisco routers, PDM is a very
useful tool for novice and even advanced firewall administrators. Besides the
PDM providing a powerful GUI, all the traffic between the PIX and the browser
is encrypted, which is lacking from the router’s HTTP server implementation. As
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with all unused services, if you are not planning to use PDM, make sure the
HTTP server is disabled.

Figure 5.6 shows how to enable the HTTP server and specify that the host with
the IP address 192.168.0.2 is the only device able to access the PDM. Once the PDM
is enabled (and assuming you’ve already configured the interfaces on the PIX), you will
be able to access the PIX via your Web browser using this URL: https://192.168.0.1.
(In this example, the IP address of the PIX’s inside interface is 192.168.0.1.)

You will be prompted to accept certificates and then prompted for a username and
password. If you are using RADIUS or TACACS+ to authenticate access to the PIX,
use the username and passwords assigned to you. If you are not using RADIUS or
TACACSH, leave the username prompt empty and enter the enable password at the
password prompt. In this chapter, we concentrate on the PIX CLI as the preferred
method of configuring and managing the PIX, and as we mentioned earlier, there some
advanced commands that the PDM does not support. If you do not need the PDM,
make sure you disable the HTTP server on the PIX using the no http server enable com-
mand. Although the PDM can be very useful for managing and supporting the PIX, we
recommend using SSH as the only form of remote administration of the PIX. Even
though the PDM provides secure communication, it might be wise to disable it to
reduce the entry points in the PIX’s management interface, therefore limiting the PIX’s

exposure to attacks. SSH provides secure communication as well as access to all the
PIX’s CLI commands.

Figure 5.6 PDM Configuration Example

Pix515 (config) # http server enable
Pix515 (config) # http 192.168.0.2 255.255.255.255 inside

NoTE

Some corporate security managers only access the PIX’s console port via a
secure nonnetworked terminal in the data center or another form of secure
out-of-band management. They will not permit access methods, such as Telnet,
SSH, the PDM, or CSPM, in order to reduce the risk of a hacker breaking into
the PIX using admin accounts and making unauthorized changes for other pos-
sible attacks. Although this access method is very secure, it makes PIX manage-
ment and support very difficult.
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Authenticating Management Access to the PIX

Suppose you have a large organization in which many administrators have access to the
PIX for management, and the security policy calls for each admin to have a unique ID
and password, so changes to the PIX can be tracked and administrators can be held
accountable.

To accomplish this task, the PIX has a feature called authentication, authorization, and
accounting (also known as AAA). AAA can authenticate users managing the PIX via CLI
or the PDM tool. AAA can be applied to admins accessing the PIX via the following
methods: console, Telnet, SSH, and HTTP. With AAA configured, the PIX will authen-
ticate the username and password information with a local ID or an external RADIUS
or TACACS+ server. If the PIX receives an “Accept” response from the RADIUS or
TACACS+ server, the user will be allowed to gain access to the PIX. If a “Reject” mes-
sage 1s received, the user will be denied access. The AAA feature can also limit the
commands by authorizing each command an admin enters. This tool is useful if you
have many administrators who have access to the PIX.You might want an administrator
to have the ability to troubleshoot the PIX, which requires the use of show and clear
commands, and provide other senior or advanced administrators the ability to make
configuration changes to interfaces, access rules, routing, and so on. Unlike Cisco
routers and switches, the PIX currently does not support accounting, which logs
changes administrators make. However, the PIX can provide AAA services for traffic
passing through the PIX, as we discus in detail later in this chapter.

Figure 5.7 details the configuration needed to implement authentication of admin-
istrative access to the PIX.The aaa-server command sets the server that will authenticate
the admins IDs to either RADIUS or TACACS+.This command is also used to iden-
tify the interface on the PIX in which the RADIUS or TACACS+ resides, its IP
address, and the encryption key used for encrypted communication between the PIX
and the server and assigns it a group tag. In this example, we authenticate to a
TACACS+ server. The IP address of the server is 192.168.1.50, the shared encrypted
key 1s mykey, and we assigned it the group tag of AuthAdmin. The aaa authentication
command specifies the access method and matches it to a group tag. This example
shows how to configure authentication for each of the methods discussed in this sec-
tion. The last line in this example enables command authorization using the aaa
authorization command.
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The Cisco Secure Access Control Server (ACS), which can act as either a
TACACS+ or RADIUS server, also needs to be configured to complete the AAA
implementation. You can find more information on ACS on Cisco’s Web site at
www.cisco.com/univercd/cc/td/doc/product/access/acs_soft/csacsdnt/acs31/
acsuser/index.htm.

Figure 5.7 Configuring AAA

Pix515 (config) # aaa-server AuthAdmin protocol tacacs+

Pix515 (config) # aaa-server AuthAdmin (inside) host 192.168.1.50 mykey
timeout 5

Pix515 (config) # aaa authentication serial console AuthAdmin

Pix515 (config) # aaa authentication Telnet console AuthAdmin

Pix515 (config) # aaa authentication ssh console AuthAdmin

Pix515 (config) # aaa authentication http console AuthAdmin

Pix515 (config) # aaa authorization command AuthAdmin

PIX Configuration Basics

In this section, we cover the basic configuration steps needed to set up the PIX to pro-
vide internal user access to the Internet, support for a DMZ, and connectivity to the
Internet. Here we discuss how to define interfaces, configure NAT, set access rules, and
enable routing. By the end of this section, you will be familiar with the basic configura-
tion steps for the PIX and be able to apply these steps to the configuration of your PIX
firewall.

Defining Interfaces

Before configuring the interfaces on the PIX, you must have your design laid out and
know the function of each PIX interface. This process includes:

®  Naming the interface
B Assigning a security level
®m  Configuring an IP address

m  Setting the speed and duplex of the interface
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Figure 5.8 shows a design for a traditional “three-legged” firewall, which details the
number of interfaces and their IP addresses required to implement this environment.
The switches connecting the PIX to the inside, outside, and DMZ LANs are all capable
of running at 100Mbps full duplex. Once the basic information has been compiled, we
can begin to add the configuration needed to set up the interfaces on the PIX.

Figure 5.8 PIX Interface Configuration
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In configuring the interface, the first step is to name and define a security level for
each active interface. When the PIX boots up, it assigns a hardware ID to each interface
it detects and is licensed for. In this example, we have a PIX 515E with an optional
one-port Fast Ethernet card inserted into one of the chassis’ open PCI slots. The two
embedded PIX 515E Fast Ethernet interfaces are assigned the hardware IDs ethernet0
and ethernet1. The optional one-port Fast Ethernet card is assigned ethernet2. The PIX
will allow you to logically name the PIX’s interfaces except the inside interface, so you
can rename them something more relevant. For example, the default interface name for
the optional one-port Fast Ethernet is intf2, but we will rename it to better describe its
usage and call it DMZ, since will house the DMZ LAN.

Once we choose the function and naming convention for the PIX’s interfaces, we
must now decide on a security level for each interface.You can assign security level
between 0 and 100, where O is the least secure interface and 100 is the most secure
interface. The most secure interface on the PIX is always the inside interface, which has
a security level of 100, and the least secure is usually your Internet-facing interface, or
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the outside interface, which has a security level of 0. The security levels are designed to
let the PIX know how to treat packets entering its interfaces. Sessions originating and
entering the PIX on an interface with a high security level will be permitted to travel
through PIX on any interface with a lower security level and allow packets associated
with this session to return.

However, a session originating from a lower security interface will not be for-
warded to an interface with a higher security level unless explicitly permitted by an
ACL. Other interfaces, such as the DMZ interface in Figure 5.8, need to be assigned a
value between 1 and 99, which signifies semitrusted networks and treats them as such,
only allowing them access to the lower security interfaces, such as the outside interface
or another DMZ interface with a lower security level.

For example, a user on the internal LAN can access a Web site on the Internet
because the user’s HTTP request will originate from the PIX’s inside interface and be
permitted to exit the outside interface and return due to the fact the inside interface
has a greater security level than the outside interface. The same is true if the user wants
to access a Web site located on the DMZ interface of the PIX, because the inside inter-
face has a greater security level than the DMZ interface. If the user moved his or her
workstation to the DMZ LAN, he or she would still be able to access a Web site on the
Internet because the DMZ interface has a greater security level than the outside inter-
tace. However, if the user tried to access any resources on the PIX’s inside interface,
access would be denied because the DMZ interface has a lower security level than the
inside interface unless access was explicitly allowed. Packets originating from the
Internet and entering the PIX from the outside interface will not be forwarded on any
of the PIX’s other interfaces unless explicitly allowed via an ACL. Later in this chapter,
we will discuss how to configure the PIX to allow access from an interface with a
lower security level to an interface with a higher security level using ACLs.

NoTEe

Prior to PIX OS version 5.3, it was necessary to define the outside interface as

Ethernet0 and the inside interface as Ethernet1. Although this is not a require-
ment for PIX OS version 5.3 and greater, it is recommended that you continue
to use this convention.

The naming and assignment of the security level of an interface is implemented
using the nameif command. Figure 5.9 shows how to configure the DMZ infrastructure
pictured in Figure 5.8. Within the nameif command, you need to associate the hardware
ID to a logical name and a security level. In this case, EthernetO and Ethernet] are left
at their defaults, which are outside with a security level of 100 and inside with a security
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level of 0, respectively. The default configuration on Ethernet2 is overwritten and
changed to DMZ with a security level of 50.

Figure 5.9 Configuring Interface Names and Security Levels

Pix515 (config) # nameif ethernet0 outside security0
Pix515 (config) # nameif ethernetl inside securityl00

Pix515 (config) # nameif ethernet2 DMZ security50

NoTE

The inside interface cannot be renamed or given a different security level. The
outside interface can be renamed but not given a different security level.
Security levels for DMZ interfaces can range from 1 to 99. When assigning
security levels, keep expansion in mind and allow some space between security
levels in case you have to add another interface with a security level that sits
between two previously configured interfaces.

The next step is to configure the IP addresses for each of the active interfaces on
the PIX. IP addresses should always be statically assigned to each active interface, except
in the case where you are connecting to a broadband service provider that is assigning
IP addresses dynamically to the PIX’s outside IP address via DHCP. The ip address
if_name ip_address [netmask| command is used to assign static IP addresses to each of the
PIX’s interfaces, as shown in Figure 5.10.

Figure 5.10 Configuring IP Addresses

Pix515 (config)# ip address inside 192.168.0.1 255.255.255.0
Pix515 (config) # ip address outside 11.1.1.1 255.255.255.240
Pix515(config)# ip address DMZ 11.1.2.1 255.255.255.0

The last step in the configuration of the PIX’s interfaces is to set the speed and
duplex and turn up the interface. By default, all the PIX’s interfaces are disabled and set
to autodetect speed and duplex settings. In the prior DMZ example, we said that all the
segments were capable of running at 100Mb full duplex.

Figure 5.11 shows the use of the interface hardware_id [hardware_speed] [shutdown]
command to configure each interface as 100Mbps full duplex as well as activating each
interface by simply not adding the shutdown keyword to the interface command.
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Figure 5.11 Setting Interface Speed and Duplex

Pix515 (config) # interface ethernet0 100full
Pix515 (config) # interface ethernetl 100full

Pix515 (config) # interface ethernet2 100full

NoTE

It is always a good idea to hard-code the speed and duplex settings into both
the PIX and the switch. It is common for the autodetect feature not to detect
the correct settings, and you could end up with a speed or duplex mismatch,
which will cause errors on the interfaces. In addition, if you have already con-
figured your PIX but you do not think it is performing optimally, check these
settings on the PIX and the switch to make sure they match. This is one of the
major culprits in performance-related issues, especially in new installations.

Use the show interface command to display all interfaces on the PIX as well as its
name, status, IP address, statistics, and settings. The display in Figure 5.12 shows a PIX
with three interfaces. This command displays a good deal of useful information, but for
the purpose of setting up the firewall’s interface, let’s focus on the first line of each
interface, which displays the status of that particular interface, IP address, and the speed
and duplex settings (highlighted in bold in the figures). The first line for each interface
shows you the name of the interface as the availability of the interface would, shown as
either “up” or “down.” This line also shows the status of the line protocol. If line pro-
tocol is “up,” the interface is operational and able to send and receive traftic; or it will
show “down” when the cable is not plugged in or there is a problem with the cable.
You can also use this command to view the automatically or statically discovered speed
and duplex settings as well as the IP address assigned to each interface.

Figure 5.12 Show Interface DisplayPix515# show interface

interface ethernet0 "outside" is up, line protocol is up
Hardware 1is 182559 ethernet, address is 0003.6bf6.b2db
IP address 11.1.1.1, subnet mask 255.255.255.240
MTU 1500 bytes, BW 100000 Kbit full duplex
18621087 packets input, 1275940159 bytes, 0 no buffer
Received 89741 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

15491674 packets output, 1067317694 bytes, 0 underruns

Continued
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Figure 5.12 Show Interface DisplayPix515# show interface

0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
interface ethernetl "inside" is up, line protocol is up
Hardware is 182559 ethernet, address is 0003.6bf6.b2dc
IP address 192.168.0.1, subnet mask 255.255.255.0
MTU 1500 bytes, BW 100000 Kbit full duplex
20910291 packets input, 1556195344 bytes, 0 no buffer
Received 35678752 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
8330 packets output, 15696667 bytes, 0 underruns
0 output errors, 0 collisions, 1105 interface resets
0 babbles, 0 late collisions, 0 deferred
35 lost carrier, 0 no carrier
interface ethernet2 "DMZ" is up, line protocol is up
Hardware is 182559 ethernet, address is 0002.b322.404e
IP address 11.1.2.1, subnet mask 255.255.255.0
MTU 1500 bytes, BW 10000 Kbit full duplex
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets

babbles, 0 late collisions, 0 deferred

o o o o

lost carrier, 0 no carrier

Pix515#

Configuring NAT

NAT is one of the basic features of the PIX firewall. NAT converts private, internal IP
addresses into publicly routable addresses. You might want to translate or fo NAT (using
the term as a verb to describe this process) your internal addresses because they are
nonroutable private addresses or to discourage attacks from the Internet. Request for
Comment (RFC) 1918 lists the addresses that are available for private use on the
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internal network. The Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of the IP address space for private networks:

® 10.0.0.0 through 10.255.255.255 (10 /8 prefix)
B 172.16.0.0 through 172.31.255.255 (172.16 /12 prefix)
B 192.168.0.0 through 192.168.255.255 (192.168 /16 prefix)

NoTE

You can learn more about RFC 1918 by visiting the RFC document online:
www.cis.ohio-state.edu/cgi-bin/rfc/rfc1918.html

If you are using these addresses on your internal LAN and clients on the internal
LAN need to communicate to Internet resources, you need to NAT these addresses to
public addresses in order to be routed throughout the Internet. Public addresses are typ-
ically IP addresses assigned to your organization by the Network Information Center
(NIC) or by your ISP.The problem facing IPv4 is that the public address pool has been
depleted, so network administrators may no longer be able to assign public addresses to
all clients on their internal LANs and have them access Internet resources without the
use of NAT. So administrators are forced to assign private addresses to internal clients
and use their allocated public addresses for NAT address pools and for services provided
by the DMZ directly accessible by the Internet, such as Web and e-mail relays. NAT
makes it possible for a small number of public IP addresses to provide Internet connec-
tivity for a large range of hosts. PAT is sometimes used synonymously with NAT.
However, NAT and PAT function slightly differently. NAT can provide a static one-to-
one IP mapping between private and public addresses or dynamically map a large
number of internal private addresses to a pool of public addresses. The problem with
dynamic NAT is that once the pool of public addresses has been exhausted, the PIX
will not be able to NAT additional internal address until an address in the public pool
is free, whereas PAT can map very large numbers of private addresses to a single public
IP address. PAT dynamically maps a connection requested from the private address
range and assigns it a unique port number on a single public address as a connection is
requested. As a result, a single public IP address can support up to 65,535 connections.
Table 5.1 shows four addresses PAT’d to a single IP address. Notice that the only differ-
ence is the translated port. The PIX will hold a similar table in memory so it knows to
which real address to send the reply traftic.
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Table 5.1 Port Address Translation

Real Address Real Port Translated Address Translated Port
192.168.1.2 1234 11.1.1.1 1024
192.168.1.3 1444 11.1.1.1 1025
192.168.1.4 1500 11.1.1.1 1026
192.168.1.5 1234 11.1.1.1 1027

NAT configuration statements are required for all connectivity through the PIX,
even if NAT is not required. You need to configure the PIX not to NAT and let the
real address flow through without being translated.

In this section, we break down the NAT configuration into two parts—outbound
NAT and inbound NAT—because they require different commands to implement.
Outbound NAT occurs when a device on a secure interface needs to communicate
through a less secure interface to reach its destination. Inbound NAT occurs when a
device on a less secure interface needs to communicate through a more secure interface
to reach its destination.

NoTEe

This book details how to set up a DMZ environment, but the PIX and all its fea-
tures, including NAT, can be configured to accommodate many different
requirements or designs. In this NAT section, we focus on how to set up NAT
for some conventional DMZ designs. Keep in mind that the PIX's NAT and PAT
features can be configured for a variety of scenarios, including connecting net-
works with conflicting IP addressing. You might have conflicting network
addresses when your company acquires a company (or your company becomes
acquired) with the same internal network numbering scheme. In today’s world
of mergers and acquisitions, this configuration will become a definite reality
for most firewall administrators.

Outbound NAT

When a connection from a more secure interface to a less secure interface is necessary,
a NAT or PAT statement needs to be configured, regardless of whether you need to
NAT or PAT the address on the interface with the higher security interface. This tells
the PIX whether or not to NAT or PAT the packet as they pass through the PIX. For
example, if users on the inside interface, which are on private address space, need to
access the Internet, they must be translated to a public address space that is routable on
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the Internet. There three options to configure outbound address translation are Static
NAT, Dynamic NAT, and Dynamic PAT.

Outbound connections usually call for Dynamic NAT or Dynamic PAT.
Configuring outbound NAT usually requires two steps. The first step is to identify
whether NAT is required for a specified range of IP addresses and, if so, assign it a NAT
ID. The second step is to assign the NAT ID to a public address pool for Dynamic
NAT or a single public address to be used by PAT.

The nat [(if_name)| nat_id ip_address [netmask [conn_limit [em_limit]]] command is
used complete Step 1.The nat command requires you to configure the interface to
which the NAT should be applied, the NAT ID, the range of IP addresses to be trans-
lated, and connection limits. The if_name parameter tells the PIX to NAT connections
initiated from the specified PIX interface that match the IP address range specified by
the ip_address netmask parameters. The nat_id parameter is used to group the hosts to be
translated and will be used later, in Step 2. If the nat_id parameter is set to 0, the PIX
will not NAT the specified range.

The conn_limit and em_limit parameters specify the connection limit and the embry-
onic limit, respectively. The connection limit is the number of simultaneous connections
allowed by the PIX initiated by the specified IP range, and the embryonic limit is the
number of connections that have started but have not completed, meaning that they
have not completed the three-way handshake. By default, both these parameters are set
to 0, which means that the PIX will allow an unlimited amount of active connections
and an unlimited number of embryonic connections or incomplete connections.
Setting these parameters to numbers other than 0 allows the PIX to limit the number
of connections made by the specified IP range and protect your network from propa-
gating SYN or flood attacks.

These parameters are relevant in both internally and externally initiated connec-
tions settings. They will also protect your network from SYN or flood attacks initiated
from the Internet. Since this type of protection is more relevant on connections initi-
ated outside your network, we discuss the importance of setting these parameters later
in the “Inbound NAT” section. Keep in mind that if you know the number of connec-
tions your internal users need and want to prevent internal clients from acting as a
propagation point for flood attacks, it’s a good idea to set the connection and embry-
onic limits to a value other than 0. Be careful not to set them too low, which would
prevent valid connections to pass through the PIX. Once set, you need to monitor the
number of connections from time to time to verify that increased usage from normal
growth is not about to eclipse your limits, in which case you need to adjust your set-
tings.

The nat [(if_name)] O access-list acl_name command tells the PIX not to NAT packets
that match the criteria set by an access list. This gives the PIX the flexibility not only
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based on source IP addresses, as the standard nat command does, but also on destination
IP address. In order for this command to function, it requires the creation of an ACL
and the nat command with the 0 access-list option. The ACL used with the nat com-
mand only matches on Layer 3 and must not contain any port specification. We explore
ACLs in depth later in this chapter.

The second step assigns the NAT ID to a global address pool for Dynamic NAT or
a single public address to be used by PAT. The global |(if _name)| nat_id {global_ip |-
global_ip| [netmask global_mask]} command is used to tie the IP address range specified
with the nat command to an IP address or a range of global IP addresses. In a outbound
connection scenario where internal users need to access resources on the Internet, the
global addresses need to be in the public address range so it can routed throughout the
Internet. The if_name parameter is the outbound interface where the translated IP
address will exit. The nat_id parameter ties the global command to the nat command,
which identifies the IP addresses that need to be translated. The next parameter speci-
fies if the PIX should perform Dynamic NAT or Dynamic PAT. If only one global IP
address is specified in the global_ip parameter, the PIX will perform Dynamic PAT, but
if a range of global IP addresses is specified, the PIX will perform Dynamic NAT. The
global_mask parameter specifies the mask for the global IP addresses. If the nat command
has a 0 specified as its nat_id, no global command is needed, since the 0 NAT ID means
“do not NAT.””

We use the diagram in Figure 5.13 as an example of how the nat and global com-
mands work together to provide Dynamic NAT and PAT. We have a network with two
internal LAN subnets, a PIX to provide secure access to the Internet for internal users
and to support a DMZ with Web, e-mail, and FTP servers. Since the two-user subnet is
on private address space, the IP addresses of internal PCs need to be translated to a
public IP address in order to access Internet resource. The servers on the DMZ already
have public addresses so they can initiate connections to resources on the Internet
without the aid of NAT. The setup has several requirements, which are listed in Table
5.2. We need to configure PAT so all user PCs on internal LAN A can access the
Internet via a single public address. Users on internal LAN B also need to access the
Internet, but they have a special requirement that will enable the first seven addresses to
be dynamically NAT’d and the rest can be translated via PAT. All access from the
internal LAN to the DMZ should not be translated, nor should any access from the
DMZ to the Internet.
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Table 5.2 Outbound NAT

Network/Device

Actual Address

Translated Address

Method

Internal LAN A
Internal LAN B

Internal LAN B

Web server
E-mail server
FTP server

192.168.1.0 /24
192.168.2.0 /24

192.168.2.0 /24

11.1.2.2 /24
11.1.2.3 /24
11.1.2.4 /24

11.1.1.2 /28
11.1.1.3-11.1.1.9 /28

11.1.1.10 /28

11.1.2.2 /24
11.1.2.3 /24
11.1.2.4 /24

All PAT

Dynamic NAT (first
seven addresses)

PAT (remaining
addresses)

No NAT
No NAT
No NAT

Figure 5.14 exhibits the configuration necessary to fulfill the PAT requirements of
internal LAN A and the special NAT and PAT requirements of internal LAN B.The
first step is to assign each internal LAN a separate NAT ID via the nat command. NAT
ID 1 is assigned to internal LAN A, and NAT ID 2 is assigned to internal LAB B.
Using the global command with a single global IP address and specifying NAT ID 1

will enable Dynamic PAT for all IP address on internal LAN A. All communication ini-
tiated from internal LAN A will exit the PIX with an IP address of 11.1.1.2.To meet
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the special needs of internal LAN B, we first have to use the global command with a
NAT ID of 2 and a global IP address range between 11.1.1.3 and 11.1.1.9, which
allows for seven dynamic one-to-one NAT translations. Once the Dynamic NAT pool
has been depleted, the remaining connections will be dynamically PATd to 11.1.1.10.
If an IP address in the Dynamic NAT pool is freed up, the next connection request will
be dynamically NAT’d before returning to PAT.

Figure 5.14 Outbound NAT Configuration, Part 1

Pix515 (config nat (inside) 1 192.168.1.0 255.255.255.0 0 O

(
Pix515 (config nat (inside) 2 192.168.2.0 255.255.255.0 0 O
(

Pix515 (config

) #
) #
)# global (outside) 1 11.1.1.2 netmask 255.255.255.240
) #

Pix515 (config global (outside) 2 11.1.1.3-11.1.1.9 netmask 255.255.
255.240

Pix515 (config) # global (outside) 2 11.1.1.10 netmask 255.255.255.240

Figure 5.15 exhibits the configuration necessary to fulfill requirements where
internal users can access the DMZ and servers on the DMZ can access the Internet
without NAT. In order to allow all internal users access to the DMZ without NAT
requires the nat command with 0 access-list option. This form of the nat command is
necessary because, as you might recall, we already assigned the internal LAN A and
LAN B NAT IDs that call for NAT. To override this behavior when internal users
access the DMZ, we must specifically tell the PIX not to NAT internal LAN IP
addresses when they access the DMZ.

The first step is to specity an ACL called Inside2DMZ, which specifies the source
address as the internal address ranges (192.168.1.0 /24 and 192.168.2.0 /24) and the
destination address of the DMZ address range (11.1.1.2.0 /24) to be excluded from the
NAT translation. The next step is to apply the access list to the nat command, which
lets the PIX know not to NAT internal IP addresses accessing the DMZ. To satisfy the
last requirement, which lets the servers on the DMZ access the Internet with the aid of
NAT, we specify the DMZ interface and the DMZ IP address range with the NAT ID
of 0, which means to not NAT this range on this interface.

Figure 5.15 Outbound NAT Configuration, Part 2

Pix515 (config) # access-1list Inside2DMZ permit ip 192.168.1.0 255.255.255.
0 11.1.2.0 255.255.255.0
Pix515 (config) # access-1list Inside2DMZ permit ip 192.168.2.0 255.255.255.

Continued
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Figure 5.15 Outbound NAT Configuration, Part 2
0 11.1.2.0 255.255.255.0

Pix515 (config) # nat (inside) 0 access-list Inside2DMZ

Pix515 (config) # nat (DMz) O 11.1.2.0 255.255.255.0 0 0

Inbound NAT

By default, the PIX will not allow access from an interface with a lower security level
to access an interface with a higher security level. This type of inbound access has to
been explicitly defined. The first step to allow this type of access is to define a NAT
statement and the second step is to apply access rules. In this section, we discuss how to
set up NAT to allow users on the Internet to access the PIX semisecure interfaces or
DMZ interfaces. Access initiated directly from the Internet to the inside interface, or
internal LAN, should be prohibited. Normal security policies prevent such access and
only allow clients on the Internet to interact with devices on the DMZ.

As with outbound NAT, it is necessary to configure a NAT statement, regardless of
whether network address translation needs to take place. Inbound NAT also has two
options, to configure address translation including Static NAT and Static PAT. In setting
up a DMZ, the most common option is the Static NAT option, where there is a one-
to-one [P address mapping. Because there is a one-to-one mapping, this does not save
public address space.

Another common configuration is Static PAT. Unlike Static NAT, Static PAT does
save address space because it uses one public IP address and, depending on the port on
which a request comes in, it translates to any number of private addresses. For example,
you can have one IP address exposed to the Internet and have clients on the Internet
make requests to this IP address for services such as Web content (TCP port 80) or
SMTP (TCP port 25). Depending on the port the request is received on, the PIX will
map and forward the request to the real IP of the Web or mail servers, respectively. This
section focuses on the Static NAT and PAT commands needed to set up access to the
DMZ.To configure Static NAT, the static (if_name_high, if_name_low) ip_address_low
ip_address_high [netmask mask] [conn_limit [em_limit]] command is used. The syntax of
this command can be confusing, so special attention is required because the command
asks for the interface names in the reverse order than it asks for the IP addresses. In this
form, the static command maps a virtual IP address on the less secure interface to the
actual IP address on the more secure interface, creating a one-to-one IP mapping. The
if_name_high, the interface with the higher security level, and if_name_low, the interface
with lower security level, parameters specify the PIX’s interfaces on which the address
translation needs to occur. The ip_address_low parameter is the virtual IP on the PIX’s
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less secure interface that will be mapped to the real IP address specified by the
ip_address_high parameter on the PIX’s more secure interface. The mask parameter in
one-to-one static mapping is set to 255.255.255.255 or host mask but can also be used
for a net static. A net static is useful in a situation in which you need to translate an
entire network but want to keep the host portion of the IP address the same. Figure
5.16 is an example of how to change the netmask so all hosts on network 11.1.1.0 /24
translate to a host on 10.1.2.0 /24. In other words, 11.1.1.1 will be translated into
10.1.2.1,11.1.1.2 to 10.1.2.2,11.1.1.3 to 10.1.2.3,and 11.1.1.254 to 10.1.2.254.

Figure 5.16 Inbound Net Static NAT Example

Pix515 (config) # static (DMZ,outside) 11.1.1.0 10.1.2.0 netmask 255.255.
255.0 0 O

Figure 5.17 is an example of a one-to-one NAT configuration. In this example,
there is a DMZ interface on the PIX with servers on the 10.1.2.0 /24 subnet. Since
the 10.1.2.0 /24 subnet is in the private range of addresses, it cannot be routed on the
Internet. The PIX’s outside interface is on the 11.1.1.0 /28 subnet, which is with the
public address range. We have a Web server on the DMZ with an IP address of 10.1.2.2
that needs to accessed by the Internet, but since its on a private address, it cannot, so we
need to configure NAT using the static command. In this example, we create a one-to-
one IP mapping between 10.1.2.2 and 11.1.1.11. Users on the Internet will now be
able to access the Web server via the 11.1.1.11 address, and the PIX will then translate
the destination address to the real address, 10.1.2.2, and forward the packet to the Web
server. The Web server will then reply to the HTML request with the source address
10.1.2.2 and the destination address of the user. The PIX will receive the return packet
and this time change the source address from 10.1.2.2 to 11.1.1.11 and forward the
packet. The user on the Internet will receive the Web page and will never know that
NAT has taken place.

Figure 5.17 Inbound NAT Configuration with NAT

Pix515 (config) # static (DMZ,outside) 11.1.1.11 10.1.2.2 netmask 255.255.
255.255 0 0

As we mentioned earlier, a NAT statement is required for the inbound connectivity,
even if address translation is not required. In this case the static command has a slightly
difterent syntax, static (if_name_high, if_name_low) ip_address ip_address [netmask][[conn_limit
[em_limit]]. You can see that the ip_address_low and ip_address_high parameters have been
replaced by duplicate ip_address parameters. This simply tells the PIX not to NAT the
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specified the IP address or range and make the IP address visible to the less secure
interface “as 1s.” Figure 5.18 is an example of an inbound NAT configuration without
NAT. The network 11.1.2.0 /24, located on the PIX’s DMZ interface (refer back to
Figure 5.13), is made visible to the outside interface so clients on the Internet can
directly communicate with the servers on the DMZ without the use of NAT.

Figure 5.18 Inbound NAT Configuration Without NAT

Pix515 (config) # static (DMZ,outside) 11.1.2.0 11.1.2.0 netmask 255.255.
255.0 0 O

Configuring Static PAT, also known as port redirection, is slightly different from con-
figuring Static NAT in that you do not specify a mapping based only on an IP address
but also on the port. The static (if_name_high, if_name_low) (tcp, udp) global_ip global_port
local_ip local_port [netmask][conn_limit [em_limit]] command is used to define Static PAT;
as you might notice, it is very similar to Static NAT except that you are also defining
ports. Static PAT only works with TCP and UDP packets. Figure 5.19 shows how to
configure Static PAT for Web and SMTP traffic. In this example, if a request came to
the IP address of the PIX’s outside interface on TCP port 80 (WWW) or TCP port 25
(SMTP), it would be translated and forwarded to the real TP addresses of the Web server
(10.1.2.2) and mail server (10.1.2.3), respectively. Notice that we supplemented the
parameter global_ip with the keyword interface, which means to use the IP address of the
outside interface as the global_ip.

Figure 5.19 Inbound Static PAT Configuration

Pix515 (config) # static (DMZ,outside) tcp interface www 10.1.2.2 www

Pix515 (config) # static (DMZ,outside) tcp interface smtp 10.1.2.3 smtp

In the previous section, we mentioned how setting the connection and embryonic
limits could protect your internal network from propagating SYN attacks; in this section,
we discuss how to protect the servers on your DMZ from SYN and flood attacks initi-
ated from the Internet. If you recall, the connection limit is the number of simultaneous
connections allowed by the PIX initiated by the specified IP range, and the embryonic
limit is the number of connections that have started but have not completed, meaning the
three-way handshake has not been completed. By setting the embryonic limit (em_limir)
parameter in the static command to a value other than 0, 0 means unlimited, enabling
SYN attack prevention via the PIX’s TCP Intercept feature. Once the embryonic
threshold is exceeded, the PIX will enter TCP Intercept mode, where the PIX will com-
plete the three-way handshake on behalf of the server by intercepting all SYN packets
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and reply on behalf of the server with an empty SYN/ACK.The PIX will keep the state
information, drop the packet, and wait for a reply from the client.

If the client replies with an ACK, the PIX will then complete the three-way hand-
shake with the server, and the server will be able to communicate with the client. If the
client fails to respond, the PIX sends exponential backofts to the client. The PIX will
operate in TCP Intercept mode until the number of embryonic connections falls below
the threshold.

It is also a good idea to set the connection limit (conn_limif) to a value other than
the default unlimited connection setting. Setting the connection limit can help mitigate the
risk of flood attacks to servers that might be incapable of protecting themselves from this
form of attack. For example, if you have an e-mail server that never exceeds a specific
number of open sessions with other e-mail servers or clients and you would like to protect
it from flood attacks, which can render the server useless, consider setting the connection
and embryonic limit on the PIX’s static command. Figure 5.20 shows a Static NAT config-
uration for an e-mail server located on the PIX’s DMZ interface. The e-mail server’s real IP
address is 10.1.2.3 and is mapped to a publicly accessible address of 11.1.1.12. The connec-
tion and embryonic connection limits are set to 100 and 25, respectively, meaning the PIX
will allow a no more than 100 simultaneous connections. If there are more than 25 embry-
onic connections, the PIX goes into TCP Intercept mode to protect the e-mail server from
SYN or flood attacks. Be careful not set the limit too low, because that will prevent
valid connections to pass through the PIX. Once the limit is set, you need to monitor
the number of connections from time to time to verify that increased usage from
normal growth is not about to eclipse your limits, in which case you will need to adjust
your settings.

Figure 5.20 Preventing SYN and Flood Attacks

Pix515 (config) # static (DMZ,outside) 11.1.1.12 10.1.2.3 netmask 255.255.
255.255 100 25

NoTEe

In PIX OS version 5.2 and later, the PIX will operate in TCP Intercept mode (also
know as Flood Defender) once the embryonic limit has been reached. When in
TCP Intercept mode, the PIX will complete the three-way handshake on behalf
of the server by intercepting all SYN packets and reply on behalf of the server
with an empty SYN/ACK. The PIX will keep the state information, drop the
packet, and wait for a reply from the client. If the client replies with an ACK,
the PIX will then complete the three-way handshake with the server, and the
server will be able to communicate with the client. If the client fails to
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respond, the PIX sends exponential backoffs to the clients. The PIX will operate
in TCP Intercept mode until the number of embryonic connections falls below
the threshold. Prior to PIX OS version 5.2, if the PIX’s embryonic limit was
reached, it would allow no new connections to the server until the number
embryonic connections fell below the threshold—in essence, accomplishing
what a hacker wanted to do, which was to disrupt services provided by the
server.

Verifying and Monitoring NAT

The PIX provides several commands in order to properly maintain, support, and trou-
bleshoot the NAT feature. The show xlate and clear xlate commands provide the ability
to show and clear NAT translations (also known as translation slots), respectively. The
show xlate command shows active NAT and PAT translations. The clear xlate command
clears active NAT or PAT translations and should be used when certain configuration
changes are made to the PIX, including any changes related to the aaa-server, access-list,
alias, conduit, global, nat, route, or static commands. It can also be useful for trou-
bleshooting NAT or PAT problems. The show conn command is useful to identify all
active connections and can be used to decide on values for the connection limit param-
eter in the nat and static commands. The show static command can be used to view all
the static NAT translations.

Configuring Access Rules

One of the PIX’s most important features is the ACL feature, which is used to create
access rules that determine what connections can flow outbound from the PIX or
inbound to protected resources. The ACLs allow the PIX to permit or deny access
based on source IP address and/or port and destination IP address and/or port.
Creating an ACL requires the use of the access-list command, where the firewall admin-
istrator can permit or deny access based on set criteria. It is important to remember that
ACLs operate on a first-match basis, meaning that the PIX will work its way down the
list and, when it finds a match, it will perform the specified action, whether it’s a
permit or deny. It will stop without proceeding to the next line. As you create an ACL,
remember that order is important, especially with complex ACLs. Be careful to not
permit access to an item higher in the list and then have an explicit deny for it later in
the ACL, or vice versa. If ACLs are not carefully thought out, they might not have the
desired effect of tight security, leaving security holes in your network. Furthermore, at
the end of all ACLs is in implicit deny, meaning that if the PIX finished processing the
access list lines and did not find a match, it will be denied.
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The creation of an ACL requires the access-list command. This command is very
similar to the access-list command found in Cisco’s router 1OS. The access-list acl_id action
protocol source_address operator src_port destination_address operator dest_port command allows
the firewall administrator to specify the actions, permit or deny, to packets that match a
certain criteria and logically group them so they can be applied as a set of rules to a
specific interface. The acl_id parameter is used to logically group and name a list of
access rules that will later be used by the access-group command to assign the rules list to
an interface. The acl_id can be a number or a name. The action parameter tells the PIX
what to do with the packet if there is a match. The valid values are permit, which allows
the packet to be forwarded, or deny, which drops the packet and does not allow con-
nectivity. The protocol parameter is the name or number of the IP protocol, which
includes but is not limited to IP, TCP, UDP, and ICMP. The source_address, src_port, desti-
nation_address, and dest_port parameters specify the elements on which the PIX will
determine a match. To be considered a match, the packet in question must identically
match all the configured parameters, which can include the IP address and/or port of
the source and/or destination. If no source or destination port is specified, the PIX
assumes you will permit or deny access regardless of the port, but if port specification is
required, an operator is necessary. Valid operators include It for less than, gt for greater
than, eq for equal, neq for not equal, and range for an inclusive range.

To apply an ACL to an interface, use the access-group command. Unlike Cisco
routers, which allow ACLs to be applied inbound or outbound, PIX ACLs can only be
applied inbound to an interface. The access-group acl_id in interface if_name command is
straightforward. There are only two parameters: the acl_id, the name or number of the
ACL created with associated access-list command, and the if_name parameter, which sets
the ACL to the specified interface. Only one ACL can be applied per interface.

NoTEe

Like the Cisco router 10S ACLs, the PIX processes its ACLs on a first-match basis
and has an implicit “deny all” at the end of the ACL. However, unlike Cisco
router 10S, PIX ACLs do not use a wildcard; instead, they use a regular subnet
mask in the ACL definition.

Creating an Outbound Access Control List

The PIX, by default, allows all connections initiated from a higher security-level inter-
face to a lower-level interface. If you want to control access from the more secure
interface, you can do so by creating an ACL and applying it to the interface with the
higher security level. For example, if your security policy states that users from the
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internal network cannot initiate FTP sessions with servers on the Internet, you could
prevent FTPs by implementing an outbound ACL. An outbound ACL allows the PIX
to permit or deny access based on source IP address and/or port. Destination IP address
and/or port or can be used with user authentication to assign an ACL to a specific user.
In this section, we only discuss filtering up to Layer 4 (the transport layer), but we do
discuss user authentication and content filtering, such as URL, ActiveX, and Java fil-
tering, later in this chapter. To create and apply an outbound ACL is a two-step process.
The first step is to create the ACL with the access-list command, and the second step is
to apply the ACL to an interface with the access-group command.

If you recall the diagram in Figure 5.13, we had a PIX connecting two internal
LANs, a DMZ, and the Internet. Figure 5.21 shows how to configure the PIX to allow
only internal LAN A to connect to Internet sites via the standard Web port (WWW
port 80), secure Web sites (SSL port 443), FTP sites (FTP port 21) on the Internet, and
the local DMZ. Internal LAN B can only access the local DMZ. The first three lines of
this ACL permit internal LAN A to access any resource on the Internet via TCP ports
80, 443, and 21.The next two lines allow both internal LAN A and LAN B to access
the DMZ. Because access to the Internet was not explicitly permitted from internal
LAN B, it will be denied. The last line in Figure 5.21 applies the ACL named
OutboundACL inbound to the inside interface of the PIX.

Figure 5.21 Configuring and Applying Outbound ACLs

Pix515 (config) # access-list OutboundACL permit tcp 192.168.1.0 255.255.
255.0 any eq www

Pix515 (config) # access-list OutboundACL permit tcp 192.168.1.0 255.255.
255.0 any eq 443

Pix515 (config) # access-list OutboundACL permit tcp 192.168.1.0 255.255.
255.0 any eq ftp

Pix515 (config) # access-1list OutboundACL permit ip 192.168.1.0 255.255.
255.0 11.1.2.0 255.255.255.0

Pix515 (config) # access-1list OutboundACL permit ip 192.168.2.0 255.255.
255.0

11.1.2.0 255.255.255.0

Pix515 (config) # access-group OutboundACL in interface inside
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NoTEe

Conduits, outbound, and apply commands have all been replaced by the
access-list and the access-group commands. If you are still using these com-
mands, consider converting them to the new commands. At some point Cisco
will decide that the PIX will not support these commands in future PIX OS
releases.

Creating an Inbound Access Control List

Unlike outbound connections, the PIX, by default, will not permit traffic initiated from
a less secure interface to a more secure interface. For example, for a client on the
Internet to be permitted to access the Web server on the local DMZ, an explicit ACL
that permits port 80 traffic access must be created; otherwise, access will be denied.
Inbound access lists are created and applied to interfaces using the same steps as out-
bound connections. Because the inbound ACL gives users on the Internet connectivity
to your protected resources, it is very important to understand the importance of the
inbound ACL. Any mistakes on this ACL can open security holes that hackers can
exploit and use to enter your network for malicious purposes.

When creating inbound ACLs, be sure to be specific as possible. Figure 5.22 shows
how to configure access from the Internet to specific TCP ports on the servers on the
DMZ.The ACL allows any host of the Internet to access Web content (TCP port 80
or WWW) on the Web server, send mail to the mail relay server (TCP port 25 or
SMTP), and send FTPs (TCP port 21 or FTP) to the FTP server. As with all ACLs, any
access not explicitly permitted will be denied via an implicit deny statement at the end
of the ACL.The ACL is applied to the outside interface using the access-group com-
mand.

Figure 5.22 Inbound Access List Configuration

Pix515 (config) # access-1list InboundACL permit tcp any host 11.1.2.2 eq www
Pix515 (config) # access-list InboundACL permit tcp any host 11.1.2.3 eqg smtp
Pix515 (config) # access-1list InboundACL permit tcp any host 11.1.2.4 eqg ftp

Pix515 (config) # access-group InboundACL in interface outside

Creating Turbo ACLs

The PIX OS version 6.2 adds a new feature called Turbo ACL, which decreases the
time it takes to search long access lists. Turbo ACL does this by compiling the ACL so
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that searches are deterministic and take fewer CPU cycles. The problem with uncom-
piled ACLs 1s that as they get larger, it takes more time to find a match because the
ACL is searched in a linear, top-down, fashion. A PIX with large, complex ACLs can
cause a performance lag as well as increase latency for packets that pass through it. The
PIX can decrease search times for ACLs with 19 lines or more by using the global
access-list compiled command or the individual ACL access-list acl_name compiled command.
Turbo ACLs should only be applied to ACLs that have 19 or more lines because com-
piled ACLs with fewer than 19 lines do not provide a performance upgrade compared
with uncompiled ACLs. In order to configure a turbo ACL, you need configure the
ACL as you normally would, then apply the global or individual ACL compile com-
mand. The global compile command compiles all configured ACLs that have 19 or
more lines. The individual command allows you select a specific ACL to compile, but
the ACL must have 19 or more lines. If a change is made to a compiled ACL, the PIX
will automatically recompile the ACL so the change is reflected in the compiled ACL
table.

NoTE

The PIX requires approximately 2.1MB of Flash to run Turbo ACL, which limits
chassis that can support this feature. This feature might not work properly on
the PIX 501 and the PIX 506E chassis because they come with only 8MB of
Flash installed and cannot be upgraded.

Monitoring ACLs

The PIX has a couple of commands that can display and monitor ACLs as well as
check to which interface they are bound. The show access-list command shows the con-
tents of an access list, the number of hits (matches) per entry, and whether the ACL is a
Turbo ACL or a standard uncompiled ACL. The show access-group command displays
how the ACLs are bound the PIX’s interfaces.
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Configuring & Implementing...

Tips on Inbound ACLs

Understanding how to properly create an ACL is very important to the
integrity of your network. A mistake on an ACL can open holes that hackers
can easily exploit. It is very important to be very specific when you’'re
defining an access list entry. The more specific the ACL, the fewer holes the
hacker has to exploit. The order of the ACE in the access list is also impor-
tant. Many people make the mistake of making broad permit statements,
then later in the ACL using a specific deny, or vice versa. Always remember
that the PIX will stop processing the ACL when the first match is made, and
any lines below the match will not take effect. We have put together some
tips on how to configure an ACL for some common services.

All access lists should start with an antispoofing ACL, which will pre-
vent spoofing of the private address range (RFC 1918) from the Internet. A
line for any public address space that your company has for internal use
(not advertised to the Internet) should also be added here.

I To block spoofing of RFC 1918 Address ranges
Pix515 (config) # access-1list InboundACL deny ip 10.0.0.0
255.0.0.0 any
Pix515 (config) # access-list InboundACL deny ip 172.16.0.0
255.240.0.0 any
Pix515 (config) # access-list InboundACL deny ip 192.168.0.0
255.255.0.0 any
This section of the ACL is quite simple. It allows users from the Internet
to access the Web server via the standard Web port, TCP port 80, as well as
SSL, TCP port 443.
! Allow WWw and SSL connections to the web server
Pix515 (config) # access-list InboundACL permit tcp any host
11.1.2.2 eq www
Pix515 (config) # access-list InboundACL permit tcp any host
11.1.2.2 eqg 443
This section allows the use of Active or Passive FTPs to the FTP server.

Because of the Application Inspection feature, you will not need to open
any port besides TCP port 21. FTP usually requires ports 20, 21, and ports

Continued
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greater than 1023 to be open to support Active or Passive FTPs, but not the
PIX. Application Inspection is discussed later in this chapter.

! Allow Active or Passive FTPs to the FTP server
Pix515 (config) # access-list InboundACL permit tcp any host
11.1.2.4 eqg ftp

Since ICMP is connectionless, you need to explicitly allow ICMP echo
replies to be allowed to re-enter the PIX and forwarded back to the client
on the internal LAN to initiate the echo via the ping utility. If you notice that
the destination address is not the internal LAN IP address range but is the
address of the outside interface IP range, this occurs because as an echo
request from the internal LAN is sent through the PIX it is translated to an
address on the outside interface IP range (as configured in the previous NAT
section of this chapter). The echo reply will be sent to the translated
address; therefore, the ACL should specify the translated address as the des-
tination and not the real internal address range.

! Allow ICMP echo reply from a ping initiate from an
internal interface Pix515 (config)# access-list
InboundACL permit icmp any 11.1.1.0 255.255.255.240

echo-reply

Routing Through the PIX

The final step in the basic configuration of the PIX is to enable routing. By default, the
PIX has no routes configured, so it does not know how to forward traftic. The PIX has
three routing options: static routes, RIP, and OSPE In this section we discuss how to
configure static routing as well dynamic routing using the RIP and OSPF dynamic
routing protocols.

Static Routing

Most PIX firewalls are configured using static routes because they are the simplest form
of routing. Static routing hard-codes the next hop of a remote network so the PIX
knows in which direction to send traffic when a network is not directly connected.
Usually a PIX has a default route pointing to the Internet and static route(s) pointing
to networks or subnets on the internal LAN. The route if_name ip_address netmask
next_hop [metric] command is used to define a static route. The if_name parameter iden-
tifies the route’s outgoing interface. The ip_address and netmask parameters make up the
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remote network that you want the PIX to route to, and the next_hop parameter is the
IP address to which the PIX will forward traffic that matches the specified remote net-
work. The metric parameter sets a weight to a route in case there are multiple paths to
the remote network. The route with the smallest metric to the same remote network
will be selected unless it becomes unavailable; then the next hop with second smallest
weight will be selected to reach a remote network.

To illustrate how static routes are configured, let’s use our familiar network setup
shown in Figure 5.23. In the diagram, three networks are directly connected to the
PIX: the inside interface (192.168.0.0 /24), the DMZ interface (11.1.2.0 /24), and the
outside interface (11.1.1.0 /28). These networks do not require any type of routing,
either static or dynamic, because they are directly connected, and the PIX will simply
ARP for hosts located on these interfaces. However, the internal LANs are not directly
connected; therefore, they require static routes so the PIX can forward traftic to the
appropriate next hop. In this case, the next hop for both internal LANs (LAN A
192.168.1.0 /24 and LAN B 192.168.2.0 /24) is the Internal LAN router or
192.168.0.2.

The first two configuration lines in Figure 5.24 show how to configure the static
routing for both internal LANs. Now that we accounted for routing the internal LANSs,
we must turn our attention to configuring routing so that devices on the internal LAN
and the DMZ can access the Internet. This could a daunting task if we had to configure
static routes for every network on the Internet, but the PIX has an option that lets you
define a default route for traffic for which he PIX does not have a specific route. In this
case, the default route is the Internet router or 11.1.1.14. The last configuration line in
Figure 5.24 shows how to configure a default route to point the next hop, the Internet
router. Notice that the syntax of the route command has been simplified by the use of
double zeroes for the ip_address and netmask parameters. The expanded syntax of a
default route is route outside 0.0.0.0 0.0.0.0 11.1.1.14 1, but the PIX allows you to
abbreviate 0.0.0.0 for both the IP address and the mask to a simple double zero (0 0).
Either the expanded or the abbreviated default route syntax will be accepted by the
PIX. Assuming the internal router is configured with a default route to point to the
PIX as the next hop, the PIX is now capable of routing between the internal LAN, the
DMZ, and the Internet. We discuss routing on the Internal and Internet routers in
detail in Chapter 9.
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Figure 5.23 Configuring Static Routes
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Figure 5.24 Static Route Configuration

Pix515 (config) # route inside 192.168.1.0 255.255.255.0 192.168.0.2 1
Pix515 (config) # route inside 192.168.1.0 255.255.255.0 192.168.0.2 1
Pix515 (config) # route outside 0 0 11.1.1.14 1

Enabling RIP

In most PIX firewall implementations, the use of static routing meets the requirements
for most DMZ designs. However, the PIX does offer dynamic routing capabilities that
include support for Routing Information Protocol (RIP) versions 1 and 2 and OSPE
In this section, we discuss how to configure RIP, a distance-vector protocol , that uses
hop count to determine a route’s metric. A device running RIP periodically updates its
neighbors of the routes it knows about. Since the scope of this book is directed toward
building a DMZ infrastructure, we assume that if you are going to configure RIP, you
are well versed in its capabilities, so we will not go into RIP’s details any further.
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RIP was a common interior dynamic routing protocol before the more robust
routing protocols such as OSPF and EIGRP came into play. Nevertheless, RIP can be
found on many networks today, and the PIX can “talk” to devices, like routers, that run
RIP to eliminate the administrative burden of adding a new static route to the PIX
each time a new LAN is added to the internal network.

The rip command is used to enable RIP on the PIX. Figure 5.25 shows how to
configure RIP on the internal LAN or inside interface of the PIX. (Refer back to
Figure 5.23 for the network setup.) In this case, the internal router is running RIP ver-
sion 2 with MD5 authentication. The PIX needs to be able to communicate with the
internal router so that the router can periodically update the PIX’s RIP routing table.
The PIX, in turn, needs to inform the internal router of the default route so that the
internal router knows where to forward packets destined for the Internet. Once config-
ured, if a new LAN is added to the Internal router, the router will send an update to
the PIX notifying it of the new LAN without any extra configuration or static routes
added to the PIX.The first configuration line in Figure 5.25 enables RIP version 2
with MD5 authentication on the inside interface of the PIX. Note that MD5 authenti-
cation must also be set on the internal router and the key (mykey) and key ID (1) must
match for routing updates to take place between the router and the PIX. In this
example, RIP is set to Passive mode, and the PIX will only listen to RIP version broad-
cast updates and update its RIP routing table accordingly. The second configuration line
allows the PIX to advertise a default route back to the internal router so it will know
where to send its traffic for which it does not have a specific route. The third line is the
same as in the static route example where the PIX will forward Internet-bound traffic
to the Internet router.

Figure 5.25 RIP Routing Configuration

Pix515 (config)# rip inside passive version 2 authentication md5 mykey 1
Pix515 (config) # rip inside default version 2 authentication md5 mykey 1

Pix515 (config) # route outside 0 0 11.1.1.14 1

OSPF

Starting with PIX OS version 6.3, the PIX supports the OSPF link-state routing pro-
tocol. Many large networks implement OSPF as the dynamic routing protocol and with
this new feature allow the PIX to communicate with routers on the network running
OSPF to dynamically update the routing tables on both the PIX and routers on the
network. Since OSPF is fairly complex, we will not go into its configuration on the
PIX, but be aware that the PIX can support it if necessary. The PIX’s implementation of
OSPF is robust and can support almost all the OSPF functions and features found in
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Cisco’s router 1OS. As with all routing protocols, if you decide to use this feature, be
sure to use the OSPF authentication feature to ensure that you are sending and
receiving routing information to trusted neighbors.

Configuring Advanced PIX Features

The PIX has many additional features that enable it to provide high availability, applica-
tion layer security, and PIX management and support. The PIX supports features such
as DHCP and VPNs that are out of the scope of this book. In this section, we cover
topics such as failover, content filtering, cut-through proxy, application layer security,
and securing some of PIX’s management features.

The PIX Failover Services

When your DMZ design calls for a highly available firewall solution because downtime
due to a problem with the firewall hardware will not be tolerated, consider using the
PIX’s failover feature. The failover feature allows you to set up a second PIX in Standby
mode and if the primary, or active, PIX should go offline, the secondary PIX will
switch to Active mode and take over for the failed PIX. If the optional stateful failover
teature is configured, the secondary PIX can maintain operating state for active TCP
connections during failover, so users will not lose their sessions as the PIX fails over to
its backup unit. In order to enable failover, the primary and secondary PIX firewalls
need to be identical in terms of chassis, OS version, and hardware options. We cover the
requirements for failover later in this section.

The PIX ofters two options that provide connectivity for the primary and sec-
ondary PIX firewalls to exchange heartbeats and configuration information. The first
option is a Cisco proprietary high-speed serial cable connected to a special serial
failover port on the PIX.The second option is to use one of the PIX LAN interfaces to
carry heartbeat and configuration traffic. The advantage of using the Cisco proprietary
high-speed serial cable to send heartbeat and configuration traffic is that it will not
waste a LAN interface for a rather small amount of traftic. Instead, it uses a serial port
specifically designed for failover. The disadvantage is that the high-speed serial cable is
rather short (6 feet long), and if the PIX firewalls are not physically located close
together, you cannot use the cable-based solution because the cable cannot be
extended. If you have a situation in which the PIX firewalls are not physically located
together, you can consider the second option, a LAN-based failover, which uses inter-
faces on each PIX to provide dedicated media for heartbeat and configuration traffic.
The disadvantage of this option is that an interface on each PIX will be wasted just for
heartbeat and configuration traftic. It is important to note that heartbeat and configura-
tion traffic should not be confused with state traffic used for the stateful failover option,
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which the active PIX uses to send the standby PIX TCP state information. Although
you can configure the PIX to carry heartbeat, configuration, and state traffic all on one
interface on each PIX using the LAN-based failover option, doing so is not recom-
mended.

When failover occurs, the standby PIX assumes all the IP addresses and MAC
addresses on all interfaces of the failed PIX. Because there is no change to the IP
address or MAC address information, other devices on the network will not be aware
of a failure and that they are now communicating through a diftferent device. Another
teature of failover is that when a configuration change is made to the primary;, it is
automatically copied to the secondary PIX, and when a write memory command to save
the configuration to Flash is issued on the primary, it also copies the configuration the
to secondary’s Flash.

What Causes Failover to Occur

To determine the health status of each PIX, the primary and secondary PIX poll each
other. The poll interval is set using the failover poll command; the default is 15 seconds.
Polls, also called heartbeats, are sent over all interfaces, including the failover cable. If
either PIX misses two consecutive heartbeats, each PIX will go through a series of tests
to determine which PIX is in trouble. Each unit goes through four tests to determine
its health: a Link Up/Down test, a Network Activity test, an ARP test, and a Broadcast
Ping test. Each PIX firewall performs one test at a time. If a unit passes a test and the
other unit does not, the PIX that passed will take over. If both PIX units fail, they
move on to the next test. At the default poll interval (15 seconds), the PIX units can
take up to 45 seconds to run through all the tests and determine if failover should take

place.

NoTEe

When cable-based failover is implemented, the PIX will be able to immediately
fail over to the secondary unit and skip the series of tests if the primary unit
loses power due to a power failure or it is simply shut off. This is not possible
with LAN-based failover, where a power failure of the primary unit must be
detected via a series of tests.

Failover Requirements

In order to implement failover, you must make sure you have met all the following
requirements before configuring failover:
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®  Both the primary and secondary PIX firewalls must be identical models. Only
the PIX 515E, 525, and 535 support the failover feature.

B Run the same PIX OS version.

®  Have the same amount of RAM and Flash.

®  Have the same interface options.

B If encryption is required, the firewalls must run the same encryption type

(DES or 3DES).

If you are configuring the stateful failover feature with the Cisco proprietary high-
speed serial cable, the following items are required in addition to the standard require-
ments:

m  Cisco proprietary high-speed serial to carry heartbeat and configuration traffic
®m A dedicated interface on each PIX to carry TCP state traftic

B The interface used for stateful traffic must be, at minimum, set at 100Mb full
duplex or at least as fast as the PIX’s fastest interface

If you are configuring the stateful failover feature using the LAN-based failover
option, the following items are required in addition to the standard requirements:

®m A dedicated interface on each PIX to carry heartbeat and configuration traftic
B A separate dedicated interface on each PIX to carry TCP state traffic

m  The interface used for stateful traffic must be, at minimum, set at 100Mb full
duplex or at least as fast as the PIX’s fastest interface

The last, but an important, requirement is to make sure you have the proper PIX
license. The primary PIX must have the Unrestricted license, but the secondary unit
can have either the Unrestricted license or the Failover license. In practice, when you’re
using the Unrestricted license and Failover license combination, it doesn’t matter which
PIX has the Unrestricted license or Failover license since it is possible for the secondary
PIX to be promoted to primary or active state.

Configuring Stateful Failover with a Failover Cable

In this section, we cover how to configure stateful failover using the Cisco proprietary
high-speed serial cable. In this setup, the serial cable is used to carry heartbeat and con-
figuration traffic, and TCP state traffic is transferred to the secondary unit via a dedi-
cated LAN interface. TCP state information needs to be passed from the active PIX to
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the standby PIX, so if a failure should occur, the secondary PIX can take over and the
users will not lose their sessions.

As we mentioned earlier, cable-based failover uses a proprietary high-speed serial
cable to carry heartbeat and configuration traffic between the primary and secondary
PIX firewalls. The cable is labeled on each end with “Primary” and “Secondary” and
should be connected to the each PIX’s failover serial port. If you are using a combina-
tion of Unrestricted license and Failover license, you must plug the “Primary” end of
the serial cable into the PIX with the Unrestricted license and the end labeled
“Secondary” into the PIX with the Failover license. Figure 5.26 shows the rear of both
the primary and secondary PIX units and where to plug in the serial cable. The dia-
gram also shows the interfaces of the PIX. Notice that both PIX units have a total of
four Fast Ethernet ports. Fast Ethernet interfaces 0, 1, and 2 are assigned to the outside,
inside, and DMZ interfaces, respectively. The last remaining interface, Fast Ethernet
interface 3, is dedicated to carrying state information from the primary unit to the
secondary unit.

Figure 5.26 The Physical Layout of the Cable-Based Failover Setup

Cisco Proprietary High Speed Serial Cable
(Heartbeat and Configuration Traffic Only)

Etnamet

IETCP State Traffic Only)

VLAN 30
==

VLAN 30

Before you start to configure cable-based stateful failover, you should first cable the
units together, but make sure the secondary unit is shut down until the failover config-
uration has be entered into the primary PIX. First, start your failover configuration by
configuring the interfaces. In Figure 5.27, we show the configuration for all the active
interfaces on the PIX. The inside, outside, and DMZ interfaces you’ve seen before in
our previous examples, but we added configuration statements for the interface that
carries TCP state traftic called “stateful.” Notice that the security level is set higher than
the DMZ interface, the interface speed is set to 100Mb full duplex, and an IP address of
192.168.4.1 1s assigned.
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Figure 5.27 Failover Preconfiguration

Pix515 (config) # nameif ethernet0 outside security0

Pix515 (config) # nameif ethernetl inside securityl100

Pix515 (config) # nameif ethernet2 DMZ security50

Pix515 (config) # nameif ethernet3 stateful security90

Pix515 (config) # interface ethernet0 100full

Pix515 (config) # interface ethernetl 100full

Pix515 (config) # interface ethernet2 100full

Pix515 (config) # interface ethernet3 100full

Pix515 (config) # ip address inside 192.168.0.1 255.255.255.0
Pix515 (config)# ip address outside 11.1.1.1 255.255.255.240
Pix515 (config)# ip address DMz 11.1.2.1 255.255.255.0
Pix515 (config) # ip address stateful 192.168.4.1 255.255.255.0

Once the interfaces have been configured, we move on to the failover section of
the PIX configuration. Figure 5.28 shows the command necessary to configure cable-
based failover. The failover command enables the failover feature. The failover poll com-
mand sets the poll interval in which the PIX units send heartbeats to determine the
health of the units. In this case, the poll interval is set to 5 seconds, and if two consecu-
tive heartbeats are missed, both PIX units will run a series of tests to determine
whether you should be active. We reduced the poll interval from the 15-second default,
so the time it take to initiate failover tests and determine the active PIX is reduced. At
the default settings, it could take up to 45 seconds to determine the healthy PIX, but at
the new setting we reduced that number to about 25 seconds, and should a failure
occur, it would be less noticeable.

The failover ip address command sets the IP address of the failover unit for each
interface. When this configuration is copied to the secondary unit, it will use this
address to communicate with the primary unit as well as allow you to Telnet or SSH
into the secondary unit for management. The failover link command enables the optional
stateful failover feature and tells the PIX on which interface to send the TCP state
information. In this example we use the interface we named stateful to carry state infor-
mation.

At this point you are ready to power on the secondary unit. The PIX will automat-
ically detect that the secondary unit is online, and the primary unit will then copy the
configuration to the Flash on the secondary PIX. Once the pair is synchronized, the
PIX units will function as an Active/Standby pair. We discuss how to manage and
maintain failover status later in this section.
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Figure 5.28 Configuration of Stateful Failover with Failover Cable

Pix515 (config) # failover

Pix515 (config) # failover poll 5

Pix515 (config) # failover ip address outside 11.1.1.13
Pix515 (config) # failover ip address inside 192.168.0.3
Pix515 (config) # failover ip address DMZ 11.1.2.5

Pix515 (config) # failover ip address stateful 192.168.4.2

Pix515 (config) # failover link stateful

Configuring Stateful LAN-Based Failover

In this section, we cover how to configure stateful failover using the LAN-based solu-
tion. Instead of using the proprietary high-speed serial cable, which limits the physical
distance the PIX firewalls can be set apart from each other, the LAN-based solution
uses one of the PIX’s interfaces for heartbeat and configuration traffic. You can connect
the interfaces via a switch or a crossover cable, which enables the PIX units to be set
further apart.

There are a few drawbacks to this method. The first is that an interface on each
PIX will be used solely for the purpose of heartbeat and configuration traffic. The
second is that a power failure in either unit will take longer to detect. Finally, the con-
figuration requires configuring both units before failover will function.

Figure 5.29 shows how the LAN-based stateful failover is physically laid out. The
diagram shows a pair of PIX firewalls with six Fast Ethernet interfaces. Fast Ethernet
interfaces 0, 1, and 2 are assigned to the outside, inside, and DMZ interfaces, respec-
tively. The fourth interface, Fast Ethernet interface 3, is a dedicated interface assigned to
carry state information from the primary unit to the secondary unit. The fifth interface,
Fast Ethernet interface 4, is a dedicated interface assigned to carry heartbeat and con-
figuration traffic from the primary unit to the secondary unit. Cisco recommends that
the heartbeat and configuration traffic (shown on VLAN 40) and TCP state traffic
(shown on VLAN 30) be located on separate switches or connected via a crossover
cable.
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Figure 5.29 Physical Layout of LAN-Based Failover Setup
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Unlike the cable-based solution, both PIX firewalls need to be configured before
tailover is fully operational. We begin with the primary unit, for which we need to

VLAN 30

define an interface for the heartbeat and configuration traftic, assign IP addresses to the
tailover unit, define the unit as a primary, and configure the stateful failover option. The
configuration in Figure 5.30 should be combined with the configuration in Figure
5.27, which defines many of the interfaces, including the interface used for stateful
tailover.

In addition to the interfaces defined in Figure 5.30, we need to define another
interface for heartbeat and configuration traftic. Figure 5.30 shows how to configure an
interface named heartbeat with a security level of 95, an IP address of 192.168.5.1, and a
speed defined as 100Mb full duplex. As with cable-based failover, we use the failover
command to enable failover, set the poll interval to 5 seconds with the failover poll com-
mand, and set the IP addresses for all interfaces on the secondary unit using the failover
ip address command.

The next group of commands is used to define the LAN-based failover. The failover
lan unit primary command defines the PIX unit as the primary. The failover lan interface
command tells the PIX on which interface to send and receive heartbeat and configu-
ration traffic. In this example, we use the interface named heartbeat. For extra security,
the PIX encrypts heartbeat and configuration traffic between the primary and sec-
ondary units by using shared keys. To specify the shared key, use the failover lan key
command. We set the shared key in this example to mykey. The failover lan enable com-
mand lets the PIX know to disable cable-based failover and enable LAN-based failover.
As with cable-based failover, the failover link command enables the optional stateful
failover feature and tells the PIX on which interface to send the TCP state information.
In this example, we use the interface we named stateful to carry state information.
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Figure 5.30 Configuration of LAN-Based Failover (Primary)

Pix515 (config) # nameif ethernetd4d heartbeat security95
Pix515 (config) # ip address stateful 192.168.5.1 255.255.255.0
Pix515 (config) # interface ethernet4 100full

Pix515 (config) # failover

Pix515 (config) # failover poll 5

Pix515 (config) # failover ip address outside 11.1.1.13
Pix515 (config) # failover ip address inside 192.168.0.3
Pix515 (config) # failover ip address DMZ 11.1.2.5

Pix515 (config) # failover ip address stateful 192.168.4.2
Pix515 (config) # failover ip address heartbeat 192.168.5.2
Pix515 (config) # failover lan unit primary

Pix515 (config) # failover lan interface heartbeat

Pix515 (config) # failover lan key mykey

Pix515 (config) # failover lan enable

Pix515 (config) # failover link stateful

At this point, you need to configure the secondary PIX with the minimal number
of statements shown in Figure 5.31 so it will be able to bring up the heartbeat interface.
Once this process is completed, the primary PIX will be able to communicate to the
secondary PIX via the LAN-based failover and copy its configuration to the secondary
PIX’s flash.

Figure 5.31 Configuration of LAN-Based Failover (Secondary)

Pix515 (config) # nameif ethernet4 heartbeat security95

Pix515 (config)# ip address stateful 192.168.5.1 255.255.255.0
Pix515 (config) # interface ethernet4 100full

Pix515 (config) # failover

Pix515 (config) # failover poll 5

Pix515 (config) # failover ip address heartbeat 192.168.5.2
Pix515 (config) # failover lan unit secondary

Pix515 (config) # failover lan interface heartbeat

Pix515 (config) # failover lan key mykey

Pix515 (config) # failover lan enable
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Testing and Monitoring Failover

The status of the failover feature can be viewed using the show failover command. This
show command details whether failover is active, the status of each interface on both the
primary and secondary units, and several other statistics. You might be confronted with
a situation in which you need to force failover to occur for maintenance reasons or to
force the primary unit back into an active state after a fault has been fixed. Both these
situations call for the use of the failover active command.

For example, to take the primary unit out of service for maintenance reasons, you
can perform the no failover active command, which forces the primary unit to give up its
active status and the standby or secondary unit to become active. When the mainte-
nance on the primary unit is complete, you will use the failover active command to
return the primary unit to active status. The failover active command is not limited to the
primary unit; it can be used on either the primary or secondary, but if operational, all
configurations changes should be performed on the primary unit.

NoTE

Should a fault occur and the PIX (configured for stateful failover) automatically
fail over to the secondary unit, it will maintain state for TCP connections.
However, once the fault on the primary unit is repaired and the primary PIX is
forced to active status, all TCP will be disconnected because the secondary PIX
does not send TCP state data to the primary unit. In other words, stateful
failover occurs only from primary to secondary, not vice versa. You should con-
sider returning the primary unit to active state after business hours or during
times of low utilization to minimize the loss of connections.

Blocking ActiveX and Java

Many security managers consider ActiveX and Java applets a security risk and require
the firewall to block hosts on the internal LAN from downloading them from Web
sites. AcitveX controls (also known as OCX controls) and Java can be downloaded by
users who access Web sites that call for and download ActiveX controls and Java applets.
ActiveX and Java can add functionality to a Web site in the form of interactive forms,
calendars, and calculators. However, they can also be used for malicious activities,
including taking control of the desktop, causing PCs to crash, collecting sensitive infor-
mation, and initiating attacks on other machines. The PIX is able to block ActiveX and
Java applets by commenting out the <APPLET>, </APPLET>, <OBJECT>, and
</OBJECT> tags in the HTML code so they cannot be executed. The PIX cannot
discriminate between legitimate or malicious content, so the PIX will indiscriminately
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comment out this code. Therefore, all Web pages that rely on ActiveX and Java will not
tunction properly. Configuring the PIX to block ActiveX controls and Java applets is
simple. Figure 5.32 shows the filfer commands necessary to block them on TCP port 80
(the standard Web port).You can also narrow the scope of the ActiveX and Java filtering
by specifying the source and/or destination addresses with the filter command.

Figure 5.32 Configuring ActiveX and Java Blocking

Pix515 (config) # filter activex 80 0 0 0 O
Pix515 (config) # filter java 80 0 0 0 O

NoTEe

The PIX will inspect each packet containing the specified port and look for and
comment out the <APPLET>, </APPLET>, <OBJECT CLASSID>, <OBJECT>,

and </OBJECT> tags in the HTML code, but if the tag is spread across multiple
packets, the PIX might not be able to block the ActiveX control or Java applet.

URL Filtering

The PIX does support URL filtering, but it does so by utilizing a separate server run-
ning either the WebSense or N2H2 server. The WebSense or N2H2 server must be
purchased separately from the PIX.The URL filtering feature 1is useful for limiting
access to Web sites that could contain content that violates company policies, such as
pornography and gambling. The PIX communicates with the WebSense or N2H2
server to determine if the Web content the user is requesting should be filtered or
allowed.

Figure 5.33 shows how to configure the PIX to communicate with a WebSense
server located on the PIX’s inside interface with the IP address of 192.168.1.50 using
the wurl-server command. The filter url http command specifies the range of source IP
addresses that require HTTP filtering through the WebSense server. The allow keyword
tells the PIX to allow all HTTP requests (even to filtered Web sites) to flow should
connectivity be lost to the WebSense server. The filter url except command allows you
the specify IP ranges that should be exempt from WebSense screening. In this case, users
on the 192.168.2.0 /24 network are allowed to surf the Internet without URL filtering
by the WebSense server.
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Figure 5.33 Configuring URL Filtering

Pix515 (config) # url-server (inside) vendor websense host 192.168.1.50
Pix515 (config) # filter url http 0 0 0 0 allow
Pix515 (config) # filter url except 192.168.2.0 255.255.255.0 0 0

Cut-Through Proxy

The cut-through proxy feature allows the PIX to authenticate users who access HTTP,
FTP, and Telnet for inbound and outbound connections. Unlike standard proxy servers,
the PIX authenticates users to an external RADIUS or TACACS+ database and, if
allowed, the connection will be permitted directly between the client and the server.
Access for HTTP, FTP, and Telnet services through the PIX can be applied on a per-
user basis. When a user tries to access these services through the PIX, the PIX will
prompt the user to enter a user ID and password. If the user has the required permis-
sion, the PIX will allow the requested connection to flow. If authorization is configured
in conjunction with authentication, you can specifically restrict the Web, FTP, and
Telnet hosts that a user can access.

The configuration in Figure 5.34 shows how to configure a cut-through proxy. The
configuration is similar to the AAA for management access to the PIX. We start by
using the aaa-server command to configure the type of authentication server (RADIUS
or TACACS+), IP address, interface, encryption key, and group tag. The next three
commands enable the PIX to authenticate, authorize, and track all requests for HTTP
access through the PIX initiated from the inside interface using the aaa authentication,
aaa authorization, and aaa accounting commands. To complete the cut-through proxy
implementation, the RADIUS or TACACS+ server also needs to be configured; refer
to your RADIUS or TACACS+ documentation for information on how to do so.

Figure 5.34 Configuring User Authentication and Cut-Through Proxy

Pix515 (config) # aaa-server AuthOut protocol tacacs+

Pix515 (config) # aaa-server AuthOut (inside) host 192.168.1.50 mykey
timeout 5

Pix515 (config) # aaa authentication include http inside 0.0.0.0 0.0.0.0
.0.0.0.0 0.0.0.0 AuthoOut

Pix515 (config) # aaa authorization include http inside 0.0.0.0 0.0.0.0
.0.0.0.0 0.0.0.0 AuthoOut

Pix515 (config) # aaa accounting include http inside 0.0.0.0 0.0.0.0 0.0
.0.0 0.0.0.0 AuthOut
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NoTEe

If you require a cut-through proxy with user authorization, consider using
TACACS+, because the PIX does not support authorization with RADIUS. In
addition, if you require extensive HTTP authorization, consider using the URL
filtering feature.

Application Inspection

Translating network addresses can cause problems if an application embeds an address or
port information into the payload of a packet. If this situation occurs, it could cause the
application to reject the packet or session if the address or port in the header does not
match the information in the payload.

To overcome this problem, Cisco has developed the Application Inspection feature,
also known as the fixup. As packets are translated and pass through the pix on known
problematic application ports, the Application Inspection feature will check the payload
of the packet for embedded addresses or ports, make the appropriate translations, and
update the checksum.The packet is then forwarded to its destination, and the client or
server on either end will be none the wiser that application inspection has taken place.

Application inspection also monitors applications that open secondary connections
on separate ports to improve performance and allows dynamic ports to be opened for
specific sessions. FTP is an application that requires application inspection because it
starts a connection on the well-known TCP port 21 and then dynamically opens
another port to transmit data. By default, application inspection is enabled for several
well-known applications, including FTP, SMTP, HTTP, SQLNET, SIP, H323, and RSH.
The configuration example in Figure 5.35 shows how to configure application inspec-
tion for HTTP on port 8080 using the fixup protocol command. Application inspection
can also protect mail servers by only allowing certain SMTP commands to be executed
on the mail server. This feature, also called MailGuard, allows only the following com-
mands to be executed on the mail servers: HELO, MAIL, RCPT, DATA, RSET, NOOP,
and QUIT.

Figure 5.35 Configuring Application Inspection

Pix515 (config) # fixup protocol http 8080

Pix515 (config) # fixup protocol smtp 25
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Intrusion Detection

The PIX’ Intrusion Detection System (IDS) analyzes packets that enter a specified
interface(s) on a PIX and compares them to 55 predefined attack signatures. The types
of attack signature the PIX inspects for are related to the most common DoS attacks
and information-gathering scans. Should the PIX detect a match, it can instantly drop
or reset the session or send an alert. Figure 5.36 shows how to configure the PIX to
inspect all packets coming in on the outside interface of the PIX. Should a match to an
attack signature occur, all packets related to the malicious session will be dropped and
the attack will be thwarted.

Figure 5.36 Configuring IDS

Pix515 (config)# ip audit name DropAttacks attack action drop

Pix515 (config) # ip audit interface outside DropAttacks

FloodGuard, FragGuard, and DNSGuard

The PIX has many features that protect itself and resources it is protecting from DoS
attacks. The FloodGuard feature protects the PIX from a form of DoS attack in which
an attacker tries to overload the PIX with user authentication requests. To protect itself,
the PIX actively closes certain half-open or idle connections to reclaim resources. This
feature is enabled by the use of the floodguard enable command, a feature that is enabled by
default.

The FragGuard feature can stop IP fragment packet attacks, such as teardrop and
land, from traversing the PIX. FragGuard analyzes fragmented packets and prevents IP
fragment attacks by matching a secondary fragmented packet to a valid initial frag-
mented packet as well as other checks specified by RFC 1858 (an RFC that details
security considerations for IP fragment filtering). The FragGuard feature can be enable
using the sysopt security fragguard command. This feature is disabled by default, but when
enabled, it is active on all interfaces.

DNSGuard identifies an outbound DNS query request and allows only a single DNS
response back. A host may query several DNS servers for a response, and the PIX allows
only the first answer to the query back in; additional responses from other servers are
dropped. DNSGuard is enabled by default and cannot be configured or disabled.
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Securing SNMP and NTP

Network management systems can manage the PIX’s status via Simple Network
Management Protocol (SNMP). For security reasons, the PIX allows only read-only
SNMP access. To securely configure SNMP on the PIX, a shared key, or community
string, is required to authenticate requests to and from the management system. The key
must match on both the management system and the PIX firewall. As shown in Figure
5.37, the SNMP key is set to mySNMDPstring using the snmp-server community command.
The snmp-server host command specifies the management station that will communicate
with the PIX and the interface in which the management station resides. In this
example, the management station is 192.168.1.50 and it is located on the PIX’s inside
interface. Only devices specified with this command and the proper community string
will be able to communicate with the PIX via SNMP. The sump-server host command
also allows you to specify whether the PIX will be polled by the management system
(with the poll keyword) or whether the PIX will send traps to the management system
(with the trap keyword).

Figure 5.37 Configuring SNMP

Pix515 (config) # snmp-server community mySNMPstring

Pix515 (config) # snmp-server host inside 192.168.1.50 poll

Network Time Protocol (NTP) allows the PIX to synchronize its clock with a time
source. It is a good idea to have the clock set on all network devices, especially security
devices, so if an attack occurs, it will be easier to identify the sequence of events of an
attack. Figure 5.38 shows how to configure NTP with authentication to ensure that the
PIX is receiving its time from a trusted time source. In the example, the key is set to
myNTPkey and the NTP server is located on the PIX’s inside interface and has the IP
address of 192.168.1.50.

Figure 5.38 Configuring NTP

Pix515 (config) # ntp authenticate

Pix515 (config) # ntp trusted-key 1

Pix515 (config) # ntp authentication-key 1 md5 myNTPkey
Pix515 (config) # ntp server 192.168.1.50 key 1 source inside
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PIX Firewall Design and
Configuration Checklist

Use this checklist in designing and configuring your PIX firewall:

1.

A A o

—_ k=
S

13.

14.
15.

16.

17.

Gather DMZ requirements.

Design the DMZ environment to the specification of the requirements.
Select one of the five PIX firewall chassis.

Select the optional components of the PIX firewall.

Select the correct PIX OS license (Restricted, Unrestricted, and Failover).
Optionally, select an encryption license (DES and 3DES).

Configure the PIX’s console and terminal interfaces.

Set security levels on the PIX interfaces.

Set IP addresses and speed/duplex settings on the active interfaces.
Configure outbound NAT statements.

Configure inbound NAT statements.

Configure outbound access rules controlling access from internal resources to
specific resources on the Internet or other less secure interfaces.

Configure inbound access rules controlling access to resources on the DMZ.
Remember to be as specific as possible.

Configure static or dynamic routing.

Should high availability be required, configure the failover or stateful failover
teature.

If required, configure URL filtering, cut-through proxy, application inspec-
tion, and intrusion detection.

Lock down SNMP and NTP.
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Summary

The PIX firewall 1s a powerful tool for protecting the enterprise’s internal network and

its DMZ. Built on a purpose-built operating system, the PIX firewall appliance can

provide the security, performance, resiliency, and flexibility to meet all your DMZ

infrastructure needs. Five PIX firewall models can provide network architects with sev-

eral different options to meet their needs—from a small DMZ environment to service

provider-class environments. This chapter discussed a couple popular DMZ designs that
* will meet the needs of many DMZ planners. Use these designs to create the DMZ that
best fits your requirements. Remember to choose your design based on your technical
requirements and financial constraints. The PIX operating system is purpose-built and
packed with features, which makes the PIX highly secure but at the same time provides
many of the features found in firewalls based on general operating systems.

The PIX can be configured via a Web-based configuration and management tool
called PIX Device Manager (PDM) or via a command-line interface. Always use a
secure form of communication when managing the PIX, such as SSH, which encrypts
| traffic between the client and the PIX, instead of Telnet, which communicates in clear

text. This makes the PIX easy to configure and manage for both the novice and the

advanced PIX administrator.

We covered how to configure many of the PIX’s basic functions, including defining
interfaces, NAT/PAT, access rules, and routing, which are essential to the PIX’s secure
operation. The PIX gives the DMZ planner the flexibility to individually set security
levels to each DMZ interface, which can be used to control traffic and maintain the
network’s integrity. NAT and PAT can be used to hide network internal address or
convert private IP addresses into publicly routable addresses. Access rules allow the
DMZ planner to limit access to resources on the DMZ via predefined ACLs. The PIX
can support a variety of routing protocols, including RIP and OSPE but most DMZ
infrastructures utilize static routing for its security, simplicity, and effectiveness. To pro-

vide additional functionality, we also covered how to configure failover for high avail-
L ability, content filtering, and application layer security.
At this point, you have all the information you need to decide if the PIX firewall is
the right device for your DMZ infrastructure in terms or features, functions, and per-
formance. Perhaps more important, this chapter gave you a good idea of how the PIX

F is configured and managed.
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Solutions Fast Track

Basics of the PIX

M The PIX is a network security appliance with a purpose-built operating
system, which reduces the risk of security flaws inherent in firewalls built on
general-purpose operating systems.

M There are five PIX models that can provide a high level of security and
performance for any size network, from SOHO to a large enterprise or
service provider.

M The Adaptive Security Algorithm (ASA) allows the PIX to provide stateful ‘
inspection firewall services, track the state of all communications, and prevent
unauthorized network access.

Cisco PIX Versions and Features

M The fact the PIX has a purpose-built operating system does not mean it does
not have the features of firewall built on a general OS. In fact, the PIX has a
strong security algorithm along with features that include but are not limited
to URL filtering, content filtering, DHCP, and intrusion detection.

M In addition to securing the network, the PIX can support mobile user and
site-to-site VPNG.

M The latest main release of the PIX operating system is PIX OS version 6.3,
which includes enhancements to VPN features, support for VLANS, and
support for new, optional hardware.

Securing Your Network Perimeters

M The PIX provides several design possibilities to secure your network and the
DMZ, including the traditional “three-legged” firewall, multi-DMZ, and
internal/external firewall sandwich configurations.

M The PIX can support DMZs of all sizes and capabilities, including high-

volume e-commerce sites.

M All the designs can also support high availability with the use of a second PIX

as a hot standby firewall in the event of failure of the primary PIX.
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Making a DMZ and Controlling Traftic

4]

4]

Apply security levels to active interfaces so that the PIX knows how to protect
and restrict access networks and devices on each interface.

NAT or PAT enables the PIX to hide addresses and translate private
addressing to public addresses that are routable throughout the Internet. For
the PIX to pass traffic between interfaces, a NAT and/or PAT statement is
required, regardless whether network address translation is needed.

Access control lists enable the PIX to restrict access to devices on all
interfaces, including the DMZ.

Routing allows the PIX to forward traffic out the correct interface and on to
the receiving device or next hop. The PIX supports static and dynamic routing
in the from of RIP and OSPE

1 Advanced PIX Features

4]

Failover enables the PIX to provide high availability in case of a failure. In
addition, the PIX supports stateful failover, so user connections through the
PIX should remain active as failover occurs.

URL, Java, and ActiveX filtering prevents access to restricted sites and protects
users from downloading dangerous content and applications.

IDS and application inspection delve into the packets to make sure there is no
malicious activity flowing through the PIX.

PIX Firewall Design and Configuration Checklist

k =

Use the checklist at the end of the chapter when you are designing and
configuring your PIX firewall.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in this chapter
and to assist you with real-life implementation of these concepts. To have your questions
about this chapter answered by the author, browse to www.syngress.com/solutions and
click on the “Ask the Author” form. You will also gain access to thousands of other
FAQs at ITFAQnet.com.

Q: Does the PIX support other desktop protocols, such as AppleTalk and IPX? .

A: The PIX supports only IP. If you need to pass AppleTalk or IPX protocols through
the PIX, you must encapsulate them within an IP tunnel. Tunneling of protocols
through the PIX can be dangerous and should only be done in a controlled envi- 1

ronment.

Q: What routing protocols does the PIX support?

A: The PIX can support static routing, RIP (versions 1 and 2), and OSPE The PIX
does not support EIGRP and IGRP, Cisco’s proprietary routing protocols.

Q: Can the PIX protect the internal LAN from viruses or worms?

A: By default, the PIX does provide some application-level protection for popular
applications such as FTP and mail. In addition, the PIX does have IDS feature that
can protect against 55 predefined attack signatures, providing protection against
some popular DoS attacks. However, in order t@'protectagainst viruses and/or
worms, you should consider astandalone IDS funit, antivirus applications on work-
stations and servers, and patching flawed or susceptible software.

Q: Can a PIX 515 and PIX 515E used together for failover?

A: No. Both PIX units must be exactly the same model andunust have the same
amount of memory, Flash, and interface cards. Even though the PIX 515E is an
enhanced version of the PIX 515, the models cannot be used together as a failover
pair.

Q: Does the PIX have packet-capture capabilities, similar to a sniffer?

A: Yes. PIX version 6.2 supports packet-capture capabilities that allow the adminis-
trator to capture packets on specific interfaces and to filter captured packets via
ACLs. The capture buffer can be viewed via the CLI or downloaded via a TEFTP

SCrver.
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Q: Does the PIX cut-through proxy work the same as a proxy server?

A: No.The PIX’s cut-though proxy feature does not work like a standard proxy server,
because the PIX will authenticate the user, and if permitted, the PIX will allow the
client to communicate directly with the remote server. A standard proxy server will
act as intermediate device where the client will request a connection to a remote
device; it intercepts all requests to the real server to see if it can fulfill the requests
itself. If it cannot, it forwards the request to the real server on behalf of the client,
so the client never directly communicates to the remote server.
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Introduction

A key component of any security policy is a well-designed DMZ. Because hosts in the
DMZ are externally accessible over the Internet, your DMZ’s design can make or break
the overall security of your network because the DMZ can be the entry point for mali-
cious-minded individuals into your network.

There are two types of traftic to keep in mind when you’re considering controlling
traffic flowing to and from a DMZ: traftic originating from or destined for your
internal network, and traftic originating from or destined for the Internet. Although
you might think that the connection point to the Internet is the most vital one, it is
equally important to consider the access point to your internal network. Not only does
this consideration provide a second layer of inspection for traffic traversing the DMZ to
reach internal hosts, it also allows you to protect your network from malicious activity
originating from within—an occurrence that’s growing more and more common.

In this chapter, we review the basics of Check Point NG FireWall-1/VPN-1 to
give you a solid understanding of how the firewall operates and the features it makes
available to you. We then go into detail about several Check Point features that are key
to developing a well-secured DMZ, including how to best configure these features to
secure your network perimeters. Finally, we document the steps to set up the DMZ
from scratch in FireWall-1/VPN-1, from setup of the physical interface to rule base
configuration.

Basics of Check Point NG

Check Point NG FireWall-1/VPN-1 is a full-featured firewall that runs on a variety of
platforms, including Sun Solaris, Microsoft Windows NT /2000, and dedicated appli-
ances manufactured by Nokia and Check Point.

Designing & Planning...

Operating System Selection

Choosing the operating system to use for your Check Point FireWall-1/VPN-
1 firewall is important to the overall effectiveness of the product in securing
your network. A well-configured firewall installed on an operating system
with security flaws that make the network easy to compromise serves little
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purpose in securing a network. Malicious users may gain access to the oper-
ating system and then use that access to disable the firewall’s security poli-
cies.

Among Check Point’s supported operating systems, there is not neces-
sarily one that is the most secure. Each can be configured more or less
securely. However, in general, Windows and Sun should be hardened before
they are used as firewalls, because they do have inherent security issues as
a result of their wide range of possible use. The dedicated appliances man-
ufactured by Nokia and Check Point have pre-hardened operating systems
that can generally be used as is, provided they are up to date in terms of
security patches.

Key features of Check Point NG FireWall-1/VPN-1 are stateful inspection, net-
work address translation, content security on various levels, multiple types of authenti-
cation mechanisms, and SmartDefense, which provides DoS and other malicious activity
detection.

FireWall-1/VPN-1 also has significant VPN capability, for both site-to-site and
user-to-site configurations. Site-to-site VPN is interoperable with products from all
other major firewall vendors. For user VPN access, two varieties of VPN client—
SecuRemote and SecureClient— are available, with the latter providing personal fire-
wall functionality in addition to the standard VPN features of SecuRemote.

Stateful Inspection

The underlying technology behind Check Point NG FireWall-1/VPN-1 is a propri-
etary inspection system known as stateful inspection. The premise behind stateful inspec-
tion is that it is ineffective for a firewall to determine whether to allow or deny each
packet based solely on that packet’s individual characteristics.

FireWall-1 takes numerous other factors into account in examining packets,
including data from all layers within the packet, data from previous related packets, and
information received from related applications. Combine this with the capability to
manipulate data within each packet as it flows through the firewall, and FireWall-1
moves from the realm of simple packet filter to a much more robust solution.

Network Address Translation

As is standard on most firewalls, FireWall-1 supports NAT with a variety of options.
NAT is available in Hide mode, where many hosts are hidden behind one routable IP
address, and Static mode, where there is a one-to-one mapping between internal and
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external IP addresses. FireWall-1 also allows you to manipulate the service of translated
packets.

In addition to the ability to manually configure NAT rules, FireWall-1 provides
automatic NAT configuration based on easy-to-configure menu options per network
object. Not only does this feature increase ease of use, it also allows for a more orga-
nized, central method of NAT configuration.

Management Architecture

FireWall-1/VPN-1 uses a distributed architecture, where the management and enforce-
ment points can run on separate servers. As a result, it is possible to manage multiple
enforcement points with a single management server.

Check Point provides a comprehensive graphical user interface (GUI), which runs
on a variety of platforms, to be used as a single configuration point for all firewall func-
tionality. The GUI, called SmartDashboard, provides separate views for object lists; stan-
dard, translation, and desktop rule sets; and VPN, in addition to a graphical view of
your network.

Because of the two separate communication points—GUI to management server
and management server to enforcement point—there is an inherent increase in security
in terms of management functionality, compared with a more open model that has
configuration access directly to the enforcement point.

Securing Your Network Perimeters

Before getting down to configuration of your DMZ, it is important that you have a
general security policy that will maintain your network’s overall security. It does no
good to have a perfectly secure DMZ if other aspects of your firewall’s security config-
uration are flawed and allow unintended access into your network.

The network perimeter is the interface on your firewall that faces a source that is
not trusted. The most common example of this perimeter is an interface out to the
Internet, but it is possible to have additional network perimeters—such as a connection
to another organization’s network—and the configuration for these would be the same,
except for differences in specific access requirements.

The Check Point Perimeter Security Solution

Check Point NG FireWall-1/VPN-1 can be used in any conceivable DMZ configura-
tion, including the traditional “three-legged” design, a multi-DMZ setup, and the dual-
firewall “sandwich” configuration, where separate firewalls protect the external and
internal networks from each other.
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Because Check Point’s management architecture, as we discussed, can involve sepa-
ration of the management console from the enforcement points as well as separation of
the management GUI from the management console, it is important to plan the loca-
tion of each of these when you are designing your network. Figure 6.1 illustrates a typ-
ical “three-legged” firewall design, with management console and GUI separate from
the enforcement point.

Figure 6.1 “Three-Legged” Firewall with Distributed Check Point Architecture

. Internet
IEFlfrewull-l Router
nforcement
El= Module
Gul
Management

Console

In this case, the management console is in the DMZ, whereas the GUI is on the
internal LAN. Having the management console in the DMZ allows you to use that
console to manage firewalls that are located on external networks, either on the
Internet or on third-party networks (none of which are shown on this diagram). If the
management console is to be used only to manage firewalls on the local network, it
could be located on the internal LAN, which would provide some additional security.

Note that the management console could be located on the internal LAN and still
be able to manage external firewalls through NAT. However, this setup does add com-
plexity to the management architecture.

Configuring Check Point to Secure

Network Perimeters

Check Point NG FireWall-1/VPN-1 provides you with a number of tools to allow you
to eftectively secure your network perimeter.

First we discuss antispoofing, which is an important feature to ensure that your
security policy is not bypassed. We then go into the configuration of SmartDefense, an
effective way of preventing malicious attacks that could be directed at your network
perimeters. Here you can verify your antispoofing configuration, DoS protection, IP-
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related security settings, and protection against service-based attacks to such services as
DNS, FTP, HTTP, and SMTP.

In addition, we cover how you can customize Check Point’s stateful inspection
architecture, allowing for more granular control over what packets are dropped as a
result of these checks. Finally, we examine the use of Check Point’s security servers to
provide an extra layer of authentication and screening at the network perimeter.

Antispoofing

One popular method of breaching a network perimeter is via IP spoofing. A malicious
user could attempt to use IP spoofing to manipulate his or her source IP address,
appearing to originate from an address from within your network. The goal of this
attack is to bypass deny rules you have in place, since the firewall may perceive the user
as being part of your internal network.

In order to prevent IP spoofing, FireWall-1 contains a comprehensive antispoofing
feature. To configure antispoofing, first open the Check Point SmartDashboard and
bring up the Properties of your firewall object. Choose the Topology tab, shown in
Figure 6.2.

Figure 6.2 Firewall Object Topology
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- LDAP Account Manage
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- Logs and Masters eth? | 2012022031 | 2552552550 | Lndefined
Capacity Optimization
[+ Advanced
| |
Add | Edi... | Remaove Show |
Show all IPs behind Gateway
W¥PM Domain
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Show YPH Domain
1 — |

Ok I Cancel Help

Each interface of the firewall is listed here. You will notice the field “IP Addresses
behind interface,” which relates to the antispoofing configuration and specifies the type
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of host residing on that interface. Here there are three interfaces listed: eth0, the
internal network; eth1, the external, Internet-facing network; and eth2, the DMZ. Let’s
look at the antispoofing configuration for each interface.

Highlight eth0, choose Edit, and then the Topology tab (see Figure 6.3).

Figure 6.3 Interface Topology
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Here you specify whether this interface is external, which means it is Internet-
facing, or internal, which applies to all other interfaces. Next, you need to specify the IP
addresses hosted by this interface. Although there is a Not Defined setting, this choice is
not recommended, because it removes the antispoofing capability for this interface.

Choose Network defined by the interface IP and Net Mask if the only net-
work behind this interface matches the network defined in the General tab.
Alternatively, choose Specific and specify a previously defined network object if there
are additional networks hosted behind this interface.

By choosing either of the latter two options, you provide the firewall with the
information it needs to perform antispoofing on this interface. More specifically,
because the firewall is aware of the IP addresses behind each interface, it is able to
check that traffic originating from each address is actually sourced at the matching
interface.

To enable antispoofing, turn on Perform Anti-spoofing based on interface
topology.You can also specify the tracking method the firewall should take when
spoofing is detected. It is important to track spoofing so that you can take additional
preventative action against the malicious user and his or her network.

Repeat the above procedure for each interface on the firewall, and be sure to install
the policy to have these changes take effect.
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Configuring & Implementing...

Antispoofing Dropping Valid Packets

It is important to remember that when antispoofing is configured, you must
ensure that all IP networks behind an interface are specified in the topology
configuration. If a network is left out, the firewall will assume traffic from
that network is spoofed, and it will drop those packets. Therefore, when
adding a new network to your firewall, it is important to remember the
extra step of updating the topology information for the interface that will
host that network.

SmartDefense

New to Check Point NG, SmartDefense is an amalgamation of various attack detection
and notification systems present in previous Check Point versions. With all these
options configurable from one location, the task of configuring your firewall to detect
all these attacks is greatly simplified.

To access the SmartDefense configuration, open the Check Point
SmartDashboard, go to Policy, and then choose SmartDefense (see Figure 6.4).

Figure 6.4 SmartDefense General Settings
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In the General tab, you have the option Update SmartDefense. This option checks
to see if there are any new versions of SmartDefense available, and if there are, allows

you to install these updates. There is also a link here to open the SmartView Tracker,

which is where all tracking information about detected attacks is stored Select Anti

Spoofing Configuration Status (see Figure 6.5).

Figure 6.5 SmartDefense Antispoofing

Anti Spoofing Configuration Status
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Here, SmartDefense checks to see whether antispoofing is fully configured. This

check looks for any interface on your firewall that does not have IP addresses specified.

Because antispoofing works only if IP information is set for each interface, any time

this information is missing you are at risk of a spoofing attack. Select Denial of

Service (see Figure 6.6).

Figure 6.6 SmartDefense Denial of Service
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A DoS attack involves sending a large number of requests for particular services.
Because your network is so busy dealing with all the excessive requests, it is not able to
respond to valid requests, or at least not at its usual pace.

SmartDefense provides protection against three types of DoS attack: teardrop
attacks, which can crash servers by sending overlapping IP fragments; ping-of-death
attacks, which can crash servers by sending ICMP packets that exceed the normal max-
imum size of a packet; and LAND attacks, which can affect network devices by sending
packets with specified properties.

In the main DoS window, select Accumulate successive events to have the fire-
wall keep track of attacks over time and consider them part of the same occurrence
rather than tracking each one individually. Choose Advanced (see Figure 6.7).

Figure 6.7 Advanced Configuration
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Here, you can set Resolution, which specifies the number of seconds over which
an attack must occur for action to be taken. This relates to the Attempts Number
option, which is the number of times that attack must occur within the number of sec-
onds specified. The Time Interval option sets how long information about an attack
should be stored before it is removed from the firewall.

To enable each of the three types of DoS attack protection, expand the drop-down
list of attack types under the main Denial of Service option, and check each type of
attack to enable. By default, all three are enabled, and it is probably wise to leave them
enabled unless you have a specific reason to do otherwise. The single option available
for each attack is the tracking setting, which specifies how the firewall should track
detected attacks of that type.

Next is the IP and ICMP section. There are three types of verification in this cate-
gory: fragment sanity check, packet sanity, and max ping size. Note that the first two
checks cannot be disabled. The fragment sanity check attempts to determine whether
fragmented packets are fragmented for a valid reason—the packet is too big to be trans-
mitted as a whole—or not. The packet sanity verification looks at a number of aspects
of each packet, such as headers and flags, and looks for anything out of the ordinary.
The max ping size setting allows you to specify how large ICMP packets may be.
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In the TCP section, choose SYN Attack (see Figure 6.8).

Figure 6.8 SYN Attack
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A SYN attack can slow down or stop a server by sending multiple incomplete
handshake sequences. The acknowledgment step of the sequence is left out, so the
server continually attempts to signal for this response, tying up its resources.

By choosing Override modules’ SYNDefender configuration, you can enable
SYN attack protection on enforcement modules even if they have SYNDefender, a
component of previous versions of Check Point FireWall-1/VPN-1, enabled. Disabling
this option enables the Early version SYNDefender configuration option, which
contains the traditional SYNDefender settings.

To enable SYN attack protection, choose Activate SYN Attack protection and
then Configure (see Figure 6.9).

Figure 6.9 SYN Attack Configuration
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Here, you can set the tracking option for SYN attacks detected and whether you
would like to track activity that is actually identified as an attack, rather than individual
occurrences. The timeout value specifies the number of seconds the firewall should
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wait for the acknowledgment part of the handshake before marking the session as pos-
sibly being part of an attack. The Attack Threshold sets the number of sessions
without acknowledgments that must occur before the firewall concludes that a SYN
attack is in progress. Finally, set Protect external interface only to ignore unusual
SYN activity on all other interfaces but external. This option 1s normally selected, since
SYN attacks originate on the Internet and usually from forged IP addresses.

The remaining two options in the TCP section are Small PMTU and Sequence
Verifier. The small PMTU section allows you to specify the smallest packet size
allowed. This capability is useful because of the potential for an attack that involves
sending a high number of very small packets, causing the network to slow down or
stop because it is busy processing all these packets.

The sequence verifier function allows for verification that packets are being sent in
the correct sequence. This prevents attacks that relate to packet sequence number
manipulation. You have the option to track out-of-state packets that are anomalous or
suspicious, or all such packets.

Next, click DNS. Here, you have the option of verifying that all traffic flowing to
the UDP port normally used for DNS queries is actually DNS traffic. This prevents
other types of potentially malicious traffic being sent to the DNS server.

In the FTP section, the first option, which cannot be disabled, is to prevent FTP
bounce attacks. The next section relates to the FTP security server, which we discuss in
turther detail in the following section. In short, the FTP security server allows authenti-
cation and content checking for FTP connections passing through the firewall. Choose
Allowed FTP Commands (see Figure 6.10).

Figure 6.10 Allowed FTP Commands
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Here, there are two sections: acceptable commands and blocked commands. These
options allow you to specify what FTP commands are permitted on FTP connections
that use the FTP security server. This is useful to prevent the use of commands that
could be used maliciously, or even to provide a more limited FTP service—for
example, users may only be allowed to send files but not retrieve them.

The HTTP section provides protection against HTTP worms as well as configura-
tion for the HTTP security server. Choose General HT'TP Worm Catcher (see
Figure 6.11).

Figure 6.11 General HTTP Worm Catcher
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Here you can select from three built-in worm patterns—CodeR ed, Nimda, and htr
overlow—and can define or import additional worm patterns. This option is especially
useful given the fact that new HTTP worms are continually discovered. By being able
to manually add a worm pattern, you have the ability to protect yourself from newly
discovered worms even before a vendor releases a preventative patch.

Just as with the FTP security server configuration described earlier, an HTTP secu-
rity server provides protection against the malicious use of an HTTP server within your
network. Choose HTTP Format Sizes (see Figure 6.12).

271

www.syngress.com



272 Chapter 6 * Firewall and DMZ Design: Check Point NG

Figure 6.12 HTTP Format Sizes
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Here, you can specify the maximum size of a URL, HTTP header, and number of
HTTP headers. This prevents DoS attacks that attempt to exploit these limits.

Similarly, the SMTP Security Server section provides configuration options to
screen the content of mail transmitted through the firewall to mail servers. Choose

SMTP Content (see Figure 6.13).

Figure 6.13 SMTP Content
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Select Add ““received’ header when forwarding to have the SMTP security
server append this header to forwarded messages. Choose Watch for bad SMTP
commands to allow the firewall to detect invalid SMTP commands sent by a remote
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server that might be intended for malicious purposes.You can also specify the number
of no-effect and unknown commands permitted before the firewall will drop the con-
nection.

Choose Mail and Recipient Content (see Figure 6.14).

Figure 6.14 Mail and Recipient Content
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These settings allow for additional content security around SMTP connections. For
example, Force recipient to have a domain name means mail cannot be send
through the security server with no domain name—a technique that could be used to
cause external mail to appear as coming from the internal domain.

The final settings under Successive Events relate to how often events must occur
before they are of significance and how much memory the firewall should allocate to
this type of detection.

Stateful Inspection Customization

Another important aspect to securing your network perimeters is the ability to cus-
tomize FireWall-1’s stateful inspection mechanism. By adjusting these values as circum-
stances change around your network, you can ensure that you are taking full advantage
of this powerful feature.

To access the stateful inspection properties, open the Check Point
SmartDashboard and go to Policy, and then choose Global Properties. Select
Stateful Inspection (see Figure 6.15).
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Figure 6.15 Stateful Inspection
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The first set of definable values is for session timeouts. All these values relate to the
number of seconds that must elapse for various aspects of a TCP, UDP, and ICMP ses-
sion. By shortening these values, you reduce the risk of DoS attacks penetrating your
network perimeter. However, if the timeout values are too low, you could end up drop-
ping valid connections to your network that are slow for other reasons, such as poor
network or server performance. The default values are a good starting point, and you
can adjust these as required based on the performance of valid network traffic and the
characteristics of malicious traftic.

Next are settings for stateful UDP. Selecting Accept stateful UDP replies for
unknown services instructs the firewall to allow UDP connection replies, even if it is
unaware of the service type. Enabling this option also allows you to select Accept
stateful UDP replies from any port for unknown services, which allows UDP
connection replies on any port, as opposed to only the port on which the connection
originated.

Similarly, you can configure the way the firewall deals with ICMP requests in the
next section: Accept Stateful ICMP. These settings relate to ICMP packets that are
allowed based on stateful information about TCP or UDP connections. Selecting
Replies allows ICMP reply packets, whereas selecting Errors permits ICMP error
packets.

Selecting Accept Stateful other IP protocols replies for unknown services
relates to packets that are not TCP, UDP, or ICMP. This choice instructs the firewall to
accept these packets, provided they meet the usual state criteria.
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Finally, the Out of State Packets section defines what the firewall should do with
packets that are determined to be out of state—whether they should be dropped,
logged, or both.

Making a DMZ and Controlling Traffic

Now that we have covered the various aspects of securing your network perimeters,
let’s move on to the actual setup and configuration of the DMZ. This section includes
configuring the physical interface that will be used for the DMZ, adding network
objects, and configuring access rules to allow access to and from the DMZ.

Configuring the DMZ Interface

Setting up a DMZ requires a physical interface on the firewall to be used for DMZ
traffic. First you need to have an interface available on the server or appliance on which
your firewall runs. Ensure that the interface is configured and recognized in the oper-
ating system. Both these tasks are outside the scope of this guide; consult your hardware
and operating system documentation for more information.

Once the interface is available and ready to use, the nex