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Foreword

Even though I've spent several years studying how criminals break into computer
systems, | thought | was just being paranoid the first time | saw one of those signa-
ture capture devices at the local electronics store. You know the kind I’m talking
about, where the clerk slides the receipt from your credit card onto a flat pad, and
you sign your name onto it using a pen that writes on the slip in ink but also records
an imprint of your signature electronically. Needless to say my curiosity got the
better of me. | asked the clerk, “VWhat happens to my signature after | sign the slip?” |
figured that my signature was sent to the financial network that approved the charge
on my credit card, in order for it to be compared against my original credit applica-
tion, similar to the way banks use the signature cards they keep on file.

The clerk replied, “All of the signatures are stored on the store’s server, in the
backroom.\We (the store) hold on to all of the electronic signatures just in case the
credit card company ever needs to verify that you signed a receipt.” This was defi-
nitely not the response | expected.

I then asked the clerk “Well, is the server in the back room locked up?” Again, |
received an unexpected answer.

“No, it’s in the office out back that the executive staff for the store use.”

“Is access to the computer restricted?” | continued.

“Well, there’s only one person who knows how to work on that system, so
nobody else usually touches it,” he replied.

XiX



XX Foreword

“Is the data on the computer ever backed up?”

“You know, that’s a really good question.” Again, not the answer | was looking for.

Truthfully, I'd have been happier to be told that my signature was sent to a big
credit card company. At least they’'d have a dedicated computer security staff to pro-
tect all of that data. But here was this man telling me that my private information
was easily accessible to various people.

After digging into the technology behind the devices used by the store, | learned
that my signature was encrypted before being sent to the computer in the back
room; thereby significantly reducing it’s value to any thief. Thank goodness. However,
the entire incident made me wonder: How much technology out there is making
mistakes with people’s private information by storing it insecurely, using weak
encryption, and ultimately putting it into the hands of untrained operators for whom
security is not the primary focus?

If you're like most people, your day includes writing checks or using a debit card
at stores, using credit cards at the gas station, or using an ATM terminal to get cash. If
you’re among the growing numbers of Internet users, you’ve probably also bought a
thing or two online, and might even do your banking or trade stocks online as well.
Each time you enter into any of these transactions, you must share private informa-
tion about yourself with the outside world. Most people don't give it a second
thought. But do you know how your private information will be used? Is your pri-
vate information safe from theft?

You may not care about the answers to these questions until you find out one
day that someone else has stolen this private information and used your identification
to commit your name to a legally binding agreement such as a credit card charge, a
loan application, a driver’s license, or a variety of other agreements. What do you do?
How do you repair the damage? How can you prevent it from happening again?

Hack Proofing Your Identity is designed to answer these questions, and teach you the
methodology of how to find answers to questions this book will inevitably be unable
to address. Unfortunately, it is impossible to anticipate all the possible ways in which
someone might steal your identity given the current rapid evolution rate of new
technology. Instead, we hope this book will teach you how to think about your per-
sonal information in a new way; how to recognize when you are unnecessarily
putting yourself or your family at risk for identity theft, and how to recognize
opportunities to reduce that risk by making small changes in the way you manage
your personal privacy, both online and offline.

WWW.Syngress.com



Foreword XXi

Like other books in the Syngress “Hack Proofing” series, this book includes more
than just a bullet list of things you should do—it also provides explanations and
shows you examples that illustrate the reasons why you should do them.

Chapter 1, What is Identity Theft?, starts us off with a definition of identity
theft, what it is, how it happens, and shows how identity theft is more prevalent
than you think.

Chapter 2, Protecting Your Hard Drive, guides us through the various steps of
protecting our hard drives through the use of strong passwords, updated anti-virus
software, and proper handling of temporary files. There’s a lot more hiding on your
hard drive than you may be aware of, and identity thieves are everywhere and know
what to look for.

Chapter 3, Keeping Your E-mail Private, shows us how e-mail opens up your com-
puter to the outside world. Discussions of viruses, malicious code, SPAM, and e-mail
fraud are included, as well as tips for protecting your personal information and pre-
venting any potential computer damaging security breaches.

Chapters 4 and 5, Self Defense on the Web and Connecting to the Internet Safely, will
look at what a network is, how your network and the Internet can be used in iden-
tity theft, and how to avoid common mistakes that make it easy for a thief to do his
work. As you examine the risks of various types of network and Internet connec-
tions, we will demonstrate a few surprisingly simple ways to access other computers.
These demonstrations are intended only for educational purposes—to show you the
kinds of information other computers on your network can see.

Chapter 6 takes on the sensitive topic of AreYour Kids Putting You At Risk?
Unfortunately, children can be at risk on the Internet if they are not properly edu-
cated about the dangers of sharing personal information (both their own and that of
their parents). On the flipside, children could be breaking the law without even
knowing it, depending on their interests or proficiency with computers, by down-
loading copyrighted material, accessing the Internet with a connection provided by
their parent’s employer, and so on. This chapter stresses the importance of proper
education, and offers some suggestions for monitoring your child’s activities online.

Chapter 7 offers suggestions and possible answers to the question, What to Do If
You Become A Victim? This chapter offers helpful tips on contacting law enforcement,
filing reports, contacting credit bureaus, and rebuilding your finances after becoming
a victim of identity theft.

WWW.SyNngress.com



XXii Foreword

Finally, Chapter 8, Configuring Your Browser and Firewall, offers some practical step-
by-step instructions for setting up your Internet browser and personal firewalls to
further protect your computer from intruders or identity thieves

Unlike other books in the Syngress series, this book is not directed exclusively at
a high-tech audience.\We assume you have at least one computer in your home that’s
connected to the Internet, perhaps another one at work, and regularly use e-mail and
surf the Web. If you are an IT professional, you may already know most of the tech-
nical information in this book; however, you might not have applied this knowledge
to the protection of your own private information. This book will help technical and
non-technical people alike understand how to better protect private, personal infor-
mation and avoid becoming a victim of identity theft.

—Teri Bidwell, GCIA

WWW.Syngress.com



Chapter 1

ldentity Theft:

Are You At Risk?

Solutions in this chapter:

= Defining Identity Theft

= Understanding What Electronic
Information Is Private f

- Striving for Theft Prevention

= Keeping Private Information Private

M Summary
M Solutions Fast Track

M Frequently Asked Questions

B



Chapter 1 = Identity Theft: Are You At Risk?

Introduction

The use of a seal, card, or other identification while making a purchase or signing
a contract is a custom almost as old as history. As merchants and their customers
have begun using the Internet in recent years to conduct business online, they
have been challenged to find digital forms of identification that mimic tradi-
tional, trusted forms, such as hand-written signatures and photo IDs. Because tra-
ditional forms of identification don’t work well on the Internet, no universal
form of ID has been found to be suitable for companies wanting to conduct
business online.

Web site owners, merchants using computers to track purchases, and elec-
tronic service providers have each been forced to reach their own, unique solu-
tions for identifying customers using only computers. Many merchants using
electronic commerce rely on passwords. Some have embraced electronic identifi-
cation known as digital certificates. Most attach an account name or number, e-mail
address, physical address, telephone number, and other identifying information to
their customers as well.

Each company with whom you do business electronically increases the number
of identifiers associated with you. These digital forms of identification (like pass-
words) require safeguarding just like any traditional form (like a license). However,
because they are not tangible (you can't see or touch them), your traditional
notions of how to lock up your belongings do not apply. Not only does that put
you at risk, but, just as thieves often prey upon people struggling to understand
what’s happening around them, cyber criminals can more easily take advantage of
people for whom locking up their digital information is a new concept.

Today, you are asked to sign credit charge slips using signature-capturing
devices designed to copy your signature for storing electronically. You can type
your credit card numbers into a Web form and a product will magically appear at
your door several days later. An unprecedented number of homes are exposing
private information, stored on their computers, to the Internet 7 days a week, 24
hours a day. These are all completely new challenges to our traditional notions of
personal identification, and these challenges bring with them new responsibilities
for protecting personal information.

Businesses and consumers are beginning to look at personal identification in a
way never before required. No longer is it sufficient to keep your wallet on your
bed stand where it’s safe each night.You need to understand how to protect your
identity in its digital form as well.
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In this chapter, we investigate the forms of identification that make up your
identity in an Internet-enabled world. We begin by focusing on physically
securing the sources of information that identify you as an individual, using tan-
gible security methods.We finish the chapter by introducing some of the ways
you can protect your personal information using the less tangible features of your
computers and the Internet. Those methods are covered in depth in this book’s
remaining chapters.

Defining Identity Theft

Identity theft is a crime involving someone impersonating a victim for the purpose
of financial gain or other personal gain. The victim could be an individual or a
business, and the perpetrator could be one person or several individuals acting as
part of a theft or fraud ring. Often, the theft of a person’s or business’s identity is
used to commit other crimes as well, such as credit card fraud, submitting loan
applications in another person’s name, and so on.

Impersonating someone for personal gain has been a problem for centuries,
but it has become more prevalent as easily accessible information about people
has become more prevalent.Whereas common targets for identity theft used to
be the very rich or famous, today ordinary citizens are much more likely to be
victims. Here are a few statistics that have been accumulated in recent years by
various U.S. government agencies:

= ldentity theft is a crime that happens to ordinary people, just like you
and me; the average age of victims is 41.

= The U.S. Secret Service estimated the cost of identity theft at $745 mil-
lion in 1997. Since that time, identity theft has become more prevalent,
with total costs estimated in the billions to victims, financial institutions,
and taxpayers.

= The number of new cases of identity theft is on the rise. This relatively
new trend is the result of the Internet’s influence on easy information
access.

= |dentity theft affects people with good credit or high income more often
than it affects those with a poor credit history or low income.

= ldentity theft was reported to the Federal Trade Commission (FTC)
in 69,370 complaints from November 1999 through June 2001
(www.consumer.gov/idtheft/charts/01-06c¢.pdf).
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Identity theft was reported to the FTC at a rate of about 3,000 calls per
week, up from 2,000 the year before, according to FTC Chairman
Robert Muris in April 2002 (www.technews.com).

Identity theft costs victims an average of 175+ hours and $1,000 in out-
of-pocket expenses to clear their names, according to The Identity Theft
Resource Center (www.idtheftcenter.org/html/facts_and_statistics.htm).

For the sake of clarity, here are a few examples of actions that constitute
identity theft:

Having your wallet stolen is not identity theft. However, if your wallet is
stolen and, subsequently, the thief uses your driver’s license and credit
card to make a purchase, the crime becomes identity theft.

Losing your ATM card does not constitute identity theft. However, iden-
tity theft occurs if you lose your ATM card and someone finds it and
then obtains your PIN (personal identification number) to withdraw
money from your bank account or uses your ATM card in some other
way for financial gain.

Having your cell phone stolen is not identity theft unless the thief makes
calls using your phone or uses the data stored on your phone in some
way in an effort to impersonate you.

Take a Risk Factor Test

Take this test to determine your risk factors. If more than half of the following
statements are true, you are at high risk for identity theft. Keep these risk factors
in mind when reading the solutions presented in the rest of this book:

You receive at least one loan solicitation or preapproved credit offer
each week.

You usually toss preapproved credit or loan solicitations in the trash
without shredding.

You usually toss old banking or credit documents in the trash without
shredding.

Mail is delivered to you in an unlocked mailbox.
You send mail by placing it in an unlocked mailbox.
You carry your Social Security or Social Insurance card in your wallet.
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= Your Social Security Number is printed on the health insurance card in
your wallet.

= Your Social Security Number is printed on your driver’s license.

= Your Social Security or driver’s license number is printed on your per-
sonal checks.

= You make purchases online using a credit card.

= You seldom check whether a site is “secure” before using a credit card to
make an online purchase or before disclosing private data, such as your
Social Security Number, to a Web site.

= You seldom read Web site privacy policies before disclosing private
information.

= Your online account with your bank, health insurer, or stockbroker uses
your Social Security Number as your account number.

= Your bank doesn’t require a password before allowing you to make a
withdrawal in person.

= The password for your online bank account is written down in an
unlocked location.

= Your ATM PIN is written down in your wallet or on the ATM card.

= You sometimes share your name, address, e-mail address, and/or phone
number with Web sites.

= You don’t use privacy software to remove identifying information from
your computer.

= You seldom take advantage of programs designed to opt-out of informa-
tion sharing.

= You haven’t seen your credit report in the past year.

= Your Internet-connected computer stores private or financial informa-
tion and is not protected from the Internet by both a firewall and
antivirus software.

Why Do They Do It?

Identity thieves might want to impersonate someone else for a couple of reasons. In
one form of the crime, an opportunistic thief obtains several pieces of information
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about a victim and uses the information to obtain goods or services for free, for a
short period of time. For instance, the thief opens a credit card account using your
Social Security Number, name, and address, and then the thief makes several pur-
chases. By the time you receive the unfamiliar billing statement, the thief has
stopped using the new stolen account, to avoid being caught. This type of thief typ-
ically obtains one or two credit cards, a Social Security Number, or a driver’s
license, i.e., to use in committing the crime.

Another form of identity theft involves someone with the goal of long-term
impersonation. For instance, someone opens a bank account in your name and
then has the statements sent to his own location instead of yours. Another
example of this type of crime involves someone obtaining employment or gov-
ernment benefits by using a stolen Social Security Number. New accounts are
opened using the thief’s address, and the accounts are used for a long period of
time. In extreme cases, a thief might maintain the alternate identity for months or
years, in an effort to hide their own identity. If you're a victim of this type of
crime, you might not discover it until the next time you view your credit report,
are denied a loan due to bad credit, or observe inaccurate employment data on
your Social Security records. Consider the following victim’s statement provided
to the FTC on July 13, 1999 (taken from the U.S. Federal Trade Commission’s
consumer protection \WWeb site at www.ftc.gov):

“Someone is using my name and Social Security Number to open
credit card accounts. All the accounts are in collections. | had no
idea this was happening until | applied for a mortgage. Because
these “bad” accounts showed up on my credit report, | didn’t get
the mortgage.”

How Do They Get Away with It?

Most people go about their busy day making purchases using credit cards, writing
checks, and using their ATM cards at automated teller machines, without giving
it second thought. Each time you enter into one of these financial transactions,
however, you share private information about yourself with others. Of course,
you can’t just stop sharing private information entirely, without being denied the
services you need to use.You must find a middle ground in which you are cog-
nizant of the information you routinely share while protecting as much private
information as possible from being shared unnecessarily.

Before you can understand how to protect your private information, you
need to examine the ways in which your private information can be obtained
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and stolen, possibly without you even realizing it. Bear in mind, each one of the
items discussed in this section is something that could and does happen but is
certainly not guaranteed to happen to you. As you read, think about whether the
situations might apply to you, given your routines and habits. Later, we’ll examine
ways in which you can make changes to routines and habits in order to prevent
the kinds of thefts described here.

Dumpster Diving

Dumpster diving is when someone goes through someone else’s trash in order to
obtain useful information or items.Your trash contains a lot of valuable informa-
tion about you unless you take steps to prevent that from happening. For
instance, you might discard bank records, loan forms, or old bills that have valu-
able data on them.When you obtain new checks, you might discard your old
ones. A dumpster diver might retrieve those old checks, thereby allowing her to
begin using your bank account right away.

If you have a credit card, you probably also receive preapproved credit offers
in the mail. Credit companies buy mailing lists from credit bureaus and other
sources, and send these offers to people who are known to use credit cards. Most
people just toss them in the trash as junk mail, without even opening them.
However, an enterprising thief might rummage through your trash, retrieve these
preapproved offers, and send them in. Most preapproved offers have a convenient
change of address section, which the thief fills in with her own address, then signs
your name to the application form. Some preapproved offers or even existing
credit card statements come with checks inside, ready for your use in consoli-
dating bills. If you toss the checks in the trash, a thief can retrieve them from
your garbage, sign one, and use it to make a large purchase in your name.

Dumpster diving isn’t a federal crime, unless you do something else in the
process that is illegal. It’s also not addressed very well by state laws at the present
time, other than by the laws against trespassing on another person’s property. For
instance, if your trash bin has a sign on it that says “No Trespassing,” you could
feasibly argue that someone taking an item from it is stealing; however, it would
be difficult to demonstrate that the discarded item had sufficient value to be con-
sidered ““stolen property.” That argument is made even more difficult by the 1988
Supreme Court ruling in California vs. Greenwood that rummaging through
someone’s trash does not, in fact, violate their right to privacy. There are certainly
actions you can take to minimize your exposure to dumpster diving, which are
discussed later in the section titled “Striving for Prevention.”
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What You Can’t See Can Hurt You

The Computer’s Recycle Bin

People who might be savvy enough to shred their paper trash might not
be thinking about the trashcan on their computers. Your computer’s
recycle bin might contain files with private information in them that
you’'ve deleted over time. If someone gains access to your computer
while you’re away from it, those files might provide useful information.

For instance, let’s say you make an online purchase using a credit
card, and the Web site provides you with a confirmation form showing
what you purchased along with the credit card number and shipping
address. You keep the confirmation page on your hard drive until you
receive the merchandise. After you receive the merchandise, you delete
the confirmation form because it’s no longer needed. The form remains
in your recycle bin until you empty it. Even then, the file isn’t irretriev-
able. It can be restored using special undelete software, which is dis-
cussed in greater detail in Chapter 2.

Shoulder Surfing

Shoulder surfing is what people do when they watch over your shoulder to see
what you’re typing on a keyboard. For example, when you step up to an ATM
machine and enter your PIN, the person behind you might watch your fingers to
see what numbers you enter. If you are sitting at an Internet café, the person sit-
ting next to you might be watching as you type a Web or e-mail password.You
have no way of knowing whether the person watching is able to use your PIN or
password, but don’t assume they cannot.

Experienced shoulder surfers are extremely good at memorizing numbers
quickly, as you type them, and can remember very long passwords, credit card
numbers, and so forth. In an extreme form of shoulder surfing, the thief might
carry a small camera designed to record your keystrokes for later playback.

Social Engineering

Social engineering, also called pretexting, is a term used for a variety of scams and
con games involving tricking a victim into voluntarily giving up private informa-
tion that’s useful. Pretexting is an attempt to elicit a specific response to a social
situation the perpetrator has engineered; for example, someone gives you false
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information for the purpose of obtaining otherwise forbidden information from
you.You might receive the false information via postal mail, e-mail, computer
chat program,Web site, telephone, or in person. An example of this is the Nigeria
419 e-mail scam described in Chapter 3. The Nigeria 419 scam is designed to
trick you into disclosing your bank account number. In any case, you are asked to
give up information that you would not normally give to just anyone. Most of
the time, the victim has no idea he or she has disclosed information under false
pretenses, unless it results in a crime that can later be traced back to having dis-
closed information to the person doing the social engineering.

As an example of social engineering, an identity thief might pose as a potential
landlord or employer in order to obtain a copy of a victim’s credit report. Or, let’s
say you needed to find someone’s address and couldn’t find it using one of the
online “People Search” type programs.You might phone up the gas company and
pose as a relative. The phone conversation might go something like this, in which
the gas company clerk is tricked into disclosing the address you're looking for:

You: Hello, I'm Joe User’s daughter.\We just moved my dad to a senior
community, and | need to make sure he changed his gas service over to
his new address. Bless his heart—he doesn’t remember things the way he
used to! Can you tell me the address that’s showing on his account?

Gas Company clerk: I show his address is 555 Shady Lane. Is that the
retirement home?

You: Yes it is; thank you very much. Bye.

Social engineering is by far the most effective, least costly, and hardest to pre-
vent method of obtaining private information. Technology can’t be used to block
it, and people targeted have to be on their toes in order to even notice it when
it's happening. What’s more, it’s not illegal unless someone uses the obtained
information to commit a crime.

Unfortunately, most people have an even harder time noticing social engi-
neering when it’s happening using a computer. Some of the most successful social
engineering scams today are sent to victims via e-mail. When you can’t see a
person’s facial expression or hear his or her voice, inferring their intent when
they ask you for information can be difficult. You need to be even more vigilant
online than in person against social engineering, due to the numerous places a
thief can hide on the Internet.
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Digging Deeper...

The U.S. Graham-Leach-Bliley (GLB) Act

The 1999 Graham-Leach-Bliley (GLB) Act (www.ftc.gov/privacy/glbact/
glboutline.htm) set privacy requirements for U.S. financial institutions to
prevent social engineering from being used to obtain financial data.
However, it doesn’t cover forms of business that are not financial insti-
tutions, and it doesn’t cover financial institutions outside the United
States. The GLB Act makes it illegal for someone to impersonate you to
your bank in order to obtain private information your bank might pos-
sess. It also makes it illegal for financial institutions to share your finan-
cial data, such as credit card numbers, with telemarketers.

The GLB Act defines personal, identifying information as any infor-
mation you provide to a financial institution in order to obtain their ser-
vice or product. It goes on to define nonpersonal, publicly available
information as any information available in public federal, state, or local
government records, or any information that a financial institution
believes is lawful to make public. It goes on to say that a financial insti-
tution can’t just assume information is public. It must take into account
whether the consumer has requested that the information not be dis-
closed and whether the type of information is generally made available
to the public. As a result of the GLB Act, financial institutions must now
disclose privacy statements that describe how your private information
is used. They must allow you to opt-out of information sharing as well.

You can read more about consumer privacy provisions of the GLB
Act at www.ftc.gov/privacy/glbact/index.html.

Physical Theft

If you leave your purse or wallet in a place where it can be stolen, it probably
will be. A wallet full of credit cards with a driver’s license and possibly a PIN
written down on a piece of paper is like hitting the mother lode for an identity
thief. Likewise, leaving a copy of your tax return lying on the counter near the
printer at work invites the same kind of theft as if you had left your social secu-
rity card lying there.

Unfortunately, most people forget that physical theft of identifying informa-
tion involves more than just credit cards, driver’s licenses, and ATM cards. Wallets
also sometimes contain:
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= Social Security cards

= Access key cards for work

= Health insurance cards

= Student or employee 1D cards

= Video rental membership cards

= Other membership cards (health clubs, shopping clubs, and so on)
= Receipts with credit card numbers on them

= Checks or deposit slips with bank account numbers

= ldentifying information about family members

Theft of private data isn’t limited to the paper and plastic in your wallet,
either. Personal digital assistants (PDAs) and cell phones can contain valuable per-
sonal information, especially if you use your PDA or cell phone to make online
purchases. If your cell phone is \Web-enabled, it might contain cookies or files
that contain private data, such as name, address, phone number, or credit card
numbers. These devices need to be protected from physical theft just as you
would protect your wallet. Private data is also available on credit card and bank
statements, tax returns, and other documents stored in the home, where visitors
might have access to them.

Unfortunately, you might not necessarily have control over stolen electronic
data. In March 2002, the Nlew York Times reported a story about a former
employee of the Prudential Insurance Company who was arrested and charged
with stealing the identities of colleagues from a company database containing
60,000 names. The case is one of the largest potential identity theft cases ever,
according to Federal prosecutors in Brooklyn.While Donald Matthew McNeese
of Callahan, Florida, worked in the tax department at Prudential, he stole the
database of personnel records. He then sold some of the names over the Internet
as part of a credit card scam. McNeese also posted information about some
former colleagues on the Internet for free, for anyone to use. According to the
complaint, one person had $2,000 charged to his credit card as a result.
Unfortunately, no one knows how many others might have private information
in circulation.
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Online Theft

When thinking about theft of credit cards and other forms of identification, most
people think about their wallet or purse, because that’s where they physically
carry their identification cards. But because your private information is also
stored on your computer, you should think of your computer’s hard drive as an
online “wallet” that can contain the following:

= Computer login accounts

= Screen names

= Electronic commerce account numbers

= E-mail addresses

= Computer and domain names

= Computer IP addresses

= Passwords, passwords, and still more passwords

These items identify you indirectly by identifying your computer. For
instance, your computer’s IP address is an identifier, assigned by your Internet
Service Provider (ISP), and is unique to your computer. The login account name
also assigned by your ISP is unique to you. Nobody else has the same e-mail
address as you. If one or several of these pieces of information can be matched up
with an appropriate password, phone number, or your home’s street address,
together they might provide sufficient evidence of your identity to fool a service
provider into believing an imposter is actually you. For this reason, you need to
secure the items in your “online wallet” to the same extent you would secure the
items in your physical wallet.

Back in the 1970s, a common form of credit card fraud involved a thief
dumpster diving for the carbon copy layer of a charge slip, on which the credit
card number could easily be read. The thief subsequently used the credit card
number to make a purchase from a mail order house or other merchant that
didn’t require a signature or other form of identification in order to make a pur-
chase. In today’s online world, a thief might use a variety of computerized means
to steal your credit card information.

Online information theft takes two main forms. The first is a direct attack on
servers that store a lot of data about people. Examples of this are computers pro-
viding Internet-based shopping services or computers used by government agen-
cies to provide services to a large number of people. A thief with sufficient
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computer intrusion knowledge might target a shopping Web site (by attacking
the server) in an attempt to steal a list of customer credit card numbers, phone
numbers, or addresses.

Instead of stealing the information, the attacker might have as much to gain by
changing the information found on the server. A hacker recently told me a story
about his teenage friend a few years ago. The teenager and his friends who fre-
quented an electronic message board were learning how to break into computers.
They had targeted the Department of Motor \Vehicles (DMV). The teen was angry
with his mother for some perceived mistreatment, so he added a couple of charges
of Driving Under the Influence (DUI) to her DMV record. The mother’s license
was revoked, and she was forced to protest the DUIs. In the process of investi-
gating the mother’s claim, the DMV uncovered the boy’s activities.

Another way online thefts occur is from attacks directly on the source of the
data being sent to servers, such as data on computer disks stored in the home.
While your computer is connected to the Internet, a thief might connect to your
computer’s disk remotely to retrieve the same type of data. He might engage in
scanning techniques to determine the services you are running on your computer
as clues to the type of software (and therefore the type of data) present on your
computer. If you do business with a Web site that sends purchase confirmations
to you via e-mail, a thief with the ability to read your e-mail might be able to
obtain your credit card number from the confirmation; hence, the attacker might
attempt to steal your e-mail password by intercepting it directly from the net-
work as it traverses from your computer to an Internet e-mail server.

The attacker might also attempt to steal your online private information
through indirect means. For example, she might trick you into inadvertently
installing software that appears to have a useful purpose but actually is a malicious
program, known as a Trojan Horse, which sends private information about you to
the thief. (Programs that appear to have a benevolent purpose but actually con-
tain hidden malicious code are commonly called Trojans, after the famous horse
of Troy.) A thief might send you a Trojan password-recording program disguised
as a humorous image or Web link in an e-mail, with the intent to retrieve the
stored passwords from your computer at a later time. Or, she might trick you into
entering passwords or other private information into what appears to be a legiti-
mate WWeb server but is actually a Trojan Web server designed to record any data
you provide to it.You'll learn how you can protect yourself from these kinds of
attacks throughout the book and specific information about antivirus protections
in Chapter 2.
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Privacy Erosion

Along with the proliferation of affordable computers has come a proliferation of
opportunities to use computer technology to spy on others. Sometimes, spying
might be warranted, as in the case of a parent who uses WWeb-monitoring software
to protect a child from online pornography. In other cases, spying clearly isn’t
warranted, as in the case of a Trojan that records passwords. Mostly, privacy ero-
sion happens in the gray area—where legal boundaries haven't yet been clearly
drawn between the need to protect citizens from crime versus their own privacy
rights, employers’ privacy rights, merchant rights, software manufacturers’ rights,
and Web site owners’ rights.

One aspect of privacy erosion involves an employer’s right to monitor its
employees as they conduct business online using the Internet, versus an
employee’ right to privacy while at work. Another involves advertisers using var-
ious electronic methods to track the surfing habits of customers, in an attempt to
tailor advertising to be better suited to the needs of customers, versus the cus-
tomer’s desire to surf anonymously. Both of these practices can be considered
good business or spying, depending on which side of the issue you're standing.

In this same category, you can find some relatively new search engines on the
Internet designed to help you find that long lost someone or locate background
information about missing persons, potential tenants, employees, roommates, and
so forth. It’s possible to use any number of Web sites—such as Yahoo! People
Search (http://people.yahoo.com) or US SEARCH.com (www.ussearch.com)—
to easily and quickly locate public records, criminal records, and court records, for
instance.

These services typically only report information on the Internet that can be
obtained through other means, however, and are regulated by the 1999 GLB Act
as to what kinds of information can not be disclosed. Social Security Numbers,
for instance, are not provided as part of those searches. Information not regulated
by the GLB Act can be disclosed, however, and remains useful for obtaining
details about particular individuals. Some less scrupulous \Web sites will even dis-
close a Social Security Number if it is found in public records.

The proliferation of public information sites on the Internet in recent years
has presented an incredibly convenient opportunity for thieves to anonymously
gather large amounts of personal information about potential victims. Prior to
the creation of these Internet-based services, obtaining public information, such
as marriage, health, or court records, was much more difficult. A thief would need
physical access to a specific phone book or a credit bureau, for instance, or would
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need to know how to navigate government procedures to obtain public records.
He might have needed to disclose his own name in order to obtain public
records from a government agency.

Obtaining certain classes of information, such as financial or credit data, requires
a requestor to demonstrate a specific business need or right before being given
access to restricted data. This is still true, but the Internet makes it easier for that
same restricted data to end up in the hands of those who don'’t have the rights to it
if it becomes subsequently published on aWeb site or stolen from an online server.

Many public information searches on the Web allow you to choose not to
have your private information disclosed by them, a process known as opting out of
their service. Some sites don’t provide this option.We present some specifics
about which ones allow you to opt-out, and how to do that, later in this chapter
in the section “Keeping Private Information Private.”

Limited Enforcement Resources

A February 2002 article in the Denver Post (http://nl3.newsbank.com, article 1D
1093052) reveals the extent to which municipal police departments sometimes
lack the funding and expertise to pursue Web criminals. Police know about chat
room predators and the selling of Social Security Numbers on the Internet but
are sometimes hindered by budgetary, legal, and logistical complexities; following
the electronic trail to the perpetrator can often end in expired service provider
logs, false addresses, or a quagmire of multijurisdictional search warrants, sub-
poenas, and other paperwork. Municipal law enforcement agencies might face
budgetary constraints that hinder purchasing the computing equipment or
training officers in essential skills necessary for tracking criminals’ online activi-
ties. That doesn’t mean computer crimes aren’t being solved, but it does mean the
Internet poses new challenges for law enforcement. Solving these problems is a
complex issue but is happening; some of the solutions are at a national level,
some are at the local level, and others involve partnerships between law enforce-
ment and the private sector. If you'd like to know more about this topic, consider
reading Syngress Publishing’s Scene of the Cybercrime: Computer Forensics Handbook
(ISBN 1-931836-65-5), which deals exclusively with the challenges facing the
collaboration between law enforcement and IT communities.

Recognizing ldentity Theft When It Happens

According to the Federal Trade Commission, 69,370 victims of identity theft
were reported in the period from November 1999 through June 2001. Figure 1.1
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shows the types of theft involved in those complaints. By and large, credit card
fraud was reported most often, followed by unauthorized telephone or utility ser-
vice. In this section, we examine each type of crime associated with identity
theft, focusing on how you can recognize when each type of information theft or
financial fraud has occurred.

Figure 1.1 Identity Thefts by Type
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Unauthorized Credit Cards

Receiving a statement for a credit card you don’t recognize is a tip-off that
someone else has obtained a credit card in your name. Being familiar with the
statements you should receive each month and the dates they normally arrive will
help you notice when something unexpected arrives in your mailbox. Keeping a
list of statements you should receive and verifying each month that you do
receive them will also help you notice if someone has changed the address on
one of your credit cards without your permission.

If an identity thief obtains the number of one of your existing credit cards
and uses it to make a purchase, you’ll notice unauthorized charges on the next
month’s billing statement. Always keep copies of purchases you make and com-
pare them to the monthly statement as a way to flag unauthorized charges.

Unauthorized Phone or Other Utility Services

Your telephone service can be stolen even if the phone is never out of your pos-
session. For instance, thieves who can clone cellular phones might discover how
to configure their own cellular phone to use someone else’s service.You will
notice long distance or other charges you didn’t make on your monthly bill, if
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this happens. Carefully reviewing phone statements each month will help you
detect this type of theft more quickly.

Figure 1.2 is a very simplistic diagram showing how cell phone cloning
works for one type of service. A cell phone is programmed with an electronic
serial number (ESN) when you buy it. The phone identifies itself to the cellular
service of your choice by sending its ESN and a mobile identification number
(MIN).You can think of a MIN like a telephone number. A thief can use a
scanner to pick up an ESN and MIN during transmission; they can then program
the numbers into a different cell phone. Calls placed on the cloned phone are
then indistinguishable from calls placed on the original phone, at least from a
billing standpoint. Switching to a different cellular account or service and a dif-
ferent cell phone effectively changes your ESN and MIN. Newer types of cellular
services claim to be able to prevent cloning, but they are not perfect. All are vul-
nerable to some extent.

Figure 1.2 Cellular Phone Cloning

My MIN is 1919111

My MIN 1919111

Bank Fraud

Bank fraud involves someone making unauthorized withdrawals from a bank
account, either in person, by check, by electronic fund transfer, or by ATM card.
One of the more common types of bank fraud involves a thief obtaining your
bank information by stealing your bank statement from your unlocked mailbox
and then, while pretending to be you, she changes the account’s address. After the
address is changed, she can order an ATM card and use your account for quite
awhile, because it might take one or two months for you to notice that your
bank statement has stopped arriving.
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Bank fraud can also involve someone opening an entirely new account in
your name. If a bank isn’t careful to check a photo ID, an imposter might need
only your Social Security Number and an address to set up a new account. Of
course, there’s also the possibility that a determined thief can create a falsified
photo ID with his photo, your name, and address. If your mailing address is used
to set up the new account, you might discover the account when you receive a
bank statement in the mail. Or, you can find out about a new bank account by
viewing your credit bureau report.

Fraudulent Loans

If someone obtains a loan in your name, that’s loan fraud. The loan might be to
make a purchase of a business or personal asset, automobile, real estate, and so
forth. Typically, the thief will use the loan proceeds to make a purchase but make
no payments. Or, he might just run off with the money. The delinquent payments
are reported on your credit report, which might prevent you from obtaining a
legitimate loan due to bad credit.You might not discover what’s occurred until
the loan has been sent for collection.

Like credit card accounts, if a thief uses your address, you’ll receive payment
information in the mail that you won’t recognize, provided you are familiar with
the statements you should be receiving. If he uses his own address, you might not
notice the unauthorized loan until you are denied credit or review your credit
report.

Government Documents

Someone might attempt to obtain a job using your Social Security Number to
avoid disclosing the person’s real identity. It’s not difficult to envision this scenario
for an illegal immigrant, for example, but other situations also apply. If this hap-
pens, you might notice the thief’s earnings on your Social Security Statement.
You might notice that your Social Security or military identification card has
gone missing, or the thief might have obtained your Social Security Number
from the Internet or by other means. Someone might steal or forge your driver’s
license or other government-issued identification in order to obtain services in
your name, or someone might file a fraudulent tax return in your name.

Other Forms of Identity Theft

Other types of identity theft reported include obtaining medical services, leases,
securities, investments, and other illegal activities committed in the name of the
victim.
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Understanding What Electronic
Information Is Private

Common sense tells us that the contents of your wallet make up your identity.
Certainly that is also true for the contents of your filing cabinet, including bank
statements, credit card statements, tax returns, insurance policies, loan applications,
mortgages, court records, and other documents that contain personal, private
information, such as Social Security Number, driver’s license number, tax 1D
number, name, address, phone number, employer, financial status, or any of the
same information for a relative or business partner. Many people tend to think of
“private” information as only concerning their finances.

Unfortunately, the privacy protection for your identifying information offered
by the GLB Act (described in the sidebar in the “Social Engineering” section)
doesn’t cover nonfinancial institutions, such as your health club, medical services
provider, cable TV provider, or Internet Service Provider (ISP).What does this
mean for you? It means there is a large category of information that is not defined
by Federal law as either public or private. Certain types of information are not
classified as private yet can be used to obtain private information that is classified.

For example, you likely provided the same kind of private information to
your favorite video rental store as your bank when you initially set up accounts at
both places. As a result, either institution is as interesting as the other to an iden-
tity thief trying to obtain, say, a credit card number or Social Security Number. If
I can obtain your name, address, and video rental card, | can impersonate you to
the video rental store and pretend to change the credit card number on your
account, thereby learning the credit card number.While your video rental card
number is not classified by the GLB as private data, it can be used to obtain your
credit card number, which is.

Such unregulated, or undefined, private information might not be subject to
legal protections against sharing, so you need to provide your own protections for
it. Whereas today, in 2002, you can expect privacy policies from financial institu-
tions to inform you about how your private data will be used, you can’t expect
to be informed by nonfinancial institutions. Some common electronic sources of
unregulated private information include the following:

= Account information for merchants that store private data about you
= Account information you store online
= Account information you use to connect to the Internet
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= Cell phone numbers or contact lists stored in a cell phone
= Online messaging to parties whose identities are not fully known

= Online purchase confirmations sent via e-mail or stored on your
hard drive

= Unencrypted files stored on your computer or personal digital assistant
= Unencrypted information sent over the Internet
= Wb site cookies

= Wb sites or services asking for and storing more data about you than
is needed

The very act of participating on the Internet requires several forms of identi-
fication in order to receive the service. First of all, in order to even connect to
the Internet, you have an account name and password with your ISP, which pro-
vides an IP address for your computer and possibly an e-mail address. You might
have an AOL screen name.You might also have a chat room screen name by
which others know you. If you have a \Web-enabled cell phone or PDA, it too has
a serial number that identifies the phone itself.

As an example of how this type of information can be used, let’s consider an
identity thief with computer intrusion skills. She could use your ISP account and
password to impersonate you while making online purchases or conducting other
business online. There is a possibility that she could use social engineering in
combination with your information to obtain your credit card number from your
ISP, by reciting your account name and password as evidence of her alleged iden-
tity. You need to protect your ISP account login and password as carefully as you
would your credit card number itself.

If you have a personal digital assistant on which you store sensitive informa-
tion—such as passwords for online trading accounts, online banking accounts, or
ISP accounts—that information can be used by an identity thief to obtain unau-
thorized access to the online accounts, which in turn might disclose private
financial data to the thief.Your PDA thus needs to be protected as carefully as the
information it contains. The same goes for the data in a cellular phone with Web
capability for reading e-mail or storing other private information.

When you interact with \WWeb sites, they might store small text files on your
computer that contain private information, such as name, address, telephone
number, or other data. These files are called cookies and are not defined as private
information by the GLB Act. Yet, they can be used to obtain private information
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that is defined by the GLB Act, if they contain, say, a credit card number or other
information that leads to an unprotected credit card number.

Although not explicitly defined as private, nonprivate data can sometimes be
used to obtain the financial data an identity thief is looking for. By taking steps
included in this book to protect these sources of information, you can better pro-
tect yourself against identity theft. In Chapter 2, we take a look at how to protect
passwords and files that are stored on your hard drive. In Chapter 4, we discuss
methods of protecting your private data as you surf the Web.

If someone were to prominently hold a video camera near you while you used
your online banking service and recorded your finger movements as you typed
your online banking password, you would probably consider the resulting video
image to be private information about you, because it could so easily be used to
access private information as defined by the GLB Act.Your typing can also be
viewed or captured as the resulting data traverses the Internet, unless it is protected.

One of the primary difficulties associated with the Internet is that you can
never be certain that your typing isn’t recorded as you share private information
with your ISP, Web sites, e-mail servers, or other online services. Is this a huge
problem? No; otherwise, the FTC would be getting more than 3,000 calls a
week reporting identity theft. However, being aware of your surroundings and
observing the ways in which your private data can be recorded provides opportu-
nities for you to make changes in the way you manage your data, thereby
increasing your overall protection from identity theft. In Chapter 5, we talk more
about protecting your home computer using network protections, such as fire-
walls and correct permissions on shared files.

What You Can’t See Can Hurt You

Biometrics: The Ultimate Identification

A biometric is an electronic representation of a unique part of your body,
one that looks different than anyone else’s. For example, your finger-
print is unique to you and becomes a biometric when you imprint it on
paper or allow an electronic device to turn it into an encoded file. The
patterns on your retina are also unique to you, and they can be scanned
using a laser to produce an electronic representation and stored in a file
on a computer disk. Cameras can also be used to identify you based on
your entire facial image.

Continued
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Many institutions have turned to biometrics as the ultimate identi-
fication, because there can be no duplication among individuals. You
might think that your biometric identifies you beyond refutation.
However, confidence in biometric identification requires confidence in
the ways in which that identification is protected from theft, in the same
manner as any other form of identification.

Like any other computerized file, a biometric representation must
be stored on a computer disk or an identification card, or transferred
over a network to another computer in order to be useful in allowing
you to be identified. It must be compared against a database someplace,
where the original biometric image is stored. During the time it’s stored
on disk, in transit across a network, or available to a database program
on a server, it’s vulnerable to the same types of theft that plague any
other type of information. A file containing a biometric image can be
intercepted and copied, interpreted, decoded, deciphered, replayed, or
disseminated in much the same way as any password, unless it is prop-
erly protected with encryption, secure networks, secure computers, and
privacy policies.

Striving for Theft Prevention

Is it possible to completely protect yourself from identity theft? Unfortunately,
the answer is no. If a thief is determined, he or she will figure out a way to
obtain your information. But you don’t have to make it easy.You can take steps to
reduce the amount of private information that’s “out there.” You can track it
down and ask for it to be removed, and you can avoid handing out private data
in the first place. Specifically, you can help prevent theft in the following ways:

Know how your private information will be used. As mentioned
earlier in this chapter, the GLB Act requires financial institutions to pro-
vide you with a privacy statement indicating the types of information
they request and how personally identifying information will be pro-
tected. Even though nonfinancial institutions might not be required to
provide a privacy statement, many do. Take time to read through the
statement and understand what it means. If a company you do business
with doesn’t publish a privacy statement, they might still have an unpub-
lished privacy policy. Ask to view a copy of it. Chapter 4 describes the
provisions of a good privacy policy.
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Know your credit standing. Being turned down for credit is often
the first indication that you've become a victim. By that time, much of
the damage to the victim’s finances and reputation has been done.
Catching an identity thief early, before she’s had much time to run up
large purchases, is the best way to keep the damage to a minimum. Order
a copy of your credit report often, and review what it says about you at
least once a year. Compare it to your own records of credit card accounts,
bank accounts, and so forth, and correct any information on the report
that is inaccurate. See Chapter 7 for more information about contacting
credit bureaus to make corrections to your credit bureau report.

Keep accurate records. If you should find yourself a victim of iden-
tity theft, you’ll need to provide police with accurate information about
credit cards and bank accounts.You’ll also need to know what financial

information is correct, in order to identify unauthorized accounts. This

will be easier if you do the following:

= Make a list of the credit card account numbers you have and keep
track of their balances.

= Pay attention to billing cycles. If you miss a bank, loan, or credit card
statement, track it down and find out why you didn’t receive it as
expected. Ensure the return address wasn’t changed without your
permission.

= Make a list of the contents of your wallet. Make a list of the account
numbers and passwords you use online but keep it locked in a safe or
encrypted if stored on a computer disk.

Guard your mail. The following physical-world precautions are useful
in protecting against online theft:

= Prevent someone from stealing mail out of your mailbox by getting a
lock for it or using a P.O. box.

= Drop mail into a post office mail receptacle instead of using your
home mailbox to send mail.

= Use a shredder to dispose of junk mail or any documents containing
private information.

= Protect your name and address from being published whenever pos-
sible. Online people search services usually only require a name and
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address to perform a search. The information they provide might
include Social Security Number and other sensitive information
useful to an identity thief.

Protect credit cards. Remember, credit card account numbers and
any information that can be used to obtain a credit card number from a
merchant is just as vulnerable as the credit card itself. To protect your
credit card numbers:

Keep the number of credit cards you carry in your wallet or purse to
a minimum. Only carry one credit card, if possible. Keep the others
in a safe at home.

Clear your wallet or purse of receipts that display private informa-
tion.

Put passwords on credit card accounts. Don't tell anyone your pass-
words or credit card PINs. Close accounts that aren’t needed.

Take steps to protect credit card numbers when using them to make
online purchases, such as making sure Secure Sockets Layer (SSL) is
being used before entering credit card numbers. Chapter 4 talks
more about safety on the \WWeb.

Never disclose credit card numbers over the telephone or via e-mail.
If you can’t avoid disclosing a credit card number via e-mail, use the
encryption methods presented in Chapter 3.

Always cut up and discard credit cards for closed accounts.

Protect bank accounts. Just like credit card numbers, your bank
account name and number are just as vulnerable to theft and misuse as
checks and ATM cards themselves. To protect your bank accounts:

Ask your bank to use a password to make financial transactions. If
your bank doesn’t offer this service, consider moving your accounts
to another bank. Don't tell anyone your password. Protect the pass-
word as you would your ATM card itself.

Carry your checkbook only when needed.

Don’t use checking account routing numbers when making pur-
chases on the Web. If you use a credit card, you are allowed by law to
request a charge back if the merchandise is not satisfactory, but you
don’t have this protection when paying by check. If a credit card is
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stolen, your limit of liability is typically $50, but this limit doesn’t
apply to unauthorized withdrawals from a checking account.

= Don’t write down bank passwords or PINs. Don’t use passwords that
are simple to guess, such as maiden names or pet names. Chapter 2
offers more advice about choosing secure passwords.

= Never discard unused checks or bank statements in the trash without
shredding.

Protect government and other identification. Most forms of mili-
tary 1D display your Social Security Number, and many employer badges
do too. Don't forget that protecting your Social Security Number also
means protecting anything on which it is printed. Ways in which you
can protect your Social Security Number include:

= Don't carry your social security card in your purse or wallet. Keep it
safely locked up at home.

= Carry passports or other forms of government ID only when needed.
= Don't have your Social Security Number printed on personal checks.

Lock up financial records in the home or office. You have no way
of knowing if your household help, roommate, or a relative will end up
being an identity thief. To protect your financial records at home and in
your office:

= Don't leave financial records lying around at home or the office
where coworkers, hired help, roommates, or relatives can view pri-
vate information.

= Don’t share your computer with others.

= Don't share financial, banking, or stock trading WWeb accounts or
passwords with others.

Be aware of your surroundings. As you share private information in
public places, be cognizant of your surroundings. To keep yourself aware:

= Know if someone is standing behind you, and check to see if they’re
watching you type.

= Be alert for anyone sorting through your trash bin.
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= | advise people no to use Web kiosks or public Internet terminals for
financial transactions.

= Be alert for people attempting to trick you into disclosing informa-
tion you don’t need to disclose.

= Educate yourself about common scams committed via telephone,
mail, e-mail, and in person. Learn to recognize when you’re being
tricked into disclosing information you shouldn’t disclose.

Keeping Private Information Private

The primary goal in the security steps discussed in the preceding section is to
reduce the amount of information that’s “out there”” about you. Every time you
keep your address out of a database, that’s one fewer place an identity thief can
obtain it. In this section, we’ll look at some actions you can perform on an
ongoing basis to keep your private information private.

Protecting Your Social Security Number

Contrary to popular belief, very few laws restrict private companies and individ-
uals from requesting your Social Security Number. Although Social Security
Numbers were never intended for the purpose of identification, they have become
de facto national ID numbers as more and more companies have decided to use
them to identify customers. Many organizations prefer to use your SSN as an
account number, if for no other reason than it’s unique for each individual. For
this reason, if an identity thief can obtain your SSN, opening false bank accounts,
acquiring credit card accounts, or obtaining false loans is a simple matter.

When possible, you should resist giving out your SSN. The existence of Social
Security fraud can’t be denied, with over 92,847 allegations in fiscal year 2000,
according to a report from the Social Security Administration (www.ssa.gov/
0ig/ Testimony05222001.htm).

People whose SSN is less readily obtainable might be passed over by an iden-
tity thief in favor of victims for whom obtaining an SSN is easier. By keeping to
a minimum the number of institutions storing your SSN, you reduce the number
of opportunities for it to be made available to others without your knowledge.

Figure 1.3 demonstrates an extreme case for resisting disclosure each time an
SSN is asked for. This is a real Web page | found on the Internet. There is
nothing on this page to convince you that you should trust what will be done
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with your information after you type it in and hit the Submit button. There is no
indication of the name of the organization asking for it. There is no indication of
why you should type in your SSN, or what you would gain if you did.\Worse,
there is no information on the Web page disclosing the site owner’s intent for
using your SSN after you type it in. For all you know, the page owner might
intend to put it on a list to be sold on the Internet.

Figure 1.3 Example of Improper SSN Use on a Web Page
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By law, governmental agencies requesting your Social Security Number must
provide you with a statement indicating the following four pieces of information:

= Whether disclosure of the information is mandatory or voluntary
= How the information will be used

= Other potential routine uses of the information

= The consequence should you not provide the information

The law requires disclosing your SSN to the IRS, for example, but does not
require you to disclose it to your bank.You give your SSN to your bank volun-
tarily. Does that mean you have a choice in deciding to whom you want to dis-
close your SSN? Yes; it does.You can ask if the requesting party would allow you
to set up your account using different, arbitrary numbers.

The ultimate step you can take to protect your Social Security Number is to
pursue legal action against the bank or to support legislation regulating the use of
Social Security Numbers as identifiers for software and Web applications.
However, the company, organization, or individual requesting your SSN might
not be able to accommodate your request. In most cases, you might have no
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choice but to either disclose your SSN or be denied the goods or services you
want to obtain.

NoTE

Companies and individuals do not have to provide a statement of use
when they request your Social Security Number, so you should strive to
answer the government’s statement of use questions for yourself, before
deciding if disclosing your SSN is actually necessary. When you’re asked
to provide your Social Security Number, ask the merchant, Web site, or
individual:

= Can | use some other arbitrary number instead of my Social
Security Number?

= Am | required by law to provide you my Social Security Number?

= For what purpose is my Social Security Number being requested?

=  What will happen if | refuse to provide you with my Social
Security Number?

There are many perfectly legitimate reasons why a company or online
Web site might ask for your SSN. In some cases, your SSN is requested
so that a credit check can be performed prior to selling you goods or
services. A Web site requiring your SSN might be using your number as
an account number or password to authorize you for using an online
application.

However, neither of these actually requires a SSN in practice. Credit
checks can be performed using other identifiers. Web sites can use an
arbitrary account number or password. Ask if the merchant or Web site
will accept an alternate identifier.

For example, let’s say you're ready to join the ranks of online banking cus-
tomers, but you discover that your bank requires that your online account
number be your Social Security Number. Convincing the bank to stop its prac-
tice of using SSN for online transactions might prove to be rather difficult,
because an expensive retooling of the bank’s Web application would likely be
required. Using an arbitrary account number might also make it more difficult
for the bank to report your interest earnings. The bank might not be willing to
use special accounting procedures just to accommodate your individual request.

If you choose to disclose your SSN to an online banking service, you can take
steps to ensure that your data is protected while in transit from your computer to
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the bank.You can read and understand the \WWeb site’s privacy policy.You can also
take steps to ensure that you are really dealing with a legitimate Web site.\We'll
discuss these topics in detail in Chapter 4.

In the end, it’s up to you to decide if doing business with a given company is
worth the risk of handing out your SSN. But don’t assume that individuals, com-
panies, or Web sites will automatically tell you when you have a decision to make
about disclosing it.You need to take the initiative and ask questions before auto-
matically handing it over.

Taking Advantage of
Marketing Opt-Out Programs

Another action you can take to keep your private information private is to
pursue every opportunity to tell direct marketers, financial institutions, and com-
panies with whom you do business that you don’t want them to share your pri-
vate information with third parties. Telling a company that you don’t want them
to disclose private data to others is known as opting out of information sharing.

Digging Deeper...

Opt-Out Scams

The GLB Act requires financial institutions to provide you with informa-
tion about opting out of information sharing. Many other types of com-
panies also provide opt-out procedures you can follow to eliminate or
reduce the amount of private data circulating “out there.” Some might
send you opt-out information by postal mail or e-mail. You should take
advantage of these opportunities wherever possible but be sure to verify
that the phone number or address provided for opting out is actually
correct for the given service, before you respond to the e-mail or make
the phone call. It could be a scam intended to trick you into making a
long-distance phone call or some other action that benefits the person
responsible for the scam.

At the current time, there’s no one single place you can call to opt-out of
direct marketing mailing lists, telephone lists, or other sources of circulating
information about you. About half the states in the United States have their own
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opt-out list programs. The Direct Marketing Association has created one too, plus
individual businesses may or may not provide an opt-out program for informa-
tion they collect about their customers. Some online search engines provide this,
which we examine next.

Using Search Engine Opt-Out Services

Several search engines exist on the Internet that allow people to find people on the
Internet. These search engines might report your name, address, telephone number,
and/or e-mail address to anyone, unless you opt-out of their services. The following
people-search engines allow you to specify your information as unlisted and typi-
cally include their opt-out instructions in their online privacy policies:

= AnyWho (http://anywho.com)

= Internet Address Finder (www.iaf.net)

= SMARTpages.com (www.smartpages.com)

= Switchboard (www.switchboard.com)

=  WhitePages.com (www.whitepages.com)

=  WhoWhere (www.whowhere.lycos.com)

= Yahoo People Search (http://people.yahoo.com)

NoTE

If you are interested in finding out if your e-mail address is published in
an International directory for a country other than the United States, the
Web site called “My Email Address Is” (http://my.email.address.is/
eiemail.htm) provides a list of searchable International e-mail directories
that might be helpful.

Many of the preceding services obtain their lists of people and phone num-
bers from a third-party service called infoUSA.com (www.infousa.com), which
provides opt-out instructions of its own. infoUSA purchases directory data from
local telephone companies, and then resells the data to online services. If your
phone number isn’t listed with the telephone company, it probably isn’t listed
with infoUSA either. However, accidents can happen. I recommend you take the
time to visit the listed Web sites and follow their instructions for removing your
name, address, e-mail address, telephone number, or other personally identifiable
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information from their databases if you find it there. Don’t forget to perform an
e-mail search in addition to a phone number search, if the site offers it.

In addition to your name, address, telephone number, and/or e-mail address,
US SEARCH.com (www.ussearch.com) provides additional personal information
about you to the general public for a small fee. The types of information they
provide include property ownership records (including dollar value and location),
names and addresses of possible neighbors, and names and addresses of possible
relatives. This service attempts to correlate several databases to make associations
between you and data with which you might not otherwise be directly associ-
ated, and it provides much more comprehensive information than “typical” public
records search engines. Therefore, I'm including it here as an especially notable
service you should opt-out of. The databases searched by this service include
FAA pilot records, Coast Guard records, marriage and divorce records, the Drug
Enforcement Agency, bankruptcies and civil judgments, and the National Death
Index.You can view a copy of a report or make corrections to the information
they provide by sending a request by mail to:

US SEARCH.com Inc.
Attn: Legal Department
5401 Beethoven Street
Los Angeles, CA 90066

US SEARCH.com also has an opt-out policy that allows you to prevent US
SEARCH.com from giving out private information to others. If you decide to
opt-out, public records—such as court cases, marriages, and so forth—might still be
available, but private information—such as your home’s dollar value—will be with-
held from reports requested by members of the public. By default, private informa-
tion is available to the public unless you opt-out.You should opt-out of this service
to keep the amount of publicly available information in circulation about you to a
minimum. To opt-out of the program, send your full name and address to their
opt-out program at the following address. Be aware, when you send information to
this service, they record it in their database. Provide only the bare minimum needed
to identify any records to which you want the opt-out request applied:

Opt-Out

US SEARCH.com Inc.
5401 Beethoven Street
Los Angeles, CA 90066

Unfortunately, there are also many public records search engines on the Web
that offer no opt-out policy, because the records come from public sources, such
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as a county land records office or listed phone numbers from the telephone com-
pany. Those records are considered public whether the search engine makes them
easily available to the public or not.You should be aware that your Social
Security Number or other private information might inadvertently appear in
these public records. You might want to review what those engines have to say
about you, so | include a few of them here:

» Docusearch (www.docusearch.com) Investigative searches of all
kinds.

= Informus.com (www.informus.com) ChoicePoint company that
performs just about any kind of background check you could ask for.

=  KnowX.com (www.knowx.com) Another ChoicePoint company
that performs background checks from public bankruptcy, marriage,
divorce, and license records.

= Military.com (www.military.com) Locates military personnel from
public Department of Defense (DoD) records.

= National Credit Information Network (NCI) (www.wdia.com)
Pre-employment screening, tenant screening.

Using the Direct Marketing
Association’s Opt-Out Service

The Direct Marketing Association (DMA) is a trade organization for businesses
using direct marketing to reach their customers. Direct marketing includes con-
tacting customers directly through postal mail, electronic mail, and the telephone.
The DMA doesn’t provide mailing lists to companies, but they do collect lists of
people who do not want to be contacted by direct marketers. Member compa-
nies subscribing to the opt-out lists agree not to contact individuals who have
requested this service. Adding yourself to opt-out lists helps reduce the quantity
of mailing lists containing your personal information and the amount of junk
mail with your address on it that requires shredding.

Opting out of telemarketing lists. To opt-out of telemarketing
services, you can register online (www.the-dma.org/consumers/
offtelephonelist.html) for a small fee or print out the form.To avoid
paying the fee, print out the online form, and mail it through U.S.
mail to:
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Direct Marketing Association

Telephone Preference Service
PO BOX 9014

Farmingdale, NY 11735-9014

Opting out of direct mail marketing lists. The form for opting
out of direct mail marketing lists (www.the-dma.org/consumers/
offmailinglist.ntml) is very similar to the telemarketing form. Again, to
avoid the fee, use U.S. mail instead of the online form:

Direct Marketing Association
Mail Preference Service

PO BOX 9008

Farmingdale, NY 11735-9008

Opting out of unsolicited commercial e-mail lists. To opt out of
e-mail direct marketing lists, there is no fee for registering online at
WWW.e-mps.org.

Obtaining other consumer advice. For more information about
how the DMA might be able to help you, you can contact them directly:

E-mail: consumer@the-dma.org
Telephone: (212) 790-1488

Digging Deeper...

The Power of Opting Out

As an example of the power of using the DMA opt-out service, consider
the Bell South online white pages phone directory (www.real-
whitepages.com). Information provided on this site comes from multiple
sources, including Acxiom (www.acxiom.com). Acxiom collects demo-
graphic information, mail order buying pattern information, and survey
information from yet additional sources, in addition to information from
public records. Fortunately, Acxiom subscribes to the DMA opt-out lists,
so the nonpublic information is suppressed from disclosure if you have
requested to opt-out from the DMA. Acxiom doesn’t provide that infor-
mation to Bell South, which in turn doesn’t display it on their Web site.
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Protecting Your Computer

So far, we've discussed preventive measures you can take to protect private infor-
mation by protecting your financial records from physical theft, and how to
reduce the amount of private information you share with others as you go about
our day-to-day activities. That still leaves some work to do to protect your private
data using the computer.You need to assume that all your activities using the
computer are not private unless you take specific actions to ensure that they are,
as described in the next few sections.

Applications

As you download documents or new applications from the Internet, you risk the
possibility of exposing your computer to a virus. Possibly, you could download a
program written by someone intent on recording your online activities, stealing
private files, or destroying data on your hard drive. In addition, when you're ready
to sell that old computer, you need to erase any personal information remaining
on the hard drive, lest your private data—especially any private information cre-
ated by using financial applications, like Quicken or Microsoft Money—be sold
right along with it.

In Chapter 2, we examine some protective tools like disk cleaners, antivirus
software, strong passwords, and disk encryption.

E-mail
E-mail, by its very nature, is publicly available for others to view, copy, or store—
similar to sending a postcard. An identity thief armed with your e-mail address and
password might read your e-mail or impersonate you via e-mail. Mailing lists and
Wb sites that use e-mail to validate you when subscribing to their services are
available to the identity thief if he has access to your e-mail. There are even several
e-mail scams designed to trick the recipient into sharing bank account informa-
tion or other private information with the sender. Lastly, e-mail is a common
vehicle for spreading malicious programs on the Internet known as worms.

In Chapter 3, we take a look at ways you can protect your private informa-
tion when using e-mail, such as using encryption or anonymous e-mail to keep
e-mail conversations private.

Web Browsing

When you’re online, you might perform research for school, keep in touch with
friends and relatives, and make online purchases using information stored on
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Web servers (computers designed specifically to make information accessible to
you using your computer’s Web browser software, such as Internet Explorer or
Netscape Navigator). Most of our interactions on the Internet involve the Web.
That’s true for information thieves too. Credit card information and other private
data are the most common types of information stolen from Web servers.\Web
site owners take steps to ensure that data theft doesn’t happen, of course, but
security accidents can let the occasional intruder slip through anyway. If a com-
puter intruder manages to obtain credit card numbers from a\Web server, he might
use them fraudulently, distribute them for free on the Internet, or sell them.

Your private information can be exposed in other ways on the Web, too.
Certain advertisers might track your online activities using hidden software or
Web cookies. You might inadvertently give private information to a Web site that’s
not using proper security, thereby allowing your information to be viewed as it
traverses the Internet.

In Chapter 4, we visit some changes you can make to your surfing habits,
your Web browser software, and your computer’s security settings to help avoid
these kinds of situations.

Network

An identity thief can also steal private information from your home computer
while it is connected to the Internet. Unless you take steps to protect your PC
from being the target of a network-based attack, you risk leaving your personal
information open and accessible for others to retrieve.You also risk allowing your
computer to be used to launch a network attack against someone else.

Keeping your home network “locked down” as a measure to protect against
identity theft is a bit like keeping your car locked to prevent someone from
stealing the wallet you left sitting on the seat. The fatter the wallet and the more
easily it can be seen from the outside, the more an outsider will be tempted to
break in and steal it. Of course, if the car is hidden inside a garage, it’s much less
likely to tempt anyone who happens to walk by. Putting your home network
behind a firewall hides what’s stored inside in much the same way.

Chapters 5 and 8 shows you how to buy the right kind of firewall for your
home and describes simple steps you can take to help prevent an outsider from
intruding via your own network connection.
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Your Family’s Online Activities

If you share a computer with your family or other members of your household,
your private data is exposed by your own online activities as well as by the activi-
ties of those with whom you share the computer. The people with whom you
share the computer or network might be tricked into providing your private data
to someone, might interact with a malicious Web site, or might inadvertently
download a malicious program when you aren’t monitoring their activities.

Chapter 6 discusses how home computers and networks work, and suggests
some ways to safeguard and monitor the activities on your home computer
system.
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Summary

In this chapter, we examined the crime of identity theft from the perspectives of
the criminal and the victim, which can be an individual or a business. Identity
theft is a crime involving someone impersonating a victim for the purpose of
financial gain or other personal gain, and so it is usually associated with another
form of financial or cyber crime. Perpetrators of an identity theft are motivated
by many reasons and might attempt to impersonate a victim for a short period of
time for immediate personal gain or for a longer period of time in an attempt to
hide their own identity for some reason. Criminals use a variety of methods to
steal the information necessary to impersonate someone else’s identity, including
dumpster diving, shoulder surfing, social engineering, physical theft, online theft,
and taking advantage of private information that is accidentally or intentionally
made publicly available.

After taking a test to determine your risk factors, we examined some of the
sources of private data that can be stolen and used by an identity thief, such as
credit card numbers, bank data, and Social Security Numbers. Electronic forms of
identification can also be stolen and used either directly to commit a crime or indi-
rectly to obtain other data used in a financial crime. Many kinds of crimes associ-
ated with identity theft are reported to the Federal Trade Commission each year,
such as credit card fraud, phone or utility service fraud, bank and loan fraud, and
theft of government documents or services. Usually, the discovery of an associated
crime results in a victim learning that he or she has suffered a theft of identity.

The best way to fight identity theft is not to let it happen in the first place.
Your main focus must be to understand how to keep your private information
private.You need to ask companies with whom you do business how they intend
to use and protect the information you disclose during the course of conducting
business with them.You can help yourself prepare for the possibility of identity
theft by knowing your credit standing, keeping accurate records, guarding how
you send and receive mail, and paying attention to how you manage credit cards,
bank accounts, and government-issued identification.

One way you can keep your private information out of public view is to take
advantage of every opportunity to resist disclosing it or remove it from circula-
tion.You do not always have to disclose a Social Security Number just because
someone asks for it.You can also make use of commercial opt-out programs to
remove yourself from public people-search databases and telemarketing lists.

This chapter focuses on prevention steps that don’t involve a computer, but
much of your private information is actually stored electronically. When you use
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computers to make purchases or conduct other business online, you store and dis-
close private information that can be stored on another computer or sent across a
computer network. In subsequent chapters, we review some ways to protect pri-
vate data stored as the result of running computer applications, using e-mail,
surfing the Web, and connecting to the Internet using a network.

Solutions Fast Track

Defining Identity Theft

w M Opportunities for identity theft increase as the number of forms of
identification you maintain increases.

M Someone might steal your identity for short-term financial gain or long-
term need to hide his own identity.

'*i M The Federal Trade Commission reports that the number of identity theft
cases is on the rise.

M Methods someone might use to steal the private data necessary to
impersonate your identity include dumpster diving, shoulder surfing,
social engineering, physical or online theft, or taking advantage of
private data inadvertently made public.

M You can determine your risk factors by reviewing if your financial
management habits unnecessarily disclose private data.

Understanding What Electronic Information Is Private

- M The 1999 Graham-Leach-Bliley Act placed restrictions on how financial
L “ institutions can share customers’ private information with third parties.
Financial institutions must disclose their privacy policies to customers
and honor customer requests not to share private data.

M Information defined as private by the GLB Act is not all-inclusive. There
r is a substantial amount of data that is not defined as private yet can easily
lead to the discovery of private, financial data, such as credit card
numbers.

M People might not realize that certain identifiers—such as their computer’s
IP address, their e-mail address, or their ISP account information—can
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also be used to obtain credit card numbers or other private data tradition-
ally associated with identity theft.

M Recent technological developments can have undesirable affects on the
privacy of your data, which increases your risk of identity theft.Your
activities could be covertly recorded, revealing passwords or account
names you’ve typed online. Biometric data might be touted as the
ultimate identifier, but it also is vulnerable to identity theft.

M The Federal Trade Commission reports that 43 percent of identity theft L
victims claim credit card fraud, such as unauthorized charges to existing
accounts or new accounts being opened in the victim’s name.

M Unauthorized phone service accounts for 21 percent of identity theft ‘
reports. This type of fraud involves someone opening phone service in
the name of a victim or using stolen phone service to have charges
billed to someone else’s account.

M Bank and loan fraud accounts for 14 percent of identity theft reports,
involving unauthorized withdrawals from bank accounts or unauthorized
loans in the victim’s name.

M Identity theft can involve theft of social security or military 1D for the
purpose of obtaining a job or obtaining government benefits. It can
involve theft of medical services, theft of Internet or e-mail services, or
filing fraudulent tax returns.

Striving for Theft Prevention

M Understand how your private information will be used before disclosing
it during the course of conducting day-to-day business.

M Be familiar with your credit standing, so you can identify when something
unexpected shows up in your mailbox or on a credit bureau report.

M Keep accurate records, so you’ll be prepared with account numbers and
other information if you should become a victim of identity theft.

M Lock down trash receptacles to discourage dumpster diving. Use a
shredder before discarding preapproved credit offers or other financial
documents.
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M Carry as few credit cards as possible, in case your wallet is stolen. Avoid

carrying any identification with your SSN on it in your wallet if
possible.

Choose a bank that supports the use of a password before making
transactions.

Keep financial records out of view from hired help, roommates, and
relatives as a safeguard.

Be aware of your surroundings when using an ATM or public Internet
terminal. Others might be watching or listening. Be alert for someone
sorting through your mailbox or trash bin.

Keeplng Private Information Private

Few laws actually regulate the use of Social Security Numbers as
personal identifiers. As a result, SSNs have become de facto national 1D
numbers and are favored by some companies as a unique customer
identifier.

Government agencies must inform you if disclosure of your SSN is
required; they must tell you how it will be used and what will happen if
you refuse to disclose it. Other companies might provide this
information even if they are not required to. Be sure to ask for
information before disclosing your SSN to businesses or individuals.

Many telemarketing services or people-search services offer the ability to
opt-out of information sharing. It’s a good idea to take advantage of
opt-out programs whenever possible, to reduce the amount of private
data that’s “out there.”

You need to take steps to protect private data stored on computers.
Private data sources include computer applications, e-mail, surfing the
Wb, or even just connecting a computer to the Internet.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: 1 received an e-mail from my Internet Service Provider stating that my credit
card has expired, but it hasn’t. What should | do?

A Be careful; it could be a scam. Don'’t respond to the e-mail. Instead, call your
ISP and ask if they actually sent the request. If so, then you can safely provide
them with updated information.

Q: My employer requires me to wear a name badge that has my Social Security
Number on it. How can | avoid wearing it if my employer requires it?

A For one thing, don’t wear the badge in public. Ask your employer if they will
assign you an alternate number to display on the badge. Barring this, try
putting a sticky note on top of the Social Security Number and remove it
only when an official with your employer needs to see your number.

Q: | brought my tax return to work.in order to print it out, because my
employer has a much better printer than I own. | copied the return to my
work computer before printing it and then | deleted it. Can my employer
retrieve it, even after it has been deleted?

A Your computer at work is the property of your employer. They can do any-
thing they want to with it. They probably wouldn’t be happy to know you
were using their equipment to print your tax return anyway. Avoid using an
employer’s computing equipment for personal business.

Q: If someone steals my ATM card, do | have to pay for the purchases they make
using it?

A: If you report the ATM card as stolen to your bank or financial institution
within 2 days, your liability will be limited to $50. If you report a stolen card
within 60 days, your liability will be limited to $500. Otherwise, yes; you
might have to pay for all the purchases.
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Q: Do the ATM card liability limits also apply to credit cards?

A Yes. Federal law limits credit card liability to $50 for unauthorized charges
made to your account.

Q: I never really thought much about keeping my telephone number private.
Should I ask to have it unlisted with the telephone company?

A: Many of the online people-search engines get their initial data from the tele-
phone company for phone company customers that allow their information
to be listed. The search engines then use the list of names as a cross-reference
to find additional data to add to records. In short, if you never appear on the
telephone list in the first place, you probably won’t appear on any of the
search engines either. If your number is listed, and you decide to have it
unlisted now, be sure to follow up with the search engines discussed in this
chapter to ensure they stop publishing your number.
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Introduction

Using computers has become a way of life, but these new and useful tools of ours
are also very useful to thieves who can use them to acquire information about us.
Think of all the information your computer might contain. Chances are, you
have entered your name, address, fax number, and phone number into programs
to register them or provide information that can be available to others. Perhaps
you did your tax return using software, so a file containing this private informa-
tion is sitting on your hard disk. By accessing such information, identity thieves
can get the data they need to impersonate you.

So, how do you protect yourself from something as new as cyber crime? By
following an age-old adage—an ounce of prevention is worth a pound of cure.
Taking a proactive approach to security can prevent most cyber criminals from
accessing or destroying your data, and those who are more adept will generally
move onto easier pickings. After all, there’s always someone out there who hasn’t
taken the measures outlined in this book.

Identity thieves, hackers, and other cyber criminals will look for holes in the
security of your system to gain entry to your data. Problems in your operating
system or other software might allow them entry, so it’s important that your sys-
tems are up-to-date in terms of the bug fixes we discuss in this chapter. Cyber
criminals also commonly enter a system through poor passwords created by users,
which is why we teach you how to create passwords that are difficult to crack.
They might also use malicious programs to damage your data and possibly steal
information about you. To protect yourself from such programs, you need to install
antivirus software and carefully consider about deciding what programs you install
on your machine. After you’ve taken these, and the other steps outlined in this
chapter, you can rest more comfortably knowing that your data is safer.

Know Your Computer

Even the most experienced computer users might not know what’s on their
computer. While people try to keep their files organized, users of the computer
and programs running on the system might save files to different locations. Many
applications use different default directories to save files to the system, causing
documents, spreadsheets, images, and other files to be scattered across dozens of
folders. In other cases, such as tax programs, you might use the applications a few
times, save important information to your hard disk, and never use it again.
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Before taking steps to secure your system, you first need to understand what’s
residing on your hard drive.

It is a good idea to organize your important files together. Doing so makes it
easier to manage files and take measures to protect them, and allows you to know
where most of your private information resides on the computer. Windows
95/98/2000/Me/XP provide a folder (which is also called a directory) to store
such files together. This folder is named My Documents. If you want to create a
different directory to store your files, or you use a different operating system, you
could create a new folder on your hard disk, and arrange your files together. By
keeping your files together, you know where all your important data is located
and can manage it more easily.

This same method of organizing documents can be configured into your
applications. Many programs installed on your computer use default directories
where files can be saved. Applications want you to save these files to the directory
in which this program was installed or a common directory, like C:\Windows\
Personal. However, you can configure applications to save files to a particular
folder. For example, let’s say you created two folders called DOCS and
SPREADSHEET in the My Documents folder. Microsoft Word could be config-
ured to store all files in a folder called DOCS, while Microsoft Excel can be set
to save spreadsheets in a folder called SPREADSHEET. To get these programs to
all save to a common directory by default, you will need to go into each of these
programs and reconfigure them. Reconfiguring your programs to do this might
require different steps, but in a number of programs (such as those created by
Microsoft), this is done selecting the Tools menu and clicking Options. After
you’re in the Options of the program, look for the File Locations of where
your files are stored by default, and change the location so that each of the pro-
grams save your files to a common location. Finding the default location of
where files are saved by default also allows you to see where existing files are
probably located. You can then move these existing files to your common direc-
tory, so all the important data is gathered together.

For those who truly want to go the extra distance to protect their docu-
ments, you can use utilities that will create a hidden virtual drive where you can
store files. In reality, the virtual drive is a file on your hard disk, but it functions as
a hard disk on your computer and will even appear in Windows Explorer as a
drive letter (E:, F:, and so on). Security tools like BestCrypt create such directo-
ries.While BestCrypt isn't free, a fully functional evaluation copy can be acquired
from www.jetico.com.When BestCrypt runs, you use the virtual directory to
view and store files.When it isn’t running, or someone on another computer
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attempts to view the folders on your hard disk, the virtual directory can’t be seen
so the data appears invisible. Later in this chapter, we show you how BestCrypt
also supports encryption to further enhance the security of your data.

Unfortunately, regardless of the method you use to organize your files,
searching for your important files will generally require going through the var-
ious directories of your system and looking for familiar filenames. After these are
found, you must then move your important data into folders or your hidden vir-
tual drive. While this might be a long and monotonous process, the benefits of
doing so will be seen if problems occur in the future. Not only will you know
where your important files are stored, but (as discussed in the following sections),
you’ll now be better able to take precautions against losing your data or having
unauthorized people access it.

The files you choose to save aren’t the only ones on your computer, so you
should also be aware of those that your system saves by default and where they
are located. During the normal functions of your operating system and applica-
tions on your computer, a variety of files are saved to various locations. While
many of these files might seem innocuous, there are some that might contain pri-
vate information about you, show your browsing habits on the Internet, or con-
tain data stored in personal files you’ve saved or worked on.

Temporary Files

Applications and your operating system will create what are called temporary files.
Temporary files are created for numerous reasons. Some applications will use tem-
porary files to store information until the next time you save. Operating systems
like Windows 2000 will use temporary files when performing a specific operation.
Generally, these files are removed when a task is completed, such as saving a docu-
ment or spreadsheet, or your computer is shut down. However, if the application
isn’t designed to clean up such files, or problems such as an abnormal shutdown
occurs, then these files will reside on your system indefinitely.

Many programs use the file extension .tmp to designate a temporary file. File
extensions are used to determine what program is used to open a particular file,
such as when your operating system knows to open Microsoft Word when
double-clicking a file with the .doc extension. As mentioned, however, a
common use for temporary files is to store information until the next time you
save. For example, if you were working on a Word document, a temporary file for
the document might be created in the same directory that the Word document
was originally saved. The problem is that an unauthorized user or identity thief
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could open these temporary files using a text editor and view information con-
tained within the document the temporary file is associated with. Even if they are
unable to access the information in the file you’ve opened and you’re working
on, or you’ve moved the file off the hard disk, there is always a possibility that
someone might be able to open the temporary file and view the information
inside. For this reason, after closing a document you’re working on, you should
ensure that any temporary files for that document have been removed. If not,
delete them.

The Temp directory is another place in which temporary files are commonly
stored. On machines running Microsoft Windows, this directory is usually located
in the root directory of C:\ or in C:\WINDOWS.This folder contains a variety
of temporary files, including those that were temporarily used to set up programs
you've installed, files that were created by the operating system or other software,
and file attachments you’ve opened with your e-mail program. Even though these
should be removed by software when no longer needed, a number of files will
continue to exist in this directory. Operating systems might leave them if improp-
erly shut down, setup programs might fail to include cleanup routines, or any
number of other reasons might result in these files continuing to exist when no
longer needed. The problem is that unless you positively know which files aren’t
needed by software, it can be difficult knowing which of these files to delete.

To remove such files on machines running Windows 98/ME/2000, and
higher, you can use the Disk Cleanup tool. To start this tool, select Start |
Programs | Accessories | System Tools, and click Disk Cleanup.When
the program starts, you will see an interface like that shown in Figure 2.1. By
selecting the disk to cleanup from the drop-down list, you then click OK. After
the program starts, it will remove unneeded files from your hard disk, including
temporary files, programs downloaded from the Internet, files in your Recycle
Bin, and Temporary Internet Files.

Figure 2.1 Disk Cleanup Program

Saplpe B chrv pow e o clean up
Meai

f= =

www.syngress.com

47



48

Chapter 2 = Protecting Your Hard Drive

Temporary Internet Files

Temporary Internet Files are files that are downloaded from the Internet when
you’re browsing and stored to a directory on your hard disk. When viewing WWeb
pages, the files making up that page (HTML documents, graphics, and so forth)
are downloaded first to your hard disk, where the browser then reads them. On
Windows machines, these files are stored in the Temporary Internet Files direc-
tory under your Windows directory. If someone were to look in this directory,
they would see the pages you've visited. If you went to a site to read your e-mail
(like www.hotmail.com), the e-mail messages would appear as HTML files stored
in the Temporary Internet Files directory. This means that anyone looking in this
directory would be able to view your private e-mails.

In addition to the Disk Cleanup tool, Internet Explorer provides the ability
to remove Temporary Internet Files through the Internet Options dialog box.You
can access this dialog box through the Control Panel or by clicking the
Internet Options item on the Tools menu of Internet Explorer. In the
“Deleting Hidden Information About You” section in Chapter 4, the General
tab of this dialog box is discussed, which provides the ability to view and delete
the files in your Temporary Internet Files directory.

The Temporary Internet Files section of the Internet Option’s General tab
provides a button called Delete Cookies. Cookies are text files that some \Web sites
use to store information about a user’s visit to the site, or to obtain information
about a user. Often, cookies are used to enhance a user’s visit to the site. For
example, e-commerce sites might use them to keep track of what you’ve put into
a shopping cart to purchase. Because cookies can contain personal information
about you, you should delete cookies to prevent this information from being
viewed by others. In Windows, you can view cookies stored on your machine by
looking inside the Cookies folder in your Windows directory.

Information on your Web browsing history can also be removed on the
Internet Option’s General tab.Your History is information stored in the History
folder of your Windows directory that keeps track of VWeb sites you’ve visited. By
looking in this folder, someone can see where you’ve gone on the Internet and
determine any patterns to your browsing. The History section of Internet
Options allows you to empty files in this folder, or adjust the number of days that
Internet Explorer will store your history.We discuss deleting cookies and clearing
your History in greater detail in Chapter 4.

While the task of removing unwanted files from your computer is filled with
steps and can be time-consuming until you’re used to it, a number of programs
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are available on the Internet that can automate this process. One such program is
ZDelete, which can be downloaded from LSoft Technologies Web site at
www.zdelete.com. This tool can be scheduled to permanently delete files in your
Temporary Internet Files directory, Recycle Bin, Temporary Files directory;,
cookies, and history. ZDelete is shareware, so you will need to pay to register
your copy after a 30 day evaluation period.

Other tools that can be downloaded to automate the task of deleting files can
be found at Hideaway.Net’ site (www.hideaway.net/e-mail/privacy_shareware/
privacy_shareware.htm). On this site, you can find Complete Cleanup, which is a
shareware program that allows you to try its features before deciding to buy it.
Complete Cleanup works with America Online, Internet Explorer, and Netscape,
and it will delete Temporary Internet Files, history files, cookies, and other
unwanted files that might be lingering on your hard disk.

Deleting Files Permanently for Privacy

When you delete a file from your hard disk, you might assume that it’s gone for
good. On Windows 95, Windows NT, and higher, when a file is deleted, it is sent
to the Recycle Bin. This is a special type of folder residing in the root directory
of each hard disk. The folder is called Recycled and is hidden so it isn’t seen by
default through programs like Windows Explorer. The Recycle Bin serves as a
safety buffer, storing files you’ve deleted, so you can restore them if they were
deleted by mistake.

To restore a deleted file, double-click the Recycle Bin icon on your desktop
and right-click the file youd like to restore.When the menu appears, select
Restore, and the file will be returned to the exact location it was deleted from.
If you want to restore the file to another location (such as the desktop), simply
drag the file to where you'd like it restored to. In doing so, no damage is caused
to the file, and it will appear as if it were never deleted.

After you've deleted a file, you can remove it from the Recycle Bin by
selecting a file inside and pressing the key on your keyboard, or by right-clicking
the Recycle Bin icon located on your desktop and selecting Empty Recycle
Bin from the menu.You can also configure the Recycle Bin to immediately
delete files by configuring its properties. To do this, right-click the Recycle Bin
icon and then, when the menu appears, click Properties to view the dialog box
shown in Figure 2.2. The dialog box will have one Global tab and a separate tab
for each hard disk installed on your computer. To configure how files are deleted
on each drive, click the Configure drives independently option, and then
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configure the tab for each drive. To configure all drives the same, select the Use
one setting for all drives option.To delete files completely, so they’re not
moved to the Recycle Bin, ensure the Do not move files to the Recycle Bin
checkbox is checked, or slide the slider bar below this so that zero percent of
your hard disk is used for storing Recycle Bin files. If you'd like to have a dialog
box appear when you delete a file so that you can confirm whether the file
should be deleted, ensure the Display delete confirmation dialog box is
checked.

Figure 2.2 Recycle Bin Properties
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In addition to mistakenly thinking your files are permanently deleted when
you delete them, you might make the same mistake with your e-mail. Many e-
mail programs include a folder called Trash or Deleted Items in which deleted e-
mails are stored. Until the e-mails are deleted from here, they remain viewable by
anyone accessing the program and looking in this folder. In Outlook Express, you
can empty the Deleted Items folder by right-clicking the folder, and selecting
Empty Deleted Items Folder.You can also select individual e-mails in this
folder and press the Delete key on your keyboard to permanently delete them.
We discuss this in greater detail in the next chapter.

Even when files are “permanently” deleted in these ways, they can still be
recovered from the hard disk. Even though the entry for the file is removed from
the file system, the data continues to reside on the hard disk. Using tools that can
read deleted data on your hard disk, such as Guidance Software’s EnCase or any
number of tools available on the Internet, someone with access to your hard disk
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can view and restore the files. Even though file systems like NTFS are more
secure than FAT or FAT32, such tools can still access and restore these files. As
shown in Figure 2.3, a free program called Disk Investigator allows the viewer to
see the contents of a temp directory, where one file and one folder have been
deleted.

Figure 2.3 Disk Investigator Shows Files Deleted on the Hard Disk
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Digging Deeper...

File Systems

File systems are methods that dictate how a computer stores and
retrieves files, how files are named, and possibly whether files can be
stored more securely than others. Numerous types of file systems are
available for different operating systems, including DOS, Windows,
Macintosh, OS/2, and UNIX. You generally decide on the type of file
system your computer will use when you format your hard disk.

The most secure file system for computers running Windows NT
and Windows 2000 is NTFS. NTFS is short for the New Technology File
System. It has support for long filenames and compression, and it allows
you to determine who has access to a particular file.
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To ensure the files you’ve deleted can never be recovered, you’ll need to use a
program that will wipe the deleted data from your hard disk. There are numerous
programs on the Internet that can achieve this, which can be downloaded from
www.download.com. Generally, these programs will overwrite the free space so
that any deleted data on the disk is completely removed. Although this might be
overkill in day-to-day use, it is useful if you're selling your hard disk or entire
computer, and want to ensure that the buyer cannot recover any personal data on
your compulter.

NoTE

Many people feel that because they’ve deleted a file, it’s gone for good.
This isn’t the case at all. When a file is deleted from your hard disk and
emptied from the Recycle Bin of Windows computers, it is flagged so
that it can’t be viewed by the system, and the space it takes up can be
overwritten. Until a file is written to the same location on the hard disk,
the file can be viewed and restored by special software.

For a file to be permanently deleted from your system, you need to use soft-
ware that will “scrub” or “wipe” the data from the disk. This is generally done by
overwriting the free space on the hard disk with a random series of 1s and 0s. One
such program is Eraser, which is available free of charge from www.hideaway.net/
e-mail/privacy_shareware/privacy_shareware.htm.

Other Information that
Might be on Your Computer

Beyond determining what files are lurking in the directories of your hard drive,
you will also need to ascertain what private information exists on your system.
You’ll remember that when you first installed the operating system on your com-
puter, you entered your first name, last name, and the organization you belonged
to.When you installed other programs, you might have been required to enter
your name, address, phone number, fax number, e-mail address, or other informa-
tion. Such information might have been required for legitimate reasons (such as
to register the application), but it might still reside on your system. Although you
consider this information private, others might be able to view this information
when sitting at your computer or over the Internet.
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A major risk involved with information in the Registry exists when you con-
sider shared folders. These are folders on your hard disk that are configured to be
shared with other network users. In the case of shared folders used by Peer-to-
Peer programs like KaZaA, files in specific directories can be shared over the
Internet. While we discuss shared folders in greater detail in Chapter 5, you
should realize that you should never share the root directory of your hard disk.
By sharing the root directory, this means your entire C:\, D:\, and so on. If you
were to do so, then someone could view your Registry remotely, or download
the entire Registry and view it on their computer. Because your Registry might
contain a significant amount of information about you, including passwords, it’s
important that you protect it by not sharing the root directory or Windows
directory where it is stored.

You can view much of the information gathered from you by software by
looking in the Windows Registry. To view the Registry, run REGEDIT from the
Run command. To start the Registry Editor, click the item labeled Run on the
Start menu, type REGEDIT, and then click OK.When the Registry Editor pro-
gram appears, click the Find item from the Edit menu, enter your first or last
name, and then click the Find Next button. As it searches for instances of your
name, press the F3 button on your keyboard to look for the next instance. You’ll
probably be amazed at how many times you’ll find your name listed and personal
information related to your name. Trojan Horse programs (which we’ll discuss
later in this chapter) and other malicious programs can access such information
without your knowing. Such programs might transmit your information to an
identity thief through e-mail, transmit it to a \Web site, or provide other methods
(such as creating a backdoor to access your system) so a hacker can access the
information directly. Because of the detailed information that might exist in the
Registry, it’s important that you control the level of information that’s added to it.

WARNING

Although it’s possible to edit the Registry and remove the personal infor-
mation stored there, it is not recommended that you modify the Registry
unless you’re certain what each entry represents and what effect it will
have. To remove much of the private information stored in the Windows
Registry, you can obtain software from the Internet that is generally safer
than modifying the Registry through the Windows Registry Editor. One
such program is Ownerfix, which is available free of charge from
www.download.com. This tool allows you to modify owner and com-
pany registration information in Windows 95/98/NT/2000.
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The level of information stored by an application and its ability to reveal per-
sonal facts to others will vary from program to program. An example of an appli-
cation that might reveal a significant amount of personal data is ICQ. ICQ is an
Internet chat program that allows you to meet and send messages to others
online, and it can be acquired free of charge at http://web.icqg.com. As shown in
Figure 2.4, ICQ provides the ability to advertise details about yourself on the
Internet. These details include your first and last name, home address, work
address, phone number, birth date, gender, and other personal facts. While the
level of information included in this program is optional, numerous ICQ users fill
in as many of these fields as they can. In doing so, they risk an identity thief
taking the information and stealing the user’s identity. For this reason, you should
examine the information stored in this and other software on your system, and
remove as many personal facts from them as possible.

Figure 2.4 ICQ Details
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What Are You Protecting?

The first step in protecting data on your computer is deciding what it is you're
trying to protect.You might not be interested in preventing others from viewing
your weekly grocery list, but you would want to keep the information contained
in your tax return private. By determining what it is you want to protect, you'll
be able to determine the level of security needed to keep information safe.

As mentioned in the previous section, by organizing your personal files
together in a single directory, you will be better able to manage them. Once
you've decided on the files you want to protect, you can then determine the level
of protection required. This involves backing up files, password protecting them,
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and deciding whether certain folders and files should be shared. In addition, you
can protect the computer from other users who access the system.

Password Protecting Your Computer

Passwords are a useful tool for protecting your computer and its data from
unwanted users.You can think of a password as a key to a lock. Without the cor-
rect key, it is difficult to bypass the lock.While we discuss how to create effective
passwords later in this chapter, you first need to know how passwords can be used
on your system, and how you would set up this protection.

If anyone has physical access to your computer when you’re not around, the
first step to getting into a system that’s shut down is powering it on.With a
Power-On Password, this person would need to enter a password before the
operating system even starts. Without the correct password, anyone attempting to
start your computer would be stopped cold.

Power-On Passwords are set up through your computer’s setup program,
which is used to configure hard disks, boot options, and machine passwords. On
most computers, you can access the computer’s setup program by pressing the
Delete or F10 key at startup. Because the type of setup program depends on the
type of computer being used, the exact steps involved in setting up a Power-On
Password will vary from machine to machine. However, all machines use this pro-
gram to set up such passwords.

To prevent people from accessing this setup program and changing your
Power-On Password, you can set a Setup Password that prevents people from
accessing this program and changing your computer’s settings. Setup passwords
are set within the setup program just as Power-On passwords are set, so the exact
steps vary from machine to machine.

Chances are, even if Power-On Passwords and Setup Passwords are set on
your machine, you wouldn’t want to shut down your computer every time
you leave the room. For this reason, operating systems often provide alternate
methods of password protecting your machine. One of these is password-
protected screen savers.

Screen savers are programs that serve a number of uses on computers, which
go beyond livening up the monitor with an attractive series of images. They pro-
tect your monitor from “burn in,” where what’s being displayed for a period of
time is etched onto the screen, and also protect people from seeing what you're
working on. Screen savers activate after a set time limit of inactivity and can be
configured not to turn off until a correct password is entered.
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Setting up password protected screen savers in Windows is done through the
Display applet found in Control Panel. After the Display Properties are
open, you then select the Screen Saver tab to see what’s shown in Figure 2.5.
On this tab, you’ll see a section called Screen Savers, which has a checkbox
labeled Password protected. Upon checking this box, a button labeled Change
will become enabled. By clicking this button, a new dialog box will appear where
you can enter the password you want to use for the screen saver. Once set, if
anyone hits a key or moves the mouse while the screen saver is active, they will
need to enter a password to disable the screen saver and access any programs that
are running.

Figure 2.5 Passwords for Screen Savers Are Set through Display Properties
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If the software you’re using allows it, files created by the program can be pass-
word protected. If anyone attempts to view or modify the file, they are required
to enter a password. Microsoft Word, Excel, Access and other applications provide
this ability when the file is saved. In Microsoft Office programs (Word, Excel,
Access, and so forth), password protection can be set by choosing Save As from
the File menu, you can click a button labeled Options. This will display a dialog
box where you can set a password to open the file and another password to
modify it. Trying to crack these passwords using hacking tools can be a difficult
process. Depending on the strength of the password (which we discuss later in
this chapter), it can take days of running the hacking software on the password-
protected file before getting the password. For this reason, unless a hacker knows
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there is something inside the file that’s worth this work, they will often disregard
the file and move onto easier pickings.

Programs and Files

For many people, the programs and files on a computer are what people are most
concerned about protecting. If a virus or other malicious program makes its way
onto your computer, important information like budgets, tax returns, resumes,
and other files can be damaged or lost. Even if you have all the installation pro-
grams for software on your computer, reinstalling your operating system and
every application will take a significant amount of time. Because of the concern
over such data, you should take steps to protect your data.

Most operating systems provide some tool to backup files stored on your
computer to a floppy disk, tape, another computer on your network, or some
other media. In Windows 95/98/2000/Me/XP, you can find this tool by clicking
Start | Programs | Accessories | System Tools, and then clicking the
Backup icon. In Windows NT, such a tool is found by clicking Start |
Programs | Administrative Tools (Common) and then clicking Backup. If
you use a different operating system, you will need to check your operating
system’s manual or Help files.

When files are backed up, they are essentially copied in a compressed format,
so that if anything happens to your system, they can then be restored as if
nothing had happened. When making backups, you might find that your software
offers several choices of backing up the data, including:

= Full backup

= Incremental backup
= Differential backup
= Daily backup

A full backup is sometimes referred to as a normal backup. When you make a
full backup, all the files you select are backed up.When the file is backed up, the
file is marked as having been backed up, which is useful when other types of
backups are performed on your system.

An incremental backup backs up only those files that have been created or
changed since the last time you made a full backup or incremental backup. As a
file is backed up, it is marked as having been backed up, so that it isn’t included in
the next incremental backup (unless it is changed). Because only these files are
backed up, it takes less time to perform an incremental backup because fewer files
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are involved in the process. Should you need to restore your files, you would
need to first restore the last full backup you made and then each of the incre-
mental backups you made.

A differential backup backs up only those files that have been created or
changed since the last full backup. Unlike the previous methods, it doesn’t mark
files as having been backed up, so any files that were backed up this time, will also
be backed up next time. The benefit of this is that when you need to restore the
files, you only need to restore the last full backup you made and the last differen-
tial backup.

A final type of backup you might encounter is a daily backup. With this type
of backup, all files that were modified the day of the daily backup are backed up.
It looks at the date the file was created or modified, and if they match the cur-
rent day, they are included in the backup. It doesn’t mark these files as having
been backed up.

What You Can’t See Can Hurt You

Viruses and Trojans

Viruses are programs that are designed to cause a variety of activities on
your system, such as corrupting and erasing files, reformatting your
hard disk, or performing an action that is benign but annoying. Like a
human virus, it can spread across your system, from one program or file
to another. There are thousands of viruses with new ones appearing
every month. They can be acquired through e-mail attachments, down-
loaded files, or through infected floppy disks and CDs.

Trojans are a different kind of program that’s contained inside a
seemingly harmless program. Sometimes called a Trojan Horse, it gets its
name from Homer’s lliad, in which the Greeks gave the citizens of Troy
the gift of a giant wooden horse. Once the Trojans brought the horse
inside their city gates, warriors came out of the hollow horse, and killed
the Trojan troops. Like this wooden horse, Trojans can also cause signif-
icant damage, such as damaging files or transmitting personal informa-
tion obtained from a computer to an e-mail address.

Because viruses and Trojans can be so destructive, it’s important
that you install antivirus software on your computer and keep its
antivirus signature files up-to-date.

WWW.SyNngress.com



Protecting Your Hard Drive = Chapter 2

Antivirus Software:
Your First Line of Defense

New viruses come out all the time, threatening to damage your system and/or
destroy your data. To protect yourself from these malicious programs, you need to
install antivirus software on your computer. Antivirus software is a type of pro-
gram that searches your hard disk and removable media (such as floppy disks,
CDs, and so forth) for known viruses.When a virus-infected file is found, it can
then repair the file by removing the virus’s code, or delete the file to prevent
other files from becoming infected.

The way antivirus software can perform these actions is through signature files,
which are also sometimes called virus definition files. These contain information
used by the antivirus software to identify known viruses, and they contain infor-
mation used by the software so it can effectively clean any infected files. Without
signature files, the antivirus software wouldn’t be able to function properly.

Numerous antivirus software programs are on the market that can help pro-
tect your data from viruses.\We look at several of the most popular software pack-
ages and show you how you can update your signature files and software to keep
up-to-date with the viruses that are out there.

NoTE

Viruses can have a wide variety of effects on your system. Some viruses
are downright silly, playing music over your speaker repeatedly. Others
can be a major problem in terms of identity theft. One such virus is
PWSteal.Coced240b.Tro, which is designed to steal passwords. It is sent
to you as an e-mail attachment named 26705-i386-update.exe, claiming
to be a patch sent to you from support@microsoft.com. Once it’s acti-
vated on your system, it sends password information on your machine to
an e-mail address. While there are numerous password stealing viruses,
this one is used to illustrate how a virus can do more than cause damage
to data.
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What You Might Not Know
about Antivirus Software

Antivirus software is only effective against known viruses. In other words, if infor-
mation about the virus isn’t included in the signature file, the antivirus software
can’t do anything to protect you. There are a number of reasons why your
antivirus software might not know about a particular virus.

One of the major reasons your antivirus software can’t detect a virus is
because it is so new that the antivirus company isn’t aware of it or the company
hasn’t updated its signature files yet. Programmers write new viruses every week,
for a variety of reasons. Some are for malicious reasons, where the programmer
wants to cause problems for as many people as possible. In other cases, the pro-
grammer might want to infect a specific computer, such as that of an enemy or
those in a particular institution. For numerous other programmers, they might
write the virus for educational reasons, wanting to see if they can actually do it. If
the last reason is true, the virus is accidentally released or someone with access
releases it for them.Whatever the reason, after the virus is initially released to
other computers, no antivirus will be able to help the first infected systems.

Another type of “virus” that antivirus software can’t protect you from are hoax
viruses. Hoax viruses aren’t actual viruses, but they can be just as damaging. They
are generally warnings that are distributed through e-mail, often encouraging recip-
ients to perform some action. Some might tell the reader to check their hard disk
for a specific file, and, if it exists, it tells them it is a virus that should be deleted at
once. Unfortunately, the file in question is usually one installed by the operating
system and is supposed to be there. The recipient finds the file, deletes it, and their
operating system or other software fails to work properly. Because the warning
seems so helpful, you might find friends or family sending you these warnings. If
you find one, the best advice is to do nothing until checking whether antivirus
manufacturers like Norton, McAfee, and so forth advise similar action.You can
view a list of hoax viruses and find more information about them by visiting
Symantec’s Hoax page at http://securityresponse.symantec.com/avcenter/
hoax.html.

Finally, the most common reason antivirus software can’t protect you is
because of user error. The user might fail to configure his antivirus software to
constantly search for viruses, or he might fail to regularly scan the hard disk for
viruses. Worse yet, the user might fail to download signature updates to ensure
that the antivirus is searching for the latest viruses. Failing to use the antivirus
software properly can be as damaging as not running the software at all.
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Many new computers come with software preinstalled, possibly with
antivirus software already installed. When you purchase a new computer
with antivirus software installed, ensure that it is configured correctly
and has the latest antivirus signature files. If you choose to have antivirus
signature files automatically updated, then you will need to ensure that
the antivirus signature files are actually being updated.

An example of a problem of antivirus software improperly set up on
new computers was seen with the Hewlett Packard Pavilion computers,
which came with a slim version of McAfee installed. This version wasn’t
the full-version available from their Web site (www.mcafee.com), which
provides the auto-update feature. Instead, when people clicked on the
McAfee icon in the system tray, a Web page was displayed enticing
people to sign up for a fee.

You should install a full version of antivirus software on your system,
and update your signature files regularly. Later in this chapter, we show
you how to update them manually and discuss automatic updates, as
well.

Why Update?
Updating your antivirus software is vital to its ability to adequately scan, detect,
and clean viruses. Like any other application, software updates are required to fix
vulnerabilities and bugs in the program. Updating your software might require
installing a simple patch or getting the latest version of the program. However, a
more frequent update that’s required by antivirus software is signature files.
Many people make the mistake of installing the antivirus software and
thinking that no further action is required. However, because signature files con-
tain information used to detect and clean viruses from your system, your antivirus
software will be unable to detect any viruses that appeared after this software was
released. Every week to every few weeks, new signature files become available
and need to be installed for your software to work at peak efficiency.

What Kinds of Software Are Available?

Numerous antivirus software packages are on the market, for a variety of systems.
Choosing the right one might seem confusing and scary, with an incorrect
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choice leaving you vulnerable. In choosing the right antivirus software, you
should look at the reputation of the manufacturer and how long they’ve effec-
tively been providing services.

One of the most popular software packages is Norton Antivirus, and it is
obtainable from Symantec’s Web site at www.symantec.com.\ersions of this soft-
ware are available for both Microsoft Windows and Macintosh systems. Norton
Antivirus is well-respected and provides antivirus solutions for networks,
including Novell NetWare and Windows NT/2000. Not only can Norton
Antivirus scan for viruses on demand, but it also has the ability to check for
viruses in the background.

Another popular manufacturer of antivirus software is McAfee, and its prod-
ucts can be acquired from www.mcafee.com. It runs on versions of Microsoft
Windows and Macintosh computers, and it can scan for viruses on demand as
well as in the background. McAfee has been in business for years and is a well-
respected antivirus software manufacturer.

Another popular antivirus software package is F-Prot, which is available from
Frisk Software International’s Web site at www.f-prot.com. Platforms supported
by F-Prot consist of all Windows desktop and server versions, Linux, and legacy
DOS systems. In the business of antiviruses since 1989, it is well-respected. F-Prot
also has the ability to scan for viruses on demand and scan in the background.

Manually Updated Signatures

To update the signature files on your system, you might be required to manually
download them and install them yourself. The method in which they are installed
will vary from product to product. McAfee and Norton use self-extracting exe-
cutable files that search for your installation of the antivirus software and then
copy the signature files into that directory:.

Automatically Updated Signatures

An easier method of updating signature files is to set your antivirus software to
do it for you. For this, your system needs to be connected to the Internet.When
online, the software will regularly check the manufacturer’ site. If an updated sig-
nature file is detected, the software will either inform you of the update or
download the file in the background. Upon downloading the file, the software
automatically updates itself. This saves you from having to visit the manufacturer’s
site and perform the tedious task of updating the files yourself.
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Web-based Software

With so many people connecting to the Internet, it is a small wonder that many
antivirus programs provide the ability to scan incoming and outgoing e-mail and
content (such as scripts and applets) downloaded with your browser. This is an
important feature for antivirus software. Anyone who uses the Internet will be
mainly exposed to viruses through e-mail attachments and malicious programs on
Web sites. The ability to scan such files before they’re able to execute the virus
protects your system from becoming infected.

Performing Signature Updates

Signature files must be updated regularly to be effective. As mentioned, this
update can be performed manually or by using features included in the software
itself. This section looks at how to perform signature updates of three of the most
popular antivirus software packages—McAfee, Norton, and F-Prot.

McAfee

McAfee provides the ability to perform signature updates both manually and
automatically. To perform a manual update, you will need to follow these steps:

1. Use your Internet browser to visit McAfee’s Web site at
http://software.mcafee.com/centers/download/default.asp.

2. Upon reaching this Web page, you will see a listing of links. Some of the
links are for security updates and patches for McAfee software, while
one will state Antivirus (DAT) Files.

3. Click the link labeled Antivirus (DAT) Files.You will see a page
offering antivirus updates for a variety of McAfee VirusScan versions. If
you are using versions 3.x or 4.x, then you will be redirected to a page
for upgrading to version 6.x. If you are using other versions, then click
the link associated with the version of McAfee you're currently using.

4. A new page will appear with a button stating Download. Click this
button, and your download will begin.

5. When the download is complete, open the file. It is a self-installing exe-
cutable that will automatically update your virus signature files.

McAfee also provides the ability to update antivirus files automatically when
you’re connected to the Internet. On the File menu, you will see an option titled
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Update VirusScan, which will automatically connect to the McAfee Web site
when you’re connected to the Internet and (depending on the options you
choose) will update either your signature files or the software itself.

Norton

Norton Antivirus provides the ability to perform signature updates both manually
and automatically. To perform a manual update, you will need to follow these

steps:

1.

Use your Internet browser to visit Symantec’s \eb site at
http://securityresponse.symantec.com/avcenter/download.html.

Upon reaching this Web page, you will see a listing of links. Some of
these are for security updates to Symantec software, while one will state
Download Virus Definitions (Intelligent Updater Only).

Clicking the link labeled Download Virus Definitions (Intelligent
Updater Only), you will see a page asking you to choose the language
you'd like to use.

After clicking a language, a new Web page will load asking you to
specify the antivirus software you’re using.What you choose here
depends on which software package you’ve purchased.

After selecting the antivirus software you’re currently using, another Web
page will load offering you different choices for downloading the signa-
ture files. Some of these are several files that will fit on a floppy disk,
while others will specify the antivirus software the signature files are for.
Click the link that suits your needs.

At this point, Windows users are presented with a window that will
enable you to choose where the file will be downloaded.You can choose
to save the file to disk, if you’re upgrading more than one machine, or
choose to open the file after it’s downloaded.

Upon opening the downloaded file, the Intelligent Updater program
asks whether you would like it to update your signature files. Click the
Yes button. The updater program will search your system for Norton
Antivirus and begin copying the new signature files to your system.

If you don't like the idea of performing a manual update, Norton Antivirus
also provides a feature called Live Update. This feature allows you to check
Symantec’s Web site for signature updates whenever you’re connected to the
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Internet. It is the easiest solution for users who aren’t comfortable performing a
manual update or who don’t want to check Symantec’s site regularly for updates.

F-Prot

F-Prot also has the ability to perform manual and automatic updates. To perform
a manual update, follow the following steps.

1.

Use your Internet browser to visit F-Prot’s Web site at www.f-prot.com/
f-prot/download/.

Upon reaching this Web page, you will see options for downloading trial
versions of the software, buying full versions, and downloading signature
files. To download the latest signature files, click the link labeled
Signature files for Application/Script Viruses and Trojans.

If you're aWindows user, you’ll be presented you with a window that
will enable you to choose where the file will be downloaded.You can
choose to save the file to disk, if you’re upgrading more than one
machine, or choose to open the file after it’s downloaded.

To open the file, you will need to use WinZip and extract the files to
the directory in which F-Prot was installed. These files will overwrite
the existing signature files, upgrading them in the process.

Return to your browser, and click the link labeled Signature files for
Document/Office/Macro Viruses.

If you’re using Windows, you’ll be presented with a window that will
enable you to choose where the file will be downloaded.You can choose
to save the file to disk, if you’re upgrading more than one machine, or
choose to open the file once downloaded.

To open this file, you will need to use WinZip and extract the files to
the directory in which F-Prot was installed. These files will overwrite
the existing signature files, upgrading them in the process.

F-Prot also provides an updater utility in the antivirus program that connects
to Frisk Software International’s Web site when you’re connected to the Internet,
and updates the signature files. This feature is only included with the Windows
version of F-Prot, so users of other versions will need to manually update their
signature files.
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Is Your Antivirus Software Working?

After you've installed your antivirus software, you should check to see if the soft-
ware is actually working. Don't install it and just assume it functions normally.
Although you won't really be able to determine if the software is working until
you get a virus, which is unwanted, you can check whether the software appears
to work properly.

Because most antivirus software will run in the background while you'’re
working, determine if a small icon for the program appears in the lower right-
hand corner of the Windows taskbar or on the control strip (control strip mod-
ules folder) if you’re using Macintosh.

You can also check is whether the signature update was applied correctly. To
do this, open your antivirus software and look for the date of the signature file. As
shown in the Figures 2.6 and 2.7, this information is provided in the program for
your reference. If the date matches that of the file you updated to, then it shows
the latest signature file has been applied. This information might appear slightly
different from program to program. Notice that while Norton Antivirus
Corporate Edition shows the version number and date of the signature file,
McAfee VirusScan will also inform you of how many days old the signature file is
(see Figures 2.6 and 2.7).

Figure 2.6 The Version and/or Date of a Virus Signature File Appears Within
the Program After It's Applied
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Figure 2.7 McAfee Virus Scan
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Finally, you should run the software and scan for viruses on demand. Open
the program and start a scan of your hard disk, and monitor whether it appears to
scan for viruses. If it does, be content with the fact that your antivirus software is
functioning properly until the next update and upgrade.

Digging Deeper...

Viewing Hidden Programs

Hidden programs are programs that run on your system without your
being aware of them. Some of these programs are called spyware,
which is software that secretly gathers personal and organizational
information from your computer, monitors your Internet activity, and/or
obtains other information about you. After obtaining this information,
it sends it over the Internet, where it is then relayed to advertisers and
other parties. Because it might be installed with a legitimate software
package you install or secretly programmed into the code, you might
not be aware that this information is being gathered, why it’s being
gathered, and who is viewing these facts about you.

Continued
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Another type of hidden program can be a Trojan. One such Trojan
is Backdoor.Sdbot, which a portable executable that copies itself to your
Windows System folder, and runs as a service in the background. This
Trojan allows hackers to gain control of your computer through Internet
Relay Chat (IRC), and can update itself to newer versions over the
Internet. While antivirus software can remove it, you will also need to
make changes yourself, because it writes entries to your Windows
Registry.

You can see if hidden programs are running on your system using
Task Manager on systems running Windows XP/NT/2000. You can start
Task Manager by pressing Ctrl + Alt + Delete at the same time, and
then clicking the Task Manager button on the screen that appears.
When Task Manager appears on your screen, click the Processes tab.
This will list all processes running on your system. Most of these need to
run, but, if you know one shouldn’t be there, you can select the process
you want to stop and then click the End Process button. On Windows
9x and Windows Me, the two processes that definitely need to be run-
ning are SYSTRAY and EXPLORER. To determine the programs that abso-
lutely must be running on your operating system, check the Web site of
the operating system’s manufacturer.

Updating Your Software

Just as updating your signature files is important, updating your software is also
important. Software updates are also sometimes called fixes, patches, security packs,
service packs, or other similar names. These need to be installed to fix security vul-
nerabilities, bugs in the program, or other problems that have been found to exist.
If these vulnerabilities aren’t fixed, then viruses, Trojans, and hackers can exploit
the software and access or destroy data on your system. Software updates need to
be applied not only to your operating system but also to antivirus software, server
software, Internet browsers, and other applications.

In some cases, manufacturers might decide not to release an update, because
they are planning to release a new version (also called an upgrade) of the software.
New versions include or do not require the updates for previous versions,
because they don’t have the same features or vulnerabilities, or they have the
“fix”” code already included in the upgrade. This does not however mean that you
don’t need to continue your vigilance in monitoring a manufacturer’s VWeb site
for updates. With every new version, new updates might become available. As

www.syngress.com




Protecting Your Hard Drive = Chapter 2

such, you should ensure that you’re using the latest version of software and that
you monitor the manufacturer’s Web site for updates for the upgraded software.

Digging Deeper...

Update Vs. Upgrade

The terms update and upgrade can be confusing to some people. After
all, when you download and apply the latest signature files, you are per-
forming an update even though the software hasn’t been modified in
any way. In the same light, if you install a bug fix to your antivirus soft-
ware, this doesn’t mean that your signature files are up-to-date. An
update is anything that brings elements of your system up-to-date.
Signature file updates, which are discussed earlier in this chapter, apply
to only the antivirus signature files themselves, while software updates
actually modify the programming code to fix any issues that are known
to the manufacturer.

Upgrades take place when major changes occur in a system, and a
new version of the software is released. Upgrades might be minor (such
as when Windows 3 upgraded to Windows 3.1), or they might be sig-
nificant and easily identifiable (such as when Windows 3.1 upgraded to
Windows 95). Compared to software updates, which are generally made
available at no cost on the manufacturer’s Web site, upgrades are gen-
erally infrequent and costly.

You should read information associated with an update or upgrade
to see what changes are being applied to the software. Software
updates will fix problems with the actual software, while other types of
updates (such as antivirus signature file updates) will only bring limited
aspects of the system up-to-date.

The Number One Mistake People Make

The most common mistake people make is installing software and then thinking
that’s all that’s required. As we mentioned regarding antivirus software, failing to
apply updates to signature files will leave you unprotected from the latest viruses
on the Internet. The same logic applies to other software on your system.

When programmers write software, they can make mistakes or run behind
schedule. For this reason, certain bugs might exist in software that’s been released
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by a manufacturer. In some cases, the manufacturer might even know the bugs
exist and decide to release an update to the software at a later date. However, if
people don’t update their software, they won't be able to benefit from the repairs
and enhancements provided through the update.

Updates are released on an ongoing basis, so it’s important to check the man-
ufacturers Web site with regularity. Even knowledgeable users might install the
latest update but fail to regularly check for updates that improve the functionality
or security of an operating system or application. By not performing updates, you
are taking a risk that your software might not work as well as it could, and that
viruses and hackers might now have the ability to take advantage of vulnerabili-
ties in your software.

Functionality versus Security Updates

Some updates are released to improve the functionality of the program, while
others are released for security reasons.When functionality is the issue, a manu-
facturer might have received complaints that under specific situations, an applica-
tion or operating system behaves erratically. In other cases, the manufacturer
might try to meet a certain release date and decide not to have a feature included
or known bugs to be fixed. To deal with the known issues, the manufacturer
releases an update to the program at a later date.

Security updates are released to deal with vulnerabilities in the program.
Microsoft released an e-mail security update to protect Outlook from viruses that
are designed to attack the software and redistribute the virus through an address
book. In the case of Windows NT 4, operating systems that don’t have Service
Pack 2 or higher installed have a vulnerability that allows hackers to use the
Guest account to acquire Administrator rights. Using this vulnerability, a hacker
could access any information on the system and make any modifications he or
she desired. By installing security updates, you ensure that you'’re protected from
known issues that could compromise the security of your system.

Installing Security Patches

You can install security patches on your system in a number of ways. The method
used often depends on the software involved and the operating system being
used. Most software manufacturers provide patches on their Web site, allowing
customers to download and install them. As times changed and more customers
gained Web access, manufacturers have come up with new and more efficient
ways of getting updates to their customers.
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Microsoft offers the Windows Update site for its customers. Users running
the Windows operating system and Internet Explorer can access this site by
selecting Windows Update from the Tools menu of Internet Explorer. An
alternative method is using your Internet browser to visit http://windowsupdate
.microsoft.com. Once here, you can click the hyperlink labeled Product
Updates and launch a program that will check your system and determine what
updates are required. After this information is obtained, a list of uninstalled
updates is displayed. This saves users from having to remember which updates
they have and haven't installed.

Another useful tool provided by Microsoft is the Critical Update Notification
tool, which can be acquired from the Windows Update site. When users connect
to the Internet, this tool will check Microsoft’s site for new updates and patches
that haven’t been installed on your machine. If a new update or patch exists, the
Critical Update Notification tool will inform you of the update, so you can then
visit the Windows Update site and apply the upgrades to your system.

Windows Me and Windows XP users can also benefit from the Automatic
Updates feature, which checks the Microsoft Web site for the latest updates and
patches, downloads them automatically, and then asks if you'd like to install them.
If you choose Yes, then the updates are installed on your system immediately.

In using these tools, Microsoft states that no personal information is acquired
from your computer. This maintains your privacy and prevents unauthorized indi-
viduals from viewing information about you residing on your system.

While we’ll discuss a number of popular software packages in this section,
you should know that these aren’t the only programs you’ll need to update.
Operating systems like Windows, Macintosh OS, Linux, and others might provide
updates through their Web site. Application suites like Microsoft Office or indi-
vidual applications might require updates to fix problems or enhance security.
Even security-related software like your firewall and antivirus program might
have updates that need to be installed. For this reason, you need to take an inven-
tory of the software installed on your system and check each of the manufac-
turers Web sites for any updates or newer versions that might be available.

Internet Explorer

As mentioned in the preceding section, Internet Explorer can be updated auto-

matically using the Windows Update Web site, the Critical Notification tool, and
the Automatic Updates feature in Windows Me and Windows XP. In addition to
these methods, you can manually look for updates by visiting Internet Explorer’s
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Web site at www.microsoft.com/windows/ie. On this site, you’ll see a listing of
security updates that can be downloaded and installed on your system as well as a
link to download to the latest version.

Outlook

Outlook is e-mail software that is manufactured by Microsoft. It can be manually
updated by visiting the Outlook Web site at www.microsoft.com/office/outlook/
downloads. Here you will find links to download the latest security patches and
other items related to Microsoft Outlook.

Microsoft also provides an Office Update site, which allows you to install
updates to programs that are part of Microsoft Office. Because Microsoft Outlook
is part of the Microsoft Office line of products, you can update Outlook in addi-
tion to traditional Office products like Word, Access, and Excel as well as
Outlook. Because Outlook is so integrated with these products, you should
update any other Office programs using the Office Update site at the same time.

By visiting the Office Update site at office.microsoft.com/productupdates,
you will see a link that will allow Microsoft to analyze your installation of Office
and determine what updates and patches haven’t been installed. After this analysis
is complete, a listing of suggested updates are displayed on a Web page, allowing
you to choose which ones you'd like to install on your system.

1S

Internet Information Server is Web server software for Windows NT Servers,
while Internet Information Service is a\Web server service for Windows 2000
Servers. Internet Information Service is an evolution of the Internet Information
Server, and it achieved the name change when IIS 5 was released with Windows
2000. 11S provides Web services for intranets (\eb sites for local networks) and
the Internet.

Because IIS 5 is a service that’s integrated with Windows 2000, it can be
updated using the Critical Update Notification tool or the Windows Update Web
site.Visiting the download section for Windows 2000 at www.microsoft.com/
windows2000/downloads, you will find links for security patches and other soft-
ware for Windows 2000 and its WWeb services. Here, you can obtain the files need
for performing manual updates.
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Netscape

Netscape is a popular browser that can be downloaded from the Netscape Web
site at wp.netscape.com/computing/download. At the time of this writing,
Netscape doesn’t offer security patches and updates, so you need to make sure
you have the latest version to ensure you've got the most recent bug fixes and,
therefore, the most secure version available.

Opera

Opera is an Internet browser that can be downloaded from www.opera.com/
download. At the time of this writing, Opera doesn’t offer security patches and
updates, so, as with Netscape, you need to make sure you have the latest version.

Beware of the Free Stuff

Looking a gift horse in the mouth is good advice when it comes to free pro-
grams that you find on the Internet or receive through e-mail. Free programs
might contain viruses or be malicious programs designed to obtain information
or damage data. Even though it might be free upfront, the cost of using the pro-
gram might be high in the long run.

Virus-infected files are commonly transmitted as file attachments to e-mail
messages. Some viruses will go through an address book and send a virus-infected
message or file attachment to each person on the list. For this reason, even
though the message appears to have come from someone you know, it might
actually be a virus. As such, if you’re not expecting a file being sent to you from a
specific person, ignore the attachment and delete the message. If the message is
from a friend, family member, or colleague, then contact them to see if they sent
you a file before opening it. If they didn’t send you anything, delete the message
immediately.

Another type of free program might obtain information, damage data, or even
go so far as reformat your hard disk. Malicious programs can be written to per-
form a variety of tasks. Once executed, the code can then perform various func-
tions that are undesirable and dangerous.

In other cases, the malicious code might be secretly included in a seemingly
legitimate program. This is common with spyware, which is software designed to
gather information about you and transmit it to a specific source. Advertisers and
other parties use spyware (which is also called adware) to determine what sites
you visit or acquire other information about you. Because you don’t know what
information is being gathered, installing this software can be dangerous.
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To protect yourself from spyware, you can turn to a number of tools on the
Internet that will prevent such programs from sharing information about you and
your browsing habits. One tool is AdAware, which can be acquired from
LavaSoft’s Web site at www.Isfileserv.com. This tool acts like antivirus software
and uses updateable files containing information on known adware programs. It
will scan your system for spyware and remove any that are found. Another tool is
SpyStopper, which can be acquired from InfoWorks Technologies Web site at
www.itcompany.com.When SpyStopper is used it will block any spyware,
cookies, advertisements, and so forth, protecting your information from being
sent out over the Net. In Chapter 4, we address spyware again and discuss how it
Is associated with browsers.

Avoiding Account Sharing

Accounts are used to ensure that a particular person has certain access to a
system. On computers like Windows 98, accounts can be used so that each
person can control her display settings, background picture, and so forth. On net-
work operating systems like Windows 2000, accounts are used to control access
to files and folders on the hard disk as well as specify which programs and net-
work resources can be accessed. In addition, other types of accounts exist, such as
accounts used on the Internet. E-mail accounts allow you to access your e-mail
from your Internet Service Provider’s mail server, while Internet connection
accounts are used to access the Internet itself.

Sharing accounts is a major security risk for both home users and businesses.
By sharing accounts, you allow others to access your personal information,
desktop settings, files on a network, or other resources. If the information they
acquire includes your employee number, address, financial records, or other infor-
mation you assumed was secure, then the damage could be significant. By
acquiring the power of your account, another person has the ability to access data
that might enable them to steal your identity.

NoTE

The identity of a user on a network or the Internet is based upon who
has access to the account. If more than one person is using your e-mail,
Web site accounts, or other accounts, distinguishing you from others is
almost always impossible. Such power allows others to send e-mail in
your name, apply for credit online, and perform other tasks that can
damage your credit and reputation.
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Common Reasons, Risks, and
Deterrents for Sharing Accounts

Many people share accounts because of financial reasons, personal reasons, or
because it’s easier than setting up a separate account for every person in the
house or business. Unfortunately, by sharing accounts, you are taking a great risk
with others accessing your information and being able to modify files and your
compulter.

People often share accounts because there is a level of trust between them.
You might trust a friend, family member, or coworker enough to share your user-
name or password with them. In doing so, they can access everything you can,
modify your data, and change whatever settings you have access to. If that person
shares your account with another person that they trust but you don't, then per-
sonal information can easily fall into the hands of this individual, putting your
identity at risk of being stolen.

In the case of accounts used to access the Internet, many home users and
businesses might find it too expensive to purchase separate accounts for each
person. However, even though it might be financially unfeasible to get a different
Internet account for each person, you should still set up separate e-mail accounts.
Additional e-mail accounts can be purchased from an Internet Service Provider
for a low price. By setting up separate e-mail accounts on e-mail programs, you’re
preventing another person in your house or business from viewing private infor-
mation that might be transmitted through e-mail messages.

A common reason that colleagues in businesses might share their accounts is
because it’s easier than having security settings changed or new accounts set up. A
business might have one person temporarily performing the job of another
person, or a temporary employee might be hired to perform certain tasks. To do
this, they need the same network security access. Rather than putting in a request
to the network administrator to set up a new account or change the existing
security settings of the temporary employee, employees give their username and
password to the person. Unfortunately, even after the temporary employee moves
onto another job or leaves the company, the person still has the necessary infor-
mation to access your account.

A number of risks are involved in account sharing. Depending on the type of
account, someone could access personal files saved to a network server, change
the environment settings of your computer, or send threatening or unsuitable
e-mail messages to other people.When you share your account with someone,
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they not only have the ability to access the same information as you but they also
have the ability to pose as you.

Creating accounts for each person who uses a computer or network is the
best method of controlling who can access what. By providing an easy and effi-
cient policy for new employees, and creating accounts in a timely manner, you
create an atmosphere that encourages people to acquire their own accounts.You
can also create a Guest account with limited access, which enables people who
have yet to acquire their own account limited access to the system.

A common method many networks use is to set a policy that forces each user
to change their password after a set period of time. For example, a company
might force users to change their passwords every 90 days. If anyone has access to
an account, they won't be able to use it after the password changes.

When deciding whether to pay for additional Internet and e-mail accounts
with others in your home, you should realize that the benefits of multiple
accounts far outweigh the costs. Using an e-mail account that’s separate from one
your child or spouse uses will keep any messages you receive private. It will pre-
vent others from responding to messages with your account and posing as you.
The last thing you want is your child sending a nasty message to your boss, using
an e-mail account that show’s your name as the sender. Using separate dial-up
connections will also enable you to maintain an element of privacy and prove
which sites were visited by you. As we discuss in later chapters, your Internet
account can be used to show which sites you visited and when. If your teenaged
child decided to use an Internet connection provided by your company, you
wouldn’t want to explain why an account meant for you was being used to access
inappropriate sites.

While we fully discuss the risks of sharing accounts in Chapter 6, you should
understand that multiple accounts can be created for Internet connections, e-mail
accounts, and even accounts used by your operating system. This is handy in your
work environment as well as within your home.

Creating Multiple Accounts in Windows

Microsoft enables you to make separate accounts for people through different
versions of the Windows operating system. The level of security these accounts
will provide depends on the version of Windows being used.

Windows 98 has the ability to create a multiuser environment, but creating
accounts for this operating system will only allow users to control their own dis-
play settings, background, and other environmental changes. It doesn’t allow you
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to decide whether certain users can open specific files, use certain programs, or
view different folders on the hard disk. The accounts are used to control environ-
ment settings, not security settings on the computer.

To create accounts in Windows 98, double-click the Users icon in the
Control Panel, and follow the steps of the wizard that appears that allows you
to enter a username and password. While this won't deter users with different
accounts from accessing data throughout the computer, it will hide documents
stored on the desktop from other users and allow users a certain freedom in
defining their own environmental settings. In other words, Windows 98 won't
prevent any user from viewing files stored in a folder on your hard disk. If a doc-
ument is saved by you to the desktop, another user won't see it on the desktop
when he or she logs on. If that person decided to use Windows Explorer to navi-
gate through the folders on your hard disk however, they would still be able to
open it. As mentioned, Windows 98 provides minimal security compared to other
systems like Windows NT or 2000.

Windows XP, however, provides you with the ability to set up individual user
accounts for your computer with different levels of security. The levels of access
in Windows XP are:

= Restricted
= Standard
= Administrator

Restricted accounts are also referred to as Guest accounts, and they have the
ability to use installed software and save documents. Standard accounts are also
called Limited accounts, and they have the abilities of a Restricted account as well
as being able to install most programs and change their own passwords.
Administrator accounts have all these abilities as well as being able to create user
accounts, change system files and settings, read other user account files, change
their passwords, add and remove hardware, and install any programs.

Setting Up an Account in Windows XP

To set up an account in Windows XP with any of these security levels, you must
follow these steps:
1. Click Start menu | Settings | Control Panel. In the Control
Panel, double-click the icon labeled User Accounts

2. Click the Users tab, and then click the Add button.
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3. Enter a name for the account, your full name, and an optional descrip-
tion of the account. If your computer is part of a domain, enter the
domain name. If it is not part of a network or is part of a peer-to-peer
network, leave the domain entry blank. Click Next to continue.

4. Enter the password for the account, and then enter it a second time to
confirm it. Click Next to continue.

5. Select the level of access for this account (that is, Administrator,
Standard, or Restricted), and then click Finish.

Setting Up an Account in Windows 2000

Windows 2000 Professional enables you to make local user accounts, which have
varying degrees of access to the system and folders and files on the computer.You
create users for the computer using the Users and Passwords tool in Control
Panel with an account that’s a member of the Administrators group. If you
double-click the Users and Passwords icon, a dialog box opens with a button
labeled Add. Click the Add button; you will be able to create a new account by
adding information for the account. For greater control over users, you can use
the Advanced tab of Users and Passwords by following these steps:

1. In Users and Passwords, click the Advanced tab and then click the
button on this tab labeled Advanced. Microsoft Management Console
with the Local Users and Groups snap-in will appear.

2. In the right pane of Local Users and Groups, click the folder labeled
Users to display a list of users in the right pane.

3. In the right pane, right-click an empty space to display a menu, and then
click the New User item from the menu. This will start the New User
wizard.

4. Enter the account name for the user, their full name, and an optional
description of the user. Below this, enter the password for the user twice
(once to specify it, and a second time to confirm it).

5. Click Create to create a new account

Creating Multiple Internet Connection Accounts

Microsoft makes it easy to create new Internet connections by providing wizards
that take you step-by-step through the process of setting up a new account. By
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following the instructions provided on each screen of the wizard, you should
have little to no problem setting up accounts in whatever version of Windows
you’re using. If you’re using an operating system other than Windows, you should
also have the ability to create multiple Internet accounts on your machine.To do
this, check the Help files of your operating system.

Setting up Multiple Internet
Connection Accounts in Windows 98

In Windows 98, you create new accounts using the Make New Connection
wizard. After you complete setting up an account with the wizard, a new icon
will appear in Dial-Up Networking. To create a new account, follow these steps:

1. Click Start | All Programs | Accessories | Communications |
Dial-Up Networking. In Dial-Up Networking, double-click the icon
labeled Make New Connection.

2. When the Make New Connection Wizard appears, enter the name the
connection will appear as in Dial-Up Networking. From the drop-down
list below, select the device that will be used to connect to the Internet.
Click Next.

3. Enter the area code and phone number to call to connect to your
Internet Service Provider. From the drop-down list, select the country
your ISP is located in. Click Next.

4. Click Finish to complete the setup of your account.

Setting up Multiple Internet
Connection Accounts in Windows XP

Windows XP also uses a wizard to set up multiple Internet accounts. The wizard
walks you through setting up new accounts.You access this wizard through the
Control Panel on the Start menu, and then you follow the instructions on each
screen. To create a new account, you would follow these steps:

1. Click Start | All Programs | Accessories | Communications. In
Communications, double-click the icon labeled New Connection
Wizard.

Click Next when the first screen appears, welcoming you to the wizard.
Select the option labeled Connect to the Internet. Click Next.
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4.

10.

When the next screen appears, you have the options of Choose from a
list of Internet service providers (ISPs), Set up my connection
manually, or Use the CD | got from my ISP. If you choose the
first option, a list of ISPs will be provided that you can select from. If
you choose the second option, you will continue answering questions
that will enable you to set up your new connection. The third option is
used if your ISP provided a CD that is used to install software and auto-
matically configure settings. For this section’s example, we continue with
the steps needed to set up a connection manually. Click Next.

The next screen provides three options that are used to configure your
account—Connect using a dial-up modem, Connect using a
broadband connection that requires a username and password,
and Connect using a broadband connection that is always on.
While these options are self-explanatory, your choice will depend on the
type of connection you’re using to get on the Internet. For the
remaining steps, we assume that you're setting up a dial-up connection.
After making this choice, click Next.

Enter the name for this connection, and then click Next.
Enter the phone number for the ISP and then click Next.

When the next screen appears, you can decide who will have access to
the account. If you wanted to allow any account in Windows to use this
connection, you would select Anyone’s use. For the connection to only
be available to the account you’re currently logged in with, select the
option called My use only. Because we are setting up an account that
can only be used by you, select My use only, and then click Next.

In the field labeled User name, enter the username provided by your
ISP for this account. In the other two fields, enter your password. To
prevent those who shouldn’t have access to this account from using it,
deselect the checkbox labeled Use this account name and password
when anyone connects to the Internet from this computer.To
ensure this is deselected, verify that a checkmark doesn’t appear in the
checkbox. Click Next to continue.

Click Finish to complete the setup of your account.
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Setting up Multiple Internet

Connection Accounts in Windows 2000

Windows 2000 provides an Internet Connection Wizard built into it that’s similar
to the one found in Windows XP. This wizard can be launched through Internet
Options in the Control Panel.To set up a new account in Windows 2000,
follow these steps:

1.

Click Start | Settings | Control Panel. In Control Panel, double-
click the icon labeled Internet Options.

Click the tab labeled Connections. On this tab, you’ll see a button
labeled Setup. Click this button to launch the wizard.

When the Internet Connection Wizard appears, you will see three
options that allow you to sign up for a new account, transfer an existing
account to the computer, and set up an account manually. For the
instructions that follow, select I want to set up my Internet connec-
tion manually, or 1 want to connect through a Local Area
Network (LAN). Click Next.

The next screen provides to options I connect through a phone line
and a modem and | connect through a local area network
(LAN). For the instructions that follow, select the first option of con-
necting through a phone line. Click Next.

Enter the area code and phone number to call to connect to your
Internet Service Provider. From the drop-down list below, select the
country in which your ISP is located in. Click Next.

Enter the username and password for the account. Click Next.
Enter the name for this connection. Click Next.

The screen that follows allows you to set up a new e-mail account. If
you decided to create a new e-mail account, you would choose Yes.
Because we discuss creating new accounts in the next section, you
should choose No for this instruction. Click Next.

Click Finish to complete the setup of your account.
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Creating Multiple E-mail
Accounts with Outlook Express

Outlook Express provides the capability for multiple e-mail accounts to be used
and keeps any messages and contacts for each account separated. In other words,
each member of your family can have their own account set up in Outlook
Express, and configured so they can’t see one another’s e-mail or contacts. To
configure Outlook Express in this way, you would set up a different identity for
each e-mail account.

Before setting up any identities in Outlook Express, you should obtain the
following information from your ISP:

= E-mail address of the new account (such as.
username@domainname.com)

= Names of the mail servers used for incoming and outgoing mail
= Account name and password for the e-mail account

Without this information, you might have difficulty setting up a new identity in
Outlook Express. To save yourself from experiencing problems, ensure that you
have this information handy.

Identities can be set up in Outlook Express by clicking the File menu, selecting
Identities, and then clicking the menu item labeled Add New Identity. Upon
clicking this menu item, a screen will appear, asking you to enter the name for the
identity. To prevent others from viewing the e-mail and Address Book contacts of
this new identity, ensure the checkbox labeled Require a password is checked.
You then enter a password for the identity, which anyone attempting to access this
account will need to enter. Upon clicking OK, you’ll be asked if you want to log
on as the new user. If you choose Yes, then you will be prompted for information
about the new e-mail account. If you choose No, you’ll still be able to configure
the account the first time this identity is used. The Internet Connection Wizard is
invoked the first time a new identity is used, requesting information to set up a
new e-mail account, as shown in the following steps:

1. The first screen prompts you to enter the name of the person who will
use the account. The name entered is what will appear in the From field
in an outgoing message. Click Next.

2. Enter the e-mail address to be used for the account. Click Next.
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3. On the screen that appears next, enter the name of the mail server used
by your ISP for incoming mail. Below this, enter the name of the mail
server used by your ISP for outgoing mail. Click Next.

4. Enter the username and password for the e-mail account. To require the
user to enter his or her password each time this account checks for new
e-mail, ensure the checkbox labeled Remember password is clear.
Otherwise, check the checkbox to allow e-mail to be downloaded from
the server, and new e-mail to be sent without having to enter a pass-
word. Click Next.

5. Click Finish to complete the setup of your account

What You Can’t See Can Hurt You

Hidden Data about You

User accounts might contain varying degrees of information about a user.
Some accounts, such as those on networks, provide the ability to put per-
sonal information including addresses, phone numbers, Social Security
Numbers, or other data that can be useful to identity thieves. Most sys-
tems, like Windows 2000, provide the ability to control who can view the
information and generally restrict access to members of an Administrator
group. For this reason, you should limit who has Administrator access.
Routinely granting high-level access to users of a computer or network can
have the same effect as having no security at all.

Using Disk and File Encryption

Encryption is the process of scrambling data so that it can’t be viewed by anyone
who shouldn’t have access to it. If anyone gains access to your system remotely or
by physically accessing your computer, he or she won’t be able to view the
encrypted data. For example, let’s say someone steals your laptop and starts the
computer in the hopes of viewing private information stored on your hard disk.
Because you've encrypted the data on the disk, they would be unable to view it
without a password or encryption key. An encryption key is an algorithm or
mathematical code that’s used to encrypt and decrypt the data. Without this key,
the person attempting to view the data is essentially locked out.
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Encrypting data can be performed in a number of ways. Some operating sys-
tems have native support for encryption, so you don’t have to install any third-
party programs on your computer to encrypt data. Using this feature, you can
encrypt files and folders on your system. Other operating systems don’t provide
this support, meaning that you need to install programs available from the
Internet. Some of these programs create a virtual disk, which is an encrypted file
on your hard disk that appears like a normal drive letter.\WWe discuss each of these
in the paragraphs that follow. In Chapter 3, we discuss encryption further by
looking at how e-mail and file attachments can be encrypted using tools like
Pretty Good Privacy.

Windows XP and Windows 2000 provide the ability to encrypt data on hard
disks formatted to use the NTFS file system. NTFS provides encryption through
the Encrypting File System (EFS) that allows you to encrypt files or folders. If
you encrypt a folder, all files within the folder are also encrypted. EFS uses a
unique encryption key that is available to people who are authorized to view the
data, and it controls the encryption/decryption process. This goes on in the back-
ground, however, making the process transparent.You’re not even aware that a file
is encrypted unless you’re not authorized to view the data.

Encrypting data in Windows 2000 and Windows XP is done through
Windows Explorer. In Windows Explorer, navigate through the folders to find
the file or folder you want to encrypt. After you’ve decided on what you want to
encrypt, follow these steps:

1. Right-click the file or folder, and then click the Properties item on the
menu that appears.

2. When the Properties dialog box appears, select the General tab, and
then click Advanced.

3. Click the Encrypt Contents To Secure Data checkbox. Ensure that a
checkmark appears in this checkbox to indicate that the file or folder is
to be encrypted.

4. Click OK.

Decrypting data in Windows 2000 and Windows XP is equally simple. The
same procedure you used to encrypt data is followed, except that you clear the
Encrypt Contents To Secure Data checkbox. After this checkbox is cleared,
the file or folder in question will be decrypted after you click the OK button.

EFS does have some limitations, and it will not allow you to encrypt every
file on your system. If compression is used on files and folders, you can’t encrypt
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them.You have the choice of either compressing or encrypting files and folders,
but you can’t do both.You also can’t encrypt files with the System attribute,
because this could cause problems with your system. Finally, and most impor-
tantly, EFS can only be used on hard disks using the NTFS file system. If you're
using any other file system, then EFS won’t be available to use. Aside from these
limitations, you can encrypt any other files and folders on your system.

Other operating systems might not have native encryption support, but they
can still benefit from third-party encryption tools. One such tool is BestCrypt,
which can be downloaded from Jetico’s Web site at www.jetico.com. BestCrypt
supports Windows 3.1/9x/Me/NT/2000/XP as well as DOS and Linux. It uses
several encryption algorithms, including Blowfish, Twofish, Rijndael, and GOST,
which ensures that your data is protected. Using the control panel shown in
Figure 2.8, BestCrypt creates a virtual drive on your hard disk that (as far as other
programs on your computer are concerned) functions as an actual drive on your
computer. Files saved to the virtual drive are automatically encrypted.

Figure 2.8 BestCrypt Control Panel
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BestCrypt’s control panel is used to create a container on your hard disk. This
container is an encrypted folder that is mounted using BestCrypt and then
appears as another hard disk. When looking at Figure 2.8, C:\ is the actual hard
disk on the computer, D:\ is a CD-ROM, and E:\ is the mounted virtual drive.
Although E:\ can be used as an actual encrypted drive, it is really a file called
New Container.jbc, which is stored in C:\BestCryptContainer.When configuring
the container used for this drive, you can specify both the size and encryption
method used. Any data saved to the container is encrypted, and any data removed
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from the folder is automatically decrypted. To access any data in the container,
you need to use a special password created with the control panel.

Digging Deeper...

The Cipher Tool in Windows 2000

Windows 2000 provides an additional method of encrypting data on
your computer. A tool called cipher.exe can be used from the command
prompt to display, encrypt, and decrypt data. To encrypt or decrypt data,
you type CIPHER with any command line switches and the name of the
file or directory being encrypted. The switches used with this tool are:

= /E Encrypts the data

= /D Decrypts the data

= /S Performs the command on any subdirectories and files in
those directories

= /I Continues performing the command after errors have
occurred

= /F Forces encryption on directories, even if they are already
encrypted

= /Q Reports the most essential information
While the cipher.exe option exists, encrypting and decrypting files

and folders through Windows Explorer is considerably easier, as
described earlier in this section.

Choosing Strong Passwords

Passwords are a series of characters that are used to identify whether a person has
the authority to access specific resources. This might sound like technobabble, but
it’s really not that difficult to understand. You’ve probably seen old war movies,
where a sentry asks, “Hark! Who goes there?” and then follows up with the ques-
tion, “What’s the password?”When the sentry asks who is approaching, the
person answers with his or her name. This is the same as the field on a login
screen that asks for your username or account name.While this identifies you,
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you might not be who you say you are. That is why a password is required. The
password is a code that helps to prove your identity, and it establishes that you
have authority to enter and use certain resources.

Poorly chosen passwords are regarded as the most common threat to network
security. Once a person accesses a computerized system using your account and
password, the system will accept that person as if they were you. The impact of
this will often depend on what the password is used for. For instance:

= Someone with your computer or network password could access your
files, including financial records, e-mail messages, stored lists of other
passwords, and other information you want to remain private.

= Someone with your online banking password could withdraw money;,
apply for credit cards and loans, or purchase items online billing them to
your account or new accounts they’ve set up in your name.

= Someone with seemingly less critical passwords, like chat programs,
could be a major problem, because someone impersonating you could
damage your reputation and be a source of embarrassment.

While the preceding are just a few examples, they show how stolen passwords
can affect you in a variety of ways. Unfortunately, as with many of the tactics
used in identity theft, you won’t be aware that your password has been stolen
until after the damage is done. This is why you should be proactive about pro-
tecting your identity.

Avoiding Weak Passwords

Because passwords play such an important role in security, you should avoid weak
passwords. Weak passwords are passwords that are easily guessed or cracked with a
hacking tool. The following is a list of commonly used weak passwords. Look
them over, and see whether you’ve made the mistake of using a weak password:

= The words PASSWORD, SECRET, PAYDAY, BONKERS, and GOD.
These are commonly used passwords, therefore easy to guess.

= The first, middle, or last name of yourself, your significant other, or child.
= Birthdays or anniversaries.

= Your username, part of your username, or your username spelled back-
wards. For example, if your username was JOHNDOE, don't use
JOHNDOE, JOHND, EODNHO)J, or similar variations.
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= Repeated characters, such as AAAAAAA or 666666.
= Consecutive letters or numbers, like ABCD or 1234.
= Adjacent characters on your keyboard, such as QWERTY.

= Words that describe your duties or tasks, such as MANAGER or
DEADLINE. Many people use such words that describe their job or are
stress related.

= \Words that describe your ethnicity, religion, or group affiliations, such as
ITALIAN, CHRISTIAN, or WRITERSGUILD. People commonly use
such elements of themselves for their password.

= The current month or season of the year, such as FEBRUARY or
WINTER.

= Words related to their favorite sport or team. For example, MAPLE-
LEAF or HOCKEY would be easy to guess if people knew you were a
sports fan.

= Obscene or sexual terms.

= Words found in the dictionary. This not only includes the English dictio-
nary, but the dictionary of any language. Because software is available
that will hack your password by trying every word in the dictionary;,
even the most obscure word serves as a weak password.

In addition to avoiding these pitfalls, you should remember to change your
password on a regular basis. If someone has your password, changing it will
remove his or her ability to use the password from that point on. Microsoft rec-
ommends you change your password every 45 days, but it is common for pass-
words to be changed every 90 days. While you should do this on your own with
all your passwords, some networks might be configured to force you to change
your password after a period of time.

When changing your password, you should come up with a new password
each time. Many people make the mistake of recycling several passwords over and
over. If someone knew what your password was three months ago, they might try
it every so often to see if you're reusing it. Many companies realize this and force
users to use different passwords for a certain number of changes. For example, an
enterprise might require users to change to a new password a dozen times before
a password can be reused.

WWW.SyNngress.com



Protecting Your Hard Drive = Chapter 2

You should also avoid variations of previously used passwords. A common
mistake is to use the same password, add a number to the end, and increment it.
For example, if you had the password BonGO1, you might be tempted to change
it to BonGO2, BonGO3, and so forth for future passwords. However, if someone
knew that your previous password was BonGO1, he or she might try incre-
menting the numbers until they get it right.

A final mistake to avoid is using the same password in more than one place.
For example, you might be tempted to use the password for your Internet
account, network login, and e-mail. You might even use this password for dif-
ferent WWeb sites, such as auctions, banking, or sites that offer other services. If an
identity thief gets one of these passwords, then he or she could access multiple
accounts. For this reason, you should use a different password for each account.

Protecting PINs

A PIN (short for Personal Identification Number) is a form of password that’s
numerical in nature. If you’ve ever used a debit card or credit card at an ATM
machine, or perhaps used online banking, you were required to enter a series of
numbers to prove you're authorized to use the accounts. In this case, your debit
or credit card number was your user ID and your PIN is your password.

Because of the convenience of debit and credit cards, many people get so
comfortable using them that they become lax protecting their PIN. If you don’t
shield the keypad when you enter your PIN, you might allow others to see your
PIN as it’s entered. You might not even think to shield your credit card from a
person behind you in line who could view the credit card number. Criminals do
something called shoulder surfing, a technique in which the thief looks over and
memorizes your number. If they can memorize your credit card number, they
can order items with it by phone, over the Internet, or through the mail. If they
obtain your debit card and PIN, they can purchase items or withdraw money
from your accounts.

As with other passwords, there are common mistakes that are made when
a person creates a PIN. Some people repeat numbers in their PIN, such as 3333,
or use consecutive numbers like 12345. These are easy for thieves to see when
shoulder surfing or to guess if entering random numbers in an attempt to guess
a PIN.

Another use for PINs is online banking. With online banking, you are
required to enter the number on your debit card or your bank account number
as your user ID and a PIN (or personal access code) as your password. Many
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banks set up access to online banking over the phone, and have their customers
enter a multiple digit code by pressing numbers on the keypad of their phone. In
addition to making the previously mentioned mistakes for PINSs, customers com-
monly use the first or last part of their debit card or bank account number as
their personal access code. For example, if your debit card number was
1234567890, you might choose 1234 or 67890 as your PIN. Because many crim-
inals know the common mistakes people make, they know which numbers to try
as possible PINs.

Some people are worried about forgetting their PIN and subsequently create
a security threat by writing PINs down. A person might jot down a PIN on a
piece of paper and carry it in her purse or wallet, so she can refer to it as needed.
In some cases, people have gone so far as to write the PIN on the debit or credit
card itself. Unfortunately, if his card is lost or stolen, the criminal not only has the
card but also has the PIN.

Similar to this problem is one where people share their PIN with others. For
example, you might ask a friend, family member, coworker, or acquaintance to
purchase something on your behalf, and then you’ll hand over your card and PIN
to purchase the item. In doing so, you are giving the person the ability to empty
your bank account or max out your credit card. Because the person has your PIN
and access to your card and/or account number, he now has potential access to
your finances anytime in the future. Remember the level of trust you're
bestowing on this person and make an informed decision about whether the
person is worthy of your trust.

Tradeoffs: Using Password Storage

You know the old saying, “You can’t have everything.”When security is an issue,
there is a tradeoff between defense and convenience. The more secure your pass-
word, the more difficult it will be to use. The easier your password, the less secure
it will be. It is up to you to find a balance between that two that’s both comfort-
able and secure.

One way to help keep track of your passwords is to evaluate the information
you’re accessing. Some sites that require passwords, such as logging into your
company’s network, will allow you to access network files, e-mail, and other ser-
vices. In such cases, you should use a password that’s difficult to guess or crack.
Otbher sites provide low security information and wouldn't really require a strong
password. If you visited a site that allowed you to view the weather in your area,
Web casts, or news articles, significant password security wouldn’t be necessary. In
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such cases, there would be little harm in using a generic password that’s used for
multiple sites. The exception would be if you had to fill out a form with personal
information to set up an account on such sites. Because you wouldn’t want an
identity thief accessing this information, a more secure password would be needed.

Some software makes it easier to remember passwords by storing them and
entering them as needed. Internet Explorer 6 provides an AutoComplete feature
that allows you to save entries made into Web pages. For example, if you entered
a username and password on a certain WWeb page, the dialog box shown in the
Figure 2.9 would appear. By clicking the Yes button, your entry is saved. The
next time you go to this page and enter your username, the password will auto-
matically be entered. This saves you from remembering every password you use
for each Web site. However, if multiple users use your computer, then anyone
who visits that Web site and enters your username will have the password appear
automatically. This means they will be able to access the site as if they were you.
This is a particular problem if you use e-mail sites like Hotmail, because people
will be able to view your messages and compose new ones as you. If the pass-
word were saved for an auction site, they could make bids in your name. Most
importantly, if you saved the password or PIN used for an online banking site,
then they could perform online transactions, apply for credit and loans, and any
other services you could do yourself.

Figure 2.9 AutoComplete Feature in Internet Explorer 6
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Information saved with the AutoComplete feature is stored on your com-
puter and saved in an encrypted format. This prevents \Web sites and hackers from
obtaining your passwords through this feature. However, despite these measures to
protect your privacy, remember that the only way to be 100 percent secure on
the Internet is to never to go on the Internet at all. The most secure method of
storing a password is in your own memory, not on computers. As such, you
should use your best judgement when deciding what passwords will be stored
with this feature.

Because of the possible danger of someone obtaining information from the
AutoComplete feature, you should consider the value of information you're
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accessing before you choose to allow Internet Explorer to remember the pass-
word. For example, if you are accessing an online magazine and don't care if
anyone else uses your password to view it, then you might allow IE6 to
remember the password. If you are entering your online banking site, then you
would probably click the No button, so that IE6 doesn’t save the password and
AutoComplete it the next time someone visits the WWeb site.

If you don’t want to use the AutoComplete feature at all, then you should
consider disabling it, so that IE6 doesn’t offer that option when you fill out
entries on an online form.To disable AutoComplete, do the following:

1. Click the Tools menu in Internet Explorer and select Internet Options.
2. When the Internet Options dialog box appears, click the Content tab.

3. In the Personal Information section of the Content tab, click the
button that’s labeled AutoComplete. This will display the dialog box
shown in Figure 2.10.

4. When the AutoComplete Settings dialog box appears, clear the
checkbox for User names and passwords on forms in the section
labeled Use AutoComplete for (see Figure 2.10).

5. To clear any entries that AutoComplete has already stored, click the
button labeled Clear Passwords in the section labeled Clear
AutoComplete history” (see Figure 2.10).

Figure 2.10 AutoComplete Settings in Internet Explorer 6
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If you decide to not use the AutoComplete feature and to rely on your own
memory, you might be tempted to write down your password. Many people
make the mistake of writing passwords on a sticky note and posting them on
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their monitors, beneath keyboard trays, or under their desks. The problem is that
so many people do this, thieves know to look in these places. If youre worried
about forgetting your usernames and passwords, and you are steadfast in your
decision to write them down, then store the document with your passwords in a
safe place. Many companies make a list of administrator passwords, seal them in
an envelope, and lock them in a safe. If you don’t have a safe, consider getting a
safety deposit box and keeping your passwords in there. If you forget one, you
can refer to it, while being assured that they’re secure.

In addition to the AutoComplete feature in Internet Explorer, there are
numerous tools on the Internet that allow you to manage your passwords. These
tools have varying degrees of security, but might be useful to keep track of all the
passwords you might use. We discuss these in Chapter 4 of this book.

Digging Deeper...

Writing Down Passwords

Despite the importance of keeping passwords private, many people dis-
play their passwords in plain sight. On one occasion, a manager com-
plained that when he used an Internet dial-up account from his
computer, someone else in the office always seemed to be using it
already. This prevented him from going online, and he wanted to get a
second dial-up account for the office.

While fixing a computer, the technician noticed a sticky note on the
monitor of an office computer used to access the Internet. This Internet
terminal was in the center of the office and in a major traffic area. The
words Internet Password were scrawled at the top of the note, and the
username and password of the dial-up account were written below. It
was never established how many people had set up the account on their
home computers and laptops, but usage of this account dropped sig-
nificantly after the password was changed.

Creating Strong Passwords You Can Remember

The best method of maintaining your passwords is to never document them and
never rely on tools to remember them for you. The trick is to find a balance
between having a password that you can remember and having a password that’s

www.syngress.com

93



94

Chapter 2 = Protecting Your Hard Drive

difficult to crack or guess. By keeping passwords memorized, you increase the
security of your identity.

Passwords have a number of common elements that must exist if the password
is to be considered strong. A well-chosen password will consist of combinations
of the following:

= Uppercase letters like A, B, C, and so on
= Lowercase letters like a, b, ¢, and so on
=  Numerals like 1, 2, 3, and so on

= Special characters, such as symbols and punctuation. These include
({3H].<=>"Y |\~ @#$%NE*()-)

You should use at least three of these different types of characters in your
password. The more combinations you use, the more difficult it will be for
hacking programs to crack your password.

You should also use six or more characters in your password. The more char-
acters used in your password, the more difficult it will be for thieves to determine
your password when shoulder surfing or using hacking tools. The limited length
of your passwords will depend on the limits set by whoever created the program
you’re entering a password into. Some Web sites might have an eight-character
limit, while operating systems like Windows XP and Windows 2000 allow pass-
words that are up to 128 characters in length.

The length of passwords and characters you use will also depend on the Web
sites you visit. Many sites differ in the number of characters you can use for pass-
words, what characters can be used, and the order the characters appear in your
password. For example, one site might limit your password to eight characters, not
allow you to use special characters, and require it to begin with an upper or low-
ercase letter.When visiting sites, you should follow the instructions provided
regarding what’s expected of the passwords you use.

After you know the components of creating a strong password, the next trick
is remembering your passwords. One method that has been used by people for
years involves coming up with a phrase that describes the site, and then using the
first letter of each word. For example, if you went to Cisco’s site, you would see
that they make routers for networks. A sentence you could use to describe this
site might be Cisco makes routers for networks. By taking the first letter of each
word, your password becomes Cmrfn. Another option, so that you are sure to
remember exactly which words are in your phrase, is to use a phrase from a
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familiar song, poem, or movie dialogue. While this seems simple enough, you'll
notice there is a problem with this easy-to-remember password—it only uses two
of the categories used to make strong passwords (uppercase and lowercase letters),
and it is less than six characters in length.

To strengthen the password, you need to add numbers, special characters, or
both to the password. A common method is to take a number you're familiar with,
such as a birth date, and interlace it with the word. If the date was January 1, 2002,
then you could put each number of the date after each letter. By doing this, the
numbers 01-01-2002 and Cmrfn becomes C1m1r2fOn02.

While this is a common method of creating strong passwords, there are alter-
native methods that I’ve suggested to people over the years. A simple method of
creating a strong password that’s easy to remember is to combine the name of a
company or a product that’s offered on a site with the date that you first regis-
tered. For example, if you registered on January 1, 2002 with a site that provides
an online magazine about widgets, your password might be Widget#112002. You
could further strengthen your password by putting the date inside of the word
itself. For example, if you decided the date would be after the second letter in the
word, it would become Wi#112002dget. To aid in remembering the dates you
registered, you could document the site and date for future reference. Although
the document serves as a list of passwords, it wouldn’t be obvious to anyone
reading the list.

Another simple method of creating easy-to-remember passwords that combine
letters and numbers is based on a child’s game. As a child, you might have passed
“secret” messages in which the letters were converted to numbers, based on their
respective places in the alphabet. As shown in Table 2.1, writing the message
required knowing that A was the first letter in the alphabet, B was the second, and
so on. Breaking the code involved changing 1 to A, 2 to B, 3 to C, and so on.
Using this code, the word widget would now become 23947520. By combining the
word and number together, and adding a special character to separate it, you now
have an incredibly strong password. For example, if you went to Cisco’s site, you
could use a password that is a combination of the name Cisco, the numerical repre-
sentation of this name, and a symbol, such as an exclamation mark after the second
letter. This means your password would be Cilsco3919315. While the password is
complex, knowing how it was created makes it easy to remember.
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Table 2.1 Converting Letters to Numbers

AL, 1 N ... 14
B ...... 2 O...... 15
C...... 3 P ... .. 16
D...... 4 Q...... 17
E...... 5 R...... 18
Foo. ... 6 S ...... 19
G...... 7 T .. 20
H...... 8 U...... 21
Lo, 9 Voo 22
I oo, 10 W oo 23
K.oooo.. 11 X .. 24
Lo, 12 Y oo 25
M...... 13 Z . ..., 26

One drawback of using this method is that it is only feasible to use with
company names, products, or other words that are small. Converting longer
words, like Microsoft or HackProofingldentity Theft, into a numerical equivalent
would be more difficult. Despite this, it does provide you with an alternative to
creating passwords you can remember.

While each of these methods are useful in remembering strong passwords,
they aren’t viable when remembering PINs. As mentioned earlier, PINs are
numerical, so many people use simple combinations (such as 1234) or difficult
combinations that they write down to remember. Each method is a security risk,
which makes it easy for criminals to obtain your PIN.

An easy way to remember your PIN is to associate it with a word. If you
look on the keypad of your phone, you’ll see that many of the numbers have let-
ters associated with them. Before creating the PIN for your debit card, you could
look at the keypad of a telephone and come up with a word. For example, if you
thought of the word JARS, you would see that the letters on the keypad of a
phone are associated with the numbers 5277. If you have an existing PIN that
you’re not ready to change, you could use this method and look at the keypad to
come up with a word. For example, if your existing PIN is 4475, you would see
that these numbers make the word GIRL.
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If you absolutely must write down your PIN (which we strongly discourage),
you should at least make it very difficult for anyone to identify it as a PIN. One
method is to disguise the PIN as a phone number in your personal phone book.
For example, if you needed to note the PIN for your bank, in the B section of
your phone book (B for bank), you might write down Bob, followed by your
PIN within a fake number. If your PIN is 9934, then “Bob’s”” number might be
905-555-9934. Anyone reading the number would think it’s your friend’s phone
number rather than the PIN for your debit card.
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Summary

A significant amount of information might reside on your computer, which
might be vulnerable to various forms of attack.You should be aware of the data
existing on your computer and where data might exist (such as the Registry), and
you should make efforts to protect your information. By managing your files
under a single directory structure (such as the My Documents folder), you can
identify what information resides on your computer, limit the possibility of the
data being accidentally shared, and make it easier to back up the files.

In addition to files you want to keep on your system, there are also files you
should remove. Certain files exist in your Temporary Internet Files folder,
Cookies folder, History folder, and Temporary folder that could allow cyber
criminals to view private information about you or conclude certain facts about
your browsing habits. In addition, temporary files created by software on your
machine could allow culprits to acquire data that you wanted to remain private.
While operating systems provide tools to delete these files, a number of tools are
available on the Internet that you can schedule to delete such files automatically.

A variety of viruses, Trojans, and malicious programs can wreak havoc on
both your computer and your personal life. Such files can be downloaded from
the Internet, attached to e-mails, or acquired through a variety of other methods.
To protect yourself, resist the urge to open any files you weren’t expecting to
receive in e-mail, or downloaded from less-than-reputable sites. To protect your
data, install antivirus software and be careful of the programs you install on your
machine.

Updating software is just as important as updating the signature files used
with your antivirus software.When operating systems and other software pro-
grams are released on the market, they might contain bugs that make them func-
tion unpredictably. They might also contain vulnerabilities that could be exploited
by hackers, viruses, Trojans, and other malicious programs or cyber criminals. To
ensure that any problem code in a program is fixed and your system is as secure
as possible, you should check the software manufacturer’s site and ensure that you
have all the latest patches, bug fixes, and other updates installed on your machine.

You can create accounts to identify yourself and provide you with access to
resources. This includes accounts that can be used to access the operating system,
network, Internet, and e-mail accounts on your computer. By creating new
accounts, you can control access to information that is accessible through the dif-
ferent accounts. Unfortunately, if you share your account information, you allow
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others to have the ability to view your data and impersonate you on the Internet
or corporate network.You should avoid sharing accounts whenever possible.

Passwords are vital to security. Strong passwords decrease your chances of
someone accessing your account. By using a combination of uppercase and low-
ercase letters, numbers, and special characters, you decrease the chances of
someone guessing or cracking your password.

Solutions Fast Track 3
Know Your Computer
M You should organize your personal files so they are in subdirectories ‘

under a single directory. Not only will this prevent accidental sharing of
folders containing important information, but it will also make it easier
to back up important files.

Don’t enter any more information than necessary when filling out
registrations for software. This information might continue to reside in
the Registry, and it might be accessible to unauthorized users and
programs (such as hackers and Trojans).

Back up important files on your computer, so you don’t lose
information if your system is infected by a virus or malicious programs
downloaded from the Internet.

Antivirus Software:Your First Line of Defense

M

]
]

Updating Your Software

|

Install antivirus software on your system and ensure that it is running
constantly in the background while you work.

Update signature files so you'’re protected from the latest viruses.

Signature files can be installed manually, or you can purchase
subscriptions to have your software update automatically.

Install any patches, fixes, or service packs that the manufacturer releases
for your antivirus software. Doing so will protect you from
vulnerabilities in the software.
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M Microsoft provides a variety of methods for updating your application
and operating system, including the Windows Update Web site, Office
Update, Critical Notification tool, and Automatic Updates.You can also
manually download updates and apply them to your system.

M Check the manufacturer’s VWeb site on a regular basis to determine
whether new updates exist for software.

& Avoiding Account Sharing

M You should avoid sharing your accounts with anyone. Doing so allows
others to impersonate you on the Internet and can result in people using
your personal information to steal your identity.

M Everyone who uses the Internet should have his or her own e-mail
. address. Sharing an e-mail account allows others to send e-mail using
.#' your name, jeopardizing your reputation and possibly your finances.

. M Set up accounts for everyone who uses your computer or network.
Doing so will limit their access to aspects of the system. Depending on
your operating system and network, you can control what data they can
access.

Using Disk and File Encryption

M Encryption prevents unauthorized persons from viewing data. It
scrambles the data so that it can’t be viewed, thereby protecting your
information.

M Encrypting File System (EFS) is a encryption system that is native to
b F computers running Windows 2000 and Windows XP.

M Tools like BestCrypt can be used to create virtual encrypted drives,
which are actually encrypted folders on the hard disk. Files stored in this
container are encrypted.

r Choosing Strong Passwords

M Use a combination of uppercase and lowercase letters, numbers, and
special characters to create your password.
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M Avoid documenting your passwords, because others might be able to
view the document and obtain your passwords.

M If a password has been compromised, change it immediately.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:

A:

| tried to encrypt data in Windows 2000, but | noticed that some files won’t
encrypt.What am | doing wrong?

Nothing is wrong. EFS will not work on System files, because your computer
could become unstable if files with this attribute were encrypted.

: My company provides me with a dial-up account, and my child uses it to surf

the Web. Should | be concerned about this account being used for nonwork-
related Internet browsing?

: Check with your company to find out what the policy is about nonwork-

related activities. Because the company pays for your connection time, they
probably have a policy stating that using the account for anything other than
work is prohibited. If this is the-case, you could be risking your job or face
disciplinary action. As such, you should set up a second dial-up account for
when you’re using the Internet for-anything other than work.

. | think someone looking over my shoulder at.work has seen my network

password. What should | do?

: Contact the network administrator, and tell him or her your concern. Arrange

to have your password changed immediately.

: My accountant has sent me an executable file in an e-mail message. Should |

be concerned?

: If you weren’t expecting a file from someone, don’t open it. Instead, contact

the person and ask if they actually sent it to you, and, if so, what the program
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does. Many malicious programs and virus infected files are sent via the
Internet. Even if a file attachment comes from a friend, family member, or
colleague, a virus might have accessed their address book and sent virus
infected files to everyone in it.

Q: My antivirus says that it has found a virus on my system.What should | do?

A: If a virus has been found, then the antivirus software has this virus included in
its signature file. Therefore, the software has the ability to remove it from your
system. To ensure no other virus-infected files exist on your system, run a
scan on all hard disks on your computer.
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Introduction

Many people are attracted to the Internet for its anonymity and are surprised to
find that they’re not as anonymous as they thought when surfing the \Web.
Hidden information exists in e-mails about you and your e-mail provider, pro-
grams might acquire your e-mail address and add you to bulk e-mailing lists, and
other people might be able to access and read your e-mail without your
knowing. As discussed in Chapter 2 and further discussed in this chapter, Trojans
and other viruses can be used to damage data on your machine, distribute viruses
using your e-mail address, and even reveal personal information about you and
your computer. While you might have started thinking there was a level of
anonymity when you started using the Internet, you’ll find that information
might not be as private as you thought.

In this chapter, we discuss methods you can use to keep your e-mail private
as well as aspects of your identity. WWe also discuss a number of common scams
involving e-mail and the Internet, and we show you how you can identify these
scams by certain indicators. While antivirus solutions are discussed in the previous
chapter, we expand on the discussion by looking at antivirus protection for e-mail
in this chapter. By the end of this chapter, you’ll have a good understanding of
how e-mail works and the problems related to e-mail, and you’ll be able to take
steps to safeguard your digital identity.

E-mail Privacy Is Not Just about Spam

Privacy is an important issue when it comes to the Internet and e-mail. Many
sites provide privacy policies that outline their rules on what is done with informa-
tion that’s provided by you or obtained through other measures. These privacy
policies might explain whether you could be added to mailing lists, if employees
can routinely access your personal information, the rights of individuals under a
certain age (such as children), or if your information is shared with the govern-
ment, law enforcement, or other organizations and individuals. By reading privacy
policies, you might find that your e-mail privacy is limited or even nonexistent.
Some of the reasons Web sites and Internet Service Providers (ISPs) release
information related to your e-mail addresses are legitimate. An example of a legit-
imate circumstance would be a criminal investigation. If someone sent threat-
ening e-mail or distributed illegal material, like child pornography, the people
investigating the case could obtain information about the person (via subpoenas,
warrants, court orders, or similar documentation) from the WWeb site or ISP.
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Unfortunately, many sites gather information about you and then sell the
information to businesses, for no reason other than to make money for them-
selves. This information might include registration information that you had
entered at a given site, such as your name, address, phone number, e-mail address,
gender, Social Security Number (or Social Insurance Number, in Canada), or any
other items that identify you. The site might take your information and then sell
it to advertisers or other third parties.

Another way your e-mail and personal information might be distributed is
through databases that allow people to search for others online. Examples of such
services are Yahoo! People Search (http://people.yahoo.com) and US SEARCH
(www.ussearch.com). Using these search engines, you can enter bits of informa-
tion about a person and acquire his or her address, phone number, age, and e-mail
address. For a fee, US SEARCH will even go so far as to perform a background
check and provide you with information about real estate ownership and value,
bankruptcy, tax liens, court judgments, and more. As you can see by this, you never
truly know who might be viewing the information you considered private. A
more detailed discussion about these databases appears in Chapter 1.

How E-mail Services Work

Before we go too far, let’s look at how e-mail is sent and where it goes. The term
e-mail is short for electronic mail and is, quite simply, an electronic letter that’s sent
over the Internet. Mail clients are programs that are used to create, send, receive,
and view e-mails, and most current mail clients allow messages to be formatted
in plain text or HTML, like Web pages. In other words, your e-mails can be
simply textual in nature, or they can include formatted text, images, sounds, back-
grounds, and other Web-page-type elements.

When you send an e-mail message, you might think that it simply goes from
Point A to Point B, but many more stops occur along the way. As shown in
Figure 3.1, when you send an e-mail, it first goes to the mail server belonging to
your ISP.When it reaches your ISP, the mail server looks at the address you're
sending the e-mail to. This e-mail address is in the form of mailbox@domain and
ends by denoting the top-level domain (such as .com, .net, .org, .ca, and so forth).
For example, if the e-mail address was mybuddy@fakedomainname.com, then the
mail server would see that the top-level domain is a .com domain.

The mail server needs to use a number of servers to find the IP address of
the recipient’s domain. An IP address is a unique number that identifies com-
puters on the Internet, and it is similar to a street address in that it is used to
ensure messages get to the correct destination. Because the sample e-mail address
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(mybuddy@fakedomainname.com) is a .com domain, the ISP’s server would con-
tact a .com server to find the IP addresses of name servers for .com domains.
After the ISP’s mail server knows where to find name servers, it sends out several
requests to the name servers to find the IP address of the recipient’s domain (in
this case, fakedomainname.com). After your ISP’s mail server has the IP address of
the recipient’s mail server, it can then send the message. When the mail server at
fakedomain.com gets the e-mail, the message will be placed in the recipient’s
mailbox.

Figure 3.1 How E-mail Gets from Sender to Recipient

/| .com Server

Name Server

Receiver ISP
Mail Server | —

E-mail Receiver

To make the e-mail process a little clearer, think of e-mailing in terms of
sending interoffice mail from one department to another.You give your mail to
the delivery person, who looks at the envelope’s destination. From the address,
the delivery person knows that the recipient is on the third floor. He goes to the
third floor and asks someone where the department is.When he finds the depart-
ment, he contacts the department to find where the department’s mailroom is.
When he finds the mailroom, he places the message in the recipient’s mailbox. To
deliver the mail, several steps must be taken to locate the recipient.

In terms of e-mail, the process is a little more complicated. The e-mail is
broken into smaller pieces of data called packets, and the packets might be routed
through numerous devices called routers. Routers are used to find the fastest route
between one point and another, and packets making up your e-mail might travel
along different routes before finally reaching their destination. Upon reaching the
destination, the computer (in this case a mail server) puts the packets back
together, so the e-mail achieves its original form.
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While this seems to be an incredibly long and arduous process, anyone who
has sent e-mail can testify that an e-mail can travel from Point A to Point B in
seconds or minutes. While multiple steps are involved, the process itself takes very
little time.

Because e-mail travels across multiple routers, servers, and lines, more parties
than just the recipient might be able to access the messages or data attached to an
e-mail. For instance, a copy of an e-mail is on your computer; therefore, anyone
who can access your computer can read your message. Because your e-mail is also
sent to your ISP, other people can view your messages that are sent onto the
Internet. People with software called sniffers can grab e-mail packets off routers
and lines on the Internet. The recipient’s ISP can look at the e-mail received by
the person the e-mail is meant for. Finally, the person receiving the e-mail will
have a copy of the e-mail when he or she downloads it from the mail server.

To protect yourself and your data, you should consider using encryption.
Encryption scrambles the contents of a message and attachments, and then puts
the contents back together on the recipient’s end. Anyone attempting to view the
data in between will generally be unable to decipher the content.We discuss how
to encrypt messages in the section later in this chapter entitled “E-mail
Encryption Made Simple.”

What You Can’t See Can Hurt You

E-mail Envelopes

Sending an e-mail is similar to sending a postcard through the mail.
Anyone with access to the postcard can read it, just as anyone who
accesses your e-mail has the ability to view its contents. For more impor-
tant mail, you would protect your mail by putting it inside an envelope
before sending it. Likewise, you might want to provide additional secu-
rity for your e-mail.

To protect e-mail, you can encrypt it before sending it onto the
Internet. You can use a variety of methods to encrypt e-mail. For
instance, Pretty Good Privacy (PGP) and Secure Sockets Layer (SSL) are
common methods, which we discuss later in this chapter.
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Big Brother and Your E-mail

When it comes to privacy, you might harbor a certain level of fear and paranoia
about “Big Brother” monitoring what you do on the Internet, what you're
writing in e-mails, and what is being done with your information. However, you
can rest easy if you take a moment to consider the logistical problems of any law
enforcement agency monitoring every computer system.To store all of the infor-
mation that everyone sends over the Internet would take an equal or greater
number of computers than are being used as Internet servers. To make this even
more difficult, you would have to have a huge population of civil servants reading
every e-mail, looking at every picture, and documenting every issue that is worth
attention. In short, it can’t be done.

However, while Big Brother probably isn’t watching you, others might be. As
you saw in the previous sections, methods exist in which your e-mail might be
intercepted, read on a mail server, or accessed in other ways. Criminals might
seek your information to obtain credit card information and other financial data,
personal information with which to steal your identity, or any number of other
facts they can use for monetary gain.

With home computers and other machines that are used by multiple people,
you might have the problem of people opening your e-mail program and
viewing your e-mail. As discussed in Chapter 2, putting password protection on
your e-mail browser is a sound method of keeping others from viewing your e-
mail. If the e-mail program on your computer supports passwords, you can set
one and ensure that anyone who doesn’t have the password will be prevented
from viewing your e-mails. The ability to place passwords on an e-mail program,
or accounts used by the program, are available in many e-mail packages, including
those used by corporate networks.

Another major weak link in e-mail security is simply forgetfulness. Many
people access their e-mail and then walk away from their computer when they’re
done reading their messages. They forget to close the e-mail program and log off.
This is a particular problem in corporate networks (both with and without
Internet access), where control of e-mail often depends on the account used to
log onto the network.When this happens, anyone who uses the computer after
you will have access to your data. This not only means they can open any of your
files on a server, but they might also be able to view your e-mail. By opening any
internal e-mail programs, they will be able to see what you’ve written, the files
you sent, and any e-mails that you’ve received. If your network has Internet
access, they might decide to browse the Internet, causing any firewall logs to
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show that it was you who visited the sites. As mentioned in Chapter 2, a sound
way to protect data when you’re away from your computer is to use password-
protected screen savers and other password-protection methods to lock out
intruders from physically accessing your computer’s data. As discussed in Chapter
5, you can also use personal firewalls to disable Internet access during certain
periods of the day or after the system has been idle for a set period of time. By
disabling Internet access, another person will be unable to browse the Internet
under the guise of your connection, and they will also be unable to send e-mail
with your account.

Companies routinely monitor Internet connectivity and e-mails being sent
from computers in the workplace. A survey conducted by the American
Management Association (www.amanet.org) found that almost 63 percent of
major companies in America monitor their employees by checking their Internet
connections, while 47 percent store and review their e-mail. This is done to
ensure that employees are following the policies outlined by the company
regarding proper usage of these technologies.

What You Can’t See Can Hurt You

Carnivore

While Big Brother probably doesn’t care what you’re writing in your e-
mail messages, the government isn’t powerless to find out. Because
those involved in organized crime, espionage, drug trafficking, and
other serious crimes might use e-mail to communicate their actions, the
FBI needed a method to perform surveillance on the e-mails involved.
The result was the Carnivore program.

Carnivore is software running on a computer that is used to inter-
cept Internet communications. It has the ability to discern e-mails
coming from a particular source. Carnivore can also be configured to
limit the type of information being intercepted. For example, they can
grab a suspect’s e-mail between the person and another particular indi-
vidual and ignore other communications.

Little information about the specifics of Carnivore is available, and
for good reason. If the public were knowledgeable about exactly how
the program worked or had access to its code or the program itself,
hackers and security experts might be able to fashion devices or soft-
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ware to block it. However, significant information is available about
what is required before agents can use Carnivore, and what would
happen if they used it inappropriately.

Before Carnivore can be used for e-mail surveillance, a high-level
official from the Department of Justice first needs to give authorization.
When this authorization is given, an order can then be filed with federal
district court judges. Even when it reaches this point, there is no guar-
antee the FBI can use Carnivore. Applications to intercept e-mail are only
approved for investigating specific federal felony offenses, and the FBI
must indicate that other techniques are too dangerous or would not
work. If a court order is given, it is limited to 30 days. If the information
being sought is acquired within this time, then e-mail interceptions must
stop. In many cases, to ensure privacy is being protected, judges might
require agents to submit reports, updating the court on their progress.
Generally, these reports must be filed every week to 10 days. In addition,
the ISP that the suspect uses must be informed, so Carnivore can be
installed.

If Carnivore is used inappropriately, the penalties can be swift and
severe. Evidence acquired with the tool can be excluded, and persons
using the tool can face civil penalties and criminal prosecution. Because
the system is complicated to install and requires assistance from an ISP,
a level of expertise and cooperation is required to install, run, and
operate the program.

How E-mails Can Get Lost

Generally, e-mail is a reliable method of sending messages. However, at times,
Murphy’s Law seems to take effect (especially when you’re sending an important
e-mail!) and a message can take a considerable amount time to reach its destina-
tion. The reasons vary, but delayed e-mail can be frustrating and even scary when
important data is delayed for a significant amount of time.

In many cases, the reason a message takes a long time to travel from your
machine to the recipient’s machine has to do with the mail servers involved. If
you send e-mail to your ISP’s mail server, and the mail server experiences prob-
lems and can’t send mail, then your messages will be stuck in that machine until
your ISP fixes it. In some cases, the e-mail you sent will be completely lost and
will never reach its destination. The same can occur when mail reaches the mail
server of the recipient’s ISP.
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As addressed in the previous section, e-mail goes through multiple hops as it
travels across cyberspace. Just as the recipient can save an e-mail to his machine, a
message can also be saved at any hop along the way. This can be a major problem
if information in the e-mail is private and considered valuable by you or the
recipient. If someone at one of the mail servers stores your e-mail and doesn’t
pass it along to the proper recipient, the e-mail can appear lost. As discussed later
in this chapter, the way to avoid e-mail being read by anyone other than the
proper recipient is to encrypt the message and any file attachments sent along
with it.

Packets of information might also get lost and bounce around cyberspace.
This happens more often than you'd expect, but generally, after a set amount of
time, the lost packets are re-sent and the information reaches its destination. At
times however, the unexpected happens, and data is sent but never received.
Problems with the mail servers, routers, or other hardware and software involved
in the process might cause the information to be lost.

In still other cases, an e-mail is never able to find the recipient. The name
servers might be unable to find the recipient’s domain, causing the e-mail to sit
on your I1SP’s mail server for a significant amount of time.When this happens, a
message is generally sent to the sender, stating that the mail could not be sent.

Similar problems might occur if the recipient’s mailbox is improperly config-
ured. If something is wrong with a person’s account, the recipient’s ISP might
send a message back to you stating that the specified mailbox could not be
found. In such cases, the recipient will need to contact her ISP and inform them
that a problem exists.

When important information appears to be lost, you should wait a reasonable
amount of time before becoming concerned that the e-mail hasn’t reached its
destination. In some cases, this can mean waiting until the next day. If you were
expecting e-mail or a reply from a recipient, send another e-mail asking if the
previous e-mail was received. In many cases, the e-mail was actually received, but
the recipient failed to respond immediately.\When all else fails, ask for an alternate
e-mail address to send the message and/or attachments, so that your e-mail can
get there sooner than later.

Have you ever changed your phone number and started receiving phone calls
meant for the previous owner of that number? The same can apply to e-mail.
When someone discontinues his or her Internet account and e-mail with an ISP,
the particular username is generally up for grabs. For example, let’s say that John
Doe had the e-mail address jdoe@fakedomainname.com. John decides he doesn’t
like the service provided by the ISP, cancels his account, and gets a new Internet
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account and e-mail with a different ISP. After John Doe leaves, a new user named
Jane Doe gets an Internet account and e-mail with the fakedomainname ISP, and
she is issued the same e-mail address that John Doe used to have.When this
occurs, e-mail that was meant for John Doe might now be sent to Jane.

When you change e-mail addresses, send out e-mail to everyone you deal
with (including colleagues at work, customers, friends, family, and so forth)
informing them of the change. Internet Service Providers are under no obligation
to forward your e-mail after you leave.

On the other end of the spectrum, instead of getting lost, some messages
remain visible to the public for long periods of time. Message boards and news-
groups allow you to post messages that are visible to anyone who uses the board
or group. Messages posted this way are like the bulletin boards that you might see
at your local grocery store, where anyone can view the message you post. If mes-
sages aren’t purged after a period of time, the information you write to message
boards and newsgroups can stay online indefinitely. For this reason, you should
take extra care when posting messages to these forums.

What You Can’t See Can Hurt You

Verifying the Safety of Attachments

Attachments are files that are included within e-mail messages. You can
think of an attachment as an enclosure to a letter that you send through
snail mail (snail mail is normal mail sent through the postal service).
Attachments can be pictures, documents, or other items that you
include with your messages.

When you receive e-mail with attachments, you should be espe-
cially careful. They might contain viruses, malicious programs designed
to damage your data, Trojans designed to send your personal informa-
tion to an e-mail address, cookies meant to acquire your e-mail address
or other information, or any number of other problematic files. If you’re
not expecting a file from someone—even someone you know—delete it.
If the e-mail is from someone you trust, then contact him first to ensure
that he actually sent an attachment to you. The results of not taking
these precautions can be devastating if you open the wrong type of file
from within your mailbox.
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Understanding Spam

Spam is unsolicited mail, much like the advertisements and other junk mail that
that frequently stuffs many home mailboxes. This is garbage mail that rarely has
any interest for you, is never asked for, and is sent by someone you don’t know.

Where spam got its name is ambiguous at best and goes back to the early days
of the Internet and BBSs (Bulletin Board Systems run on individual computers
that people dialed into directly). Some believe it comes from computer users at
the University of California who made a rather derogatory comparison between
the processed lunchmeat product made by Hormel to e-mail that nobody wants
or asks for. Others believe the term comes from the song by British comedians of
Monty Python, which was about the ubiquity of Spam.Whatever the exact
source, spam is something that isn’t likely to disappear from the Internet.

Spam often comes from lists of e-mail addresses or software that sends thou-
sands or millions of messages. While it might appear that the e-mail was sent
directly to you, it is actually from e-mail addresses or software that automates the
sending of mass e-mails. Most legitimate businesses avoid soliciting customers in
this way, because so many people find spam irritating. Also, many Internet Service
Providers find bulk mail to be a violation of the contract between them and their
customers, so they are apt to shut down sites or discontinue customers who are
sending such mail. Furthermore, the Federal Trade Commission warns that many
states have laws regulating the sending of unsolicited commercial mail, making
spamming illegal.

You can deal with spam in a number of ways. One method is to look over
the spam message and see if there is a method of having you removed from their
list so you don’t receive further e-mails from them. Usually a hyperlink or infor-
mation dealing with removal is located toward the very top or bottom of the
message.

Another method to avoid receiving spam is by disabling cookies. Cookies, as
we discuss in the next chapter, are small text files that are sent by some Web sites,
contain information about you, and are stored in a folder on your computer.
Cookies are commonly associated with Internet browsers, which access Web
pages, but, because most e-mail programs allow you to accept messages in HTML
format, HTML e-mails can contain cookies as well. (HTML is Hypertext
Markup Language, and it’s used to write WWeb pages. If you receive a solicitation
in e-mail that’s in HTML, it might look just like a colorful active Web page.)
Cookies are sometimes used to track your spending habits, and they help to gen-
erate new spam based on those habits. For this reason, plain-text messages are
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safer than HTML messages, because plain-text messages aren’t capable of storing
cookies and other content that could be dangerous. Chapter 4 and the Appendix
describe how to disable and delete cookies.

You can also contact companies you routinely deal with and inform them not
to share or sell your information. Generally, privacy policies outline whether
companies share or sell client information. If they do share or sell information,
then you might have to decide whether you really want to use their site.

Spam filters are programs that analyze the contents of a message to see if it
has the common elements of spam. If a message contains some of the common
elements, the spam filter deals with the message in a specific way. For example,
you might configure the filter to add the word spam to the subject line, so you
know that the message is spam when you look in your inbox.You can also con-
figure it to delete the suspected spam, so that you never see it. One such program
that you can use is EmTec Software’s Spam Detective, which runs on Windows sys-
tems and is available at www.emtec.com/spamdetective. However, before
investing in such software, you should visit the Web site of your Internet Service
Provider. Many ISPs offer spam detection and elimination services to customers,
in which spam-like e-mail is deleted on the server. This saves them the cost of
using bandwidth to send you e-mail that you don’t want anyway.

E-mail Attacks Are
Not Just about Viruses

The most common method of e-mail attack involves viruses, which are programs
that, once executed, can damage your data and possibly transmit your information
to others.While viruses are discussed in Chapter 2, this isn’t the only type of
e-mail attack.You can fall victim to other common methods of attack, including
worms, interceptions, impersonations, scams, and Denial of Service (DoS) attacks.

A worm is a program or computer algorithm that self-replicates, making copies
of itself and distributing the malicious programming across multiple systems.
Essentially, it “worms” its way through a system, eating up memory and using
resources along the way. An e-mail worm traditionally replicates by taking e-mail
addresses from your address book and sending itself to other people’s systems.

Some e-mail worms might go a step further and scan your mail messages. It
will look through your e-mail and take elements of your messages to create a
message that appears to be coming from you.When someone sees the e-mail
message, information in the subject line or body of the message will show that it’s
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from you, making the person confident that it’s okay to open the message. Upon
doing so, the worm is activated and attacks the system.

To prevent worms from attacking your system, antivirus software should be
installed. See the “Using Antivirus Protection for E-mail” section later in this
chapter. To avoid worms, remember that worms will propagate because of attach-
ments that are opened, or improperly shared hard disks (as discussed in Chapter
5). If you don’t know the person sending an e-mail attachment to you, or you
aren’t expecting an attachment from someone you do know, don’t open it. It’s
always better to be safe than sorry.

Malicious content can also be transmitted through HTML messages that you
receive with your e-mail software. E-mail messages can be either plain text or
HTML. As mentioned earlier, HTML is Hypertext Markup Language, which is
used to create Web pages. When you view an HTML message through your e-
mail software or a browser, you are viewing a WWeb page that could have hyper-
links, cookies, scripts, and applets.Viewing an HTML e-mail with such content
can be just as bad as visiting a Web site with this content. For safety’s sake, only
accepting e-mail messages in plain text will avoid this problem.

E-mail attacks can have a widespread effect on the Internet and public in
general. When a mail server is attacked, the server can go down.When a server
goes down, e-mail can’t be retrieved from it, and e-mail to other systems can’t be
sent. When e-mails are intercepted, or accounts and passwords are retrieved from
databases on the mail servers, both system security and personal information
security is at risk. If spam or viruses are involved, the effects of hitting one server
can be spread across multiple systems.

E-mail Attachments

E-mail attachments are commonly used to distribute viruses, but many people are
becoming aware that attached files can be dangerous. These days, many people
take steps to avoid opening them. If someone won't open the file, the virus
remains dormant on the system. Using social engineering, a user can be enticed
to open an e-mail attachment, even though they know better. For example, the “I
Love You™ virus, which is also known as the “Love Bug” or “Love Letter” virus, is
an example of how social engineering is used to get people to open virus-
infected attachments. In 2000, many people received messages with the sentence |
Love You in the subject line, thinking they had received e-mail from someone
who loved them. Upon opening the attachment with the e-mail, they were
infected with a virus. Because the virus then used the person’s e-mail program’s
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address book to distribute itself to others, other people received messages that
seemed to come from you also stating “I Love You.” By playing on a natural
desire people have to feel loved, the virus was distributed to an incredible
number of systems.

In early 2001, the “Anna Kournikova” virus also hit a massive number of sys-
tems. Anna Kournikova is a professional tennis player with a large number of fans,
and she is a very attractive woman. With this in mind, a virus was sent out as a
file attachment called AnnaKournikova.jpg.vbs. People receiving this file thought
it was a picture of her, and they opened the file to see it. With the virus released,
the damage was done. Like the | Love You virus, the Anna Kournikova virus used
a recipient’s address book to distribute the virus to others, making others think
you had sent them a picture.

How Your E-mail Can Be Hijacked

One method of e-mail attack is a Denial of Service (DoS) attack.\When a hacker
attempts to attack a server in this way, she sends a massive number of requests to
the server. DoS attacks involve sending an enormous number of requests for Web
pages or files, or sending a huge number of e-mails to a mail server. With each
request, more processing, memory usage, and hard drive activity occurs. In addi-
tion, the bandwidth of the connection to the Internet becomes overwhelmed,
because the server tries to send all the files being requested and attempts to fulfill
every request. Any legitimate user trying to view a Web page, download a file, or
send and receive e-mail from the swamped system will be denied service, because
too many requests are already being processed by the system. Eventually, the
server goes down and is unavailable to anyone attempting to access it.

A DosS attack can affect you in a number of ways. If you need to access a par-
ticular Web page, send or receive important e-mail, or access any other services
being provided by the downed server, you’ll be unable to complete your task. If
you need to perform these tasks as part of your job, then this will prevent you
from doing your work. Should the person who performed the DoS attack have
your e-mail address, then he or she would be able to use your e-mail address and
impersonate you by using a different server. While you’re prevented from sending
e-mail, that person can freely pose as you online.

E-mail Interceptions

Other attacks on mail servers can be geared toward intercepting e-mails. A
number of methods can be used to intercept data on the Internet or a network.
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In doing so, a cyber criminal is able to view any important data that might be
contained within an intercepted e-mail.

This type of attack involves software or access to a server. Software might be
used to grab packets of data off a network and view the packets’ contents. If a
person has access to the server, he would simply view the e-mails residing on the
server, just as you would read files saved on your computer. If hacking is involved,
a hacker would access the e-mail on the server to get information that he desires.
After the e-mail is read, the person might then find usernames, passwords, per-
sonal data, and financial information being sent via e-mail to other accounts.
Using this information, he could then perform other crimes like credit card
fraud, loan frauds, or illegally accessing other systems.

A Man in the Middle attack, which is also called TCP Hijacking, is an example
of this type of attack. Using special software, a cyber criminal removes packets of
data being sent from a server to you or from you to another server. The cyber
criminal can then view the data for any relevant information. For example, if you
made an online purchase, the thief could acquire the confirmation message sent
by the e-commerce server to you, and he could view a credit card number that’s
part of the message. After getting this data, he then puts the data back onto the
Internet, so you are unaware that anything is amiss. The cyber criminal could also
modify data, tampering with its authenticity and integrity, before he resends it
back onto the network.

A Man in the Middle attack relies on data to be unencrypted. As you can see
later in this chapter, if the data is encrypted, the data will be unreadable by a
cyber thief, preventing her from viewing or modifying the information. Because
of this, you should encrypt sensitive data being sent over the Internet and check
the security of e-commerce sites before you supply private information.

When talking about spam in the previous section, we noted a number of
ways that spammers can get your e-mail address and send you e-mail. The tricks
we listed aren’t the only tricks thieves can use to send unsolicited mail to the
public. Frequently, spammers use someone else’s e-mail address as a return address.
When the e-mail is sent out, the person sending the spam uses a stolen e-mail
address but includes a legitimate link in the e-mail so people who are interested
in their product can still contact them. Stolen e-mail addresses are used for spam
because many ISPs check to ensure that a return address is valid before putting a
message in a customer’s mailbox. This practice cuts down on the amount of spam
being submitted to customers, but, because the stolen e-mail address is valid, the
spam manages to bypass this protection.
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Stolen e-mail addresses might also be used to avoid messages that bounce

back to the sender. If any of the spam reaches an unreachable address (such as one
that is no longer in service) the ISP might return a message stating that the
mailbox cannot be found. Depending on how many e-mails are sent in the bulk
mailing, this can result in thousands of “unreachable address” messages bouncing
back to your e-mail account. If enough e-mails are sent to an ISP’s mail server,
the server might register it as a DoS attack (even if it isn’t meant as one). If the
server associates this as being a DoS attack, it might shut down, resulting in
anyone using the ISP being unable to send his or her own e-mail.

Digging Deeper...

Account Thefts in the News

As cyber crime becomes more prevalent, news stories about account
thefts appear more frequently in the news. Criminals with computer
expertise have been known to hack systems, obtain usernames and
passwords, credit card information, and any number of other details.
After a person has access to your network account and password, she
might then have the ability to read your e-mail, view your data, and
obtain the information needed to commit other crimes using elements
of your identity.

In this section, we mention how sending massive numbers of
e-mails to a server can result in Denial of Service attacks. In Anchorage,
Alaska, in January 2000, Scott Dennis performed three such attacks
against the U.S. District Court for the Eastern District of New York.
Dennis overwhelmed their mail server with e-mail messages. A former
system administrator for the U.S. District Court of Alaska, he claimed
that he wanted to prove it was vulnerable to outside attacks. He was
sentenced to three months in jail, three months home confinement, and
one year of supervised release. In addition, he must have authorities
monitor his computer activity, perform 240 hours of community service
work, and pay restitution.

Assuming the mail server doesn’t shut down, your mailbox will be filled with

bounced messages and complaints from recipients of the spam. If enough of these
messages come in, actual e-mail that’s meant for you might be unable to get

WWW.SyNngress.com




Keeping Your E-mail Private « Chapter 3

through. ISP’s often have a limit on hard disk space used by each account, and
the mail server might refuse messages after this limit is reached. Also, as you
download hundreds of complaints, it will be almost impossible to find all of the
e-mail that is actually meant for you.

While you're contending with the massive number of messages you're
receiving, people receiving the spam will complain to your ISP. Many ISPs have
specific policies dealing with spam, and the ISP could decide that you’ve violated
their service agreement by sending out spam. In this case, they could cancel your
e-mail account and refuse to provide you with Internet services.

As you can see from all this, the problems associated with a spammer using
your e-mail address are numerous. If you find that someone’s stolen your account
to send spam, contact your ISP immediately, and explain what you think has hap-
pened. Generally, the only way you’ll realize this has occurred is after you’ve
begun experiencing the symptoms of it (such as bounced messages and angry
replies from recipients asking you to take them off your mailing list). In many
cases, you will be limited in what solutions are available to fix the problem, and
you will generally have to get a new e-mail address.

Recognizing Mail Scams

Mail scams have probably been going on since the postal service was invented.
When e-mail began to attract people to communicate online, criminals followed.
Online con artists use the same scams that had proven to work when faxed to
phone numbers, advertised in magazines, or sent through the post office. The dif-
ference with e-mail is that they can reach an immense group of people with one
message. The more e-mails sent, the more potential victims.

Every day, people go on the Internet for the first time, with a number of
them looking for ways to make money with their computer, find a way to work
at home, or to find something needed in their life.You might know someone like
this—a family member, friend, or colleague at work. Having never been online
before or been exposed to a criminal element, they might receive mail scams and
think their lucky day has arrived. Wanting to believe the promises offered in an
e-mail message, the latest technology on the planet makes them fall victim to
some of the oldest scams around.

One way to recognize an e-mail scam is to recognize urgency in the message.
Mail scams often claim that their offer is time sensitive, making you believe that if
you don't act today, right now, immediately!, you’ll lose out on a great opportu-
nity. This is a common sales trick. If you fear you’ll miss out on a great deal by
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waiting, you’ll be much more likely to buy now. It prevents you from sitting
down and thinking it over, to determine rationally whether the offer is as good as
they say or if it might be a scam.

Another way to recognize a scam is that it offers something that’s too good to
be true. Getting a “legitimate” university degree without going to school, items
and services at outrageously low rates, or medical cures that even your doctor
doesn’t know about are just a few of the scams available on the Internet.
Remember, if it seems too good to be true, it probably is.

A red flag can appear in a mail scam that can allude to how the e-mail got to
you. For instance, the message might state that your name was “taken from a list
of lucky winners” or “a friend” referred your name. There is never any mention
of which friend referred you or how your name ever appeared on the list. By
mentioning this, they are hoping to build your confidence in the scam.

Another way to identify a scam is that the name of an actual company isn’t
mentioned in the e-mail. This prevents you from investigating the business
through the Better Business Bureau (www.bbb.org) or finding information about
who actually owns the company and where they’re located. By failing to provide
this information, you're prevented from making an informed decision.

One of the best ways to recognize a scam is to investigate opportunities that
come your way. Chances are, you’re not the first person who has received such
offers, and the scam is actually one that’s been around (in one form or another)
for years. By going on the Internet and looking for others who might have been
defrauded by similar e-mails, you can determine the level of risk involved in
accepting an offer. By becoming knowledgeable about common e-mail scams,
you’ll be better able to avoid them.

Solicitations and Chain Letters

Everyone would like to get rich quickly, find miracle cures, win free vacations, or
have other wonderful things happen in their life. The answers to these wishes
aren’t found in e-mails, advertisements, and letters you receive. After all, if
someone had the secrets to become rich, live longer, or go on fabulous getaways,
why would they bother wasting their time sending e-mails to you?

Anyone who has an e-mail address has received solicitations and chain letters,
which promise great things and deliver nothing. Many are old scams that have
been simply sent out over the Internet. They’re designed to get your money, per-
sonal information, credit card numbers, or anything else that might be of value.
Becoming involved in such schemes, you might wind up losing your money, your
identity, or, in some cases, your life. Here are a few of the common scams:
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Chain letters offering the potential to make money You are
asked to send a small amount of money to names on a list and then add
your name and address to it. After forwarding out the mail, others will
then send money to you. In doing so, you will lose your money and
break the laws dealing with chain letters that ask for money (Title 18,
United States Code, Section 1302, of the Postal Lottery Statute).

Work at home scams In a work-at-home scam, you are offered the
chance to make money by working at home. The work involves stuffing
envelopes, crafts, or other labor. To get started, you must pay for supplies
and equipment, but when you submit your work to get paid, it is con-
sidered “below their standards.” While they make money off of the
equipment and supplies you buy, you make nothing.

Pyramid schemes Pyramid schemes require a person to pay to join a
group and recruit new people who will also pay into the pyramid. There
is generally no actual product that’s sold or genuine investment involved
in the scam, although some pyramids might involve members buying
products at inflated prices and in quantities that are greater than could
ever be sold. Generally, the only people buying these products are those
involved in the pyramid itself. Pyramid schemes often have no product,
however, and rely on people to invest money and recruit new people
who will also bring revenue into the scam.

Ponzi scheme A Ponzi scheme is similar to a pyramid scheme. It also
involves recruiting members who pay into an “investment” expecting a
high rate or return. Because there is actually nothing that will return an
investment on money put into the scam, the person running it takes
money from new recruits to pay investors that have been in the scam for
a long period of time. Eventually, the scam collapses in on itself, and the
investors lose their money.

Fake health and weight products Fake health products might offer
miraculous results, but in actuality, they don’t work and could be detri-
mental to your health.

Free vacations or prizes Free vacations and prizes might be offered
to you via e-mail. A small fee is then required, or not everything in the
vacation is included (such as airfare, hotel, and so on). In the end, you
pay more than if you'd gone through a legitimate travel agent.
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= Surveys Surveys are another method of acquiring information about a
person. By creating a fake survey that is mailed, e-mailed, or made avail-
able online, you might be asked to provide information about yourself.
This might include your name, address, Social Security or Social
Insurance number, credit card information, e-mail address, or even your
Internet password. If you fall for this scam, the person who created the
survey doesn’t need to do any work to steal your identity, because you
give all your information directly to them.

The rules-of-thumb to protect yourself from such scams is “buyer beware”
and “don’t believe you’ll get something for nothing.” People have lost consider-
able amounts of money on these scams. Due to the embarrassment of being
defrauded, people will feel foolish and not report the crime. This is a mistake,
because it allows a criminal to get away and defraud others.

One of the most dangerous scams to get involved in is what many people call
the “Nigerian 419,” or “Nigerian Letter Scam.” The Nigerian 419 scam is named
after a section of the Nigerian penal code that addresses frauds, this scam has
bilked many people out of their life’s savings. An old scam, it has moved from
enticing victims through letters, to faxes, and now through e-mail.

Nigeria 419 Scam

The scam begins with an e-mail from a civil servant, representative of a foreign
government or agency, which is traditionally Nigerian. In this e-mail, the official
offers to transfer millions of dollars into your bank account. The e-mail might
claim this money was acquired by over invoicing contracts, from a fallen govern-
ment’s funds, or any number of other seemingly plausible reasons. Because this
money is being held up overseas, they need your personal bank account to transfer
the funds into. For doing nothing more than allowing this money to be deposited
into your account, you will receive a commission of upwards to 30 percent.

To rope in the victims for this scam, e-mails are sent out en masse, with hun-
dreds or thousands of people receiving them. The more people who receive the
e-mail, the better the chances are that someone will respond to it. After all, it isn’t
costing anything is it?

As the scam unfolds, the victim might be requested to provide blank com-
pany letterhead, bank account numbers, telephone and fax numbers, or other per-
sonal information. The con artist claims that the letterhead and other information
are needed to complete the transaction and begin the process of having the
money released to the account. However, the information provides the con artist
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with information that could be used to commit other frauds. Throughout this,
the victim is lead to believe that they are involved in a legitimate business deal,
receiving official looking documents sent from the countries in question.

Eventually, the victim is required to supply money. This might occur at any
point in the scam, beginning as small amounts and growing as the scam pro-
gresses. In other cases, one large up-front payment is required to free the money
into your account. The reason for the money being needed includes bribes, fees
to transfer the funds, attorney fees, taxes, and so on. For each fee that’s paid, the
victim is assured that this is the last time they’ll need to pay any money:.
Eventually, the victim has paid out so much money that they desperately need
the promised funds to recoup their losses.

At some point in this scam, the victim is usually required to visit a foreign
country to complete the arrangement, so the money can be transferred. At this
point, the scam can become particularly dangerous. An American man was mur-
dered in Lagos Nigeria in June 1995, while he was traveling to Nigeria to com-
plete such a transaction.

As is the case with many victims of fraud, many people don’t report becoming
victimized by this scam, even though it has cost them large amounts of money.
Some people have lost their businesses, homes, and life savings because of this
scam. Although fear of violence or embarrassment might prevent numerous vic-
tims from reporting the crime, the U.S. Secret Service reports that advance fee
schemes, like the Nigeria 419 scam, gross millions of dollars annually.

Although we’ve covered the common elements of the Nigerian 419 scam, a
con artist might use variations of it to get new victims. Figure 3.2 contains an
excerpt of an actual e-mail that makes a similar offer of funds in a foreign
country, and requests your assistance in obtaining it:

Figure 3.2 Excerpt of a Nigerian Scam E-mail

Dear friend

I amthe first wife of the late UNITA | eader who was recently killed in
Angol a.

The main notive of nmy mail to you is that am | ooking for assistance in your
country. | need a trustworthy individual to deal with who has a legitinmate
and profitabl e business and would like to go into partnership with nme
because | amin possesion of sone of nmy husband's wealth and | want to
utilize this opportunity to invest it. There is a box containing precious

Continued
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Figure 3.2 Continued

stones that | want to nove out of our country now, and | am so worried that
I don"t even know what to do , but ny imediate problem now is a huge sum
of noney lodged with a security conpany in Europe for which | require your
assi st ance.

Pl ease try as much as you can to get in touch with me through ny e-nail
address so that | can know if there is any business opportunity.

I look forward to your response,

Thank you

M's Mari am Savi nbi

If you're the victim of such a scam, you should contact your local police
department and report the fraud. The Secret Service has also created Operation
4-1-9, to combat this particular type of fraud, and can be contacted by mail at:

United States Secret Service
Financial Crimes Division,
950 H Street, NW,
Wiashington, DC 20223.

You can also contact the Secret Service by phone at (202) 406-5850 or
through their Web site at www.secretservice.gov.

Spam as Social Engineering

As mentioned earlier in this chapter, spam is another method of social engineering,
as people responding to the e-mail might provide information if the offer seems
legitimate and/or provides a product they’re interested in. They might order prod-
ucts through a spam message, thereby providing their name, address, city,
state/province, credit card information, and other data that is useful in identity
theft. Therefore, you should avoid responding to e-mails that are obviously unso-
licited mail, and verify the legitimacy of messages that you’re not quite sure about.
A good example of spam being used to gather information about people can
be found in fraudulent e-mail that claimed to be from American Online (AOL).
As shown in the following e-mail, this scam made it appear that AOL had been
hacked, and AOL needed you to resubmit your credit card information. If you
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didn’t comply with this request, then your account would be removed from
AOL. However, if you did supply this information, AOL would give you 10
hours of Internet connection time for free. Unfortunately, those who fell for the
ploy soon found that the following message was not from AOL.:

Hel |l o AOL nenbers,

You are receiving this e-nmail because of a recent attack by a hacker on
your billing or password information.

We have nade a contract with SYlI--Secure Your Information--to upgrade our
account databases on to their Wb servers.

Pl ease goto http:..16bit.at/aol and fill out the information requested.

Failure to do so within a week of receiving this will cause your ACL
account to be suspended until further notice.

If you conply to this e-mail and upgrade your account information on the
site, you will receive 10 hours of free ACL tine.

If this is a child or teenager reading this e-mail, please notify your
parents or the account holder to update the account infornmation.

We are sorry for the inconvenience.

If you have received this e-mail before and have already submtted your
information on our secure servers, you have done so in error.

Pl ease resubmt your information so we can provide you with the best
security the Internet has to offer.

Pl ease do not reply back. Go directly to our site.

As you've probably guessed, people who complied with the request and sent
their credit card information soon found unauthorized charges on their credit
account. Because criminals use numerous tactics to get information needed for
identity theft, you need to be suspicious of requests for personal and financial data.
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Using Antivirus Protection for E-mail

As discussed in Chapter 2, viruses are rampant on the Internet, and they are often
distributed through e-mail. To ensure that you’re protected when you open the
e-mail you receive, and to prevent the spread of viruses, you need to purchase
antivirus software that checks your e-mail for the presence of viruses. Popular
antivirus software packages include McAfee VirusScan (www.mcafee.com) and
Norton AntiVirus (www.symantec.com).

Viruses are generally spread through e-mail as attachments, which are files
included with an e-mail message. They might be compressed files (such as ZIP
files), programs (such EXE files), or documents. Once the file is executed, the
virus is released. Executing the file can be done by opening or viewing the file,
such as by installing and/or running an attached program, opening an attached
document, or uncompressing a file.

Most e-mail software provides a preview pane that allows you to view the
message contents without actually opening it. This can be a problem if you are
viewing an HTML e-mail, which appears as a \Web page and can contain mali-
cious content.Viewing HTML documents in the Preview pane has the same
effect as opening the HTML message itself. Your computer can then fall prey to
any scripts, applets, or viruses within the message. To protect yourself, you should
set your e-mail software to view plain-text messages.

Antivirus software should provide real-time scans of your system, and it
should check e-mail attachments on a regular basis. For example, Norton
AntiVirus will scan every four seconds for new e-mail messages that have attach-
ments. If HTML content is included as part of the message, real-time scans can
also detect any viruses embedded in the message. By checking your system regu-
larly, the chance of being infected with a virus decreases dramatically. For more
information about e-mail software that will scan for viruses in the background,
check the section called “What Kinds of Software Are Available” in Chapter 2.

Antivirus software is important because of the damage that can be caused by
viruses. One of the most infamous viruses to be propagated through e-mail is the
Melissa virus. In 1999, a file called list.zip was posted to a newsgroup called
alt.sex. The file was supposed to contain a listing of sexually orientated \Web sites,
and the usernames and passwords required to access them illegally. However,
when people downloaded the file, opened it, and ran the program inside, they
became the first to be infected with the Melissa virus.

When the Melissa virus infected a system, it exploited a security vulnerability
in Microsoft Outlook e-mail software. The virus accessed the address book and sent
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the virus to every address listed. It is estimated that Melissa crippled computers at
approximately 300 companies and cause nearly $400 million in damages.

In time, the creator of this virus was arrested. In December 1999, David
Smith pleaded guilty to federal and state charges, and he was sentenced to five
years in prison. Even though antivirus programs are able to detect and remove
this virus, it is interesting to note that it continues to infect systems and be dis-
tributed. The reason is because it still reaches people who don’t have antivirus
software on their system with updated signature files.

Even if antivirus software is installed on your system, there is no guarantee
that it will actually catch the virus. As seen in the case of the Melissa virus, when
people downloaded the file called list.zip from the alt.sex newsgroup they were
infected with the virus. Regardless of whether these people had antivirus software
installed, the signature files for the software didn’t have any data on the Melissa
virus.Why? No one had been infected with it before, so antivirus software manu-
facturers had no way of dealing with it. Until a virus is known to them, and an
antivirus solution is created, the virus can infect any computer using antivirus
software.

A common reason a computer with antivirus software is infected with viruses
is because the signature files haven’t been updated. Antivirus software manufac-
turers release new signature files on a regular basis, and it’s up to you to down-
load and update them on your computer. To make this easier, many of the
manufacturers provide features to automatically update the signature files.

Digging Deeper...

Spam Filtering

Spam-filtering software analyzes e-mails for elements that are common
to spam. This includes elements such as keywords in the subject line and
body, whether the message came from free e-mail services, and so on.
However, because viruses have been sent out through spam messages or
messages that have elements in common with spam, spam filtering
might also have the benefit of removing a number of virus-infected
e-mails before they are downloaded into your inbox.
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When you install antivirus software on your system, ensure that it starts
up automatically each time your computer starts. An icon should appear
in the lower right hand corner of your Windows toolbar, and on
Macintosh computers will appear on the control strip (control strip mod-
ules folder). You should also run a scan of your hard disk to ensure that
the software is checking files for viruses.

Hiding Your E-mail Identity

When using the Internet, you probably take advantage of some of the methods
used to meet and communicate with others. Perhaps you engage in chats using
Internet Relay Chat (IRC), visit newsgroups, use messenger services like AOL
Instant Messenger and ICQ, or simply send e-mail. When using these services,
you probably entered the e-mail address provided by your ISP to allow others to
send messages and files to you. However, others can use some of the search tools
mentioned in Chapter 1 to find information about you.

To protect yourself on the Internet, you need to know how certain informa-
tion is stored in e-mail, whether your e-mail is private, and how to prevent
others from gathering personal data through your e-mail information. In this sec-
tion, we discuss these issues and see how you can use anonymous e-mail to hide
your identity.

Knowing What’s in Your E-mail Headers

When you look at your e-mail, you might think that the only information con-
tained in the e-mail is your e-mail address, the recipients e-mail address, the subject
ling, the body of the message, and any files you might have attached. Looking at
this information, there is no way for anyone to determine any significant informa-
tion. However, e-mail messages are sent using the Simple Mail Transfer Protocol
(SMTP), and it uses headers that are hidden in the message. Reading these headers,
people can find out more about you than you ever intended. Before explaining
these headers let’s first look at the following sample e-mail header:

Date: Fri, 24 May 2002 19:30: 14 -0500 (EST)
To: "Buddy Smth" <nmybuddy@ akedonai nnane. con>
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From "John Doe" <johndoe@ akedonai nnane. conp
Subj ect: Test

Cc: info@ akedonmi nnanme. com

Headers also follow standard SMTP. Because e-mail programs use this stan-
dard in the format of headers, it is fairly routine to decipher their meaning. In the
preceding example, the first line shows the date and time the e-mail was written.
In this example, the e-mail was written Friday May 24, 2002 at approximately
7:30 p.Mm. Eastern Standard Time (EST). The next line shows the name and e-mail
address to whom the e-mail was sent.You can see that the mail was sent to
Buddy Smith, and his e-mail address is mybuddy@fakedomainname.com. The
next line shows the name and address of the e-mail sender. In this case, you can
see that John Doe sent the e-mail message, and you can also see his e-mail
address. Beneath this, you see the subject of the e-mail. Finally, the last line shows
that the message was also sent to another e-mail address, using the carbon copy
(Cc) line. This is used to send additional e-mail messages to people, and semi-
colons can be used to separate multiple recipients. If you are sending carbon
copies, but don’t want people to see who else the e-mail was sent to, you can use
a Blind Carbon Copy (Bcc). When you fill out an e-mail message, you can enter
e-mail addresses into the Bcc section of the e-mail, and copies of the e-mail will
be sent to these addresses.\When the mail server gets the e-mail, it will look at
the Bcc line and remove the additional e-mail addresses from the message. The
recipient will receive the message but won't be able to determine who else
received a copy of the message.

In addition to these basic e-mail headers, extended e-mail headers also appear
in messages. To understand these headers, let’s look at another sample header, as
follows:

Ret ur n- Pat h: j ohndoe@ akedonai nnanme. com

Recei ved: from nuil . fakedomai nnane. com (nai |l . f akedomai nnane. com

[209. 190. xxx. xxx]) by mail 2. f akedomai nname. com (8.9.2/8.9.3) with ESMIP id
MAA19047 for <mybuddy@ akedomai nnane. con®; Fri, 24 May 2002 19:30: 33 -0500
(EST)

Recei ved: from LOCALNAME (user-37bs269. di al - up. f akedomai nnane. com
[ 208. 144. xxx. xxx]) by mail 2. f akedomai nname. com with asnmtp (Exim 3.22 #1) id
179pj C-0003r| -04; Mdn, 24 Feb 1997 19:30: 34 -0500 (EST)

X- Sender: johndoe@op. f akedonmai nnane. com
X-Mailer: Mcrosoft Qutlook MO, Build 9.0.2416 (9.0.2910.0)
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The first line in this header is the Return-Path, which is used to specify where
replies to this e-mail should be sent. Mail servers will also use this line when
bouncing back the message if it is undeliverable. In some e-mail programs, this
line might appear as Return-Errors-To or Reply-To.

The next line is Received, which specifies how the e-mail was received. When
looking at this line, you can see that on Friday May 24, 2002 at approximately
7:30 PM, the mail server mail.fakedomainname.com passed the e-mail to
mail2.fakedomainname.com for delivery to mybuddy@fakedomainname.com.
While the e-mail address has been blanked out in this entry with Xs, it also
shows the IP address of the mail server. This can be useful when determining the
location of the e-mail server, who owns it, and more.

The line after this shows where the e-mail originated. When reading this line,
you can see that the user used a dial-up PPP account with an IP address of
208.144 .xxx.xxx. A mail server called mail2 in the fakedomainname.com domain
received the e-mail and stamped the e-mail with the time it was received.

Below this are two lines that begin with X, which is extraneous information
that many e-mail programs add to the header. The first of these here is the
X-Sender, which shows the account and mail server that is used by the sender to
receive his messages. The other is X-Mailer which shows the e-mail program that
was used to send the e-mail. While these aren’t necessary to effectively send the
message, the e-mail program adds this information to the header.

If these examples were to show e-mail that you sent, you would have seen
your name, e-mail address, the server you use to acquire your mail, the name and
IP address of the mail server that sent the mail (which can be used to obtain fur-
ther information), and even the program you used to write the e-mail. This
doesn’t even include the information that could be obtained by viewing what
you actually wrote in the body of the message itself. As you’ll see in sections that
follow, anonymous e-mail can be used to hide such information from people.
This doesn’t however protect you from what can be viewed in your workplace.

If cyber criminals review this information, they could determine a consider-
able amount of information about you. They could find the mail server you used
to send the mail, the IP address that was issued to you by your ISP when you
sent the e-mail, the software you used to create the e-mail message, and
numerous other pieces of information. Using this, they could exploit vulnerabili-
ties in the software you used to write the e-mail, steal your e-mail address, and
use the mail server to mimic your e-mail account and possibly acquire the infor-
mation you supplied to your ISP when you set up the e-mail account. While the
chances of this occurring might be somewhat remote, you should realize that
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each little piece of information can be compiled and then used to steal your
online identity.

What You Can’t See Can Hurt You

Your ldentity at Work is Not Private

Many people think that e-mail is their private business, and anything
they write in these messages is their intellectual property. However, the
acid test is where you write the e-mail. Assuming you’re doing nothing
criminal, the e-mail you write on your home computer, using your own
equipment, is nobody’s business but yours and the person you’re
sending it to. If you’re writing this same e-mail on a computer in your
workplace, the parameters change drastically.

Because you’re using your employer’s computer, software, network
connections, Internet connections, and other property belonging to the
workplace, the e-mail messages you write at work actually belong to the
business. Because of this, you can be fired for sending personal e-mails
or using Internet technologies inappropriately at work. This might seem
unfair, until you consider it from the employer’s point of view.
Companies pay a significant amount of money for computers, network
infrastructure, and software, and they expect this to be used for work.
A person using his or her computer for personal reasons is considered to
be the same as someone taking a company car across the country on
vacation. Quite simply, the company bought the equipment for work,
not play.

Many companies have policies regarding conduct and the appro-
priate use of network and Internet technologies in the workplace. When
an employee doesn’t abide by these rules, the effects can be serious. The
American Management Association (www.amanet.org) conducted a
survey, and found that 27 percent of the companies have fired
employees and 65 percent have taken disciplinary actions for inappro-
priate use of office e-mail or Internet connections. Examples of compa-
nies firing their employees for such conduct are plentiful. The New York
Times fired 23 employees in 1999 for attaching pornographic images to
e-mail messages, Xerox fired 40 employees for using work computers to
view pornographic Web sites, and Dow fired 24 employees and disci-
plined 235 employees in 2000 for e-mailing material that was sexually
explicit and/or violent.
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Knowing What Your Chat Says about You

While social engineering has been traditionally associated with hacking, it is also
used for acquiring personal information used in identity theft. Remember that
once a person has enough tidbits of data about you, he has the opportunity to
use the information for impersonating you. By limiting what information is made
available about you, you make it more difficult for your identity to be stolen.

This can be more difficult than you think when you consider the elements
of a conversation. Any conversation is an exchange of ideas, interests, and facts,
which results in two people knowing more about one another.You generally
start by introducing yourself (providing your name) and then exchanging infor-
mation about you job (showing where you work), whether you’re married and
have kids (providing information about your marital status, sexual preference, and
family structure). Even in a short conversation, a considerable amount of data
might be given.

Commonly, people engaging in social engineering will slowly fish informa-
tion out of you by asking one question after another.While each question seems
innocuous and might be useless on its own, asking numerous questions can result
in the person compiling a complete profile on your identity.

On the Internet, many people engage in conversations through chat rooms,
in which people type messages back and forth using software. As discussed in
Chapter 2, some programs used for exchanging messages allow you to enter a
significant amount of information about yourself. To prevent others from viewing
more information than you’re comfortable revealing, you should ensure that there
is minimal information entered in the program.

In chat rooms and messaging software, you generally use aliases or nicknames,
so that your actual name isn’t provided to people.When you enter a chat, the first
question that is generally asked of you is “Age/Sex/Location” or “a/s/1.”You
might be hesitant to reveal such information, but there is a logical reason about
it. First, mentioning your age shows whether you’re a child or adult, so they
know how to speak to you and make an informed decision as to whether they
want to. Imagine not knowing this, and accidentally telling a risqué joke to a
child or complaining about age-related problems to a 19 year old. The second
part of the question asks your sex, which means your gender. This also helps
people decide whether to speak with you.While it might not be politically cor-
rect, many women like talking with other women about issues that interest them,
just as many men like talking with other men about women. Also, as cybersex
(the exchange of sexual dialog between people online) is common in chat rooms,
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people might not want to talk with others of the same gender. Finally, the loca-
tion is used to determine the country you’re from. Some people make the mis-
take of entering their address, city, and state/province when this is asked. The
location is asked to help in discussions, because it can lead to general conversa-
tions on culture, news items about your country, or other topics.

By keeping information simple and vague, others will be less apt to use this
information in a negative way. For example, if someone asks what you do for a
living, you could mention your position but not your workplace. Also, feel free to
mention that you’re not comfortable answering a question and sharing specific
information. After all, the person you're talking to is a stranger, so they should
understand. If they don't, find someone else to chat with.

Setting Up Anonymous E-mail

For a number of reasons, you might want to keep your e-mail address and other
information contained in e-mail messages private. People often use programs to
chat with other people on the Internet, but they might want to keep the level of
familiarity to a minimum. In other words, while typing messages back-and-forth
is fine, you don’t want them sending e-mail to your home or workplace.

You can find free e-mail services on the Web, which you can use to set up an
account to send and receive e-mail. However, when you log onto Web sites like
Hotmail to compose an e-mail message, the IP address the machine you're using
is included in the e-mail message. Using the IP address, someone can backtrack
and find the ISP you're using, and she could possibly find your account name and
other information. While free e-mail services provide a level of anonymity, they
don't fully protect your information from being viewed by others.

To prevent people from viewing such information, you can use anonymous
re-mailers. Anonymous re-mailers provide you with an e-mail address. When
e-mail is sent to the address, the message is modified slightly so that the e-mail
address you sent it from is replaced with the e-mail address you set up with the
re-mailing service. The re-mailer then resends the message to the receiver’s e-mail
address, which you specify in your message. When the recipient receives the mes-
sage, the header information in the e-mail will now show the IP address of the
re-mailer, the re-mailer’s mail server, and the new e-mail address that points to
the re-mailer service. Any information that specifies who you actually are is
removed from the e-mail and replaced with information pointing to the service.
This revised information creates a barrier between cyber criminals and you.
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A number of anonymous re-mail services are available on the Web, with
varying levels of security. Some provide additional protection by using Pretty
Good Privacy (discussed in the section “Using Pretty Good Privacy with
Microsoft Outlook™ later in this chapter) but many do not. Also, some e-mail re-
mailers charge for their services, so check to see if the security and price is right
for your needs.

Digging Deeper...

Degrees of Anonymity

Even though anonymous e-mail provides you with a degree of
anonymity, don’t assume that you are completely anonymous. If
someone were to use the re-mailer for illegal purposes—such as sending
death threats or harassing e-mail—the operators of the service would
either assist authorities or be forced to with a subpoena, warrant, or
court order. In most cases, the police will still be able to determine who
sent the e-mail and where it was sent from.

Free Anonymous E-mail

While some anonymous e-mail services charge for achieving a level of privacy, a
number of free services on the Internet might suit your needs. In the past, many
people avoided anonymous e-mail providers, because they had the habit of shut-
ting down after a period of time. Because it costs money to maintain a site,
people had to periodically find a different anonymous re-mailer. This is less of a
problem today, because many sites either sell advertising space on their site or
provides additional services for a fee. In many cases, the sites that offer anony-
mous e-mail for a fee will also provide free anonymous e-mail for a limited time,
allowing you to try before you buy.

Free anonymous e-mail is particularly useful if you’re concerned about your
privacy but don’t want the added expense of paying for the services of an anony-
mous re-mailer. If most of your e-mail doesn’t contain sensitive information, but
you occasionally have the need to send a message anonymously, then this is an
option that will be useful to you.

subDimension.com is an excellent anonymous e-mail service that can be
found at www.subdimension.com/free-mail. When signing up for a free account,
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very little information is required. All that they insist on you providing is the
account name and password you'd like to use.

Stealth Message is another service that allows you to set up a new account
quickly, by simply entering a username and password. After the account it set up,
you can login and immediately begin sending e-mail. With this service, you can
send encrypted messages, so any unauthorized parties will be unable to view the
contents of your message. You can visit their site at www.stealthmessage.com.

NoTE

After signing up for anonymous e-mail, send a test message to yourself,
and check the information contained in the e-mail’s header. Look at the
contents, and try to find any information that reflects the name or IP
address of your ISP’s mail server, the normal e-mail address you use, or
anything else that might reveal who you are. By looking at this informa-
tion, you can ensure that any e-mail that’s being re-mailed is indeed
anonymous.

E-mail Encryption Made Simple

Encryption has been used for centuries by businesses and military forces to keep

important information private by using coded alphabets, words, and names. When
the Internet became a new method of communication, new encryption methods
were subsequently created to keep the data transmissions private.

E-mail encryption is a process of scrambling the data in your e-mail messages
and any file attachments you might include, so that only the intended recipients
of the messages will be able to view them. An encrypted e-mail message is coded
using a mathematical algorithm, which mixes up the bits of data in the message
and makes it virtually impossible for a thief to turn the data into a usable format.
In other words, your data is protected because anyone who tries to intercept the
data will find it completely useless.

When e-mail isn’t encrypted, it is called plain text. A plain-text message can
be viewed by anyone with access to the e-mail message, because it can be opened
with common programs that exist on most systems. For example, if you sent an
unencrypted e-mail message and | managed to intercept it, I could open the
message and view it using a standard text editor, my e-mail program, or any
number of readily available programs.
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When e-mail is encrypted, it is called ciphertext.\WWhen a ciphertext message
is accessed by anyone other than the recipient, it appears as a useless jumble of
data. This is because it needs to be decrypted back into a plain text message. After
it's decrypted, the person receiving the message can read it in its original format.
It sounds complicated, but all you need is encryption software to do the work
for you.

Two common methods of encryption are private key and public key.You can
think of a key as programming code that works like a key for a lock. Without it,
the e-mail would remain locked up and unusable. A private key is an encryption
code that is known only to the people who will exchange encrypted e-mails
between one another. Traditionally, a key is shared between a sender and receiver,
but, the problem with this is that if the key is lost or stolen, the security is lost. To
prevent this from occurring, a combination of private and public keys might be
used. A public key is encryption code that is held by a designated authority. The
authority serves as a middleman between a sender and receiver, and allows recipi-
ents of encrypted e-mail to acquire public keys through them. A public key com-
bined with a private key can be used to encrypt/decrypt messages and digital
signatures.

Digital signatures are used to verify that a sender actually sent an e-mail.
Digital signatures are used to verify your identity and whether you actually sent a
message. When an e-mail is digitally signed, code is added to the message that
uniquely identifies you as the sender.

Different standards are used for encryption and digital signatures, but, in this
chapter, we look at two ways that are commonly used to secure e-mail—Secure
Multipurpose Internet Mail Extensions (S/MIME) and Pretty Good Privacy
(PGP). S/MIME allows you to sign and encrypt e-mails that you’re sending. This
ensures that a message wasn’t tampered with after the message was initially sent.

Pretty Good Privacy also enables you to encrypt and sign your e-mail, but it
allows you to perform the tasks of encryption within a single software package.
With PGP, you can create your own key, send the public part of this key to a
PGP server, and get public keys from other users. OpenPGP is based on PGP,
which combines public-key and symmetric cryptography.

Obviously, your needs for encryption will vary in the types of e-mail you
send out. Encryption should always be used when transmitting sensitive data over
the Internet. Encryption isn’t necessary when your e-mailing a friendly message
or exchanging non-vital data, like recipes. In contrast, encryption should defi-
nitely be used if your message contains personal or financial information. For
example, an e-mail message containing your phone number, address, credit card
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number, or other sensitive materials are prime candidates for encryption. How
you choose to use encryption is a decision you need to make with every e-mail
you send, but you should evaluate your messages from the perspective of a cyber
criminal by identifying what information, if any, a criminal could use against you.

Digging Deeper...

What'’s a Digital Signature?

Chapter 2 describes how hoax viruses can be used to get people to
delete files on their computer. In a hoax virus situation, people receive
an e-mail that sounds genuine and informs them to search and delete a
file with a certain name. When the person searches, they find the file-
name, and do as they’re told. After all, how would the person sending
the e-mail know that such an obscure sounding filename existed on their
machine? The answer is because your operating system or other
common software on your machine installed it.

Social engineering is what causes people to act on hoax viruses.
Hoax viruses play on the fact that people will often believe what they’re
told, especially if it sounds like its coming from an authoritative source.

A digital signature is a code that’s added to e-mail, so that people
receiving the e-mail are ensured that the e-mail actually comes from
you. In this way, adding a digital signature is similar to signing your
name to a letter, to let the receiver know that it actually came from you.
With digital signatures, it’s also possible to ensure that the contents of
a message or file attachment haven’t been changed since it was origi-
nally sent. Digital signatures can be used regardless of whether encryp-
tion is also used.

In the sections that follow, you can see how Pretty Good Privacy and
S/MIME can be used with many e-mail clients as well as some Web-based e-mail
available on the Internet.Your choice regarding which of these you use will gen-
erally be based on personal preference and the features available on your e-mail
software and Web-based e-mail sites.
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Using Pretty Good Privacy (PGP)
with Microsoft Outlook

Pretty Good Privacy (PGP) is encryption software that can be used to encrypt
e-mail messages and files. Freeware and commercial versions of PGP are available
on the Web, and can be downloaded and/or purchased from www.pgpi.com.
When the software is installed, plug-ins for Microsoft Outlook and Outlook
Express can then be installed, allowing you to encrypt, decrypt, and sign messages
sent through these e-mail packages.

As discussed in the preceding section of this chapter “E-mail Encryption Made
Simple,” PGP uses a combination of public and private keys to secure your e-mail.
It uses public key cryptography, which uses a “secret key” to encrypt and decrypt a
message. The sender uses the recipient’s public key to encrypt the message, while
the recipient deciphers it using his own private key.

When PGP is run on Microsoft Outlook, Outlook will also validate a digital
signature with public keys that are stored on a “key ring.” This is a collection of
public keys already installed in PGP, and used to decrypt the digital signature. If it
can't find the proper public key to verify the digital signature, you will be
prompted to acquire the public key from a key authority. If it already has the
public key, then it will verify the digital signature, which validates the authenticity
of the message. The message itself is decrypted using your own private key. It’s
important to realize however that once decrypted, the e-mail message will remain
decrypted while its stored on your machine.

Pretty Good Privacy is a well-respected method of encrypting e-mail. Plug-
ins are available for both Microsoft Outlook and Microsoft Outlook Express, so
you can send, encrypt, decrypt, and digitally sign any messages sent or received
with this software. Once PGP has been installed on your system, using Pretty
Good Privacy with either of these e-mail programs is quite easy.

When the PGP plug-in is installed, it is integrated with your installation of
Outlook or Outlook Express.\WWhen you open or send a message, you'll see sev-
eral new buttons on the right of your toolbar: the Encrypt Message, Decrypt
PGP Message, and Launch PGPKeys buttons (see Figure 3.3).

When you click the Launch PGPKeys button, the PGPKeys tool is invoked.
Using this tool, you can perform a variety of tasks, including creating new keys
that are used for encrypting and decrypting messages. This is the same Key
Generator that was used when you first installed PGP, allowing you to create a
key that’s necessary for the encryption/decryption process.
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Figure 3.3 Microsoft Outlook Express 6 Toolbar with Pretty Good
Privacy Buttons
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When the Encrypt Message button is clicked, the e-mail and any attachments
will be flagged as needing to be encrypted. Upon hitting the Send button, PGP
will encrypt the message and place it in your Outbox to be sent.When the e-
mail is encrypted, it will change in appearance to anyone viewing the message.
Similar to the following example, the e-mail becomes coded, so that no one can
make sense of it until it is decrypted:

----- BEG N PGP MESSAGE- - - - -
Version: PGPfreeware 7.0.3 for non-commercial use <http://www.pgp.com>

gANQR1DBWUA D4 CaGDCSheW QB/ 9ulesx SMONZw7 1D9f NAr ASWIRcdR! wdYen/ nwt

MBI KTo3SuSnogNEJ9I 11 G ePDFQ6z BGW96 SVOEST UuMh1mKf OVATuQuhMhP+j J
/ c0TKk3Wh3cKz86G Dok 1pdHpAXx LIXWANBDKLBz Ccj e DWI P4Y0o3nJ3vWEOOME|

WI5SI NV 2xQIsodT+j KWkf j gxa8zwt QZxFl pnmA1 DA Ux JVOL C74Weg Gk 5 MAUFr
3D1f DMLPgBaJyb7+YZKLVI / | 3weW put ZQkqf p/ OFE7Qq7Y8WAM 5YGOUpN6bcbh7
ki l'i 2eeecpyi yWiVI hckl | s+vbl pJYTI ZRBKnT YzZs6AL/ TQnB/ 9JeOVEahqdl ri r

5T6yWsc EBQLNOGDgXRqi O5uxar 7J75w 9ngl q9Yay Yl wPj 7BeH4Aumr AbXpsOn2
3kl Aw+9AsC3l eGLbOI WD4AOXgPLKH5pxFDxxZt | KnMoLr TAJI r geD07zpk/ nTOOM
g72t ARUY3CqSC00YkomAEbz 9+mkcgCVv2f GDWhKO2ngFM+I dZTuY/ PBOLXH2 QEf FD
9r 98r KqUJoCduOAt | gOboz5u+nCubEXoCk 1gwivir Ay x RDPDIVAs RnBhB+c| 4xj ead0
Ul aoKt 8CRSuj BOr E03z| 3FO2gDRKKDI CSuW hVBT/ 1aQopQCok3HzvniveFeZGY4f F
v/ Zr guc9yTaZZ+YbwlxunBKqOuLn6pW 5f wLOEVi Mwvj / N5Z5eSF0/ 4Bhkt 7UspK
guXj VWwXBpb7/ vSflj CE=

=X7eE

If you were the person to receive such a message encrypted with PGP, you
would need to decrypt it before it could be read. Upon opening the message,
click the Decrypt PGP Message button, and a dialog box appears asking you to
enter a password. This is the password that you chose when setting up PGP on
your machine. At this point, PGP has validated you (the recipient) and can
decrypt the message using your private key. This protects the e-mail from being
read by just anyone who sits at the machine using your e-mail program. Once
the correct password is entered, the message and any file attachments will be
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restored to their original format.You can now save the unencrypted message and
any attachments to your hard drive. PGP has not necessarily validated the sender
though, unless the message also includes a digital signature.You will need to have
the public key from the person who sent the e-mail in order to validate the
sender using digital signatures, which will be discussed later in this chapter.

Using Personal Certificates with Netscape

Personal certificates are used to digitally sign e-mail, receive encrypted mail, and
identify yourself to Web sites that use certificates for authentication. As discussed
in the “E-mail Encryption Made Simple” section of this chapter, digitally signed
e-mail ensures that a message is actually from the person it claims to be from, and
that it hasn’t been tampered with during transmission. Personal certificates serve
as an electronic form of identification, in the same way your driver’s license is
used in day-to-day life to authenticate your identity. Personal certificates are issued
by an organization called a certificate authority (CA) that is sanctioned to issue
certificates. An example of a CA isVeriSign (www.verisign.com), whose site you
can visit with your browser, enter some information, and download certificates.

Personal certificates can be used for authentication for certain \\eb sites, such as
e-commerce sites or sites that require enhanced security. They can be used to con-
firm your identity and also the identity of the site. Because a cyber criminal could
post aWeb site that looks like a legitimate e-commerce site and then prompt you
for personal and financial information (such as a credit card number), certificates
can be used to ensure that you’re exchanging data with a legitimate Web site.

If you're using Netscape, you can use personal certificates for e-mail and
browsing security.You can acquire a personal certificate for Netscape by visiting
http://verisign.netscape.com/personal/index.html and following the online
instructions. On this site, you will see that the certificates are free for 60 days, but
you need to purchase them after the trial period. After you've gone through the
process of installing a personal certificate, you can then being using it with
Netscape Messenger.

Managing certificates and controlling how they are used is done through the
Preferences dialog box. To access this dialog, click the Edit menu, and then click
Preferences.When the dialog shown in Figure 3.4 appears, expand the Privacy
and Security folder in the right pane, and click Certificates.

The top section of your Security Preferences is used to control how Netscape
selects certificates. Your choices are to Select Automatically, which causes
Netscape to select a certificate from among those currently on the computer.
When this option is selected, you won't be asked which certificate to use. To
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have Netscape enquire which certificate to use, select the option labeled Ask
Every Time.

Figure 3.4 Security Preferences in Netscape 6
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Below this section, you can see the Manage Certificates section, which allows
you to manage the certificates installed on your system. By clicking the Manage
Certificates button, you can view which certificates are installed and delete cer-
tificates that are no longer needed. A Certificate Manager dialog box appears,
listing your certificates and buttons to view, delete, and back up your installed
certificates.

Certificates might need to be deleted for a variety of reasons. If you no
longer use a particular site or deal with a particular individual or company any-
more, the certificate for them might no longer be required. Also, certificates
expire after a period of time. By selecting a certificate in Certificate Manager,
and then clicking the View button, you can view the date the certificate was
issued, when it expires, and other certificate details.

Verifying E-mail Senders in Outlook

Using PGP with Microsoft Outlook or Outlook Express, you can also digitally
sign messages and attached files, so a recipient is ensured of the information’s
authenticity, and that the data hasn’t been intercepted and tampered with. As
mentioned earlier in this section, PGP adds a number of buttons to your Outlook
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toolbar. While we looked at using some of the buttons to encrypt and decrypt
messages in Outlook, this section looks at the buttons used to verify e-mail
senders.

When you create a new message, you will see a button called Sign Message.
When the Sign Message button is clicked, your message is flagged to indicate that
you want it signed using PGP. Upon clicking the Send button, you are then
required to enter the password for your key. Upon entering the correct password,
your e-mail is signed, and your message is slightly altered. For example, let’s say
you entered a single sentence in the body of your message stating Sing, sing a
song... Upon sending the message, the body of it would now look similar to the
following:

----- BEG N PGP SI GNED MESSAGE- - - - -

Hash: SHAl

Sing, sing a song ..

----- BEG N PGP SI GNATURE- - - - -

Version: PGPfreeware 7.0.3 for non-comrercial use <http://ww.pgp.conm>

i QN AWUBPO6a6VU 3i 6+E9uz EQIQkgCf XSmivbt r HXuUQdnAlhj kI Mana8gsAn3Hi
M7t Y9z 9x 3D68XAflv1LPOXy +
=Yzef

When you receive a message that looks like the previous message, you can
use Outlook or Outlook Express with PGP installed to verify whether the mes-
sage was tampered with. Upon opening the message, click the button labeled
Decrypt PGP Message, and you will be able to determine who sent the message,
when it was signed, when it was verified, and what the status of this verification
was. For example, if you decrypted the previously signed message, you would see
something similar to the following:

*** PGP Signature Status: good

*** Sjgner: John Doe <johndoe@ akedonai nnane. conp
*** Gjgned: 2002/05/24 2:18:12 PM

*** \erified: 2002/05/24 4:13:21 PM

*** BEG N PGP VERI FI ED MESSAGE ***

Sing, sing a song ...

*** END PGP VERI FI ED MESSAGE ***
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You can read the actual message between the lines that state the beginning
and end of the PGP verified message. If the message had been tampered with, or
the signature couldn’t be verified, then it would be indicated in the Status line of
the message.

Importing a Personal Certificate File into Opera

Personal certificates can also be used in Opera, allowing you to be authenticated
as a genuine user when using secure sites on the Internet. To install a personal
certificate into Opera, you would use the Security section of the Preferences
dialog box. This can be done by following these steps:

1.
2.

In Opera, click File, and then click Preferences.

When the dialog box shown in Figure 3.5 appears, click the item labeled
Security in the right pane.

In the Certificates section, click the Personal button to bring up the
Personal Certificates dialog box.

On the dialog box, click the Import button, and then specify the loca-
tion of the personal certificate you'd like to import. Upon specifying
this, click Open to return to the previous dialog box.

Click OK to confirm your settings.

Figure 3.5 Security Preferences in Opera
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Choosing a Secure E-mail Provider

When you get an Internet connection, you are generally provided with an e-mail
address as part of your package with the Internet Service Provider.You would
hope that your e-mail through this provider is secure, but this isn’t always the
case. Some providers might only provide limited or almost nonexistent e-mail
security for their customers, while others make your security dreams come true.

If secure e-mail is a concern, then you should see whether your e-mail
provider supports Secure Sockets Layer (SSL) for sending and receiving e-mail.
SSL is a protocol that was developed by Netscape for transmitting e-mail and
attached documents securely over the Internet. SSL uses encryption to transfer
documents, and it’s commonly used by sites that require the transfer of confiden-
tial information.

Not every section of a\Web site will use SSL, but, when it is used, an icon
depicting a closed lock will appear in the lower-right corner of Internet Explorer
and Netscape. Opera displays the icon on the left side of the browser. In Chapter
4, when we discuss using the Web safely, we discuss SSL in greater detail.

Other factors that might be important to you are whether e-mail encryption
and anonymous re-mailing is provided through your e-mail provider. These topics
are discussed in previous sections, but you should realize that the services pro-
vided by e-mail providers vary. It is important to carefully examine the services
provided by a site before making a solid decision to use them.

If your ISP provides Web-based e-mail, you can read and send messages from
any computer using a\Web browser. This is particularly useful if you are traveling
and might not always have access to your own computer. However, you might
want to find a secure e-mail provider other than your ISP, if your ISP’s Web-
based mail does not provide encryption for your messages. Let’s take a look at
some options for encrypted Web-based e-mail providers.

Using Encrypted Web-based E-mail

When you choose to encrypt e-mail messages, you will need to realize that Web-
based e-mail encryption is not the same as the encryption used with your e-mail
client. When you use an e-mail client like Outlook, Opera, or Netscape
Messenger, the e-mail message is encrypted on your computer and then trans-
mitted to the mail server. With Web-based e-mail, encryption might not be sup-
ported or the encryption will occur on the server itself.

As described the “E-mail Encryption Made Simple” section of this chapter,
e-mail can be encrypted in a variety of ways. Encryption available through Web
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servers is limited to what a site supports. For example, Web-based e-mail sites
like Hotmail (www.hotmail.com) and Yahoo (www.yahoo.com) aren’t S/MIME
compatible, so they are unable to support digital certificates and encryption
through S/MIME. Other Web-based e-mail sites that support encryption can
support S/MIME but the encryption occurs on the server (not through your
computer). Still others, like Hushmail and SecureNym use Open PGP for their
accounts. Before choosing a WWeb-based e-mail site, you need to investigate what
encryption method (if any) is offered.

As with anonymous e-mail, which we discussed earlier, a number of free and
commercial encrypted e-mail services are available on the Web. Using these ser-
vices, your e-mail becomes secure and can’t be viewed by anyone other than the
person it’s meant for. Some encrypted e-mail services include:

» Hushmail Hushmail is a free Web-based e-mail service that allows you
to send and receive encrypted messages and attachments. Encryption is
automatic, requiring no effort on the part of the user. The encryption
method used for this site is Open PGP. S/MIME isn’t supported. To sign
up for a Hushmail account, visit their site at www.hushmail.com.

= SecureNym SecureNym is a service that provides encrypted e-mail for
a fee. It offers a choice of either Open PGP or S/MIME encryption
methods. This is different from many other sites that only support Open
PGP To sign up for an account, visit their site at www.securenym.net.

= Perfectly Private Perfectly Private is a great encrypted e-mail
provider that’s free to use. To sign up for an account, visit their site at
www.perfectlyprivate.com.

= Privacy X PrivacyX has a good reputation. But, while it provides free
encrypted e-mail, it is only free for a 30-day trial period. After the trial
period, you either need to pay for the services or find a new service
elsewhere. Using the free e-mail service allows you to see what they
offer before making a commitment. To sign up for their e-mail service,
Vvisit www.privacyx.com.

= Pop3Now Pop3Now provides secure e-mail services for a fee. It pro-
vides 128 bit SSL encryption, and its interface allows you to manage up
to five e-mail accounts from one window. To find out more about
Pop3Now, visit www.pop3now.com.
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Summary

Individuals with access to your e-mail can view a considerable amount of infor-
mation. E-mail can be accessed in a variety of ways. People who physically use
your computer, access your computer remotely, or access any mail servers or
other points used in transmitting e-mail to its destination might be able to view
your data. For this reason, you should take care in what you include in your mes-
sages and/or use technologies that will make your data unreadable to those
seeking to intercept and read it.

E-mail contains hidden information that is needed to direct a message across
the Internet, but the information can also be used to reveal your identity.
Conceivably, someone accessing your e-mail could track down the computer you
were using, access your account information, and acquire personal facts about
you. Such facts might include the credit card number used to pay for your
Internet connection and/or e-mail. Other information, such as your e-mail
address and name, could be used to impersonate you online.

Viruses are a major risk you face when using e-mail.You should install and
regularly use antivirus software with up-to-date signature files to ensure that your
data is safe. In addition, you have the option of using anonymous and encrypted
e-mail; this shields people from knowing where an e-mail message originated and
prevents those who might intercept the message from seeing its contents. Some
of these services are free, while others cost a fee.

You should use encryption and digital signatures for any messages that reveal
sensitive information about you or are of a vital nature. By using encryption and
identification technologies, you can ensure that your messages are transmitted
securely over the Internet and haven’t been tampered with in transit. By taking
an extra measure of security, you can protect yourself from cyber criminals
seeking to steal your identity or harm you in other ways.

Solutions Fast Track

E-mail Privacy Is Not Just about Spam

M Check Web sites’ privacy policies of to determine what they do with any
information they acquire from you.

M If you receive spam, check the message to see if it provides a method to
be removed from the mailing list. Look into software or services
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provided by your Internet Service Provider to have e-mail flagged
and/or deleted before reaching your inbox.

M You should disable cookies to prevent information from being sent to
Web sites.

E-mail Attacks Are Not Just about Viruses

M Denial of Service attacks involve massive numbers of requests being sent [
to servers, causing the servers to eventually crash or shut down. In
numerous cases, enormous numbers of e-mails have been sent to mail
servers.When this occurs, no one will be able to send or retrieve e-mail
from the mail server. ‘

M The cost of losing data, repairing damages, and improving security after
an attack is generally passed onto customers or, in the case of
government sites, taxpayers.

M If you fail to close programs and logoff the network or Internet after
you finish reading your e-mail or browsing the Web, others who use the
computer can access your e-mail and browse the Internet posing as you.

Recognizing Mail Scams

M If you receive an offer that seems too good to be true, assume that it is.
Mail scams commonly promise items, services, or other offers that can’t
be acquired through legitimate methods.

M If you're wary of an offer or it seems too incredible, don’t respond to the
e-mail—just delete it. If you’re the victim of a mail fraud, contact your
local police and/or the Federal Trade Commission.

M The Nigerian 419 scam is also called the Nigerian Letter Scam. This
is a popular scheme that has bilked people out of significant amounts
of money, and has even resulted in threats, violence, and the death of
victims.

Using Antivirus Protection for E-mail

M Viruses are commonly spread through files attached to e-mails.\When
the file is opened, the virus can infect your system.
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M Antivirus protection for e-mail will scan the attachments of new e-mails
for viruses, and then deal with them accordingly.

M Some viruses, like the Melissa virus, will use your address book to
distribute viruses to people whose addresses are in the book.

Hiding Your E-mail Identity

M SMTP information, or data contained in the header of your e-mail, can
reveal a significant amount of information about a user.

M Businesses have the legal right to monitor Internet activity and view e-
mail written on company computers.
M Anonymous remailers involves re-mailing e-mail to a different address as

soon as it’s received.

Avoiding E-mail Social Engineering

M Social engineering involves tactics that are designed to acquire
information from you personally. Using social engineering, criminals
have gotten people to provide their passwords, credit card numbers, and
numerous other types of data.

M Social engineering might be used to trick people into opening viruses,
by promising that a file attachment is something they need or desire.

M Social engineering can occur in chat rooms, by criminals slowly fishing
information out of you.

L | E-mail Encryption Made Simple

M E-mail encryption is used to scramble messages so that they can’t be
viewed by anyone other than the recipient.

M Pretty Good Privacy allows you to encrypt, decrypt, and digitally sign
messages sent through Outlook and Outlook Express.

M Encryption should always be used when sending sensitive data over the
Internet.
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Choosing a Secure E-mail Provider

M Even if your Internet connection includes an e-mail address, you might
want to get a secure e-mail provider to send information securely.

M Free encrypted e-mail is available on the Internet. It can be acquired by
visiting a provider’s Web site and signing up for an account.

M Web-based encrypted e-mail providers allow you to send e-mail securely
from any computer, using a \Web browser.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: A company I'm unfamiliar with sent me an e-mail message asking me to
participate in a survey. They offered the chance to win prizes. Should |
participate?

A: If you're unfamiliar with the company, chances are you received spam. The
e-mail might invite-you-te-visit their site and enter personal information, but
there is no guarantee as to what will be done with your information.

Q: I disabled cookies fram being received on my computer, and now | can’t shop
online anymore. If cookies can be used to acquire information about me,
what kind of information would such a site begathering about me?

A: When you visit an online stare, cookies might be used for shopping cart pro-
grams, which keep track of your purchases. If you're having trouble using a
trustworthy site, turn on your cookies tempararily, or configure your browser
to accept cookies from certain sites.

Q: 1 received an e-mail from a friend with a program attached to it. It says it’s a
game. Should I open it?
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A If you weren’t expecting the file to be sent to you, confirm whether your
friend actually sent the program to you before opening it. Many viruses will
use the address book of an e-mail program to distribute the virus to other
people, making it look like that person actually sent the file.

Q: I printed off some e-mail that verified a purchase | made online. Now that
the purchase has arrived at my house, what should | do with the e-mail?

% A: Shred it. The e-mail probably contains personal and credit card information

about you. Rather than throwing it out and having someone take it from the
garbage and use this information for identity theft, shred the document so no
one can read it. If you don’t have a shredder, you should buy one—they can
be small and inexpensive and can certainly help you avoid the greater cost of
data theft.

Q: I’'m thinking about e-mailing a family recipe to a friend over the Internet. |
have Pretty Good Privacy installed on my computer. Should I encrypt it?

A: Whether you should encrypt a message depends on whether you feel the
information has any value, or contains data that could be used detrimentally.
In the case of sending a recipe or a friendly message, encryption usually isn’t
necessary.

-
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Introduction

So far in this book we’ve discussed measures you can take to prevent identity
theft by changing the way you handle physical items linked to your identifica-
tion, such as mail and credit cards, and the way you handle electronic items
linked to your identification, such as e-mails or files stored on your computer. In
this chapter, we examine the ways that private data can be exposed over the Web
and suggest some ways you can help prevent that from happening.

Understanding Risk on the Web

Electronic commerce (e-commerce) transactions usually require credit card num-
bers, name, address, and telephone numbers. Each time you type one of these
items into a form on aWeb site, the data is transferred from your computer to
the Web server. As we saw in Chapter 2, information may be either encrypted or
in plain text as it traverses computers. If it is not encrypted, the data can be inter-
cepted by anyone with access to the network between your computer and the
Web server.

Electronic commerce sites aren’t the only ones where you are asked to pro-
vide private, identifying information. Participation in online government pro-
grams may require you to enter Social Security numbers or other government ID
numbers into a Web form. Financial management sites such as electronic banking
or stock-trading sites might also ask for Social Security Numbers, tax ID num-
bers, or other business information. Even online medical services, entertainment
sites, Internet service providers (ISPs), and other vendor sites may offer you the
ability to use your checking account routing numbers or credit cards to obtain
goods or services online. These are all private identifiers useful to an identity thief
if the identifiers can be intercepted in transit or stolen directly from the com-
puter on which they are stored.

In Chapter 1 (Figure 1.3), we looked at a \Web site that asked you to enter
your Social Security Number. That Web site looked pretty suspicious, didn’t it? It
didn’t display any other information you’d expect to see for a company or orga-
nization that might have a legitimate reason to ask for this information. What
kind of information would you expect to see on a Web site for a legitimate com-
pany? You'd be likely to see company logo, a variety of information about the
company such as sales and contact information, help or support addresses and
phone numbers, pictures of the company’s product line, and perhaps an entire
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product catalog or service menu. The absence of these items should set off
warning bells telling you something isn’t quite right.

Even if the Web site had displayed appropriate company information, it
doesn’t mean the site is legitimate. What if the author of the bogus Web site had
gone to a little more trouble and added a fake company logo and some fake
product information? It would be a Trojan Web site asking for your private infor-
mation, just not as suspicious-looking. Trojan Web sites are those that masquerade
as providers of one service or function when in actuality they have a destructive
or malicious purpose.

What if the Web site author had gone one step further and made the site
look similar to one you deal with frequently? You could easily be tricked into
thinking you’re dealing with a site you trust. For example, you're probably
familiar with the President’s Web site, www.whitehouse.gov. But did you know
that www.whitehouse.com not only doesn’t belong to the government, it’s actu-
ally a pornographic Web site? This sort of site naming is perfectly legitimate as
long as no registered trademarks are infringed on.

Even if a Web site is not malicious, it could prompt you to input too much
personal information unnecessarily. Some Web sites are specifically designed to
draw you in with offers of coupons, games, or other trivial interests, only to ask
you to enter your name, phone number, and e-mail address prior to proceeding
to the offered product or service. These sites are doing good business, according
to the sites themselves—they are in business to collect marketing information.
They are not doing good business, according to you—they might be sharing your
private information with others against your wishes.

By and large, companies and organizations offering online services do take
adequate measures to protect your private information. However, accidents can
happen that allow your private information to be exposed or stolen. Occasionally
a criminal is able to break into a computer and steal credit card numbers. In the
worst case, the criminal might even try to sell the credit card numbers to other
criminals, as we saw with the Prudential case in Chapter 1. As we saw in Chapter
3, criminals occasionally try age-old con games using the new technology of the
Internet to mask what might otherwise be a recognizable social engineering
trick.We can mitigate these risks by becoming *“street smart” on the Internet,
staying observant and vigilant when we disclose information to \Web sites and
ensuring that we are taking adequate measures to use secure technology to
interact with WWeb sites we encounter.
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Learning to Be Street Smart on the Web

Before deciding to enter private information into any Web form or Web-based
application, you need to actively make a decision about whether or not you will
trust the site’s owner with the information.You shouldn’t assume that your pri-
vate information will be used precisely the way you intend, since your own
expectations of privacy might differ from those of the site owner. Even the most
secure Web services can suffer accidents that expose private data.You need to
know that the site can be trusted to protect your private information the way
you want before you disclose that information.

What does it mean to trust a\\eb site? People make decisions about trust based
on instinct in the face of evidence. Let’s look at some evidence of trust on the Web.
A trustworthy e-commerce \Web site, for example, should do the following:

= Provide visible assurances to customers that their information is protected
= \oluntarily adopt ethical standards for conducting business on the Web

= Visibly partner with organizations in which the public maintains a high
degree of trust, such as the Better Business Bureau

= Subject itself to periodic external reviews of security and privacy standards

= Visibly use and support the latest information security technologies
available

One thing you can do is look for the symbols of organizations that indicate
that the site has taken action to present itself as trustworthy, such as the TrustE or
BBBOnLine seals shown in Figure 4.1.You can expect to find these seals dis-
played on a Web site that has partnered with TrustE (www.truste.com), a com-
pany that assures VWeb sites conduct business according to a defined privacy
standard, or the Better Business Bureau (www.bbbonline.org). These organiza-
tions require that Web sites adopt certain ethical standards for doing business
online, such as displaying privacy policies, before the sites may display the trust
seals. These organizations take steps to ensure that it’s impossible for Web sites to
display these seals unless they meet the organizations’ requirements. If you see
these seals, you can be sure the site is not malicious and adheres to a reasonable
set of privacy standards.

If a\WWeb site doesn’t display these seals, it doesn’t necessarily mean the site is
malicious or untrustworthy. The site owners could be in the process of meeting
the requirements of these trust organizations, or they might feel their standards
are high enough that participating in these programs isn’t necessary.You need to
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trust your instincts when doing business with such Web sites. Remember, you
always have the option of doing business with another Web site or placing an
old-fashioned order by phone or mail.

Figure 4.1 Recognizable Seals of Trust on the Web
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& TRUSTI]
B Eoe

NoTE

If you get the feeling something isn’t quite right at a Web site, it prob-
ably isn’t. Follow your instincts and be suspicious of it. Find out more
about the site before you pass any private information to it. Look up
the Web site at the Better Business Bureau’s online search tool
(www.bbbonline.org). If a Web site doesn’t live up to its own privacy
policy, you should feel free to report it to the Better Business Bureau.

Another sign of trust you can look for is whether or not the Web site
employs Secure Sockets Layer (SSL) and other visible security measures to protect
your data. Basically, SSL is a mechanism for doing two things: confirming the
Web server is authentic and encrypting private data as it traverses between your
browser and the Web server. SSL should always be used when private, sensitive
information (such as in a financial transaction) needs to be sent to a \Web server,
but it is typically not used when you're simply browsing or sending nonsensitive
information. Use of such measures demonstrates a site’s commitment to pro-
tecting your data using the latest security technologies. By and large, though, the
most effective tool for evaluating risk while doing business with a Web site is the
site’s privacy policy, which we examine next.

Understanding the Privacy Policy

A reputable organization that asks for private information from you will provide
something on its WWeb site to indicate the site’s intent for securing your interactions
with it. Some sites may combine their security and privacy policies into one doc-
ument, or they might label it security policy or privacy notice. Usually, you’ll find a
link to the privacy policy somewhere on the Web site’s main page.

A good privacy policy answers the following questions:
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What information is gathered involuntarily about customers as they
interact with the Web site?

What options do customers have if they don’t want to voluntarily dis-
close requested private information?

What information is gathered about customers as they use the company’s
products?

What information is gathered about customers’ computers and software?
How does the Web site distinguish private from nonprivate information?
How does the Web site protect private information?

Who has access to customers’ private information?

What use does the site make of cookies?

Does the site owner share or sell information collected about its
customers?

How does the Web site’s protections differ for private and public
information?

Does the site require customers to opt in or opt out of information
gathering?

Do customers have the ability to access information that is gathered
about them?

What procedures must customers follow if they want to opt out of
information gathering or have their private information removed from
the company’s systems?

How does the site ensure its privacy policy is enforced?

Who can customers contact for help with privacy concerns not
addressed in the policy?

Before deciding to trust or do business with any Web site, locate and read its
privacy policy. In most cases, the privacy policy will provide reassurance that your
data is being treated as safely as it can be. In rare cases, you might be surprised to
find that the site quite plainly spells out that it will collect all kinds of informa-
tion about you and then sell it. If the site is honest, you can at least make an
informed decision to accept the risk or go elsewhere.

As a practical example of how you might use a privacy policy, let’s consider a
situation in which you are considering buying something from one of three
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online shopping services, all of which require you to fill in the field that asks for
your e-mail address as you set up your account (ostensibly to allow them to com-
municate with you about your order).

On the first site, the sign-up page provides a check box that says, “Yes, send
me announcements of new products and updates,” thereby giving you the option
of deciding whether or not you want to receive future correspondence from that
company. The button is said to allow you to opt in to be added to their regular
customer mailing list.You'd like more information before deciding, so you click
the link to the site’s security policy, which is displayed elsewhere on the Web site.
The security policy states that the Web site will never sell customer information,
stores it securely, and uses it only for the purpose of communicating news about
new products to customers. If you are happy with this use of your information,
you proceed to enter your data.

But what if the privacy policy had said that customer data is shared with
third-party advertisers, for whom the Web site owner cannot be held responsible?
Most likely, those advertisers are going to display banner advertisements in your
browser or other software or pop-up advertisements on your desktop. Such
advertisers often correlate your customer data with other purchasing data stored
in ad cookies that are set by the very Web site you are considering doing business
with. In such cases, you risk divulging a lot of personal data to those advertisers if
you enter it into the Web site’s form. Thankfully, you were given the ability to
understand this situation because the Web site publicly discloses its policies.

The second Web site does not provide a button that allows you to either opt
in or out, but it does have a link to its privacy policy. In this case, you really don’t
know whether or not you will be added to a mailing list if you provide the
requested information, so you again read the privacy policy. It’s a good thing you
did, too. It says that the Web site will automatically add you to their mailing list
when you enter your e-mail address on their site. Had you not read the policy,
you would have started automatically receiving unsolicited commercial e-mail
from the company shortly after you create your account, never knowing why or
how to stop it. This type of site is said to require you to opt out of being added to
their mailing lists. By default, if you provide your information to their site, you
are added to their mailing list whether you want to be or not.

The third Web site that you’re considering using provides you with neither
control over being added to the company’s mailing list (no check boxes) nor a
privacy policy instructing customers how they can opt out once they’ve been
added. This is not a very reputable way to do business on the Internet.You should
avoid handing out your e-mail address to sites such as this one since there’s no
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way to know what the site owner intends to do with your information. Caveat
emptor—buyer beware!

What You Can’t See Can Hurt You

Cookies

There’s that word again: cookie. You’ve heard it a hundred times, but
what is a cookie, really? A cookie is simply a text file that contains a
small piece of information. The file is transferred to your computer from
a Web site. When a Web site “sets a cookie,” it sends this small piece of
information to your Web browser to be stored on your computer.

Why do Web sites set cookies? If a Web site happens to be an
online shopping catalog, it could “set a cookie” to identify your session
at a later time, in case you decide to quit and come back later. The
cookie enables the shopping site to display items in your shopping cart
when you return, as though you never left. Sites might set a cookie to
allow seamless redirection from one server to another within their site,
to smooth out your experience as a browsing customer. In such cases,
the Web site might not work at all if cookies were disabled. Some Web
advertising software sets cookies as a record of having visited the site.
These cookies might then be used to determine your interests so that
advertising can be tailored to your specific interests.

Cookies are stored together in a file somewhere on your hard drive,
usually in the same directory tree where the browser software is
installed. It's named cookies.dat for Opera, cookies.txt for Netscape.
You’ll find cookies for Internet Explorer by viewing your
Windows/cookies directory. You might be surprised at what you find
inside a cookie file. As we’ll see later, you can view the contents of
Netscape cookies directly within Netscape. If you open a cookie with
Notepad, you might find your name and address, phone number, login
information, or just about anything else that might be used during a
Web session. If someone else can copy your cookie file from your hard
drive, that person can view the same information about you.

Some cookies contain only a unique number to identify you or
your computer while you visit the site, some contain encrypted infor-
mation about your session, and some are constructed in a way that
would allow a third party to replay or re-establish your Web session. This
means that if someone could obtain your cookie file that contained

Continued
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session information for a Web site where your credit card number is dis-
played prior to committing to a purchase, that person could possibly re-
establish your session and read your credit card number. This is a
particular problem if you use a Web kiosk, such as a public Web terminal
inside a department store, to make a purchase. There’s no assurance who
will use the terminal next or what that person might do with the infor-
mation you just deposited onto it as part of your purchase transaction.

We discuss how to delete cookies and temporary files from browser
directories later in this chapter. In addition, Chapter 8 contains a full dis-
cussion of how to disable, block, or manage cookies.

Managing Risk on the Web

Once you decide to trust a Web site, you still need to minimize exposure to situ-
ations in which private information can be intercepted during transit by man-
aging the risk you’ve accepted. Managing risk on the WWeb means taking the
necessary steps to assure your private information is protected as you interact
with Web servers. To do this, you’ll need to understand using SSL for secure
transactions, using SSL certificates, managing passwords, payment options, and
being able to surf anonymously, which we examine in this section in detail.

Protecting Yourself With SSL Certificates

As we mentioned earlier, your Web browser helps determine server authenticity
by using a protocol called Secure Sockets Layer (SSL) for secure transactions.
When your browser connects to a\Web server using SSL, it validates the identity
of the Web server on your behalf. It asks a certificate authority (CA) to validate
the Web server, which is known to the CA because the Web server owner has
purchased an SSL certificate from the CA.The CA compares the Web site’s certifi-
cate to information it has on file and verifies that the two are identical. Unless
the authority can’t validate the server, a secure SSL connection is then established
between your browser and the Web server.

You’ll know when you’re connected using SSL because the browser tells you.
It displays a small, closed padlock icon as an indicator. In Internet Explorer, look
for a small yellow closed padlock in the lower-right corner of the window.
Netscape 6 displays a closed padlock in the same spot for pages that are
encrypted with SSL and an open padlock for pages that aren’t. Opera displays a
closed padlock on the left side of the address bar. Always check for these icons to
confirm you have a secure connection before entering a credit card number,
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Social Security Number, or other private information into a Web form. If the
icon isn’t present or is in the unlocked position, SSL is not being used and you
should not enter private information at that \\eb site.

In rare instances, a Web site could prompt you for private information
without using SSL but not represent any real danger. For instance, the WWeb site
could have a recently expired certificate that was accidentally allowed to lapse by
the Web site maintenance staff. It’s sloppy management, but it can happen. If the
site is large and generally well trusted and you’ve done business with it many
times in the past, you are probably safe in trusting your instincts to proceed. Still,
you should make sure the Web address has not changed from the one you origi-
nally entered, check the site to make sure it visually looks as it normally does, or
look for a customer message that explains the outage to satisfy yourself that it’s
okay to continue.

You should also read the site’s SSL certificate to make sure all other informa-
tion about the Web site is as it should be, except for the expiration date.Your
browser software provides the ability to do this. Internet Explorer displays the
server certificate if you click the Certificates button from the File | Properties
menu.Your own browser’s help instructions should tell you how to do this if you
aren’t using IE6. Figure 4.2 shows a valid SSL certificate viewed during an SSL
connection to Amazon.com (www.amazon.com) using Internet Explorer 6. The
Issued to: line confirms that the user is connected to Amazon.com, which is com-
forting unless the user thinks she is connected a different site.

Figure 4.2 Viewing Web Server SSL Certificates Using Internet Explorer 6
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Digging Deeper...

Personal SSL Certificates

A personal SSL certificate is a piece of identification, just like a driver’s
license or Social Security card. The main differences are that you carry an
SSL certificate on your PC, not in your wallet, and it typically has an expi-
ration date. Also, unlike a driver’s license or Social Security card, there is
more than one organization where you can obtain an SSL certificate.

A personal SSL certificate demonstrates your identity to Web
servers. When you obtain the certificate, you must first prove your iden-
tity to the issuer, known as a CA, by presenting other identification such
as a driver’s license or Social Security card. The CA then gives you a
unique digital file, or certificate, that you import into your Web browser,
using the browser’s menu functions provided for this purpose.
Afterward, as you surf the Web, your browser asserts your identity to
Web-based applications using the certificate. When a Web server asks
for your personal certificate, it queries the CA that issued it, which sends
a validation message back to the Web server vouching that you are who
you claim to be.

Personal digital certificates are often required in order to use a
Web-based e-mail service supporting S/MIME directly from your PC, as
discussed in Chapter 3. If you use a Web-based e-mail service that sup-
ports digital signatures, you’ll probably need a certificate for the mail
server to create your digital signature. Over the course of time, many
other types of Web services such as online banking or stock trading will
increasingly require you to have a personal certificate in order to access
their services. This is good for you. It helps deter others from accessing
your online accounts, since they won’t possess your certificate. Other
computers can’t be used to make changes to your account, because
your computer is the only one that possesses the certificate. This gives
you better physical control over your identity online.

Personal SSL certificates can also be used to validate your identity
when you’re digitally signing or encrypting e-mail using software that is
not Web based or signing onto certain types of applications. Most cer-
tificate authorities offer personal certificates for free so you can learn
how to use them. If you’d like to learn more about obtaining a personal
certificate, a good place to begin is by visiting a CA Web site and reading
about the services they offer. Several authorities are listed here as a
starting point:
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= VeriSign (Www.verisign.com)

= Thawte (www.thawte.com) Go to the Personal Certificates
section.

= Baltimore (www.baltimore.com/cert)

Once you obtain a certificate, consult the CA and your browser
manufacturer’s instructions for installing it in your browser.

Avoiding Malicious Applets

Some Web sites want to enrich your browsing experience by using flashy plug-
ins, animation, music, or other features to make their online service or advertising
presence more attractive or more functional. To accomplish this, they might ask
you to download a small program, or applet, to enhance your browser and enable
their Web site to be viewed the way they intended. In the vast majority of cases,
accepting the download causes no harm.

However, in a few cases, intruders have been known to compromise a Web
site and substitute an applet that contains malicious code for the real one. Or they
could create a Trojan Web site and write their own malicious applet.Visitors to
the site unwittingly download the altered applet, which then infects their system
with a Trojan that sends private data back to the owner of the site or performs
other destructive acts. How can you be certain that the software you are being
asked to download can be trusted?

There are actually two issues involved in this question. One involves deter-
mining if known trusted programs are still trustworthy after some period of time
has elapsed. The other involves determining if programs are trustworthy in the
first place. Digital signatures can solve the first problem; antivirus software can
solve the second.

In Chapter 3, we examined the concept of a digital signature as a method of
validating a message or message attachment to ensure that the sender is who he
says he is and that the message or attachment hasn’t been tampered with during
transit across the Internet. This same concept works with any type of software,
not just a message attachment. Software such as applets can also be digitally
signed. The digital signature acts as an assurance that the software has not been
altered prior to the time you download or use it.

Many trustworthy Web sites provide you a digital signature when it’s neces-
sary to install an applet or plug-in in order to view the site.You can view the
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digital certificate for the signed applet in the same way you view a \\eb server
site certificate, using the features of your browser provided for this purpose. A
code-signing certificate describes the name of the company, dates for which the
certificate is valid, and so on. Refer to your browser’s instructions for how to
view the digital certificate using your individual browser.

If the WebD site is one with which you’re familiar and is for a well-known
company or organization, and if you’ve taken the steps described in the rest of
this book to secure your browser and computer software, it'’s much less risky to
download an unsigned applet. However, it’s always best to do business with com-
panies that provide this element of assurance, and always use antivirus software as
a safety net. Make sure that interacting with the site by downloading the applet is
worth the remote possibility of undesired consequences, such as a system crash or
an attempt to steal valuable information. Just as you would avoid opening an exe-
cutable program e-mailed to you by a stranger, it’s always better not to allow any
Web pages to install software on your computer.

What You Can’t See Can Hurt You

Web Redirection

When you type a Web address into your favorite Web browser and a
Web page is displayed, what exactly are you looking at? You are
expected to believe that the owner of the address has provided this page
for you to see. Especially if the domain name suggests a very trustworthy
organization or a topic that doesn’t seem likely to be the realm of a
hacker, you might lower your guard when making decisions about
handing out information to the site.

However, most organizations with which you choose to conduct
business online do not maintain every single possible Web address con-
taining their business name. For instance, Widgets.com might be the
famous place that sells widgets, but Widgets.org might be a site that
posts comics or something else totally unrelated to widgets, or it might
not be used by anyone at all. Some companies do try to maintain Web
servers in every possible top-level domain, however, such as
www.microsoft.ca for users living in Canada or www.microsoft.it for
users in Italy. This is an easy way to provide language-appropriate con-
tent for the users that are most likely to need it.
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Unused domains, though, can sometimes be used to trick cus-
tomers and redirect their legitimate Web traffic to an unrelated, possibly
malicious Web site. If a company named Fake Domain Inc. purchased the
Internet domain fakedomain.com but forgot to purchase
fakedomain.ca, anyone could come along and register fakedomain.ca if
they so chose. People who visited Web servers in that domain would
likely think they were doing business with Fake Domain Inc. when in
actuality the site might be owned by another company or, worse,
someone with malicious intent.

Another type of redirection happens when a legitimate Web site
has been maliciously hacked to redirect traffic to a malicious server. The
malicious page might look similar to the legitimate one, prompting you
to type in your account number or other personal information. But when
you type in your login information, the malicious page might save it and
then redirect your traffic once again to the correct Web site, which dis-
plays the login screen a second time. Your tip-off that something is
wrong is that uneasy feeling of “Hey, didn’t | just type in my login infor-
mation already? Why is it asking me to do it again?”

This is a type of information theft using social engineering in com-
bination with a Trojan Web site designed to specifically to steal your
information. The social engineering happens when you are tricked into
believing that the Trojan Web site is legitimate. These kinds of Web sites
might be up for only a few hours at a time, to prevent discovery. You can
avoid falling prey to this kind of scam by always looking at the Web
address in your browser after the page is displayed, to verify that the
address hasn’t changed from what you originally typed in. If SSL is used,
view the certificate in your browser to confirm what site you’re dealing
with. Finally, understand the risks of doing business with any online site
that asks for your SSN or other sensitive information.

Managing Passwords

If you're like most people who make frequent use of the Web, you’ve got a
couple dozen Web accounts scattered around the Internet. It’s very common for
people to use the same account name and password for each Web site they visit,
to make it simpler to remember how to log in the next time. If you have used
different account names and passwords, you might be tempted to write them
down somewhere, such as a notebook, a file on the hard drive, or a sticky note
attached to your computer’s monitor for easy reference.You might be tempted to
use the “Remember this Password” buttons that appear on many login screens
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and software applications. But those are all good ways to give others access to
your passwords when you aren’t around.

In Chapter 2 we discussed how to create a strong password that appears
random to an intruder but is easy for you to remember. How does this habit help
you remember a couple dozen passwords, one for each \Web site where you have
an account? How can you remember which password goes with which Web site?
As discussed in Chapter 2, you could write them down using a form of encoding
and hope that nobody discovers how the encoding works or where you’ve
written them down. For some people, that might be sufficient. For others, an
electronic form of password management might be a better idea.

Ideally, however, you should never write down your passwords.You should
also use a unigque account name and password pair for each \WWeb site so that if
one password is stolen, it doesn’t grant access to other Web accounts you might
have. Sound impossible? It isn’t. In this section, we examine a couple of tools you
can use to accomplish this goal.

Using Microsoft’s Passport

Microsoft has developed its Passport .NET technology as its answer to users
having too many Web passwords to remember. To obtain a Passport, you create an
account using an e-mail address and password. When you use the Microsoft
Passport, you effectively allow Microsoft to disclose this private data on your
behalf, using Microsoft’s security measures, to Web servers that accept this form of
login.You don’t have to remember a password for each Web site, because you use
the same one at all Web sites that accept Microsoft Passport. Microsoft assures in
its security policy that your password will be stored safely and transported
securely to Web sites using their Passport .NET technology.

Before you can use Microsoft Passport, you must sign up for it at
www.passport.com.Web sites that support this service allow you to log into
their service using your Passport password and e-mail address instead of requiring
a unique account name and password that would otherwise be required.

With Passport, you rely on Microsoft to securely store your private data on
their servers, instead of relying on a software package to store them on your local
hard drive. Microsoft’s servers are not subject to the same insecurities as your
desktop PC, are not as easily stolen, and are maintained by people who focus on
topics of security. Of course, Microsoft is still storing your password, which means
it’s less secure than a password that’s never stored. In addition, using only one
password for all Web sites means that if your Passport password is stolen, the thief
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can use it at all Passport-enabled Web sites. Remembering your own passwords is
best, but if you can’t do that, this product might be what you’re looking for.

Protecting Your Purchasing Power

We observed earlier that one way to protect passwords is to use a service that
stores them for you, preventing the need for you to type the password each time
you use a particular service. Services such as Passport store your password and pri-
vate data remotely, on servers managed by the company that provides the service.

Assuming that the service stores and transports your password securely, you no
longer need to depend on your own knowledge of security for storing and
sending the password securely. This benefits you by ensuring that the service, not
you, is responsible for storing and transferring your private data securely.

Passwords aren’t the only type of private information that can be protected in
this fashion.You can also protect information you routinely use to make online
purchases in the same fashion by using alternative payment services. In this sec-
tion we examine several popular and trusted services: PayPal, CyberCash,
American Express, and Microsoft Wallet.

PayPal and CyberCash

PayPal (www.paypal.com) and CyberCash (www.cybercash.com) are two elec-
tronic payment services that can help protect your financial information when
you make purchases on the Internet. These services are payment systems that aug-
ment and build on the ways in which existing credit card or bank payment sys-
tems work.

When you create accounts with these services, you provide your private
information, including checking account number or credit card number, only
once.You don’t have to send in any payments or deposit any money with the ser-
vice ahead of time, so there is no risk that you will lose deposited money—there
isn’t any deposited money:.

When you are ready to make an online purchase, you tell the vendor you will
pay using PayPal or CyberCash by selecting this form of payment on the vendor
Web site. The Web site must be set up to accept this form of payment. Once you
commit to the purchase, the Web site requests PayPal or CyberCash to pay for
the value of your purchase. The payment service, in turn, charges your credit card
or deducts the purchase price from your checking account. Thus, you are saved
from having to disclose your actual credit card number to the online vendor from
which you are buying, reducing the chances that the number will be stolen
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during a break-in or accident. This transfers the risk of securing your credit card
information from yourself and the online vendor to PayPal or CyberCash.

Electronic payment systems in general had a rocky start, due in part to some
e-cash services such as Beenz and Flooz that went bankrupt. Beenz and Flooz,
however, were entirely different creatures from PayPal and CyberCash. They were
an entirely new form of electronic currency, not a payment system designed to
transfer existing U.S. currency between buyers and sellers. With the extinct ser-
vices, buyers would purchase units of e-currency called Beenz or Flooz using real
currency and then use these units to make purchases at merchants who accepted
the e-version. Paying with Beenz or Flooz was actually more like paying with a
gift certificate than paying with cash or a credit card. Its value had to be prepaid,
making these services less desirable than a payment system that used existing
deposits of real currency.

American Express Private Payments

American Express offers a variant of the PayPal and CyberCash service using its
own credit card authorization and payment systems. Instead of typing your
American Express credit card number each time you want to make a purchase
online, you instead type a Private Payment number that you obtain directly from
the American Express Web site. The Private Payment number is valid for only a
few minutes, is encrypted, and is transferred to the merchant using a secure net-
work transaction, making the risk of theft much lower than using a credit card
number that could remain stored on the merchant’s Web server for a very long
time. American Express then arranges for payment from your American Express
account as identified using the Private Payment number. This system works
something like a short-lived 10U. This service works only with Web sites that
accept American Express, but any site that accepts American Express should be
able to accept a Private Payment in lieu of an actual credit card number. To sign
up for this service, visit www.americanexpress.com/privatepayments/
info_page.jsp.s

Microsoft Wallet

Microsoft Wallet is a feature of the Microsoft .NET Passport.\Web sites that
accept transactions made via a .NET Passport Wallet obtain purchasing informa-
tion from your Passport account rather than requiring you to type it in at the
time you make a purchase.When you use this feature, you are transferring the
risk of typing in credit card information to the Passport service, away from

167

www.syngress.com



168

Chapter 4 = Self Defense on the Web

whatever security mechanisms you and your computer can provide, similar to
using PayPal. To learn more about setting up a Microsoft Passport for use with
this service, visit the Microsoft Web site at www.microsoft.com.

Anonymous Web Surfing

When you surf the Web, it seems like a fairly anonymous act. Until you actually
type something that you recognize as identifying information about yourself, it
might feel like you'’re hiding behind the keyboard, emboldened to act in a way
that you might not if the connection to you were more obvious. This is one of
the hazards of Web surfing, because users are lulled into a level of confidence
about their actions that they probably shouldn’t have.

Digging Deeper...

Anonymous Proxies

For more technically adept readers, one way you can increase your level
of anonymity while surfing the Web is to use special services for that
purpose, such as Anonymizer.com (www.anonymizer.com). When you
type a Web address into the Anonymizer.com address bar,
Anonymizer.com retrieves the page you requested and displays it. Your
computer’s IP address isn’t logged; the server’s address is.

Another way to increase anonymity is to configure your browser to
use an anonymous proxy. An anonymous proxy is a Web server that
retrieves Web pages on your behalf but doesn’t offer a pretty address
bar the way Anonymizer.com does. To configure an anonymous proxy,
add the address of your favorite anonymous proxy server to your
browser’s network configuration. Consult your browser’s instructions or
help facility for details on how to use a proxy server.

This way your browser doesn’t actually connect to any Web servers,
so there’s nothing to log about you, except the connection to the
anonymous proxy. Therein lies the rub. The connection to the anony-
mous proxy is still logged. The degree of anonymity is increased, but it’s
not complete. To learn more about anonymous proxies, click the
Directory menu for Google (www.google.com) and select Computers |
Internet | Proxies | Free.
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However, there’s a lot of information about you that can be gathered without
your knowledge. When your browser connects to a WWeb server, for instance,
information about your connection is typically logged at that time. The informa-
tion contained in the log might include your computer’s address, its operating
system type, the type of application you’re using to connect, and what you view
as you visit the site.

If you use a Web connection to participate in a chat room, messaging service,
or other discussion forum, you might hide behind a screen name during the dis-
cussion, but your computer can’t. The anonymous screen name provides only a
degree of anonymity. It’s a good idea to use services that increase your anonymity,
such as Anonymizer (see the “Digging Deeper” sidebar), but do have a healthy
mistrust for the degree of anonymity they actually provide you.

There’s also no reason you have to give out real information every time you
want to follow up on an interesting advertisement or Web page that wants to
know everything about you, including your shoe size.You don’t have to provide a
real name until you actually make a purchase, and even then, only if the method
of payment requires disclosing your real name.You have to provide a real address
only for shipping a product or service you order, so if a physical product isn’t
involved, perhaps you can avoid disclosing your address, too. Using contrived
information until real information is absolutely needed is certainly one strategy
for maximizing anonymity.

Improving Browser Safety

New computers with Windows software already installed on them typically come
pre-installed with Internet Explorer browser software. Some people prefer to use
different browser software, such as Netscape or Opera. Whether you use the copy
of IE that came pre-installed on your Windows computer or install a fresh copy
of another browser, it’s important to take some additional steps to properly secure
the browser software before you use it, to repair any bugs or security exploits to
which it might be vulnerable. If a fair bit of time has lapsed since the software
was first released, several bugs have probably been discovered, some of which
could be used for malicious purposes. This section examines how to update your
browser software to make it as safe as it can be before you use it.

Updating Your Browser Software

If your computer came with a utility that automatically updates and patches your
software, be sure to run it before using the computer for the first time. If it
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doesn’t, you should perform an update manually prior to using your browser to
surf the Web.

Internet Explorer

If your browser software is Internet Explorer, the first step is to make sure that
you're using the latest and greatest version.To find out what version you’re using,
start the IE software, click the Help menu, and choose About Internet
Explorer. Then go to www.microsoft.com and see if there’s a more current ver-
sion available. If so, follow the instructions for downloading and installing the
newer version. After you’ve upgraded your IE software, you’ll still need to apply
any security patches or updates that might not be included in the upgrade you
just installed.

Microsoft makes it simple to locate security patches for your Windows IE
software at its Windows update Web site, located at http://windowsupdate
.microsoft.com. This Web site suggests important updates based on the versions of
software currently installed on your Windows system (which is why you should
upgrade to the latest version first). The first step in updating your browser is to
follow the instructions for downloading and installing each one of these sug-
gested updates. This process could involve rebooting your computer several times,
S0 be sure to allow enough time to finish.

Netscape

If your browser of choice is Netscape, you’ll also need to make sure you have
downloaded and installed the latest version from http://browsers.netscape.com.
The latest version includes repairs for any security issues that have arisen since
the previous release, so even one or two versions can make a big difference when
it comes to security.

Opera

Opera is a fairly new browser to hit the market.You can download the latest ver-
sion of Opera from its support Web site at www.opera.com. Opera doesn’t offer
any security patches, so you need to make sure you have the latest version to
ensure you'’ve got the most recent bug fixes and, therefore, the most secure ver-
sion available.
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Putting Browser Security Features to Work

Once you've installed and updated your browser’s software, you need to do one
more thing to ensure you are surfing the Web as safely as you can: configure the
security settings. Your browser’s settings should reflect your requirements for man-
aging cookies, storing passwords, and managing private data stored on disk.

Internet Explorer

The default settings for Internet Explorer 6, for instance, provide you a medium
level of security and do not disable cookies. Higher security settings provide you
increased security, although they might also cause certain Web sites that rely on
those less secure features to not display properly.We provide a basic tutorial on
security features of Internet Explorer in Chapter 8, so you can decide your own
security comfort level.You should make sure your own browser’s settings are set
to the default settings, at a minimum.

Netscape

The default installation for Netscape 6 leaves cookies turned on and stores WWeb
passwords on your behalf. Both are features you probably should turn off for
safety. If you must use cookies for certain Web sites, Netscape allows you to
manage each one individually. Consult Chapter 8 for details on how to change
the security configuration for Netscape.

Opera

Opera provides many security features not found in other Web browsers. These
features give you control over pop-up advertising, redirection, information dis-
closed by the browser, and managing cookies, among other things. \We’ve
included a few suggested configuration changes for Opera 6 in Chapter 8.

Covering Your Internet Footprints

So far in this chapter we’ve talked about installing patches, improving security
settings, and preventing cookies as measures to protect yourself from people who
are looking to collect information about you. If you are just now making these
changes to your browser settings, however, chances are you’ve already left a lot of
footprints on your computer that track where you’ve been in recent history. In
this section, we talk about how to get rid of those footprints.You should take the
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steps described in this section on your own system a few times per week. If this
proves too time consuming for you, many free utilities are available on the
Internet to handle this task automatically, each time you start your computer.
CNET (www.cnet.com) is a reputable place to download this type of utility.

Deleting Hidden Information About You

Each time you visit a Web page, images and text are downloaded from the Web
server and stored locally on your computer before being displayed in your
browser.Your travels on the \Web are also recorded in a History file designed to
track the pages you've visited in recent weeks, painting a fairly complete picture
of your Web journeys. As we’ve already observed, you’ll also have cookies that are
set by Web sites you visit. All these tracks are files that could contain private data
about you, so they should be removed from your computer as often as possible.

To delete private data in Internet Explorer 6, click the Tools | Internet
Options menu and select the General tab. Click the Delete Cookies button
shown in Figure 4.3 to remove all cookies. Click the Delete Files button to
delete temporary files stored by Internet Explorer. Note that this action will not
delete cookies or temporary files stored by a different browser.You’ll need to
delete those separately. Finally, click the Clear History button to clear the record
of sites you’ve visited using this browser.

Figure 4.3 Deleting Private Data Using Internet Explorer 6
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NoTE

If you have an earlier version of Internet Explorer, you might not have
one or more of these delete buttons. You can still delete cookies manu-
ally by removing them from your Windows/Cookies directory just as you
would delete an ordinary file. History files are likewise stored in the
Windows/History directory and can be manually removed. Temporary
Internet files are stored in the Windows/Temporary Internet Files direc-
tory; you can manually remove those, too.

Figure 4.4 demonstrates how to delete cookies using Netscape 6.2. Bring up
this menu by clicking Edit | Preferences, choosing the Privacy and Security
category, selecting the Cookies menu item, and then clicking the View Stored
Cookies button. Select the cookie you want to remove from the scroll box, and
click Remove. To remove all cookies Netscape has stored, click the Remove All
Cookies button.

Figure 4.4 Deleting Cookies Using Netscape 6.2
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Figure 4.5 demonstrates a sample history file using Netscape.You can bring
up the same window by clicking Tasks | Tools | History in your own copy of
Netscape 6.2. Most users don’t expect that anyone else will ever view their
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browsing history, and so they ignore their history files. However, a thief could use
your history to discern which Web pages you often visit. There’s also the chance
that a snoop at work or elsewhere could infer information about you, such as
medical history, marital status, or mental health, based on the sites you frequently
visit. Deleting this information stops a thief from readily accessing it, although it
can still be retrieved from the hard disk using specialized software designed for
this purpose. This software typically costs too much for the average person to
have on hand and so is typically used only by law enforcement and forensics spe-
cialists trained to retrieve deleted evidence from computer disks.

Figure 4.5 Viewing Netscape Browser History
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Netscape temporary files and history files are not deleted in the same menu
as Netscape cookies. To clear browser history files using Netscape, click Edit |
Preferences and highlight the Navigator category, which brings up the menu
screen shown in Figure 4.6. Select the History option under Navigator and click
the Clear History button before clicking OK.

Figure 4.6 Deleting History Files Using Netscape 6.2
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To delete files stored on disk or memory, click Edit | Preferences, and
click the Advanced category. This brings up the menu screen shown in Figure
4.7. Highlight the Cache menu item and click the button for Clear Disk
Cache. Click the Clear Memory Cache button to clear files stored in
memory. Click OK.

Figure 4.7 Deleting Cached Files Using Netscape 6.2
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Opera 6 makes the task of deleting private data a bit easier than Netscape
does. All the options for deleting private data are included on a single menu
screen. To delete private data using Opera 6, click File | Delete Private Data
to bring up the menu screen shown in Figure 4.8. Check the boxes shown in
Figure 4.8, and click OK.

Figure 4.8 Deleting Private Data Using Opera 6
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Opting Out of Ad-ware Cookies

Along with the popularity of the World Wide Web has grown advertisers’ desire
to find ways to harness the Web to sell their products. Believe it or not, there was
a day (not very long ago) when banner ads didn’t appear on any Web pages and
cookies were never used. Now all the people surfing the Web are ripe for
receiving advertising, or so the thinking goes. However, it’s harder to advertise on
the Internet than in other print and media, since there’s less certainty as to where
and for how long the audience will direct their attention. If you don’t want to
view an advertisement on a \Web page, you can simply minimize the page, press
the Back button, or follow a different link.

To compensate for these ways of circumventing ads, advertisers have tried to
deliver their messages using Web technologies in new and creative ways—for
instance, banner ads that appear at the top or side of your browser as you visit
every page of a given Web site, or those small windows that pop up an advertise-
ment when you move from one Web page to another. These advertisements are
sometimes even targeted to your specific purchasing habits through the use of a
technique called advertising cookies. As you visit Web sites that set these cookies,
your surfing habits are effectively tracked by examining the data stored in the
cookies, such as the name of the Web site or the pages you viewed while you
were there. Advertisers can collect the information stored in these cookies and
select an advertisement to display on your screen that you are more likely to
appreciate and respond to.

For most people, it’s common sense not to disclose your name and address to
a stranger met on the street. It’s less obvious that the risks are similar when you
give out a name and address to a VWeb page. It is even less obvious when informa-
tion about you is collected without your being aware of it. One of the ways you
can reduce the amount of data that’s being collected about you and your surfing
or purchasing habits is to tell advertisers that you don’t want \Web sites to set any
advertising cookies on your system and not to use any that might already be set.

In this section we examine three of the more ubiquitous providers of adver-
tising content, discuss their particular policies for collecting information, and give
you some control over how that information is collected or used. Unfortunately,
this is not a complete list of advertising content providers. The privacy site
Web\eil (www.webveil.com) has a more comprehensive list of about 10 sites
offering opt-out procedures. It’s prudent to periodically check any site known to
collect and aggregate data about you and opt out from having it distributed to
others, if that service is offered.
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Abacus: A Division of DoubleClick

DoubleClick is a company that helps other companies spend their electronic
advertising dollars more wisely by targeting that electronic advertising to the
people who really want to see it. Cookies are set on your system as you browse
the Web to indicate that you have visited the site. Software that works in tandem
with these cookies tells the advertiser your preferences, so an appropriate adver-
tisement can be sent to your desktop as a pop-up or displayed in a banner ad.

DoubleClick makes it clear in its privacy policy (www.doubleclick.com) that
“DoubleClick does not use your name, address, e-mail address, or phone number
to deliver Internet ads,” but they stop short of saying they won'’t use, say, cookies
set by Web sites you surf that might contain personal information about you. To
ensure that advertising cookies aren’t used to determine your surfing habits when
displaying advertising for you, you’ll need to opt out of this service with
DoubleClick.

Figure 4.9 is a screenshot of the DoubleClick Web page where you can
download its opt-out cookie. Interestingly, the way its opt-out program works
requires you to download a cookie that flags your browser as one that doesn’t
want any future cookies to be used. As long as your browser is configured to
allow cookies, the DoubleClick opt-out cookie will prevent further DoubleClick
cookies for 30 days. Unless you really need cookies to interact with a particular
Web site, you are always better turning them off entirely, although you’ll lose the
opt-out cookie as well.You can disable cookies in your browser altogether using
methods we discuss in Chapter 8 or using third-party software that does the same
thing. The opt-out cookie at least provides a way to control how much informa-
tion about you is gathered when you can’t turn cookies off entirely.

Figure 4.9 The DoubleClick Opt-Out Policy
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Opting out of DoubleClick ad cookies won't stop pop-up ads altogether, but
it will stop you from getting future cookies that track your surfing habits, as long
as you always use the same browser used to obtain the opt-out cookie. The
advertisements will not be targeted to your preferences, but they will still be dis-
played. The opt-out cookie will still be read; you just won'’t be subject to having
correlations made between your computer and your surfing habits. To prevent
those pop-up ads altogether, you need a browser that provides this feature.

If you do decide to use the opt-out service, you need to get an opt-out cookie
for each browser you use, since different browsers store cookies in different places.
If you ever turn off cookies in a given browser, you’ll turn off the opt-out cookie
as well and will start being tracked again.You need to check every 30 days to make
sure your opt-out cookie is still intact for each browser you use.

Buying something from a mail order catalog is likely to land your name and
address information in a database maintained by a company named Abacus.
Abacus compiles your information and resells it to other mail-order companies
that might send you copies of their own catalogs based on your demographic
information and purchasing history. DoubleClick helps build that demographic
information through its cookie-based \Web programs designed to track your
online surfing habits.

Fortunately, Abacus also maintains an opt-out program. Its policy regarding
opting out of its services is shown in Figure 4.10. Simply phone Abacus at
1-800-518-4453 and provide your name and address to be removed from its
mailing list. It can take up to three months to notice a reduction in the number
of catalogs and other junk mail you receive. Abacus can also be contacted by
mail at:

Abacus: A Division of DoubleClick
P.O. Box 1478
Broomfield, CO 80038

ValueClick

ValueClick (www.valueclick.com) is another advertising content provider for \Web
sites. When you respond to an advertisement provided by ValueClick, personal
information might be collected about you, such as name, address, e-mail address,
gender, and birth date.You give permission for ValueClick to make this informa-
tion available to the advertiser as part of the process. That advertiser is then free
to sell your information as part of a bulk mailing list, if it chooses, without first
notifying you.
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Figure 4.10 The Abacus Opt-Out Policy Web Site
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ValueClick merges your information with other sources of data in order to
create targeted advertising relevant to your interests. Even if you never provide
private information, ValueClick might record technical information about you,
such as your IP address, browser type, and operating system type. This technical
information is used to correlate with information from other sources in an
attempt to, again, create targeted advertising relevant to your interests.

ValueClick’s privacy statement, available at www.valueclick.com/privacy.html,
regards the technical information collected about you as nonpersonally identi-
fying information that can’t be used for profiling.ValueClick retains the informa-
tion indefinitely and claims to keep it secure and safe. The fact that ValueClick
provides a privacy statement with instructions for how to opt out of its service
is laudable and shows good intentions to protect privacy.ValueClick allows you
to opt out of some, but not all, of the cookies set by its software.You can reach
the opt-out page shown in Figure 4.11 from the ValueClick privacy page
(www.valueclick.com/privacy.html).

Advertising.com

Advertising.com (www.advertising.com) also delivers advertising to people
surfing the WWeb but with a variation on the theme.What makes this advertising
company different is that it also maintains several WWeb sites that appear to have
nothing to do with advertising but that directly ask for personal information that
is used to correlate with information gathered through the use of cookies.
Advertising.com states in its privacy policy that this information is used to corre-
late with other nonpersonally identifiable information collected as you surf the
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Web, for the purpose of tailoring advertising toward your interests. The Web sites
prompt you to enter private information such as your name, address, e-mail
address, gender, and birth date, if you want to participate in the service they pro-
vide. This information is matched up with your IP address, browser type, and
other nonprivate information gathered while you surf. The Advertising.com pri-
vacy policy (available at www.advertising.com/privacy/privacy2.html) provides
lots of information about what kind of information it collects and how it is used.

Figure 4.11 The ValueClick Opt-Out Cookie Site
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Advertising.com provides a list of all the Web sites it maintains at www.adver-
tising.com/privacy/privacy3.html.You can view the information Advertising.com
has collected about you, ask that it not be shared with others, or ask to have it
deleted entirely by sending e-mail to support@advertising.com.
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Summary

In this chapter we concerned ourselves with understanding how we can better
protect our private information from theft on the Web. By understanding how to
identify and avoid risks on the WWeb, we stand a much better chance of averting
identity theft before it happens.

Our most effective tool for evaluating what a Web site will do with our pri-
vate information is the site’s privacy policy. A trustworthy Web site will provide a
privacy policy that states the kinds of information the Web site will collect and
how that information will be used.\We can learn to identify trustworthy Web sites
by looking for symbols of trust, such as the TrustE and BBBOnLine symbols dis-
played prominently on the Web site.

Managing risk on the Web involves learning to identify and avoid suspicious
Web sites that are more likely to have malicious intent for our private informa-
tion.We need to be careful how we manage our account and password informa-
tion to minimize its exposure.\WWe can protect credit card and other purchasing
information using several services that help manage this information on our
behalf more securely than we can.We can also make changes to the way we surf
the Web, employing as many tactics as possible to increase our level of anonymity.

One factor in protecting our private information as we surf the Web is to
keep our browser software current to the latest available security patches.We also
need to make modifications to the security configurations, since browsers don’t
enable all security features by default.

Once we have begun surfing the Web, browsers store lots of information
about our activities in the form of history files, temporary files, and cookies.\We
need to be cognizant of the information about us that these files contain, so the
files can be properly secured or periodically deleted.\WWe examined ways to delete
these files for three of the more popular browsers. In the event we need to enable
cookies for selected Web sites, we could find ourselves with advertising cookies
set on our computers.We also looked at several sites that offer opt-out programs
to give us better control over what is done with information gathered about us
by advertising cookies.
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Solutions Fast Track

Understanding Risk on the WWeb

|
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Evaluating the trustworthiness of a \Web site means examining it for
evidence of features in which we are willing to deposit our trust.

E-commerce sites and sites that request personal information generally
show they’re trustworthy by providing visible evidence of security
assurances for customers. They voluntarily adopt ethical online business
standards, partner with other trustworthy organizations or companies,
subject themselves to periodic review to ensure standards are being met,
and visibly use the latest security technologies.

Web sites communicate their intentions for gathering and using private
information in their privacy policies. A good privacy policy informs the
customer what information will be gathered, how it will be used, and
what a customer can do if there are concerns about privacy. Always
locate and read the privacy policy for Web sites before handing over
private information to the site so that you understand your rights.

Managing Risk on the \Web

M

In order to protect our private information, we need to become street
smart about how we interact with WWeb sites. We need to be able to spot
suspicious WWeb sites that can’t be trusted with our private information.
Several organizations help Web sites build privacy policies and display
labels of trust that we can use as evidence of trustworthiness.

SSL is a method that protects our private information as it traverses
between our computers and remote \WWeb servers.\WWe need to learn how
to make sure SSL is actually being used before typing private, sensitive
information into a Web form. Evidence of SSL can be observed in the
lock icons displayed by our browser.\We also can view the server’s SSL
certificate using browser features provided for this purpose.

Downloading software from remote Web sites is always risky business
because we have no way of knowing what’s actually inside the software
being downloaded. Some Web sites ask us to download Java applets in
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order to enhance our viewing of their sites. WWe should maintain a
healthy mistrust of these applets, but avoiding them entirely isn’t
necessary if we are familiar with the site, take steps to secure our
computer and browser, and take appropriate steps to confirm that the
author of the software is legitimate.

M Using a unique, secure password along with a unique account name for
each Web service with which we interact is the safest way to manage
passwords. Password and account information should never be written [
down. Using software that stores passwords on our own hard drive is
usually a bad idea because the software’s main purpose might not
actually be to protect passwords, making its security suspect. One way to .
create passwords we can remember is to use a visual cue from the Web 1
site to create a pass phrase about the site, and then use the first letter of
each word of that phrase as one letter in the password or account name.
Another way to secure passwords on the Web is to use a service that
stores our passwords remotely and transports them securely to Web
servers, as they are needed. Microsoft’s .NET Passport service is one
such example.

M Services that protect our credit card information for online purchases are
important tools for protecting our private information. PayPal,
CyberCash, American Express Private Payments, and Microsoft .NET
Passport Wallet are examples of services that allow us to store credit card
and other private information one time and never type it in again as we
make purchases online. These services send our private information
securely to the remote server at the time we make a purchase,
transferring the security risk from our desktop to the service itself.

M Surfing anonymously helps maintain our privacy online, but it isn’t a
complete answer to protecting our private information. Sometimes
information is gathered about our online activities without our being
aware of it. Use anonymity software but understand that it can’t entirely
hide your activities from others.

Improving Browser Safety

M It’s not enough to simply install browser software and then immediately
begin using it to surf the Web. The software needs to be updated to the
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latest version available to avoid known exploits that could expose our
private information. Most browser vendors provide security patches for
their software almost before the latest version is released. It’s important
to obtain and install all updates and patches before using the browser for
the first time.

M Once browser software has been installed and updated, it’s still not
necessarily as secure as it can be.We need to implement security features
provided with the software, which might not be active when the
software is first installed. Step-by-step procedures for several popular
browsers are included in Chapter 8.

Covering Your Internet Footprints
: M As we surf the Web, information about our activities is stored on our

computers behind the scenes, in the form of cookies, temporary files,
and history files. These files can contain private information without our
knowledge. Unless we periodically take appropriate steps to protect or
delete these files, there is a risk they could expose information about us
to others.

M We should periodically manually delete private data collected by browser
software running on our system. Each browser has a slightly different
method for doing this and stores the files in different locations.

M We should try to discourage Web sites from setting cookies on our
computers.We can do this by disabling cookies using settings within our
browser software. Different browsers allow us to manage cookies in
different ways. In some cases we might enable cookies for some sites and

¥ _ not others.We can also employ opt-out services for advertisers that set
b J cookies if we leave cookies enabled in our browser software.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:
A:

Does TrustE tell Web sites what their level of privacy should be?

No. TrustE enables Web site owners to decide for themselves what their level
of privacy should be.What TrustE does is ensure that Web sites inform cus-
tomers about the level of privacy being used, if these sites wants to display the
TrustE symbol.

: Why don’t browser manufacturers turn on all their security features by

default?

. Rather than risk making their browsers look bad, the default configuration

leans toward allowing customers to view flashy \WWeb sites rather than pro-
viding the most secure browsing environment. Many Web sites have come to
rely on flashy technologies such as ActiveX and Java to improve the way their
sites look. Unfortunately, some of these flashier technologies bring with them
security vulnerabilities that wouldn't exist if the features weren’t in use.
Browser manufacturers let you turn'them off if you’re concerned about secu-
rity but leave them on by default to.make their browsers look good.

. I’'m terrible at remembering passwords—~Passport sounds great! Is there any

reason that I shouldn’t have Passport remember all my passwords for me?

- Microsoft’s .NET Passport technology is fairly new, so theoretically the soft-

ware could have vulnerabilities that haven’t been discovered yet. Passport is
also not in wide use at the current time, so you might find that some of your
favorite Web sites aren’t yet Passport enabled.

: Why might | want to report a\Web site to the Better Business Bureau?
. You'd want to make a report if the Web site doesn’t treat your private infor-

mation the way you expect it should, after you've read its privacy policy. This
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would indicate that the Web site owner isn’t following through with its stated
information protections.

Q: Which is better, PayPal or CyberCash?

A PayPal is probably more widely used, but CyberCash was acquired fairly
recently by VeriSign, a company with quite a history of providing Internet-
enabled security services. Either will protect your credit card information

_* using VeriSign certificates.

Q: It seems odd that | need to turn on cookies in order to opt out of advertising
cookies. What’s up with that?

A: Remember, opting out of advertising cookies is necessary only if you decide to
leave cookies turned on in the first place or don’t manage them properly once
they are turned on.There is no need to opt out of advertising cookies if you
don’t allow cookies to be set in the first place and you delete any existing
cookies from your system. The opt-out features are useful if you find that you
must leave cookies turned on for one or two sites and later discover that this
has resulted in having some advertising cookies set on your computer.
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Introduction

Up to this point in the book, we’ve talked about your computer and some of the
software that can expose your personal information to others.What we haven’t
talked about yet is what happens to that information while it’s in transit from one
computer to another. Many people don'’t realize that every time they connect their
PC to the rest of the world, they are connecting the rest of the world to their PC.
In other words, just as a computer can be used as a tool to break into servers sit-
ting on the Internet, servers sitting on the Internet can be used as tools to break
into your home PC. Either situation can result in stolen information useful to an
identity thief, unless steps are taken to protect that information from theft.

In this chapter, you’ll learn what a network is, how it can be used in identity
theft, and how to avoid common mistakes that make it easy for a thief to do his
work. As you examine the risks of various types of network connections, we
demonstrate a few surprisingly simple ways to access another computer using a
network. These demonstrations are intended only for educational purposes—to
show you the kinds of information other computers on your network can see.
Using the described methods to install programs or view files on someone else’s
computer without the owner’s permission is illegal.

Just as a determined thief will break into your home no matter how good
your security system, a determined attacker will intrude into your computer and
privacy, no matter what online precautions you take. The suggestions in this
chapter are common sense approaches to making a thief’s work more difficult,
similar to keeping your doors and windows locked.

For a start, you need firewall software installed on your computer. Firewall soft-
ware inspects network traffic as it comes into a PC from a modem and filters out
connections that can be harmful. It can also limit outgoing connections you don’t
want to be seen by other computers on the Internet. For instance, firewalls can be
used to limit the times of day certain actions can be performed on your PC, such
as sending e-mail or surfing the Web. They can also be used to prevent certain
kinds of actions altogether, such as file downloads or the automatic broadcasting of
network data by the Windows operating system to computers outside your home.

You might expect that some or most of the networking information in this
chapter will be too deep or technical and be tempted to skim over it—but if you
jump right in instead, you might be surprised by this chapter’s straightforwardness
and how you’ll be able to apply the information to your system. The network
details we examine will help you figure out what your network looks like, which
is essential in order to determine what kind of firewall you need to install.
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Different Connections, Different Risks

Before you can implement privacy protections for your computer’s Internet con-
nection, you need to understand what it is you’re trying to protect.You will need
to implement protections differently for a single computer using a dial-up con-
nection than for a small home office with several computers. If you have multiple
computers sharing a DSL or cable modem Internet connection, buying a single
external firewall device that protects all of your computers will be more econom-
ical and efficient than buying firewall software for each of the computers individ-
ually. If you use your home computer for a small business or to store important
financial data, your firewall needs to include the added protection of features that
can detect unauthorized connections or data theft.

In this section, we take a look at several types of Internet connections and the
risks each one poses to your private data. The goals in doing this are twofold.
First, you’ll need to identify your computer’s connection type in order to decide
which type of firewall (external device or internal software) is best suited for
your needs. We discuss firewall types in detail later in this chapter. Second, if you
are considering moving from one connection type to another someday, you
should understand the risks involved so you can purchase appropriate security
protections at the same time.

Understanding Network Terminology

You can think of the network that connects your PC to the Internet very much
like the street running in front of your house or apartment—it takes you to
where you want to go, but it also brings others to you, if they know how to get
there. If you don’t keep your doors and windows locked when you aren't there,
you could be asking for trouble. In order to understand how to use your home
network to protect your private information, you need to understand which
types of network connections you might be using. Each type has its own level of
risk and needs to be protected somewhat differently.

A network connection is what enables one computer to share information
with another. A simple way to visualize the Internet is to see it as a huge collec-
tion of different kinds of computers that are all interconnected, or internetworked,
using copper wires, fiber-optic cabling, or specialized radio transmitters.Your
computer connects to the rest of the Internet through your Internet Service
Provider (ISP), which provides your network connection.
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Your ISP provides service to your computer using one of a variety of media
types. By media type, we mean the cable or receiver that sits between your com-
puter and your ISP’ service, whatever it looks like. Different media types look
and work slightly differently. A regular telephone line has two wires and is used
with a modem in order to connect to your ISP. An Ethernet cable has eight wires
and is used with a network interface card (NIC), instead of a modem. A cable
modem, on the other hand, connects to a round coaxial cable that looks similar
to a cable used for cable TV. Each type of media has unique specifications for the
type of equipment the ISP needs to provide in order to establish service.

Your PC’s Internet wiring might be a telephone line, a coaxial cable,a USB
cable from a satellite dish, twisted 4-pair Ethernet from a hub, or a radio signal
from a wireless transmitter, but the purpose is still the same—to pass network
traffic from your computer to wherever the traffic needs to go.Your ISP is in
turn connected to other I1SPs over very high capacity networks known as back-
bones. Companies that maintain Web servers or perform other online services for
their customers connect to each other (and to you) through their own high-
speed ISP networks. Thus, while your computer is onling, it’s as much a part of
the Internet as the servers that run the Google and Yahoo! search engines or
Amazon.com.

In order for one computer to transfer data to another, the computer must
know the other computer’s IP address, which serves a similar purpose to your
home’s street address. Unlike your home, however, there are over 65,000 doors
through which the data can enter a computer. These doors also need identifiers,
which are known as port numbers in the TCP/IP protocol suite. TCP/IP is the
network protocol used by all computers connected to the Internet.You can think of
a network protocol like rules of the road—drive on the left or drive on the right,
stop on a red light or go on green, and so forth. The rules themselves are rather
arbitrary but everybody needs to agree on the rules or chaos will ensue. Thus,
computers need to agree on the network protocol they’ll use to pass data among
themselves.

Dial-up Connections

If you are like the majority of home PC users, you surf the Web by first dialing
into an ISP, using a modem connected to an ordinary telephone line. Some
modems are external to the PC, while others are cards that sit inside the com-
puter; both types use a standard 1-pair telephone wire. When you sign up for
new Internet service, your ISP provides you with a telephone number to dial,
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which you then configure your modem to use. America Online (AOL) does this
for you, behind the scenes.

Figure 5.1 is a simplified diagram of how a modem connection works. In this
diagram, the modem is installed inside your computer. After two modems have
connected to each other, the computers on each end of the connection can
“converse” as if they were connected physically in the same room.Your ISP actu-
ally is capable of handling hundreds of simultaneous modem connections, but
there’s only one shown in the drawing. The Internet is shown as a cloud to indi-
cate thousands of interconnections that look like the one shown in the illustra-
tion. (A corporate network also connects to its own ISP using high-speed
connections instead of the slower 56K modems most home computers use.\We
omitted this from the drawing for simplicity.)

Your PC can send information to a Web server, and the Web server can send
information back to your PC, forming a connection with two ends—one local
(your PC) and one remote (the Web server). For instance, if you want to view a
Web page, your PC sends the Web server a request for its main starting page and
the server sends the contents of that page in response. If you need to log into the
service provided by the Web page, you’ll type your login name and password into
your browser software, which the PC then sends to the remote Web server. The
Web server sends information back, either authorizing your login for access or
denying it for whatever reason.

The remote service doesn’t have to be a Web server. It might be a music file
server, news server, e-mail server, or another home user’s PC, but the idea is
essentially the same. In the case of electronic mail, when you start up your
favorite e-mail program, your PC might send a request to your ISP’ mail server
asking to download any e-mail that’s waiting for you. The PC sends to the
remote e-mail server the login name and password you enter into the mail appli-
cation. The e-mail server then responds with the mail, if the name and password
you entered are correct.

The important point to notice in Figure 5.1 is that an unprotected PC (one
that is not protected by a firewall) is entirely exposed to your ISP (and thus to all
the other computers on the Internet) while it is connected. Someone at your ISP
can read your unencrypted network traffic, if they choose to do so. And someone
at the Web server’s ISP can read your unencrypted network traffic, if they choose
to do so. Other computers on the Internet can send any kind of malicious traffic
they want to your PC, unless your ISP performs some type of filtering or unless
you install your filtering software directly onto your computer. Bear in mind, the
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less time you spend connected to the Internet, the less time the Internet can be
used to gather information from your PC.

Figure 5.1 A Simple Dial-up Network
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If you share one computer with other members of your household, files
might have been shared or downloaded in your absence. Perhaps someone shared
a file with others that you wanted to keep private, or someone inadvertently
downloaded or installed virus-infected software. As discussed in Chapter 2,
antivirus software will help tremendously with these problems, but it can’t catch
everything. The same is true for encrypting your files to make them unreadable
to others. These measures won'’t prevent someone from connecting to your shared
drives to install malicious software. They won't prevent your PC from contracting
or spreading a virus that has never been seen before. For these functions, you
need firewall software.We examine firewalls in much greater detail later in this
chapter but, for now, just understand that the best firewall setup for a single com-
puter that dials into the Internet would be personal firewall software installed
directly on the PC, as opposed to an external firewall device of some kind.

America Online

By and large, America Online (AOL) is the most widely used Internet Service
Provider for dial-up services, accounting for about one-third of at-home and at-
work logins in the U.S. as of March 2001 (www.newsbytes.com/news/01/
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166403.html). One point that must be made about AOL, they’ve made it simple
for anyone to connect to the Internet, even children.

When you use AOL to dial up the Internet, AOL is acting as your ISP. After
you are connected, the AOL software acts as a WWeb browser, chat program, and
e-mail program all in one. AOL has built several features into its software to give
parents more control over their children’s activities online. However, these fea-
tures can be bypassed simply by using a different browser, different chat program,
or different e-mail program.

As an example, let’s look at a typical AOL dial-up connection.When you first
launch the AOL software, it proceeds to dial the modem and make an Internet
connection. After this is accomplished, the AOL browser window displays, along
with utilities such as the buddy list.

At this point, the AOL browser can be minimized and not even used, but
your PC will still remain connected to the Internet.You could launch Internet
Explorer, for example, and a non-AOL e-mail program, and they will work just
fine. AOL parental controls that filter undesirable Web sites using the AOL
browser don’t have any effect on non-AOL software.WWe can understand why by
considering that AOL is actually three products rolled into one:

= AOL the ISP provides modems for dialing into the Internet. AOL the
ISP does not provide a firewall that blocks connections to your PC from
the Internet.

= AOL the browser/e-mail/chat program works essentially like any other
browser/e-mail/chat program.

= AOL the parental-control feature allows you to restrict connection times
and Web content.

Parental controls alone don't affect how your computer appears to others on the
Internet, only how the Internet appears to your computer. AOL’s browser security
functions also don’t protect your PC from network-based attacks that don’t rely
on the browser software to operate. For instance, even if you are using the AOL
browser software, the parental controls by themselves don’t prevent you or your
child from downloading and using different browser software that doesn’t include
any parental controls, or from accidentally downloading and installing malicious
software that, say, records keystrokes as you shop online or reports the contents of
your hard drive to someone else. AOL security features also don’t prevent you
from accidentally exposing private information on a shared drive. Those activities
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are independent of the AOL browser and can still pose a threat to your private
information despite any parental controls you have configured.

What does all this mean for you? It means that, while AOL provides some
nice security features, those features don’t match the power of a firewall for
keeping your private computer files out of the view of outsiders.You can and
should use a firewall with AOL or any other dial-up service provider. If you have
installed and properly configured firewall software on your computer, it will pro-
tect you from network attacks regardless of whether the AOL browser or a dif-
ferent browser is being used. Using firewall software augments, and doesn’t
interfere with, your choice to use or not use AOL parental controls or any other
type of content or time restriction software.

Employer-Provided Internet Access

Some employers provide dial-up services to employees for the purpose of reading
corporate e-mail or conducting other business while traveling or working from
home. Using an employer-provided laptop or desktop PC at home to access your
company’s network poses a new set of risks to your personal information. Figure
5.2 demonstrates how all traffic to and from the Internet passes through your
employer-provided dial-up account when you use it to connect to the Internet.

Figure 5.2 Dialing into an Employer-Provided Network
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The primary threat in this otherwise convenient setup is the temptation to
use your employer-provided computer and/or Internet connection to send per-
sonal e-mails or conduct other personal business online.Your company might
monitor or capture information from the computer while you are connected,
because the computer and Internet connection belong to the employer. Because
the computer and dial-up account are provided to the employee solely for busi-
ness purposes, any data on the computer therefore belongs to the company, even
personal e-mails, tax returns, or other private data.You have no control over how
that information is monitored or used by the employer. It should be noted that
the same is true for Internet access provided to your desktop workstation. Any
private data you store on it belongs to your employer and can be viewed or
retrieved at the employer’s discretion.

According to the FBI, the vast majority of corporate information theft occurs
by employees taking advantage of access to information they probably shouldn’t
have, as in the Prudential example in Chapter 1. Companies have every right to
protect their own information assets by monitoring how those assets are being
used. They need to ensure that employees that dial in from a remote location do
not bring viruses into corporate computers, use the corporate network for
viewing pornography or other nonbusiness use, or possibly attempt to break into
the human resources database.

Now, consider that files you might store on your PC to share with your
friends might be entirely inappropriate for viewing at work.You might be
sending or receiving private e-mail correspondence you wouldn’t want coworkers
or your boss to read.Your Web surfing or other online activities while connected
to the company’s network might be recorded in your employer’s firewall logs.

These are reasons why it’s important to separate your personal online activi-
ties from business activities. It might be tempting to use your company’s free dial-
up connection for online shopping or other personal activities during lunch or
after business hours, but you are exposing information that might not only affect
your credit but also your ability to earn a living. Always maintain a personal ISP
and private e-mail account for nonbusiness purposes, using a computer that solely
belongs to you.

If you can’t avoid connecting to an employer network with your personal
computer, encrypt your entire disk as we discuss in Chapter 2, so files can’t be
viewed by anyone but you. Never tell others how to access your employer’s dial-
up accounts. Lastly, always be cognizant of what files your computer is storing
and what those files might say about you.
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Digging Deeper...

There’s Data in Those Blinking Modem Lights

In March 2002, the Boston Globe reported a story about a security vul-
nerability whereby activities on your modem lights can be used to mon-
itor your network traffic (http://digitalmass.boston.com/news/2002/
03/12/data_leak.html). A programmer at Lockheed Martin and a com-
puter science professor at Auburn University wrote a paper detailing
how your modem lights allow someone else to read your network
traffic, by observing the blinks. When the modem is sending a bit of
data, the light blinks on and then goes off. It happens so fast, it might
be imperceptible to the human eye, but not to a hardware device.

How many of us have our computers or modems sitting on a desk
in front of a window? While it’s certainly not a widespread problem, we
found this story intriguing because it shows how low-tech solutions
combat high-tech problems: You can counter the blinking-light threat by
simply putting a piece of tape over the lights. Or, you can move your
modem away from the window.

Always-on Broadband

The newest trend in home computing is the always-on connection, known as
broadband. With broadband, there’s no need to dial up an ISP to connect to the
Internet. A broadband connection is ready to handle network traffic from the
moment your computer is plugged in and powered on. Each time you turn on
your computer, the network connection is automatically established and waiting
for your computer to use it.

Broadband is very attractive because it eliminates the time spent dialing up,
getting busy signals, and configuring phone numbers in dial-up software.
Broadband connections are also faster than those that dial-up modems can pro-
vide, making broadband more suitable for homes where the connection speed is
important or a home with several computers. Moreover, this type of service is
typically capable of handling data and voice calls simultaneously, unlike regular
telephone lines.

However, the always-on connection exposes you to greater risk, and, when
several computers share the connection, information contained on one PC might
not only be exposed to the Internet but also to other computers on the local
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network. In this section, we look at some of the issues surrounding protecting
your PC when it has an always-on connection.

DSL, ISDN, and Cable Modem

Every other television commercial these days seems to be touting the benefits of
faster connection speeds you can get by switching to a digital subscriber line (DSL).
A DSL connection looks essentially like the dial-up configuration shown earlier
in Figure 5.1, but it’s always on and much faster. It also might use a modem card
inside your PC, connected to a specialized telephone line, in which case the
issues for protecting this type of network connection are the same as those for a
regular dial-up modem discussed earlier. Because your computer is connected to
the Internet the entire time it is on, the risk is higher that someone will use the
Internet to break into your computer and steal private data.

If you have an external DSL modem, your connection looks more like Figure
5.3. External DSL modems typically have one connector for the telephone line
(shown on the left) and one or more connectors for plugging in computers
(shown on the right). The telephone line connector might be labeled wide area
network (WAN), and the computer connectors might be labeled local area net-
work (LAN).You can think of the LAN as being local to your home, where your
computers are (even if there is only one), and the WAN as being the Internet
connection from the ISP. The DSL modem acts as the main route to the Internet
for your PC and is known as the PC’s primary gateway.

The cabling between an external DSL modem and a computer is typically
Category 5 twisted-pair Ethernet, which is just a different kind of telephone cabling
with four pairs of wires instead of one. In this type of network, your personal com-
puter uses a network interface card (with the 4-pair Ethernet cable) instead of a
modem (with a 1-pair telephone cable).You can tell the difference by looking at
the end of cable, and counting the number of gold metal pins on the end of it. If
there are two or four, it’s a telephone cable. If there are eight, it’s Ethernet.

Some ISPs claim to provide DSL modems with firewalls already included in
them. If so, you should discuss its features with your ISP.You should look for the
following firewall components, which we discuss in greater detail later in this
chapter: Network Address Translation (NAT), outbound port filtering, content fil-
tering, and intrusion detection. Sometimes, the DSL modem will provide only
NAT but will be advertised as a full-featured firewall. If your DSL modem
doesn’t include all the mentioned firewall features and your modem is external as
shown in Figure 5.3, you can install a network-based firewall device between
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your PC and the DSL modem to add the additional features.\We discuss how to
do that later in this chapter. If your DSL modem is internal to your PC, you'll
want to use personal firewall software installed directly on the PC to add the fire-
wall features your DSL modem doesn’t provide.

Figure 5.3 A Simple Network with an External DSL Modem
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Cable Modem

A cable modem connects to your PC in a similar manner to DSL, except the
speed is somewhere between a regular modem and DSL speeds, plus the cable
coming into your external modem will be round coaxial cable from a cable TV
company instead of a telephone line. Like DSL, your cable modem can be a card
inside your PC or it can be an external box that sits between your PC and the
cable from the cable company. Protecting your PC with a cable modem Internet
connection is similar to protecting a computer that uses DSL, as described in the
preceding section. If the cable modem is external and doesn’t already include any
firewall features, you can install a network-based firewall between your PC and
the cable modem. If it’s internal, you’ll want to use personal firewall software
installed on the PC.

The main difference between cable and DSL lies in the fact that several resi-
dences being serviced by cable modem might share a single connection with the
cable company, whereas the connection between a residence serviced by DSL
modem and the telephone company is not shared with another residence. The
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effect is similar to that of party lines in earlier days of telephone service. Because
listening in on another conversation isn’t as simple as picking up a telephone
receiver, it’s not obvious that the connection is shared. Cable modems are
designed not to listen in on data that’s not intended for them, but it’s possible for
a knowledgeable intruder to bypass those safeguards and intercept data for other
residences that are sharing the same connection to the cable company.

ISDN Modem

An ISDN modem connects to your PC in a similar fashion as DSL, except ISDN
has a fixed maximum speed of either 64K or 128K and uses plain 1-pair tele-
phone wire. The cable coming into the ISDN modem looks like a regular tele-
phone wire, but you won'’t get a dial tone if you plug it into a regular telephone.
ISDN lines can provide data service and telephone service on a single 1-pair
wire, whereas regular telephone lines can only do one or the other at a time. Like
a regular telephone line, ISDN lines can be used to make local or long distance
calls, so you’ll probably have a long distance provider associated with an ISDN
line just like your regular telephone service.

As with DSL and cable modem, if your ISDN modem is external and doesn’t
include any firewall features, you can install a network-based firewall device
between your PC and the ISDN modem to add this functionality. If the modem
is internal to your PC, you’ll want to use personal firewall software installed
directly on the PC.

Wireless

Wireless Internet access is the latest service offering for most ISPs (you might not
be able to find a wireless ISP in your area yet). Some are available everywhere,
broadcasting from a satellite directly to a dish installed near your home or on
your roof, provided you subscribe to an ISP that offers this service. Some I1SPs
broadcast from a nearby radio tower to a different kind of satellite dish. In both
cases, the dish is then wired to a card inside your PC using a USB cable. Figure
5.4 shows both types of wireless connections.

Both of these types of wireless Internet bring unique security problems for
your personal information, because you are essentially broadcasting information
to the entire neighborhood. A couple years back after a security convention in
San Francisco, well-known security researcher Peter Shipley demonstrated that it
was possible to drive around town with a radio receiver attached to his laptop,
picking up network signals from the wireless networks for several area businesses.
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His intention was to shed light on something most people didn’t realize was pos-
sible, so they can prevent their networks from being broken into.

The same advice works for home-based wireless devices.You have no idea
who’s driving around listening to your online conversations. \Wireless devices
made for this purpose are readily available on the Internet, and there are no
restrictions on who can purchase one. Many wireless services tout security
options as the solution to this, yet wireless security hasn’t been proven to be reli-
able. Unless you live in an area where high-speed Internet connections are not
available, you might want to think twice about wireless Internet as your best
option. The newest technologies are always the most easily exploited. You might
want to let this one mature awhile before diving into it.

Figure 5.4 Satellite Internet Connection Diagram

Satellite
0
o
G e—

Satellite dish

=1

Broadcast tower

Understanding Data Interception

Before we examine some ways to protect your data using your home network,
you should understand how data can be intercepted using the network. In this
section, we present three ways someone might gather information about you by
using basic tools, available to anyone, to inspect data from your computer without
actually having to sit in front of it. If your Internet connection is via cable
modem, for example, someone who is sharing your connection to the cable com-
pany could use one of the following methods or many other methods to learn
more about you by inspecting your computer.
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Snooping on a Network with a Sniffer

You can listen to a conversation between any two computers connected by a net-
work (whether wired or wireless). This is done using a third computer running
special software, plugged into the same network.When properly configured and
connected, the computer and software are collectively called a sniffer, because the
setup sniffs, or takes in, data directly from the network on which it’s listening.

Normally, computers connected by a network are designed to ignore data
that is not intended for them. A sniffer simply bypasses this function and listens to
all data on the network, including that intended only for other computers. It then
presents that data in a form readable by the person sitting in front of the com-
puter running the sniffer.

Figure 5.5 shows how someone might use a sniffer. In the diagram, two com-
puters are sharing the same Internet connection using the same DSL/cable
modem. In this diagram, the home PC is conversing with a server on the
Internet. During the conversation, data is passed from the home PC to the
DSL/cable modem, which forwards it to the Internet (WAN) connection.

Figure 5.5 Using a Sniffer
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The wiring inside this particular modem copies network traffic from one
LAN connection to the others. In the diagram, data that is sent to the Internet
from LANS3 is also copied to LAN4. Normally, any other computer plugged into
one of the LAN connections, such as LAN4, would ignore the traffic between
the home PC and the Internet server. However, in this case, the computer
plugged into LAN4 is running sniffer software, which listens to and records the
conversation between the home PC and the Internet server.
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When the user sitting in front of the home PC types in his Web password, it
is copied to LAN4 at the same time it is sent to the Internet server and recorded
by the sniffer program.When the user downloads his mail, the mail password is
sent to the mail server and copied to the other LAN ports too. As the mail is sent
to the home PC from the Internet mail server, the sniffer can record that too.

Figure 5.6 shows the type of information a sniffer setup like this can pick up.
This example was made using software called Analyzer, available for free at
http://netgroup-serv.polito.it/analyzer. This is a capture of Joe User’s mail session.
The two most interesting lines captured from the network are displayed. The first
clearly shows Joe’s account name “joe_user” in the data (far right). The second
clearly shows his password “mypassword” (far right).

Figure 5.6 Sample Sniffer Capture
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At this point, the person capturing the data knows Joe User’s e-mail server
(204.57.55.33, also known as hotpop.com), e-mail address (joe_user@hotpop.com),
e-mail password (mypassword), and can read and reply to Joe’s mail from here on
out if he so chooses. Firewalls don’t protect against this type of activity, because, for
example, your mail password has to pass outside, through the firewall, in order to
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obtain the desired mail service. Of course, as discussed in Chapter 4, you should
always make sure SSL is being used when you surf the WWeb, so that your passwords
and data are encrypted.\We also discuss encrypting individual messages and using
secure SSL mail in Chapter 3. Anonymity software is also useful as a protection
from network sniffing, because your real identity isn’t associated with a captured
password or login name. Figure 5.6 demonstrates what can happen if you don’t use
any of these protections.

Snooping on Your Network with Network
Neighborhood/My Network Places

Microsoft Windows is notorious for broadcasting network information about
itself for displaying in tools that show what the network looks like. One such tool
displays all the computers on the network, including their shared drives, printers,
and so on. This tool was called Network Neighborhood in older versions of
Windows and is called My Network Places in Windows Me, XP, and other newer
versions. We use the label My Network Places here to mean either tool.

Someone might be able to see shared files and hardware on other computers
just by looking in My Network Places, shown in Figure 5.7. In this case, there are
three shared drives and a CD writer. Because the drives are shared with everyone
without limitation, someone can simply click one to view its contents. The tool
doesn’t say that the drives are shared without limitation, but it’s easy enough for
someone to find out just by clicking it.

Figure 5.7 Permissive My Network Places
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Don't forget, the whole reason we’re looking at data on a network is to see
what protections need to be installed. A firewall does offer protection against this
type of snooping by preventing your PC from sending out information about
shared resources.You can also configure your PC to stop sharing those resources,
which we discuss how to do later in the section “Taking Precautions.”

Snooping on Your Network with nbtstat

Connections to shared drives as shown in Figure 5.7 are possible because of a
Microsoft Windows feature known as Windows Networking. Windows Networking
is based on NETBIOS, a network service that Windows embeds into TCP/IP to
add additional features that the TCP/IP protocol alone doesn’t provide. Because
it's embedded inside the protocol your PC uses to connect to the Internet, there’s
a potential that services provided as part of Windows Networking can be viewed
by other computers you didn’t intend to see those services.

In order for two computers to share files or printers across the Internet, both
must be properly configured for TCP/IP, Windows Networking, and File or
Printer Sharing. Additionally, both computers must either be on the same local
network or there must be provisions made by the ISP to forward NETBIOS data
between the networks on which the two computers sit. Generally, this only hap-
pens inside larger companies with multiple networks so multiple computers can
share expensive resources, like laser printers or common file depositories.
However, it’s also possible that two computers sharing a DSL, ISDN, or cable
modem connection can connect to each other using Windows Networking, if the
networking equipment that separates the two computers isn’t configured to block
the NETBIOS network service. If you can see a computer in the Network
Neighborhood or My Network Places, then Windows Networking is enabled
between your PC and the other computer.

Windows provides a diagnostic utility called nbtstat as part of Windows
Networking. This utility is mainly designed for use by system administrators to
confirm if a connection between two computers is possible using Windows
Networking. However, the command also has a side effect. It can be used to see
who is logged onto a particular Windows computer that’s sharing the same net-
work connection.

Figure 5.8 shows the output of the nbtstat command directed at the remote
computer named JOESPC. Note the last line under the Name column, which
indicates that Joe User is logged on.Windows Networking has reported this
information about JOESPC, including the security domain of which JOESPC is
a member, along with who is currently logged onto the computer on which the
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nbtstat command was run. A knowledgeable computer user connecting to shared
files on JOESPC using the information obtained in the previous section can view
those files and also now knows that Joe User is a potential owner of those files.
Hence, it’s not possible to share files anonymously using Windows Networking. If
a shared file contained, say, a credit card number but no name, it’s not a far leap
to match up that credit card number to the name Joe User.

Figure 5.8 Using nbtstat
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A firewall protects your home PC from this type of snooping by preventing
outsiders from requesting this type of information from your computer. Another
tactic you can take is to use a screen name to log into your computer instead of
your real name. If you must use your real name because, say, your employer pro-
vides it, you need to be aware that the computer might be giving up this type of
information any time it’s plugged into an untrusted network, such as when you
attend a conference and plug your laptop into the conference’s mail network to
read your e-mail.

While the likelihood of someone using nbtstat to see if you’re logged onto
your home computer is extremely small, try to understand Figure 5.8 as an illus-
tration of one of the things computer criminals do best—taking disparate pieces
of information (which might seem innocuous and unrelated to you) and piecing
them together to get a whole picture of useful information. Cyber criminals
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understand how to use obscure tools to gather this information and might be lis-
tening at any time your computer is accessible.

Why is this kind of information useful to an identity thief? Because now she
can configure her computer so it appears that she’s actually sitting in front of
JOESPC instead of her own computer. This is a form of attack known as spoofing.
An identity thief can do this because she knows what login name and security
domain to configure on her own computer. It’s also useful from a social engi-
neering standpoint. People are creatures of habit. A login name that is observed in
one location has a high probability of working in another. Perhaps the thief
already has guessed your online banking password but doesn’t know what login
name to use.

What You Can’t See Can Hurt You

Scanners, Sniffers, and Worms, Oh My!

As mentioned in Chapter 2, a virus is a self-spreading program that can
carry a malicious payload. It might delete files, destroy hard drives, or
forward private information from one computer to another. Trojan soft-
ware is similar to a virus in that it can carry a malicious payload, but its
purpose is usually to provide a backdoor for later use by a computer
criminal. A Trojan typically runs in the background, hiding from view,
until it is needed. Some Trojans might be triggered to begin their mali-
cious work remotely, days or months after initial infection. Others might
just quietly send data back to a remote computer, capturing passwords
and other data as you type.

What makes Trojans or worms tough to combat is their ability to
spread themselves quickly combined with their ability to operate invisibly.
But attack tools that don’t spread themselves are still very useful for
gaining information about you. A network scanner is a tool that attempts
to find out what software you are running. If an intruder knows what ser-
vices are running on your computer, perhaps he can find a bug published
on the Web that will allow him to gain control of your computer.

Another tool often used by computer criminals is the network
sniffer, which you are typically tricked into installing without realizing.
You might be sent an e-mail asking you to click a link that installs
the sniffer software and sets it to start automatically next time you
reboot. As the sniffer runs, it might record keystrokes you send across

Continued
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the network, including passwords, login names, and credit card num-
bers. The data might be stored in a file or quietly sent back to the data
thief by e-mail.

The newcomer on the block is an insidious piece of software known
as a network worm. Worms have been around for a number of years,
but the newest ones can transfer between computers either by e-mail or
by infecting a shared drive on the same network as the infected com-
puter. Recent versions can spread two ways typically—by e-mail or by
copying itself to shared drives on your network. If someone sends you a
worm as an e-mail attachment and you click it, it will infect your system,
send itself to everyone in your Outlook address book, and then copy
itself to any shared drives on your network to which your PC can write.
One computer on your home network is all it takes to infect all of them.
Unfortunately, firewalls don’t protect against this one, but e-mail fil-
tering can. Use a mail program that’s not vulnerable, and learn how
to detect a suspicious attachment. One resource is Syngress Publishing’s
E-mail Virus Protection Handbook (ISBN: 1-928994-23-7).

Taking Precautions

Now that we’ve examined some things that can go wrong with a network, you
should be in a panic about how much information is invisibly given away about
you whenever you use a computer, right? No; that’s not quite right. The purpose
of this chapter isn’t to cause fear, uncertainty, and doubt about your network
activities. It’s to show you, specifically, why you need to take network measures to
protect your online identity, which we’re now going to discuss. Not to worry,
there are lots of actions you can take.

Unfortunately, configuring your PC to stop sending out resource availability
information is impossible if you want to use standard Windows features, like file
sharing. However, if you use a firewall, you can limit who is able to see the
resource information. The solution is to place a firewall somewhere between your
PC and the Internet, preventing remote computers from connecting to yours
using Windows Networking. If you’re running more than one PC in your home
office, you can install a single external firewall device that all the computers can
share. If you only have one PC, you can run firewall software directly on your
computer.

If you live in a single-family residence with a DSL modem all to yourself, you
might feel a sense of safety because you trust all the computers that are sharing
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the network connection. Perhaps you're a parent with one computer and a kid
with his own. Or, perhaps you like one kind of PC and your roommate likes
another, but you can only afford one Internet connection between you.You
might feel safe but if someone targets one computer on your home network for a
break in, you can be sure the rest of the computers on the network will be com-
promised shortly thereafter. One external firewall can protect them all against a
directed attack aimed at any of them.We’ll talk about firewalls in greater detail a
little later, but first, let’s take a look at some other simple tasks that you can do to
prevent outsiders from accessing private data on home computers.

Setting Permissions for Shared Drives and Files

The first item on the agenda, regardless of your type of Internet connection, is to
find folders you voluntarily share with other computers, check the share permis-
sions, and stop sharing them, if possible. Windows XP makes this simple by pro-
viding a shared documents folder, but, under Windows 95/98/Me, you need to
search for them either by looking in Network Neighborhood (My Network
Places for Windows Me), or in each individual folder. If you’re running XP, you’ll
need to log onto the administrator account to perform the tasks in this section.
This is not required if you're running Windows 95/98/Me.

A shared folder possibly might be hidden, in which case it won’t show up in
Network Neighborhood or My Network Places. However, you can still find
hidden shared folders. Before you begin your search, make sure you’re able to
view hidden files and folders on your computer.To do this using Windows Me,
follow these steps:

1. Double-click the My Computer icon on your desktop, and select the
Tools | Folder Options menu item.

2. Click the View tab, and click the Show hidden files and folders
option.

3. Click OK.

To display hidden files in Windows 98, follow these steps:

1. Double-click the My Computer icon, and select the View | Folder
Options menu.

2. Click the View tab.
3. Click the Show All files option, and click OK.
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In either case, after you're finished, go back and uncheck the same setting so
you no longer have to view hidden files and folders, to help protect any hidden
system files from accidentally being deleted or changed.

In Figure 5.9, notice a hand displays under the School Projects folder. The
hand indicates that the School Projects folder is shared. In contrast, you can see
that the music folder isn’t shared. Maybe you didn’t intend the School Projects file
to be shared, but someone in your household shared it once two years ago and it
doesn’t need to be shared any more (it’s also possible that a virus might have
affected permissions).You need to look at the permissions and clean them up.

Figure 5.9 Viewing Shared Folders
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Figure 5.10 shows the permissions dialog box that pops up when you right-
click a shared folder and select Sharing in the menu. If you don’t have File and
Print Sharing enabled on your PC, you won't see the Sharing menu item, and
you can't have any shared folders. If this is the case, you can skip ahead to the
next section.

In the School Projects case, the folder is set up as the SCHOOL share. There
are three possible access types: Read-Only, Full, and Depends on Password. If
the access type is set to Read-Only, then others can view files stored in the
shared folder but can not change or delete those files. If you want only select
others to be able to view the files, you need to also configure a Read-Only
Password and provide it only to the users you authorize to view them.

If the permissions setting Depends on Password is checked, three possible
password configurations are available: none (no passwords are used), Read-Only
Password, and Full Access Password. The idea behind this password scheme is
to allow you to give out the read-only password to others with whom you
choose to share the folder, using the full access password yourself. This way, only
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you can make changes or delete files stored in the shared folder. If both password
fields are left blank, no password would be required to either read or edit files
contained in the shared folder.

If the access type is set to Full and no Full Access Password is required,
files stored in the folder could be changed or deleted by anyone who can con-
nect to the computer. Remember looking at the Network Neighborhood and
My Network Places for open shares earlier? This is how those shares get config-
ured.You really should never share files with full permissions and no password, so
set one. Better, use a read-only password, and make your edits only on your com-
puter. Better still, don’t share the folder at all. If a few select people must be able
to change or delete files in the folder, set the access type to Full, and enter a Full
Access Password. Then, check the files that are stored in the shared folder to
ensure that they don’t contain any private data you wouldn’t want others to be
able to change or delete.

Figure 5.10 Setting Shared Folder Permissions
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You can avert shared folder accidents by following a few simple rules when
setting up shared folders:

= Never, under any circumstances, share your entire C: drive or the direc-
tory where your Windows software is installed, because this can lead to
being infected by viruses very easily.
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= Examine each folder to ensure whether it really must be shared, and
repeat this process at least monthly.

= Don't share folders unless absolutely necessary, and then use read-only
access if possible.

= Never put important financial files—like tax returns, social security
records, work vouchers, expense reports, or any other files containing
sensitive information—into shared folders that others can access.

= Never install a personal Web server in a shared folder. This presents a
security risk by allowing others to easily change or replace Web pages.

= If your employer provides special software called virtual private network
(VPN) for your use in accessing the employer’s network from home, you
need to ensure that the VPN software is handling all shared resources.
Otherwise, the data you intend to share with the employer via the VPN
software could be accidentally viewable to the entire Internet. The VPN
software might have a setting that allows some data to be shared with
the Internet while the VPN is in use, versus requiring that all data use
the VPN. The latter setting should be used, to prevent accidents. Discuss
this possibility with your employer’s system administrator if you need to
share files and use VPN software at the same time.

Registering Your Domain.com

Have you registered your name as a domain yet? Or, do you own a small business
for which you manage the Internet domain yourself? If so, you should make sure
you haven't given out personal information in the process.

Domain registration reserves a certain Internet name for your use, such as
joeluser.com. Many people like to use their name as the domain name, with
their first name for their e-mail account, so their e-mail address becomes, say,
joe@joeluser.com.Very easy for your friends to remember, but in the process, the
owner might have published his name, address, and phone number in a world-
wide database that anyone can view. This information can be harvested for phone
numbers, e-mail addresses, and physical addresses for junk mail.

Figure 5.11 shows the result of a Whois query at a domain registrar on the
Web. The domain joeluser.com is fictitious, but the figure shows the same infor-
mation available for domains by other names. A better choice for Joe might be to
ask his Internet Service Provider to manage the domain name on his behalf. The
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ISP would then register the domain with its own address, phone number, and
contact information instead of Joe’s, while having no affect at all on the avail-
ability of Joe’s new domain. If you subscribe to an e-mail service that provides
your last name as your domain name, you should go to www.register.com and
search for your domain name. If your personal information is shown, make
arrangements to have it removed.

Figure 5.11 Viewing a Domain Name Owner Using Whois

Regi strant:

Joel user (JCELUSER- DOV
555 Nowhere Drive
Yourtown, SC 29999
us

Domai n Nanme: JOELUSER. COM

Adm ni strative Contact, Technical Contact, Billing Contact:
User, Joe L. joe@ oeluser.com
555 Nowhere Drive
Yourtown, SC 29999
555- 555- 5555

Record | ast updated on 30-Jun-2000.

Record expires on 02-Jun-2002.

Record created on 01-Jun-1996.

Dat abase | ast updated on 30- Mar-2002 04: 35: 00 EST.

Turning Off Unneeded Services

Every software program you run on your computer brings with it all sorts of
bugs, some of which can be used to break into your computer to steal informa-
tion. It makes sense, then, to minimize the amount of software running on your
PC at any given time. This is particularly true with regard to network protocols.
A network protocol defines the way information is passed from one computer to
another. Running a protocol that’s not needed holds the potential for sharing files
or data without intending to.
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Accessing the Internet means using the TCP/IP network protocol, but PCs
might require other protocols for accessing a local area network, such as
NetWare, IPX, Banyan Vines, LocalTalk, or ATM LAN Emulation. If the com-
puter isn’t part of a network (that is, there’s only one computer in the home) and
only needs access to the Internet, then TCP/IP should be the only protocol
installed on it. If your employer provides the computer, be sure to consult with
your system administrator to learn what protocols should be running, prior to
removing anything. If it’s your personal Windows PC, you can obtain help
removing unneeded protocols from the Microsoft support Web site (http://sup-
port.microsoft.com).You can always reinstall a protocol later if you delete one by
mistake. As always, if you’re not 100 percent comfortable with what you’re doing,
consult a professional.

Figure 5.12 shows the pop-up dialog box depicting the kinds of network
protocols that are running on a Windows Me system. To access this dialog box,
click Start | Settings | Control Panel | Network.The figure shows that the
TCP/IP protocol is installed and running over a Realtek RTL8139(A) network
interface card (fourth line in the installed components box). If IPX were being
used instead, the label “TCP/IP” would display as “IPX.”Your network interface
card will obviously be a different model than Realtek RTL8139(A).You might
even have more than one, such as might occur if you’ve upgraded your home PC
from a 10BT NIC to a 100BT NIC.

NoTE

If you have more than one NIC in your computer, you should take the
time to physically remove any you don’t actively use. Leaving unused
network interface cards installed in your PC can cause conflicts with
other devices on your computer. It also presents a security risk from mul-
tiple connections to your computer coming from different locations. It’s
not sufficient to remove an adapter using the Network icon in Control
Panel, because Windows will attempt to reinstall the physical device the
next time the computer is rebooted.

What you’re looking for is two different protocols running over the same
model NIC. If protocols other than TCP/IP are running and you're certain that
you don’t need the other protocols for connecting to a LAN, select the unneeded
protocol, and click the Remove button. Don’t remove any lines with TCP/IP in
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them, and don’t remove the network adapter itself, or you won't be able to con-
nect to the Internet.

Figure 5.12 Turning off Unneeded Network Protocols
o KIS

Conigremen | idanthcsbon | doce Canks |

Tia ik o, i
e iy v pnn) e empe
HOES 175 W s
Feaniel T O 20 pgoad T Fiagd | Pessad Aafiie
d TOFW - Pl ATLETERS Fhassd 711 Faul § e Aos
o [ s it i chareyg fcd A vkt H v
2 | Kl
e |
Fmraap Haivass | sgon
|l o bl P j
File ) Pard |
Lezeirpinm
I o | [ I

The Primary Network Logon shown in the figure—Client for
Microsoft Networks—is required to logon to Windows NT or Windows 2000
domains, which are commonly used by companies to provide access to specific
resources (shared drives, printers, and so forth) on their networks. If the computer
is provided by your employer, changing or removing this service could discon-
nect you from your employer’s Windows NT or Windows 2000 domain, pre-
venting you from accessing printers or shared resources at work.You should
consult your system administrator for advice if this is the case.

However, consider changing the Primary Network Logon setting to
Windows Logon if the computer is a personal home PC; you never use it to
dial into your employer’s network; and you don’t need to share a printer, CD-
ROM, or hard drive with other computers. This prevents your PC from broad-
casting sensitive user data to the network. This is desirable, to prevent other
computers on the network from learning what drives might be shared or who is
logged on at the moment. As always, if the service is on and you aren’t 100 per-
cent certain if you need it, then you should consult with a professional before
turning it off. If it’s already set to Windows Logon, then great—you’re done!
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File and printer sharing is needed if you need to share a hard drive, directory,
CD-ROM, or printer from your PC to another; if not, or if there’s only one
computer in the home, then this can be turned off by clicking the File and
Print Sharing button, clearing the check boxes, and clicking OK.

Your TCP/IP connection has a setting for using WINS, which is software that
registers your PC with a Windows name server. AWINS name server provides a
mapping between a computer’s name, such as JOESPC, and its IP address, such as
10.0.0.5. If one computer needs to connect to a computer named JOESPC, the
computer needs a name server to tell it what IP address to send the connection
to, just like the U.S. Postmaster needs to know your home address in order to
deliver your mail. Other types of software also provide this name service, such as
Domain Name Service (DNS). DNS is the primary name service used on the
Internet. WINS is used primarily within companies that use Windows NT or
Windows 2000 security domains. If your computer isn’t part of a domain and is
not used to connect to your employer’s network, you probably don’t need WINS
to be turned on. It’s desirable to leave it off, to prevent your computer from
broadcasting information unnecessarily to its network connection. Most people
won't need this feature and should turn it off.

If you are using a dial-up adapter only, configure your modem so that it never
accepts incoming calls. If your modem accepts incoming calls, others can dial into
your computer and remove data when you aren’t around. Consult your modem
or PC’s documentation for complete instructions for disabling this feature.

Securing Your Personal Web Server

Running a personal Web server is a popular way to advertise a home business or
learn how to do Web programming. If you run your own Web server, you should
secure it. Chapter 2 discusses the need to perform security updates for your soft-
ware.Your personal Web server software is no exception. Before you allow others
on the Internet to access your server for the first time, make sure you have
downloaded and installed all the available patches for your software version. One
of the more common ways to break into a computer is through buggy Web
server software.

After you have patched your Web server software, you need to make sure it is
properly configured. A common mistake is to install \Web server software on a
shared drive to enable others to post files to your Web server—instead, this
enables them to install any file they want! Use the more secure features of a \Web-
publishing package instead.
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Lastly, the contents of your Web pages might give away information you don’t
intend, especially if you use software to create the pages for you. If you open a
Web page in a browser that supports viewing of the source code, you can some-
times view extra information placed in the document by your Web publishing
software. Perhaps you create the pages manually using a plain text editor and
wanted to take credit for writing it. Unfortunately, this provides more informa-
tion than the general public really needs to know about you.

Figure 5.13 is an excerpt from a Web page we found on the Internet, viewed
using Internet Explorer’s source code viewing feature. I've replaced the name of
the real author with a fictitious one here, but you can see the page advertises a
login name (JoeUser) and an e-mail address (JoeUser@joeluser.org) unnecessarily.
If you want to provide Web page readers your contact information, use generic
information instead of a real person’s name. The contact’s e-mail address should
be something like “info@” instead of “Mary.Whoever@.” The first doesn’t give
any clues as to a human’s real name, but the second does.You can give readers a
P.O. box instead of a home address too, to obscure personal information.

Figure 5.13 Viewing Personal Information in a Web Page

<meta nanme="revisit-after" content="31">

<meta name="reply-to" content="JoeUser @ oel user.org">
<meta nanme="Rating" content="Ceneral ">

<neta nane="Language" content="en">

<meta name="Cenerator" content="Col dFusi on">

<neta nane="distribution" content="d obal ">

<met a name="Copyright" content="€2002 Consumer Sprocket |ndustry
Associ ation">

<meta nanme="d assi ficati on" content="Busi ness and Econony">

<nmeta nane="Aut hor" content="Joe User">

Firewalls for the Home

So far in this chapter, we’ve shown that dial-up, DSL, cable modem, and wireless
Internet Service Providers might not provide privacy features essential to pro-
tecting your identity; you need a firewall to help with this. But, what is a firewall,
how does it work, and how is it configured?

A firewall, in its simplest form, is any device that blocks incoming connec-
tions to your computer from an outside source. It can be software running
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directly on the computer, or it can be an external device that sits between your
computer and its connection to the Internet. It can use one of several methods to
perform its task. One method is NAT, which hides your computer’s IP address by
translating it to a different address seen by the Internet. Alternatively, it can use
rules to filter out undesirable connections while still allowing your computer’s
real IP address to be used.

It can additionally provide the ability to filter outbound connections from
your computer to the Internet, or set limitations on the times of day certain ser-
vices will be passed out through the firewall to the Internet. It can provide con-
tent filtering, as a protection against viruses or as a protection from children
viewing undesirable Web content. The firewall can also provide alerts when
someone on the Internet is attempting to connect to your home PC inappropri-
ately, a feature known as intrusion detection. In some form or another, all of
these features should be present in order to properly protect any network from
intrusion.

Any or all of these features might already be built into your DSL, ISDN, or
cable modem. If you use wireless, your access point device might also provide
these features. Or, none of the firewall features might be present.You will need to
be familiar with your particular modem’s capabilities in order to know what fea-
tures you need to add.You can add them in the form of software running on
your PC or in the form of external devices that perform the same task.

The decision regarding which firewall to buy depends on your network setup
and some performance tradeoffs. If you are a dial-up user, you won'’t be able to
use an external firewall device. If you are a DSL, ISDN, or cable modem user, the
decision might depend on how many computers you own. If you have several
computers, you might find that using a single external network-based firewall to
protect them all is the cheapest and most efficient resolution. Or, you can choose
to install firewall software on each computer independently. Generally, software
on the PC is easier to upgrade than an external device, but, like any software, it
might interfere with other software running on the PC. External devices don’t
place any additional load on your computer, and they are relatively simple to
install. But, external devices are usually more difficult to upgrade. External
devices also require you to have a network interface card installed on your com-
puter, which you won't have if you are a dial-up Internet user.

For home use, essentially two types of firewalls are available—personal and
network-based. The first we examine is in the form of software you install on
your PC.We refer to this as a personal firewall, because it will protect only one
computer at a time. Examples of personal firewall software include:
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= Sygate Personal Firewall Pro (http://soho.sygate.com)
= Zone Alarm Pro (www.zonelabs.com)
= Blackice PC Protection (www.iss.net)

The other type we call a network-based firewall. It’s an external device you con-
nect to your PC using Ethernet network cabling, with your computer’s Ethernet
connection going in one side of the firewall device and your home’s Internet
connection going out the other. Actually, both types of firewalls protect the net-
work and could be called network-based, but we use this label as a reminder that
your PC is connected to it using network cabling. Examples of a few external,
network-based firewall devices include:

= Netgear External Security Router Model RO318 (www.netgear.com)

= Siemens DSL External DSL router model SS2602
(www.speedstream.com/products.html)

= Linksys EtherFast Cable/DSL Security Router Model BEFSR41
(www.linksys.com)

Before we dive into the unique features of network-based firewalls versus
personal firewall software, let’s examine a few features that firewalls share in gen-
eral. First, all firewalls block incoming connections by inspecting data as it comes
into the firewall. As such, they can be viewed as a wall between the outside, or
untrusted Internet, and the inside, or the network where the computers being
protected by the firewall are connected.

A firewall examines incoming connections, decides whether connections
should be allowed, and then either lets the connection through or blocks them.
To make this decision, it uses a set of internal rules to determine which connec-
tions should be blocked. These rules might not be configurable by you, the end
user. Usually, a firewall provides some mechanism for logging connections it
blocks, for later inspection.

The main differences in firewalls lie in how these functions are performed
and what additional services are added to augment the firewall’s primary func-
tion. For instance, some firewalls might provide Web content filtering in addition
to blocking incoming connections. Others might provide e-mail content fil-
tering. Still others might provide the ability to restrict the times of day when
specified computers on the inside are allowed to access certain services on the
outside.
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Personal Firewalls for Home Office Use

Personal firewall software is installed directly onto your computer, as compared
with network-based firewalls, which are external systems that connect separately
to a network. If you have only one computer and use dial-up to access the
Internet, then personal firewall software is for you. If you have one or more com-
puters using a broadband Internet connection, then you can either install personal
firewall software directly on the computer(s) or install an external network-based
firewall device; it’s your choice. If you only own one computer but share a net-
work connection with roommates or have another arrangement, such as a dormi-
tory where responsibility for a shared Internet connection is distributed among
several individuals, then using personal firewall software on your computer will
be much easier than requiring one person to manage a network-based firewall for
the entire network. Personal firewalls are also particularly well-suited for single
PCs that are used for both personal and business use, especially when business use
involves aVPN connection to your corporate network.

Figure 5.14 is a conceptual drawing of how your PC is protected with per-
sonal firewall software installed. Connection requests from computers on the
Internet are passed from your computer’s modem to the firewall software through
mechanisms provided by the operating system. The firewall software checks its
rules to see if the connection should be allowed. If so, the connection is com-
pleted; otherwise, it is blocked. If the connection is allowed, data can then flow
between the computer on the Internet and yours. If the firewall were not in
place, the connection request from the Internet would automatically be com-
pleted and allowed. With it in place, the incoming connection is automatically
denied unless you have set up rules in advance specifically allowing it.

Figure 5.14 Personal Firewall Software
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Outbound connections from your computer to the Internet work in a similar
fashion. Software applications—such as e-mail software, WWeb browsers, or games
running on your computer—pass data out to Internet servers through the firewall
software. The firewall checks the Internet destination, type of service, and so on
against its filtering rules. As you can see later in this chapter, most firewalls are
configured by default to allow all outbound connections, but perhaps you’ve con-
figured yours to disallow certain traffic to be passed to the Internet at certain
times of the day. If the traffic should be allowed, the connection is completed;
otherwise, it is blocked.

Figure 5.15 is a simplified diagram of how firewall processing works inside
your computer. First, a firewall examines network traffic as it comes into the
system on which it’s running. It compares the type of service and possibly the
source and/or destination of the traffic to a set of rules that are preconfigured
into the firewall’s software. It then allows or disallows traffic to be passed on to its
destination, depending on the rules. The primary difference between all firewalls
lies in how the rules are processed, and how well or how fast decisions are made
about allowing and disallowing traffic.

Figure 5.15 Firewall Processing Conceptual Diagram

Computer Applications
Web Browser
E-mail Program
Web Server
File Server

Firewall Rule Processing
Is this inbound service allowed?
Is this outbound service allowed?
Is there a time restriction on this service?
Does the IP address need to be translated?

A

Adapter
Internet Traffic LAN Adapter
Internal Modem
External Modem

) J

WWW.SyNngress.com




Connecting to the Internet Safely « Chapter 5 221

A poorly designed firewall might have a lot of false-positives, meaning it
blocks desirable traffic unnecessarily. Or, it might have a lot of false-negatives,
meaning it allows traffic in that shouldn’t be allowed. The latter case is particu-
larly bad, because a good hacker can exploit this type of design flaw to his advan-
tage in gaining access through a firewall. Generally, as is true with most electronic
products, popular manufacturers are popular for a reason. Their products are reli-
able or the value is good. Firewall software recommended by consumer review
magazines, such as PC Magazine (www.pcmag.com) or ZDNet (www.zdnet.com),
are probably good choices.

Network Firewalls for Home Office Use

If you have several computers on a home network that share an external DSL,
ISDN, or cable modem, you can use a network-based firewall placed between the
modem and the computers. These are often also called DSL/cable routers or

DSL /cable security routers. They are external devices, about the size of a cable TV
set-top box. These firewalls are very easy to install and configure, if you are lucky
enough to have a DSL, ISDN, or cable modem with Ethernet as your computer’s
primary connection. The network-based firewall devices we discuss here are not
for you if your Internet connection is a satellite dish connected to your computer
using a USB cable or other non-Ethernet cable, such as might be required for
Internet service via DirecTV or StarBand dishes. Some satellite Internet services,
such as StarBand, require you to install special software called a proxy server on
your PC. This software acts as your PC’s firewall, so you won’t need an external
device in this case.

Figure 5.16 shows how a network-based firewall is connected to your DSL,
ISDN, or cable modem and computer. The box labeled DSL/Cable Modem in the
diagram could be a DSL, ISDN, or cable modem—we label it DSL/cable modem
for brevity throughout the rest of this discussion. Because all three types of
external modems typically have one Internet connection coming in and one or
more Ethernet connections coming out to your computer(s), security issues
revolving around them are similar (regardless of the kind of cable coming into
the modem).

Your DSL/cable modem is typically leased from your ISP as part of your
Internet package. The telephone or cable connection from your ISP plugs into a
DSL/cable modem as part of your initial Internet setup. If you decide to install a
network-based firewall, you’ll connect an Ethernet cable from one of the LAN
connectors on the DSL/cable modem to the WAN port of the network-based
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firewall using 4-pair Ethernet cable that typically comes with the firewall. You
then connect the network-based firewall to all the computers that are to be pro-
tected by the firewall device using the same type of Ethernet cable. After this is
done, you're ready to begin configuring the options available for your firewall, as
discussed in the following section.

Figure 5.16 Installing a Network-Based Firewall
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How a firewall makes decisions about traffic is a distinguishing feature that
can affect its functionality and its price. Less expensive firewalls are capable of fil-
tering traffic only based on the type of service, not necessarily where it came
from or where it’s going. These are known as port filtering firewalls. If you have this
type of firewall, a service is typically either completely allowed or it isn’t. This
probably won't present a problem for most home users, and it’s the least expen-
sive product to buy. However, if you have several computers in a home office,
maintain a V\eb server, or manage a shared network for several individuals, you
might want to restrict connections to different computers in different ways.

For instance, you might want your Web server to be accessible to Internet
users, but you don’t want your child’s personal computer to be available to
Internet users. If your firewall only allows you to turn inbound Web service
either ON or OFF, you won't be able to specify that incoming connections are
okay for one computer but not another. Therefore, you would have to ensure that
the firewall provides the proper functionality for your setup before you buy it.

Obviously, port filtering alone doesn’t provide you any ability to allow or dis-
allow services based on Web or e-mail content, either. However, your firewall
might include an add-on product that provides this functionality, which we
examine later in this chapter. Chapter 3 talks about a few add-on products for fil-
tering malicious content from e-mail, in case your firewall doesn’t provide it.
Further, Chapter 6 discusses some other software-based approaches to VWeb content
filtering, so it’s not 100 percent essential that your firewall provides \Web filtering.
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The other type of network-based firewall relies on a different type of tech-
nology called stateful packet inspection. Instead of inspecting only the type of ser-
vice, this kind of firewall also inspects where the traffic originated, where it’s
destined, and perhaps even some other details about the type of connection
before deciding whether to allow it. This type of firewall can do a much better
job of detecting common intrusion attempts because it analyzes more of the data
as it passes through.You have much finer control over which computer can see
precisely what traffic, but you also pay for it. Stateful packet filtering firewalls can
run you twice the price of port filtering firewalls or more. The ones we found at
a popular local retailer ran from $179 to $499. Compare that to the port filtering
routers that ran from $79 to $149.

Using Common Firewall Configuration Features

Whichever firewall you decide to use, the options for configuring it will be very
similar, though the settings might be presented in different ways, such as a WWeb
page or a software interface that guides you through the process. This section is
designed to explain the configuration options, point out the best settings, and
describe how the settings help protect your computer from intrusion. See the
Appendix for configuration specifics for several of the most popular internal and
external firewalls.

Network Configuration

First, your firewall is going to need to know some information about how it is
connected to the Internet. Internal firewall software will pick this up from your
computer’s network configuration, but you’ll need to tell the software whether it
is acting as the firewall for multiple computers on a home network or just the
computer on which the firewall software is running. If it’s protecting multiple
computers, those computers will need to be configured to use the computer
that’s running the firewall software as their main route to the Internet, or primary
gateway. External firewall devices might pick the network information up auto-
matically from the DSL/cable modem, but it will provide a way for you to
change the external connection (WAN) setting, if needed. Consult your firewall’s
installation instructions for complete details on configuring the network settings.
The network-based firewalls discussed in this book come preconfigured with
the ability to assign IP addresses to all the computers on the network, which
makes installation fairly simple. This automatic IP addressing service is called
DHCP.You will typically just need to reboot your computers so they obtain a
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new network address that the firewall understands, and DHCP will handle the
details. If your computers aren’t configured to obtain their IP addresses automati-
cally, you’ll need to configure them to do so and then reboot.

If, for some reason, you don’t want IP addresses automatically assigned, you
can turn off DHCP on the firewall. It won't affect the operation of the firewall,
provided that the computers the firewall is protecting send all their outgoing
traffic to it. They will need to have IP addresses in the same numeric range as the
firewall’s internal (LAN) connection and be configured to use the firewall as their
default gateway. Alternatively, it doesn’t affect the performance of a firewall if some
of the computers on your home network use IP addresses that are assigned by the
firewall while others use static IP addresses you manually assign, as long as the
addressing scheme is consistent for all the computers (including the firewall’s
internal LAN connection).

For example, let’s say you have a home network with three computers on it
sharing a cable modem connection.You decide to buy a Netgear RO318 external
security router.You plug the Netgear WAN connector into the cable modem, and
plug your three computers into three of the four Netgear LAN connectors. If the
three computers are configured to obtain an IP address automatically, all you
need to do at this point is turn on the Netgear security router and reboot the
three computers. The Netgear will assign IP addresses automatically, by default, to
all three computers using the numeric range 192.168.0.2, 192.168.0.3,
192.168.0.4, and so on, and the Netgear router itself will have the IP address of
192.168.0.1. If you want one of your computers to have a static IP address, you
can configure that computer as, say, 192.168.0.50 without affecting the operation
of the firewall. The computer’s default gateway would need to be configured as
192.168.0.1 in this case. Or, you can turn off automatic addressing entirely on the
Netgear, and give each of your three computers an IP address in this same range.

NoTE

The IP addresses given in the preceding example are specific to the
Netgear RO318. Your firewall might use a different set of numbers by
default. Consult your firewall’s installation instructions for details about
its default IP addressing scheme.

Next, you’ll need to tell your firewall whether it should turn on network
address translation to translate addresses. NAT is a mechanism for hiding what a
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network looks like on the inside. Figure 5.17 is a simplified diagram of how
NAT works. The IP addresses on one side of the firewall are hidden from the
Internet. The firewall translates the inside address to the outside address as the
traffic passes through the firewall, and vice versa. This happens invisibly to you on
the internal network, and it provides protection from attacks aimed at finding out
what software you are running, among other precautions.

Figure 5.17 Network Address Translation (NAT)
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Firewall with NAT
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Your Computer with IP Address w.X.y.z

This might all sound pretty hard to configure, but some of the better firewall
products come out of the box already configured with NAT enabled, ready for
you to use, which is certainly recommended. The decision whether you need
NAT is based on your network configuration.Your DSL, ISDN, or cable modem
might already be performing NAT, in which case you don’t need to enable it
again on the firewall. It’s still useful to install a firewall in this case, because the
firewall will likely give you more security features than NAT alone on a modem
would provide.

If you have several computers on a home network, you can install personal
firewalls on each one, or you can use a single PC as the primary gateway to run
the firewall software. The latter case particularly applies if you are using a satellite
dish provider as your Internet connection, with a single PC as the proxy server,
or are using Microsoft Internet Connection Sharing so that multiple computers
can share a single broadband Internet connection.You probably need NAT if
either of these is your situation, because your home network will not be in the
same address range as the IP address provided by your ISP. The only computer
that needs to be configured for NAT is the one acting as the primary gateway for
the other computers on your home network.
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The Siemens DSL router model SS2602 is an example of a network-based
firewall that relies primarily on NAT to provide the firewall capability. It doesn’t
do stateful packet inspection, so it’s not very good at detecting intrusions or log-
ging any details about incoming connections. It also doesn’t provide any Web or
e-mail content filtering. However, it does provide the ability to limit the times of
day certain services are available, and you can configure it to allow certain ser-
vices in to only certain computers, as long as the number of computers and ser-
vices is fairly small. It’s also very cheap at $79, making it an inexpensive and
suitable choice for homes with one or a few nonbusiness computers sharing a
broadband connection.We included a sample configuration for this product in
the Appendix, to get you started.

Setting Inbound Filtering

Your firewall software will provide the ability to disallow incoming connections
based either on the type of service or some combination of types of service, time
of day, destination, and/or source address.You can think of an inbound connec-
tion as a round-trip, originating from outside your home network and returning
to the Internet with information from a visit to your system. Inbound connec-
tions originate on a computer you don’t control and connect to a computer you
do. Generally, all incoming connections from the Internet should be disallowed,
unless you are running a service on behalf of Internet users, such as a VWeb server,
music file server, or other service. Better firewalls are usually preconfigured to
disallow all incoming traffic unless you specifically ask to allow something in.

Disallowing incoming traffic from the Internet doesn't affect your ability to
view content on the Internet, because requests for content going from your com-
puter to the Internet are outbound connections, not inbound connections.
Inbound filtering is only concerned with allowing Internet users to see services
you are providing to them, not the other way around. It specifies what connec-
tions are allowed in through the firewall. The point is that when you tell a fire-
wall to allow an inbound service, such as VWeb service, you are opening a door
enabling Internet users to connect to a service, such as a\Web server, which you
provide. If you don’t provide a Web server, telling your firewall to allow inbound
Web connections is unnecessary. Turning on any inbound service is commonly
referred to as “poking a hole in the firewall,” which should be done as seldom as
is absolutely essential to prevent the firewall from becoming Swiss cheese.

When you are configuring any firewall option labeled Virtual Server, Trusted
Zone, Internet Zone, Protection Level, or Incoming Traffic, you are affecting the kinds
of connections that are allowed from the Internet into your home PC or network.
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Most firewall manufacturers have tried to make the configuration simple for you
by categorizing connections coming from the Internet as being labeled High
Risk, Untrusted Zone, or Paranoid in the configuration, while connections going
out from computers on your home network are categorized as Low Risk, Trusted
Zone, Cautious, or Trusting. If you have only one computer, you won't have any
trusted, low-risk connections, unless they come from your computer.

Firewalls that use stateful packet inspection will give you a finer level of con-
trol over inbound filtering. However, configuring this information into the fire-
wall will be more involved. This type of firewall is probably not for beginners
unless you understand TCP/IP fairly well and are comfortable with the concept
of port numbers, so that you can make use of its more detailed features.

Setting Outbound Filtering

Outbound filtering refers to connections from your computer or home network
outbound, to the Internet. Filtering outbound connections is the opposite of fil-
tering inbound connections as described in the preceding section. It might seem
odd to want to prevent your computer from connecting to information on the
Internet, but it isn’t really. For example, you might have a child in your home that
you want to prevent using the computer at all during certain hours of the day.
From a security perspective, the more ports (doors) you leave open on your com-
puter for traffic to exit, the more ways a Trojan or virus has to spread to other
computers on the Internet, if your computer were to become infected. Some ser-
vices on your home PC might advertise information unnecessarily out to the
Internet unless you take steps to block them. It makes sense to keep these oppor-
tunities to a minimum by filtering any ports (locking any doors) you don’t plan
to use.

Not all firewalls support the ability to perform outbound filtering, but better
ones do. Most firewalls come preconfigured to allow all outbound traffic, perhaps
with a few specific exceptions for risky outbound traffic most people don’t need
anyway. For this reason, it’s safe to wait until the firewall is installed and pro-
tecting your PC from incoming connections before setting up any outbound fil-
tering you want done. Outbound filtering should be a secondary concern.

For example, if you want to limit the time of day that certain operations, such
as Web surfing, can be performed on your PC, you’ll need to set up an outbound
filter. Different types of firewalls label their menu settings differently. If you are
configuring options labeled High Security, Outbound Filter, or Client Filter, or con-
figuring outbound connections from the Untrusted Zone or to the Internet Zone,
you are affecting outbound traffic to the Internet.
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One type of network connection you should generally filter out is outbound
DHCP and NETBIOS traffic. These are the services that Windows uses to adver-
tise resources viewed earlier in this chapter with the nbtstat command. You will
probably need to specify both the name of the service and its port (door) number
in the configuration. Specifically, traffic destined both inbound and outbound to
ports 67 and 135 through 139 should be disallowed. By doing this, you can con-
tinue to share printers and files to other computers inside your home while
blocking the ability of outsiders to see them.

Some kinds of firewalls, such as Zone Alarm Pro, make setting up outbound
filters fairly easy, by prompting you to set up a firewall rule each time you use a
program that makes an outbound connection.You don’t have to know specifics
about protocols to be able to use this feature, which makes it particularly attrac-
tive to first-time firewall users. However, if you are sharing the computer with
someone else, they might enable outbound traffic you don’t want to be enabled.
Your primary firewall gateway computer should be restricted to the firewall
administrator only, for safety.

If you are comfortable with TCP/IP, you can also configure Zone Alarm fire-
wall rules all at once, using the TCP/IP port numbers associated with each type
of service. External firewall devices will typically provide a menu option for
doing this from a Web page served by the device. Netgear’s RO318 External
Security Router and the Siemens SS2602 External DSL firewall both provide
Web pages (www.netgear.com and www.siemens.com) from which you can con-
figure outbound filtering, among other features, which are explained in greater
detail in the Appendix.

The Appendix also includes a list of commonly used services and their
respective TCP/IP port numbers. If you're not familiar with TCP/IP and you
need to use an external firewall device that requires extensive understanding of
port numbers, you should consider obtaining the help of a network professional
in setting up your firewall for the first time. If your firewall allows outbound con-
nections by default, some of the outbound services you should seriously consider
blocking are those associated with peer-to-peer file sharing applications, such as
Gnutella, Limewire, Bearshare, and so forth.\We also recommend that you dis-
allow IRC, the popular chat services, NetMeeting, and other video conferencing
applications for reasons described earlier in this book.

Virtual Private Networks

Have you ever left your PC dialed into the Internet so you could move a large
file off it after you get to work? Have you ever shared a drive from your home
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computer to everyone on the planet, just so you could deposit a file onto it from
work later in the day? Then, you need the VPN features that certain firewalls can
provide, to allow outsiders to access your computers securely. This is different
than the VPN your employer might provide, which allows you to access the
employer’s computers securely. However, you should never run both at the same
time or on the same home network, to prevent accidentally opening a door into
your employer’s network.

A virtual private network (VPN) allows remote access into your home net-
work from other locations on the Internet, such as a corporate network, a \VWeb
kiosk, or a hotel-provided Internet connection. By using special security features
to create an encrypted connection, your information is not exposed to anyone
but yourself or people for whom you set up accounts. Because traffic across a
VPN is encrypted, your passwords and personal information are protected from
prying eyes while in transit across the Internet. Think of it as a tunnel through
the firewall that nobody but you can use. As always, if you don’t absolutely need
this feature, then, by all means, leave it turned off. Use VPNs only with extreme
care, because aVVPN opens a door through a firewall.

Connection Alerts

When somebody attempts to connect to your PC from the Internet, do you
want to know about it? If so, you should buy a firewall that provides a network
security feature called an intrusion detection system (IDS). These firewalls, in
addition to blocking traffic, can detect and report attempted break-ins. Better
firewalls, with more complex intrusion detection systems, are able to recognize
patterns of activity that indicate an outsider is attacking your computer, such as
when a virus is knocking on the door or your computer is being examined for
which services are running. The firewalls can store this alert information in log
files for later review, or you can receive a pop-up notification immediately in
some cases. You might also be able to have alerts sent to a single computer on
your network, if you have several.

As an example of how different firewall products provide different alert log-
ging features, let’s look at four popular products to see how they differ with
respect to alert logging:

= Netgear Netgear’s security router model RO318, available for about
$160, stores alerts in a log file until you're ready to view them, or it can
mail the log file to you at periodic intervals.You can configure the
timing of the mailings to be hourly, daily, or weekly, to suit your
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schedule, but there is no provision for updating what the router con-
siders to be an attack. Over time, detection capability can become out-
dated as a result.

= Zone Alarm Pro Zone Alarm Pro has a main configuration menu
that provides a tab for viewing the connection log and controlling the
types of alerts you want to be stored, but this firewall won’t e-mail the
log files to you because the software runs on the same PC it’s protecting.
The types of attacks it can detect are also somewhat limited.

= Siemens The Siemens External DSL router model SS2602, popular for
its low price of $75, doesn’t provide any ability for IDS alert logging,
adding or changing IDS signature definitions, or e-mailing log files.

= Sygate Personal Firewall Pro v5 For under $50, the Sygate Personal
Firewall Pro v5 has won PC Magazine and ZDNet Editor’s Choice
awards in part for its IDS functionality, automatic update capability, and
comprehensive control over alert logging.

Any product that provides good IDS functionality will provide some mecha-
nism for updating the database of signatures that comprise the known attack pat-
terns, similar to the signature updates provided by antivirus software. The update
mechanism can be manual or automatic, but shouldn’t be missing altogether if the
product is to remain current in protecting you from the latest attacks. Likewise, a
good IDS product should provide you some ability to export or back up the log
files, and it should provide information to guide you about the severity of the
activities logged and the actions you should take as a result.

Configuring alert handling in any firewall should take into account how
often you can review log files to see if corrections are needed to your inbound or
outbound filtering configuration. If you don’t periodically review the alerts, you
might not know when you have a hole on your PC that outsiders are exploiting
to grab information from your computer. It’s a good idea to set up alerts so you
see them and take action immediately.
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Summary

In this chapter, we examined some of the ways your computer’s network connec-
tion to the Internet can be used to gather data about you, about your computer,
and about software your computer is running. We examined several kinds of net-
work setups and made note of specific risks associated with each type. If you
connect to the Internet using a dial-up modem, your computer is better pro-
tected than if your Internet connection is always on. Computers using dial-up :
Internet connections are less susceptible to intruders from the Internet, because

they are only connected for short periods of time. Nonetheless, personal firewalls

are necessary even with dial-up connections, to protect the computer while it is

connected to the Internet. A firewall is important even if your dial-up service ‘
provider is AOL and you make use of AOLY parental controls features, because

these features are not equivalent to the protections provided by firewall software.

Some employers provide dial-up Internet accounts for their employees to use.
Employees are sometimes tempted to consider this a perk and use the service for
personal online time. However, employers can and do extensively monitor how
their network resources are used, and they are likely to intercept personal infor-
mation from your computer as it traverse’s the employer’s network on its way to
the Internet.

Don’t use employer-provided dial-up accounts for personal online business, to
ensure private data isn’t intercepted by your employer. Likewise, never use an
employer’s computer to conduct personal business, such as online shopping or
private e-mail, even on a lunch hour or after business hours. Personal data stored
on the computer as such transactions are processed becomes the property of the
employer.You have no control over how the employer stores or uses data. If pos-
sible, avoid using your personal computer for business purposes. If you must use
your personal computer for business purposes, be sure to encrypt all the data on
your disk using the methods discussed in Chapter 2. This will prevent your
employer from accessing and copying data from personal disks that you don’t
want them to have.

If your computer is connected to the Internet using broadband services—
such as DSL, ISDN, or cable modem—the connection is established automatically
each time the computer is turned on. As long as an unprotected computer is
powered on while plugged into its broadband connection, it is susceptible to
intrusions from the Internet and needs the protection of a firewall.
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Cable modem connections are similar to telephone “party lines,” which
existed in the early days of the telephone industry. The cable modem in each resi-
dence is designed to minimize the amount of snooping that can occur between
residences sharing the same line, but these safeguards are not difficult to bypass.
You can't be certain that other computers on the same connection aren’t running
a network sniffer or some other software designed to listen in on your computer’s
conversations. As a result, private data you send across a cable modem connection
holds the potential for interception by others before the ISP receives it. This is
why it’s especially important to use encryption services as discussed throughout
this book. Examples include Secure Pop as discussed in Chapter 3, and SSL for
Web and e-commerce transactions as discussed in Chapter 4. Firewalls are espe-
cially important with cable modems to protect your computer against intrusion
from the Internet as well as from other computers using the same cable modem
line as you.

Identity thieves can make use of certain kinds of information about you and
your computer accounts that is sometimes easily available from a network. We've
examined several ways to view personal information using a network and several
ways to block the visibility of this information. One way to view information on
a network is to use special software known as a sniffer. Normally, computers only
listen on the network for data that is intended for them and ignores traffic
intended for a different computer. Sniffer software, however, is designed instead to
listen to all traffic, even that not intended for the computer on which the sniffer
software is running. This allows one computer to view the contents of transac-
tions between two remote computers, including such sensitive data as account
names, passwords, social security numbers, and so forth, as they are sent from one
computer to another. Guarding against interception of data using a sniffer means
making use of encrypted services whenever sensitive private data is sent across the
network.

Another way to view private data on a network is by using the Network
Neighborhood or My Network Places features of Microsoft Windows to connect
to shared drives on a remote computer. Once connected, you can browse files
stored on the remote system as if they were stored on your computer. If you
share files or entire hard disks from your computer to another without requiring
a password, this opens the door for anyone to connect to your PC and view the
files that are stored on the shared disk. If possible, don’t share drives or files. If
you can't avoid sharing drives or files, be sure to share only the bare minimum of
files necessary to accomplish the task at hand and require a read-only password.
Disclose the password only to individuals who must connect to the shared files.
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Don’t share files with a full access if possible, because this gives others the ability
to edit your files if they know the full access password.

Sometimes, mistakes in configuring a computer contribute to the availability
of information you really don’t want others to see.\We examined a few of the
more common mistakes people make when setting up a network, shared files, and
Web services.When registering a personal domain name, be careful that your
home address and phone number aren’t disclosed in the DNS registry. (You can
learn what information is reported about your domain using the whois service '
from your favorite domain registrar, such as www.nsi.net.) Another common mis-
take is running services that are not needed or allowing unused network interface
cards or protocols to remain installed on the computer. Personal Web servers or
Web authoring software holds the potential to disclose too much information ‘
about you. Be sure to examine \Web pages you publish to ensure that they don’t
include your account name, e-mail address, or other personal identifiers.

Firewalls can help block connections coming into services enabled on your
computers that you didn’t realize were available or didn’t realize could be readily
exploited to gather information about you. The utility of a firewall comes from
its ability to fill in security gaps inherent in your network configuration, thereby
preventing some of the ways an identity thief might be able to access your private
and personal information.

Firewalls come in two essential flavors. One form is software you install
directly on your PC.The other is an external device that connects between your
PC and the Internet connection provided by your ISP.The former is typically
used for dial-up connections and when only one computer is using an always-on
broadband connection. The latter is typically used to protect multiple PCs using
Ethernet to share a single Internet connection, such as might occur in a small
home business or when family members each have their own computers. Both
types of firewalls generally provide default configurations that are sufficient for
the average home PC user, but many also provide the ability to customize settings
to suit your particular needs to perform Web content filtering, disallow certain
outbound services, or restrict the times of day certain Internet services are
allowed to be used.

Many less expensive firewalls can configure their own network connections
when they are installed, but they also allow you to override the automatic settings
if your ISP doesn’t provide an automatically assigned IP address. Most will block
all incoming traffic by default and allow all outbound traffic unless you ask for it
to be blocked. If the firewall blocks incoming traffic you want to allow, you’ll
need to customize the settings for inbound filtering. These settings might use e
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easy-to-understand labels such as Virtual Server, Internet Zone, Wide Area Network,
Outside, High Risk, or Paranoid settings. If the firewall doesn’t block an outbound
connection that you want to be blocked, you’ll need to customize the settings for
outbound filtering. These settings might use easy-to-understand labels such as
Trusted Zone, Inside, Low Risk, Local Network, Trusting, or Cautious. Firewalls might
also allow you to customize settings for virtual private networks, to allow secure,
encrypted access to files stored on a home PC.You also will probably want to
configure how connection alerts are managed or logged, to meet your individual
needs for periodically reviewing the connections your firewall blocks for you.

Don't forget, the reason we’re taking a look at firewalls is to see how they can
help you protect your private information, so you can connect more safely to the
Internet. Firewall configurations should be periodically reviewed to make sure
any inbound holes you have open are still essential, that outbound filtering is suf-
ficient and appropriate, and that alerts are being properly logged and reviewed.
Your particular firewall might even offer features to protect e-mail, which should
be periodically reviewed to ensure they are still correct for your e-mail setup.

Solutions Fast Track

Different Connections, Different Risks

M Most people use dial-up connections to access the Internet. The ISP
providing your connection doesn’t typically provide virus protection or
any filtering of network traffic coming into your computer. Other
computers on the Internet can use commonly available tools to view
personal information about you when your computer is connected to
the Internet.

M Employer-provided dial-up accounts bring a special risk from snooping
by employers. Privacy laws are murky when your personal computer is
being used to connect to an employer network, so keeping business
separate from personal Internet use is essential.

M Broadband connections can be shared between households, bringing
additional risk from network snooping among neighbors sharing a single
Internet connection. Sniffers and common Windows utilities can be used
to learn information about other computers sharing the connection.
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Taking Precautions

M Sharing files on a computer is an easy way to mistakenly give out private
information you don't intend to be seen by others.You should examine
any shared files or devices periodically to ensure the permissions are set
correctly.

M You might be giving out address, telephone, and e-mail address
information in your personal domain registration.You can use generic !
information, such as P.O. boxes or nondescriptive e-mail addresses, for
contact information in Web pages or on domain registrations.

services you don’t need. Sometimes, programs you install turn on
services for you, whether or not you want them to be on.Turning off
unneeded services in Control Panel reduces the ways in which a thief
can connect to your computer to gather information about you.

M In the process of setting up your network, you might have enabled 1

M Personal Web servers are a fun way to learn about programming or
provide advertising for a home business, but they can also hand out too
much information about you.\Web authoring software might insert
private information into WWeb pages without your realization, and Web
server software might need specific security settings.

Firewalls for the Home

M The choice of a proper firewall for home use depends on your type of
network, the services you need, and what you want to protect. Dial-up
and satellite networks using a proxy server typically need a personal
firewall installed on a gateway PC. Home networks sharing a single
Internet connection typically need a network-based firewall device.

M NAT is network address translation, a feature supported by many
firewalls. NAT enables you to hide the IP addresses on the inside
network, so computers on the Internet can learn less information about
the inside network.

M Firewalls prevent connections coming into or leaving the home
network. Generally, disallowing all inbound connections and allowing
only essential outgoing connections is a good idea. For finer granularity
in setting up filtering rules, a stateful packet filtering firewall should be ‘
used, although it costs more. *
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:

Does a firewall prevent hackers from breaking into my computer?

A: A determined hacker will get into your system regardless of the precautions

Q:

you take, but a firewall greatly reduces the risk.

I’m afraid that if I install a firewall, my e-mail will quit working, and | won’t
know how to fix it.

: Don't be concerned about this.\WWhen you start an e-mail program on your

computer, it connects outbound to your ISP’s mail server to retrieve mail.
Personal firewalls, such as Zone Alarm or Black Ice Defender, only block
incoming connections by default (that is, incoming connections that start
somewhere on the Internet,and try to connect to your computer). Outbound
connections starting on your PC.are not affected unless you make a change
to the default configuration.You can also contact the product’s technical sup-
port division for assistance if a feature or program stops working.

. linstalled a personal firewall'and now FTP won’t work anymore.What do

| do?

: FTP is an odd service, because it doesn’t use the same port for inbound and

outbound traffic. You open an outbound connection.to an FTP server on
one port, and then the server opens a data connection back to you on a dif-
ferent port. If your firewall understands the FTP protocol, it will account for
this on its own. If not, another solution would be to get some FTP software
that supports the PASV function. This makes the protocol two-way; so it
works over your outbound port 21 connection in both directions, no firewall
holes necessary.

- | have several computers on my home network. How does a firewall keep

track of which one is connecting to which service at any given time?
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: When your computer connects to a particular service on a particular server,
the firewall records the destination IP address and service type along with
your computer’s IP address. It can distinguish your connection from another’s
because they came from different IP addresses inside, even if the firewall
translates them to a different IP address using NAT.

: Do firewalls protect against viruses, or do | still need antivirus software if |
install a firewall? ‘

- If the firewall allows a connection between a virus-infected computer and
your computer, then your computer can also become infected. You still need

antivirus software. ; §1

: My ISP says my DSL router has NAT, so | don’t need a firewall. Is this true?

: No. Network address translation without a method for filtering malicious
traffic isn’t enough to protect your computer.You need both.
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Introduction

It would be nice if we could create a visual profile for ourselves of what an iden-
tity thief looks like. If we could, it would be simpler to avoid them. However, it’s
difficult to merge our mind’s images of thieves and hackers into a portrait of a
cyber criminal, and rightfully so. It’s as incorrect to profile a cyber criminal as a
young teenager as it is to apply that same generalization to car thieves. There
simply is no common psychological or physical profile of a cyber criminal,
because a cyber criminal is anyone who performs any crime by using the aid of a
computer.

Psychologist Marc Rogers attempted to categorize cyber criminals according
to a variety of computer skill levels and motivations in his 1999 paper entitled
Psychology of Hackers: Steps Toward a New Taxonomy (www.infowar.com). Toward
the extreme end of dangerous criminal activity, he observed several categories of
adults exploiting access to information through employers or other positions of
authority, some even acting as mercenaries of corporate espionage. An example of
an identity thief from this group might be a disgruntled employee seeking
revenge or an opportunity to make some money selling social security numbers
or credit card numbers illegally. Sexual predators seeking victims on the Internet
fall into this category as well. Young people are especially vulnerable to crime,
including identity theft, when encountering these people on the Internet. This
chapter will offer you some help in protecting younger family members in this
situation.

Toward a less dangerous extreme, Rogers observed several categories of young
people whose activities range from juvenile delinquency to first-time criminal
encounters. He labels these groups Cyber Punks and Toolkit/Newbies, and notes
their ages are typically 12 through 28. An example of an identity thief from this
group might be a young person learning about the inner workings of computers
or network security, discovering how to steal private data from Web sites in the
process. Or, it might be a young person with little financial means stealing
another person’s credit card to buy a coveted piece of electronic equipment. This
young person might be your own child living at home or attending college. You,
as a parent, might still be able to influence the direction this young person’s life
might take. This chapter will offer some real-life illustrations to help you recog-
nize (and hopefully prevent) your child’s potential for criminal activities, like
identity theft.
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Raising Children in the Digital Age

Rogers observed that many people have a forgiving attitude toward the term
hacker due to its early, ethical beginnings when “MIT hacker” meant a very bright
young male who had a gift for using computers for creatively solving problems.
Today, the term is commonly associated with anyone committing crimes using a
computer, much to the dismay of those who still consider it an ethical moniker.

The result is a two-faced societal view of a hacker. Parents of computer lit-
erate children probably prefer the pride-worthy portrait of a tech-savvy college-
bound genius with complete command of technologies outside the grasp of his
or her parents’ understanding. A less desirable but nonetheless common portrait is
that of antisocial juvenile delinquent, using a computer to find acceptance into a
peer group by performing illegal acts accepted by the peer group as lofty (sounds
like gang behavior in the digital age, doesn’t it?)

In reality, teens charged with computer crimes are very similar to teens
charged with other types of crimes, like car theft. They have much time on their
hands as the result of being nonworking students. They are often disenfranchised
in their peer groups, and their activities are grossly unsupervised, Rogers notes.

Parents understandably want to provide their children with every possible
advantage to further their education. Providing a family computer is an obvious
way to accomplish this. According to the National Telecommunications and
Information Administration (www.ntia.doc.gov), ninety percent of children in the
Untied States 5 through 17 years of age (48 million) now use computers.
Seventy-five percent of children ages 14 through 17 use the Internet. But kids are
often handed this complex tool with virtually no instruction about unethical uses
or the legal consequences of their actions.

Schools are beginning to teach kids the technical and safety aspects of com-
puter use, but ethical and legal aspects are still not being taught in many cases.
Only recently have programs like SafeKids (www.safekids.com) started to appear
on the scene, to teach parents and children about using the Internet safely. These
programs don’t usually focus on safety risks posed to the parent by the child’s
Internet activities, because most are concerned with protecting children them-
selves from becoming victims of crime on the Internet.

Your task as a parent is made more difficult because you must educate yourself
before you can educate your child about unethical and illegal uses of a computer.
Many parents lack the ability to fully distinguish between legitimate learning versus
illegal or unethical computer activities of a child. It’s not surprising that parents
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should find themselves in this situation. The Internet sprang up in short order,
without a “good parenting” instruction guide.

Nobody warned parents that they needed training on a computer before pro-
viding the tool for a child’s education. It’s also much easier to believe your kids
are on the road to success than to learn the technical skills necessary to properly
monitor their online activities. But every teen that has broken into a Web site,
impersonated someone else, stolen credit card numbers, or used a computer to
perform some other illegal activity is the child of someone who missed an
opportunity to teach him or her that such behavior is wrong.

Without proper parental intervention, your own child might be “in training”
as a victim or a perpetrator of a computer-related crime. With early parental
involvement to educate kids about unethical and illegal uses of the computer,
some of crimes of identity theft, (along with other computer-related crimes), can
be prevented. Still more identity thefts can be prevented by teaching your kids as
well as your self the same techniques presented in this book for reducing personal
risk factors for identity theft.

In the process, though, it’s important to give kids leeway to dissect the
Internet to see how it works. Students using a computer shouldn’t be discouraged
from learning how to “hack,” using the definition of “creatively solving prob-
lems,” or “taking things apart to learn how they work.” Learning how computers,
networks, and software operate isn’t wrong, unethical, or illegal. Prying open the
lid on computer programs to see what’s inside is a good way to learn how to use
the programs in creative ways. It’s how Kids learn to be innovative.

What they should be discouraged from doing is using their technical com-
puter skills to harm others or perform criminal or unethical activities, such as
removing or copying data from a computer they don’t own. They need to be
taught how to be streetwise on the Internet and how to recognize risky behavior
that can result in accidents that expose private information unnecessarily. They
also need to be taught where the line of ethics and legality in using a computer is
drawn and what the consequences of their actions can be.

We ran into this in the following true story of a father-son relationship:

The son is a big fan of online computer games, the kind that allows people
across the globe play against one another using the Internet. When he was 12 or
s0, the father discovered that the son had a war, of sorts, going with one of the
online players and had tricked the other fellow into disclosing his game password.
The son logged on as the other player and caused the other player’s game char-
acter to give some prized game items to the son’s game character. Because it was
a computer game, the boy considered it cheating, but he didn’t consider it
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stealing or otherwise unethical. He did it, he said, because the other player had
once stolen some valuable game items from his character in the past.

The boy pointed out that there were entire Web sites devoted to software and
game cheats that made it easier to gain an advantage over other players of this
particular game. If this activity were stealing, he argued, why would these cheat
sites exist? The father learned that the son often frequented such Web sites and
had downloaded programs and scripts designed to allow him to play in ways that
weren’t originally built into the particular online game. In other words, the boy
was hacking the game so he could achieve a result—to be the best at it. He
viewed this as making his play more enjoyable.

The father viewed it as the son learning how to use his computer to get
something he shouldn’t otherwise have had access to. Computer security experts
often use the term script kiddie for kids who download software written by others
in order to break into a computer or online account. Script kiddies don’t know
how to write their own software, so they “borrow” software from the Internet to
solve their immediate problem—skirting or flying over the edge of legality in the
process. The father pointed out to the boy that this is exactly what the boy had
done, and that using other people’s accounts and passwords is wrong, even if it’s
“only a game.”

In this example, there are two worrisome aspects to consider. First, the boy
didn’t recognize his actions as theft.\WWe’ve seen this attitude before. It's common
among technically savvy young people to view information as something that
should be freely available. Passwords, software code, or games—anything that can
be found on the Internet—are viewed as just another piece of freely readable
information, like words in a library book.

Kids pass around toys; kids pass around books. Kids also sometimes swear not to
tell secrets and then do.Why should elements of a computer game be any different?
The concept the son (in the preceding example) failed to grasp had more to do
with the notion of information ownership and copyright than possession of some-
thing tangible. Adults haven’t even quite worked these issues out for themselves yet;
it’s no wonder kids have trouble understanding what a password really means. The
father had to explain it to the boy in terms he could understand. So, the father
explained that there are certain kinds of information that are private, and must not
be shared with others, regardless of the situation. Just as the father expected the boy
not to give his name to a stranger who asks, the father also expected the boy not to
share passwords or account information provided for his use. The other boy’s par-
ents expect the same of him.The father helped his son understand that using the
Internet is a privilege that brings with it this responsibility and showed him how he
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had caused harm to the other boy by taking his private information through
trickery. Finally, the father showed the boy how he had caused harm to himself,
because this was no different than copying someone else’s answers on a test.

The secondary concern was that the boy used the father’s Internet account to
perform his activities. The whole family shared a single computer and Internet
account at that time. It would have been impossible for the father to prove that
any illegal activity was the boys and not performed by the father or someone else
in the family. It was time for the father to create some boundaries between the
online identities of all his family members.

Keeping Clear Online Identities within Families

Many families are in a similar boat, sharing a single computer and a single ISP
account among all household members for the following reasons:

= It makes economic sense.
= It’s expensive to provide a computer to each family member.

= Each new computer needs its own telephone line to avoid competing
for the one family line for dialing up the Internet.

These reasons are valid. However, sharing computers presents everyone using
this same Internet account as the same identity to outsiders. The computer’s IP
address identifies the computer, not the person sitting at the keyboard. Software
serial numbers, known as Global Unique Identifiers (GUID), are unique to a
given computer, not the person who creates documents using the software.

Unlike a telephone conversation, an e-mail conversation doesn'’t give the out-
sider the benefit of hearing a voice as an age clue. It’s thus impossible for an out-
sider to tell whether the person currently logged onto the computer is a child or
a parent. As a result, access to your computer gives your child an unprecedented
ability to take on your identity.

When you share a single ISP account and password with a child, the password
is exposed not only by your own activities but that of the child as well. You
would never share the password with a stranger, but are you certain your child
would not? Kids don’t always know the ramifications of sharing or stealing a
password. Tell your child explicitly that passwords must not be shared, and stealing
other peoples’ passwords is wrong. If you can, protect your own private informa-
tion by providing a separate online account and e-mail account for your child’s
use. (We discuss how to create multiple accounts in Chapter 2.)
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Digging Deeper...

Global Unique Identifiers

GUIDs are numbers that are embedded in files and programs to indicate
software versions or other information needed by the software or oper-
ating system. GUIDs embedded in Microsoft Office 97 or Office 2000
documents, such as Word documents or Excel spreadsheets, have been
found to include the GUID of the computer’s card, which is unique for
each computer. This enables documents produced using the software to
be traced back to the computer that was used to create them.

Some people are provided dial-up Internet access through their employers for
business purposes, as we mentioned in Chapter 1. It’s tempting to consider this a
job perk and allow the entire family to use the account for homework or other
personal activities. But each time a child logs onto your account, he is imperson-
ating you, from the employer’s perspective. The employer might monitor his
activities and believe they are your own.You might not realize the child is
engaging in behaviors you don’t want your employer to see.Your child might be
disclosing private data about you in the process. Your identity is indistinguishable
from your child’s when this happens.

We also know of a true-account story of this situation. An employer provided
a man an always-on Internet connection for his home office, which he used with
a personal computer. The man didn’t realize that, after he went to bed at night,
his child used the computer for personal activities that were recorded in the
employer’s firewall logs. The firewall administrator fortunately was a friend and
gave the man some leeway to correct the problem. He could just as easily have
been fired for personal use of business resources, even though the child’s activities
were not his own. The man’s mistake was in not providing a separate, personal
dial-up account and computer for his son’s use, however remote he viewed the
chance that the child would use it when the man wasn’t around to monitor the
child’s activities.

Another family had a similar problem. The father recently bought a computer
for his college-aged son. Because the father is only now learning how to use
e-mail, the father and his son share the son’s university-provided dial-up account.
It’s impossible for an outsider to know if the person sitting at the keyboard is the
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father or the son. If the son were to engage in an illegal activity using this com-
puter, it would be technically impossible to distinguish who actually committed
the crime, other than perhaps motive or some other nontechnical aspect of the
crime. If the son were to disclose private data about himself, that data is automat-
ically associated with the father because they both share the same computer.

This is a particularly bad situation for the father, because he’s a federal agent.
It’s easy for the son to, say, download copyrighted music files or DVDs from the
Internet, and not realize he’s done anything wrong. (We work with computer
security every day and find it nearly impossible to distinguish between copy-
righted versus free music and movies on the Internet. How can we expect our
kids to be any better at it?) What if the son downloaded a file that was infected
with a password-stealing Trojan virus? Accidents can happen.

What You Can’t See Can Hurt You

Finding You Is Easy

Another complicating factor in separating a parent’s identity from a
child’s identity is the trend for schools to require an e-mail address
for sending school notices and information to parents. Some parents
provide their e-mail addresses for this purpose, which then become pub-
lished in a school directory. It’s not a good idea to use an employer-pro-
vided e-mail address for this purpose, because it belongs to the
employer. Doing so blurs the distinction between your employer, you,
and your child. If you need to provide an e-mail address to your child’s
school, provide one that doesn’t imply your child’s (or your) real name,
to protect your child’s identity in the event the e-mail address must be
used by several of the school staff members. Also ask that the address
not be published or publicly associated with your child’s name.

Supervising Online Activities

In Chapter 1, we discuss some ways that you can be tricked into disclosing pri-
vate information unnecessarily through the use of social engineering. The same
risks exist for your child. Even if you provide your child with a separate e-mail
account, the child might receive the same type of e-mail scams as we discuss in

WWW.SyNngress.com




Are Your Kids Putting You At Risk? « Chapter 6

Chapter 3. He might be tricked into disclosing his own private information or,
WOrse, yours.

Children who are allowed to use your computer to download programs
might accidentally install virus-infected software on your system, just as you
might. Unless you monitor your child’s downloads, he or she could inadvertently
install Trojan virus software that steals the passwords you use for online trading
accounts, online banking or other financial activities.You should keep an eye on
everything your child does using a computer that stores private information you
wouldn’t want made public.

Sometimes accidents can happen even when you are watching. This happened
to a friend just last year. Her son received a new digital music player for
Christmas and needed to upgrade the software for it. There was a fee for the
upgrade, so she gave him her credit card to enter onto the Web site prior to
downloading the new software. She watched him enter the credit card number,
but not closely enough. He forgot to check to make sure SSL was being used and
didn’t look at the site’s certificate before completing the transaction. The mother
hadn’t done any research into the integrity of the Web site, so it was impossible
for her to know if her son had disclosed the credit card number to the legitimate
site or to an imposter site. Sometimes, noticing what your child is not doing is as
important as watching what they are doing. The mother took the opportunity to
teach her son the importance of checking for the SSL icon and verifying the site
certificate before entering a credit card number.

Kids are also prone to sharing passwords among themselves. It’s hard for a
child to keep a secret, especially one like a password. Knowing the password
makes a kid feel important, and sharing the password means getting to demon-
strate that fact. If one child gets grounded from the Internet, he might borrow a
friend’s ISP account so they can play their favorite online game.You have no way
of knowing if your child’s friends use your computer or ISP account unless you
routinely monitor its use using activity monitoring software, such as the ones we
examine later in the section “Monitoring Online Activities.”

Channeling a Child’s Interest in Hacking

Computers are intriguing pieces of machinery to kids who love to learn how
things work. Introducing computers to children as a platform for playing online
games can teach them how to type, how to use a mouse, how to download files,
how to dial up an ISP, and how computers work in general. Once children
become absorbed in the computer, they tend to learn intricate ways to use the
computer to solve problems. They share their discoveries with their friends.
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Cyber criminals don't just wake up one morning and decide to break into a
Web site. They learn over time, as script kiddies, solving problems like how to
make computer games do what was never intended. As they learn, they might
become quite sophisticated. For instance, consider the very young ages of some
very sophisticated cyber criminals:

In January 2001, 18 year old Dennis Moran, calling himself Coolio, pled
guilty to breaking into several military computers and a well-known
security WWeb site. He used his personal Internet service and downloaded
programs he used during the attacks, according to David Saver, special
agent with the Army Criminal Investigative Command’s Computer
Crime Investigative Unit.

In September of 2000, a 16 year old Miami resident calling himself
cOmrade pled guilty to cracking Department of Defense computers used
by the Defense Threat Reduction Agency, the agency charged with pro-
tecting the U.S. from nuclear and biological weapons. He also accessed
thirteen NASA computers and stole software used for the International
Space Station.

On August 1, 2001, 20 year old Jason Allen Diekman pleaded guilty to
breaking into Oregon State University computers and attempting to use
stolen credit card numbers to wire money through Western Union. This
was his second federal offense. The previous November he pled guilty to
breaking into several NASA computers and using stolen credit card
numbers to purchase $6,000 in electronic equipment.

These young people learn on their own as well as frequenting online loca-
tions where other tech-savvy kids hang out to exchange information. A few years
ago, those locations would have been exclusively dial-up bulletin boards (BBS),

which are something like Web sites but require a modem to access. Today, these

forums are mostly IRC channels or Web sites, like the 2600 Magazine Web site
(www.2600.com), although dial-up BBSs are still around. These sites generally do
more good than harm, by teaching kids about technology and giving them an
edge in obtaining high-tech jobs.

Another source of information is from their schools. As kids begin high

school or college, they might learn programming skills necessary to advance to a

higher level of criminal skill. Most of these kids use their newly honed technical

abilities to enter the Information Technology field for valid pursuits.
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All of these kids, as they learn, no matter what the source of their education
in technology, are in contact with information and people who might encourage
them to move on to more unethical or illegal pursuits. They might deliberately
learn how to exploit security vulnerabilities to commit identity theft, motivated
by the need for money to buy new equipment. Or, they might just want to pro-
ject a “hacker” image to their friends. In some cases, they are motivated by a
desire to right some wrong, such as showing \WWeb site owners how badly their
site needs to be upgraded or repaired. Rogers categorizes cyber criminals of this
skill level as cyber punks. Their statistical profile shows they are typically age 12
through 28, Caucasian, middle class, loners, and might do poorly in school. Many
are still in college, or are using university computers to learn what can be done
with them. In the process, they learn of security vulnerabilities that exist
throughout the Internet.

In each of the criminal cases presented earlier, the young person involved had
unsupervised access to computers and enough time to use that access for an
illegal activity. This unsupervised access had to have been available for a long
period of time, in order for the person involved to obtain sufficient skill level to
perform the crime.

To prevent your own child from engaging in unethical online activities, you
need to monitor what they do with the computer, starting from an early age. If
you have a computer in your home, don’t place it in the child’s room where you
can’t watch what they’re doing. Keep it in a family room or common area where
adults are usually present. Make frequent inquiries about what the child is doing.
Ask questions about her online life. Find out what software she likes to use, what
her favorite WWeb sites are, and so on. Get involved in her online interests, so it’s
easier to talk about issues that are important to her.

Your child might have a clear and exceptional talent for computer program-
ming, Web site development, or network security, which will develop as he or she
learns. Just as an exceptional music talent needs specialized education to properly
develop, so does a child with exceptional computer abilities. Find him or her a
specialized technical school that will channel that talent in a proper direction at
an early age. Seek out an internship from a local company specializing in com-
puter security. Alternatively, help your child find constructive work that uses their
abilities, such as creating Web pages for a school, civic, or religious organization.
You might be surprised at how many organizations will happily hire a capable
14-year old to create or maintain their Web site. Schools are also always on the
hunt for volunteers to help keep educational computer networks in good
working order.
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As you become more involved in your child’s online activities, you’ll become
aware of the software he uses and how he uses it. Some software poses more of a
risk to the safety of his identity and yours. In the next section, we examine some
of those risks and what can be done to avert them.

Identifying Risky
Software and Risky Behavior

Several types of software present a higher risk than others for divulging private
information, by putting you or your child in contact with strangers on the
Internet. Software that allows interactions that mimic interpersonal conversation
poses a higher risk than those that don’t, simply because conversation is beneficial
for social engineering. In this section, we look at the types of software that
encourage communication with strangers and how each can be used to obtain
private data about you while being used by your child.

Chat Programs

If you use AOL, you’re probably familiar with the AOL Instant Messenger (AlIM)
program. The software allows you to type a message to a buddy and receive his or
her response immediately, without the delays seen with e-mail. AIM is similar to
another chat program called 1CQ, which was acquired by AOL several years ago.
MSN Messenger is Microsoft’s version. They are all spin-offs of a concept origi-
nally called Internet Relay Chat (IRC). IRC was the original way for people in
separate geographical locations to hang out together in “rooms” known as chan-
nels. Some of these channels have topics of conversation associated with them
and are popular places to learn about a particular subject matter from others who
have experience with it.

IRC software allows you to chat as well as transfer files from one location to
another. For instance, a popular shareware IRC program called mIRC provides
the ability to chat as well as allows files to be sent to or received from others
using a utility that comes with it called dcc. Figure 6.1 shows an mIRC dcc
window about to send an image file to the person with screen name pfm. Because
the person sending the file is in complete control of it, the recipient (pfm) has no
way of knowing if it has been renamed, infected with a virus, or corrupted in
some fashion. The image file could just as easily be a tax return, Quicken file, or
a Trojan password-stealing virus.
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Figure 6.1 mIRC File Transfer Feature
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Using dcc, you or your child can be tricked into downloading files that actu-
ally install a Trojan IRC server on your system, giving others access to all your
private files. As discussed in Chapter 4, those private files could be cookies or
Temporary Internet Files that contain credit card numbers, addresses, or other pri-
vate information you don’t want to be made public. In Chapter 3, we note that
unexpected attachments to e-mails should be deleted and never opened. Similarly,
unexpected file transfers or those from distrusted individuals should be rejected.

Most IRC chat programs can be configured to disable file transfers entirely. If
yours doesn’t, consider moving to one that does.You should also educate your
family members about the risks of downloading any files using it, in case they
decide to reenable the feature. If your family makes use of this kind of software, you
need to teach them the risks associated with it. Tell them to avoid downloading
files using IRC software whenever possible, and make certain you’ve protected
your computer with antivirus software and other measures described throughout
the book. Maintaining anonymity through the use of nondescriptive screen names
is also a good way to discourage others from contacting your family members.

Downloading files is not the only risky behavior related to IRC. Chat can be
used as a way of social engineering. Conversations using chat programs tend to be
short, because they can only last for the duration of time that both parties are sit-
ting in front of the computer. Still, kids and adults alike can be tricked into dis-
closing private information during a chat conversation. Sexual predators often use
this technique to learn the location of a potential victim, piecing together various
seemingly unrelated pieces of information into a picture of the victim’s where-
abouts. Teach family members never to disclose any personal details when chatting
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online with friends, just in case the friend is really an imposter. Parental contracts,
which we discuss later in the section “Monitoring Online Activities,” can help in
this regard.

Chat programs generally promote quick tricks or scams designed to produce
an immediate result, like the download just described. “You have to check out
this cool picture of j.Lo. Here, I'll send it to you.” Software that promotes lengthy
conversations lets others get to know you on a personal level, which is another
type of social engineering described next.

Web Forums and Newsgroups

Before the Web came into being, people used newsgroups to share information in
much the same way they use Web-based messaging forums today. To use a \Web
forum or newsgroup, you post a message, which is stored on a server and made
available for anyone with Internet access to read.\Web forums (also known as
message boards) and newsgroups alike are often topical just like an IRC chat
channel, so they tend to form followings and have a club-like atmosphere. This
promotes ease between people who otherwise would be strangers.

Talking to others anonymously can be therapeutic in certain situations. It
provides an outlet for feelings that might otherwise go unexpressed, encouraging
people to let their guard down. Sometimes people will converse in this fashion
for weeks or months, learning much about each other in the process. Some might
even fall in love, disclose their identities, and eventually marry.

Long-term conversation with strangers can be risky though, because there is
much time to gather information about a potential crime target. Data gathering
can be covert, because it’s difficult to remember what is said over a long period
of time. Predators can discover who you are by piecing together several seemingly
disparate pieces of information, even if you never disclose your name, address, or
phone number.

For example, a young female student might frequent a sports-related WWeb
forum, one day boasting about being assigned number 7 on her school’s basket-
ball team. Some weeks later, she mentions excitement over next Saturday’s game
against rival team “The Patriots.” A party to the chat conversation could infer her
school’s name from the e-mail address she used to post the messages, research
where that school’s basketball game against the Patriots is being played next
Saturday, and show up looking for number 7. All it takes then is following the girl
to her car after the game, recording the license plate number, and doing a DMV
search to learn a name and home address. In this case, her biggest mistake was in
failing to provide enough anonymity in her e-mail address, although it required
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additional information provided on the message board in order to physically
locate her.

Web forums and newsgroups can also be used to transfer files, just as e-mail
can. The same precautions we examine in Chapter 3 regarding e-mail attach-
ments apply to messages posted to newsgroups and message boards as well. Don’t
click Web URLs or follow instructions to download files that might be included
on a message board or newsgroup unless you know and trust the person who
originally posted the message. When posting or replying to messages, use an
account name that doesn’t imply your real name or location. Be on the lookout
for scams and con games attempting to trick you into disclosing private data,
such as a bank account number, e-mail address, or name.

Massive Multiplayer Online Games

Online computer gaming has become all the rage among young people in the
past few years. Computer games have been around as long as computers have
existed, but the Internet has made them available for play between people in sep-
arate geographical locations. A favorite among teens and adults alike is the massive
multiplayer online role-playing game (MMORPG), in which a player creates an
online persona and embarks on fantasy quests of various sorts. These games pro-
vide chat features so players can converse, thereby defining and reinforcing the
personas they’ve created.

One popular example of a MMORPG is the game Diablo. Players create
medieval-type characters that go on quests for prized weapons or armor, fight
monsters, and gather treasure of various sorts. The players buy and sell weapons,
armor, or magic items from each other, using the chat feature.

Because the game isn’t moderated, anything can be said during a chat conver-
sation with another player. This makes the game’s chat feature open for pretexting,
as discussed in Chapter 1; yet, kids playing the game are often less able to recog-
nize it than adults. This doesn’t mean kids shouldn’t play the game, although par-
ents will want to review whether any game is age-appropriate for their child. It
does mean that parents need to recognize that games with chat features need to be
treated the same as chat programs themselves when teaching kids safety precau-
tions for passwords, downloads, personally identifying information, and so forth.

Diablo isn’t the only online game that comes with a chat feature. Other titles
include Everquest, Half-Life, Dark Age of Camelot, Warcraft, Counter Strike, and a host
of others. Some of these games, such as Everquest, are moderated to ensure game
chat features aren’t abused, but that doesn’t eliminate the risk entirely.
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Because they might be asked to disclose private information during game
play, kids should be taught never to disclose anything about themselves, no matter
how trivial it might seem. Teach them how to be completely anonymous onling,
to never give out passwords, and to not say anything personal about themselves,
their school, their family, or location as they play. If they need to use e-mail as
part of their game play, provide your kids with an e-mail address that doesn’t dis-
close their real names, to protect their identities and yours. Choose account
names for game play that don’t imply the child’s (or your) real name.

Another common practice with these types of online games is character or
account selling on eBay. Game players might spend a good deal of time devel-
oping a character or persona to a high ability level and then offer that character
(or game items associated with it) for sale. Some games prohibit the practice;
others don’t. When a game character is sold, money changes hands between the
seller and the buyer, making an association between an anonymous game persona
and a real person’s name, bank account, or credit card number. This provides a
conduit for finding out the real identity of someone that a player has spent a long
time getting to know within the original confines of the game.

Parents need to be involved in everything their kids do online, even playing
games. So, learn to play them yourself. Play at the same times your kids do, and
play with them online, on a second computer. This is useful as a way to stay
involved in their lives, just as if they were playing soccer or baseball, and allows
you to learn about any safety risks posed by the game. By doing so, you can take
advantage of opportunities to teach your kids where lines of safety and legality
are drawn.You might just have some fun in the process.

If you don’t have a second computer, perhaps you can use one at a Cyber
Café, which is the generic name for any establishment that provides computers
for public use. Wizards of the Coast (www.wizards.com) is a game shop that also
provides gaming terminals for an hourly fee. There are many other game shops
that provide a similar service.

File-Sharing Software

Many software programs are popular among young people because they allow
music and movies to be downloaded from a server or copied from a CD-ROM
purchased at a music store. It’s even possible to download software from the
Internet to copy a DVD movie onto a computer hard drive or CD-ROM,
although the producer’s copyright may be violated by this process. Despite the
fact that purchased music CD-ROMs also have copyright restrictions, young
people often copy them and distribute the music files using these same file-sharing
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utilities. The practice is difficult to stop, due to the way the file-sharing programs,
known as peer-to-peer (P2P) applications, work.

A P2P application is just a particular kind of software that lets two computers
talk directly to each other without needing a server. Most parents don’t realize
that files being served up by these P2P applications are stored on a computer
next door, down the street, or across town. Kids initially install these applications
so they can easily download music, but it doesn’t take long to discover they can
download many other types of files, as well.

Unlike Napster (a service that provided a huge repository of music files via
P2P networking ), each person who uses peer-to-peer file-sharing software stores
her own music (or other files) on his or her home computer’s hard drive. The
software advertises what music titles (or other file names) are stored on the com-
puter. Special search utilities included with the software allow others to locate
computers storing music they want to download. The software then copies it
from the home computer where it resides. Each end of the file transfer could be
anywhere in the world, so centralized control is impossible.

Figure 6.2 is a screenshot of Limewire after performing a search on the word
hack. Note the resulting files displayed are music files (mp3), documents (doc)
containing passwords for hacked pornography sites, a text (txt) file claiming to
contain hacked Hotmail passwords, even a Macintosh archive file (.sit) claiming
to contain hacked applets for Palm Pilots. Clicking any of these files starts the
transfer onto the local computer where Limewire is running. Note that Limewire
also provides a chat feature.

Figure 6.2 Limewire
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We discuss P2P applications here for several reasons. The following problems
exist with these applications:

They are widely used but difficult to control using firewall software.
Gnutella (www.gnutellanews.com), for instance, is smart enough to
choose a different outgoing port (door) if one is blocked by the firewall.
Software variants that work on Gnutella networks include Bearshare and
Limewire. Aimster and Morpheus are also similar. If you don’t want your
family to use one of these P2P applications, you’re best course of action
is to remove it from computers on which you find it running. This
means you need to be familiar with what software is running on each
computer your family uses.

P2P software can transfer any kind of file, not just music or movies. This
makes them vulnerable to transferring malicious Trojan files, viruses dis-
guised with the names of music titles, or pornography. Antivirus pro-
grams, as discussed in Chapter 2, can help detect viruses and Trojans, but
need to be kept up-to-date in order to catch the latest wave of infec-
tions that are spreading. Even then, new viruses can spread before
antivirus software updates have been downloaded to detect and remove
them.

They advertise files stored in particular locations on your computer. If
you aren’t aware that the software is running, you might inadvertently
place private files there that shouldn’t be made publicly available, like a
tax return or Quicken file. If a particular file-sharing software has a bug
that allows outsiders to view files in directories other than the ones asso-
ciated with the software, then no location on your computer’s drive is
safe from outside view. Keeping the software upgraded to the latest patch
level is an important safeguard. Not running it at all is better still.

They enable activities with dubious legal consequences. It’s difficult to
know when downloaded media have copyright restrictions attached to
them.

Hacking Tools

Chapter 5 demonstrates the use of a network sniffer, which is a useful tool for
prying open the lid on computers, networks, and software. Like any tool, it can
be used correctly or it can be misused. The problem doesn't lie in the tool itself.
It lies in whether the user engages in proper use of the tool.
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However, if you found a set of lock picks, a crowbar, and a lock picking
instruction manual in someone’s car trunk, you'd probably wonder what that
person’s intentions are for using such an unusual set of tools. Perhaps the person
is a locksmith. Perhaps the person is a thief. Possession of the tools doesn’t make
him a thief unless he uses them to steal something. But after the fact, possession
of the tools can be seen as a warning sign leading up to a theft.

Likewise, it’s unusual for the average person’s computer to be running soft-
ware tools commonly associated with breaking into computers. A network sniffer
like Analyzer is one of those tools. Unless you have a specific need for this type
of software, you won't find it on your computer unless someone else has installed
it for you, possibly with the intent to use it for computer intrusion or data theft.
Software that cracks passwords falls into the same category, as does software that
scans other computers to determine what services are running.

All of these kinds of software have useful purposes but also hold a high
potential for misuse. If you find one of these running on your computer and
know you didn’t install it, you should investigate how it got there. Perhaps an
intruder installed it, or perhaps a family member installed it while learning how
to break into computers. Antivirus software won'’t catch these types of applica-
tions because they are not viruses or Trojans per se.You’ll need to become
familiar with the software that should be running on your computer, in order to
identify software that is installed without your being aware.

These tools in and of themselves don’t pose a risk to your private data, but
someone with malicious intent and an understanding of the tools’ capabilities can
easily use them to obtain your passwords or other private data. It’s better not to
leave them installed on your computer, as a general rule.

Monitoring Online Activities

An activity monitor is software that records the activities of family members
when you aren’t there to watch how they use the computer. This type of software
typically records the user’s activities while you are away, and stores the informa-
tion in a file or Web page for you to view later. Different kinds of activity moni-
tors record different aspects of a user’s activities. For instance, application logger
software records what’s done with a particular application after it is started, but it
won't help you understand how many applications were started and at what times
while you were away. Web or browser monitors record what Web sites are visited
using a browser, but won’t help you understand what a child says during a chat
session with a friend. That requires the services of a keystroke logger utility,
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which records each key as it is pressed on the keyboard. Keystroke logging soft-
ware won't show you what the user viewed using an image viewer, however; for
that, you need a monitor capable of screen imaging.

Using monitoring software to watch your child’s online activities can accom-
plish several things to protect you and your family from identity theft. By under-
standing what your child does using the computer, you can evaluate the risk
posed by the software programs he or she uses. Monitor software typically runs in
the background, out of view of the person using the computer, reducing the pos-
sibility that the person being monitored will deliberately disable the recording
function. If your computer is compromised while a monitor is running, the
resulting log files might offer clues that can eventually result in apprehension of
the intruder. If the intruder steals data that’s used in committing an identity theft,
those log files might become evidence for a conviction. They can also offer clues
about the private data about you that was exposed in the process, allowing you to
more quickly recover from any damage that is done.

The first thing you’ll need to do if you decide to install any type of activity
monitor software is to inform your family that you will be using it. Privacy is a
concern to your children, too. A useful tool to break the ice with kids in this
regard is to ask them to sign a parental contract, so they understand your expec-
tations ahead of time. Give them a chance to ask questions about the kinds of
activities you intend to monitor, and why. Stress that their safety is your primary
concern, and that you are not trying to catch them doing anything wrong. In
fact, emphasize that there will be no punishments resulting from activity moni-
toring, only guidance when it is deemed necessary. Then, follow through on that
promise. Let them know that if they encounter a situation that isn’t covered by
the contract, they can always ask a parent or trusted adult for advice. With that in
mind, let’s take a look at a sample parental contract, followed by a comparison of
some useful activity monitor software.

Parental Contracts

There are some very good Web sites on the Internet that advise parents about
Internet safety. SafeKids (www.safekids.com) provides guidelines for parents and
advice on what to teach kids to protect themselves online. Also provided at this
Web site is a Kids Pledge, reproduced in Figure 6.3, for your children to read and
sign as a tool to understand what is expected of them while they use the
Internet.

Items one through six of Figure 6.3 are adapted from the brochure “Child
Safety on the Information Highway” (www.safekids.com/child_safety.htm) by
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Lawrence J. Magid. Copyright 1994 and 1998 by the National Center for
Missing and Exploited Children (www.missingkids.com); printed copies are avail-
able free by calling 800 843-5678:

Figure 6.3 SafeKids Kid’s Pledge

1. I will not give out personal information, such as my address, tele-
phone number, parents’ work address/telephone number, or the
name and location of my school without my parents’ permission.

2. 1 will tell my parents right away if | come across any information that
makes me feel uncomfortable.

3. 1 will never agree to get together with someone | “meet” online
without first checking with my parents. If my parents agree to the
meeting, | will be sure that it is in a public place and bring my
mother or father along.

4. 1 will never send a person my picture or anything else without first
checking with my parents.

5. I will not respond to any messages that are mean or in any way make
me feel uncomfortable. It is not my fault if | get a message like that.
If 1 do, | will tell my parents right away so that they can contact the
service provider.

6. | will talk with my parents so that we can set up rules for going
online. We will decide upon the time of day that | can be online,
the length of time | can be online, and appropriate areas for me to
visit. | will not access other areas or break these rules without their
permission.

7. 1'will not give out my Internet password to anyone (even my best
friends) other than my parents.

8. | will be a good online citizen and not do anything that hurts other
people or is against the law.

GetNetWise (www.getnetwise.org) is another Web site devoted to teaching
kids how to stay safe on the Internet. This site provides several links for Internet
usage contracts between parents and children as well as guides for online safety
and software tools families can use to enforce online rules.

After you’ve taught your child what precautions to take to protect her iden-
tity (and yours) online, you’ll need to remain vigilant in restricting and moni-
toring her online activities. In Chapter 5, we examine the notion of using a
firewall, with its features for outbound filtering and setting time restrictions, to
protect your home network. Likewise, those features make excellent tools for
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restricting when and how your child uses the Internet. Other software running
on the home computer or network can also track which Web sites your child
visits, what is viewed at each of those sites, and what text is sent or received using
a chat program, e-mail, or message board.

Application Logging

Many applications that you probably already own offer logging features that track
what’s done while the application is running. For example, the history feature of
aWeb browser or the Recently Accessed Files features of Windows are simple
logging features built into those applications. Some applications have even more
complex logging features that you can enable, such as the saved mail feature of
your favorite e-mail program.

Enabling logging features in your software is always a good idea if disk space
and processing resources allow. For instance, if someone were to send a fax using
your computer and telephone line, you could learn this fact from the fax software
log. If a Trojan were using your fax software to send spyware data back to a central
server, you might not discover its presence until viewing the fax server log.

Data collected from various applications is usually stored by default in a file
or directory local to the application. This makes the log files difficult to locate,
reducing the likelihood that you will ever view them. However, frequent log
checking is important, because these log files can provide clues about software
errors or bugs that could lead to a system compromise, unless you obtain a patch
to repair the problem.Viewing application log files is simpler when they are
stored in a single location. Backing up log files simplifies your efforts further, as
we discuss in Chapter 2.

Windows XP,Windows NT, and Windows 2000 solve this problem by pro-
viding a feature called an event log. With event logging, applications send log data
to a centralized database via the operating system. The event logs are viewable
using an event viewer, which is capable of viewing event logs on remote com-
puters sharing the same network. Three basic types of events are logged using this
feature. Note that by default, the security log is turned off.You should enable it
manually if your computer is running the Windows XP, Windows NT, or
Windows 2000 operating systems. The three event logs are:

= System Log Logs information about the computer’s hardware, oper-
ating system, and startup.

= Application Log Logs information reported by applications running
on the system.
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= Security Log Logs information about logins, authentication, and access
control changes.

For older versions of Windows—such as Windows 95, Windows 98, or
Windows Me—you will need to add third-party software, such as WinSyslog
(www.winsyslog.com), to provide the same functionality as event logging.You
might want to add third-party software to Windows XP, Windows NT, and
Windows 2000, too, if event logs don’t contain as much information as you'd like.
This is probably the case if you want a complete record of Web sites visited, chat
sessions, or e-mails sent to or from a computer. A good place to find this type of
third-party software is at a \Web site called PEP—short for Parents, Educators, and
Publishers (www.micro\Web.com/pepsite/Software/filters.ntml)—where you’ll
find a valuable comparison of monitoring software titles and the features offered
by each one. Another good resource is the Monitoring Tools section at
Hideaway.net (www.hideaway.net/PC_Security/pc_security.html), which offers
shareware titles that are useful for business as well as family or home use. Next,
we look at some of the basic features this type of logging software can provide.

Browser Activity Logging

Browser monitoring software comes in three basic varieties. The first is in the form
of a special browser that must be used by the person being monitored. This type of
software is most useful for people who can control what software is installed on the
computer being monitored. To ensure that the browser captures a complete record
of a user’s Web surfing activities, all other browser software must be removed from
the computer. Subsequently, the computer needs to be periodically checked to
ensure that the person whose activities are being monitored has not downloaded
and installed browser software that bypasses the monitoring feature.

Each time a Web address is requested using this type of browser software, the
requested address is compared to a file or database that contains information
about blocked sites. The decision whether to allow access to the site is usually
based on some combination of keywords and Web addresses. Depending on the
configuration, denied sites might be logged, but allowed Web connections are
usually always logged.

Because the browser allows access to some sites and not others, it can be
viewed as a filter that hides a certain portion of the Internet from view. Because
filters aren’t perfect, occasionally the filtering function will allow access to an
undesirable site or will block access to a site that should be accessible. Another
problem with this type of filtering is maintenance of the keyword list, to ensure it
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contains an adequate set of words to properly block the sites you want to be
blocked. If the list is large, this can be quite a daunting task.

Instead of filtering, some browser monitors will block access to all sites unless
the Web address is explicitly added as an allowed Web site. One example of soft-
ware built this way is ChiBrow (www.chibrow.com). This particular software is
geared for younger kids and serves up only family friendly Web sites individually
added by a parent. If one of those sites allows a kid to download a different Web
browser, though, he can use it to bypass both the security and logging features of
the monitor.

A second type of Web monitoring software is in the form of an application,
called a proxy, that sits between the Internet and the browser software being
monitored. The proxy software can either run on the same computer or a dif-
ferent one on the same network. All browsers on the monitored computer(s)
must be reconfigured so that they pass all Web site requests to the proxy, which in
turn retrieves the requested Web pages and returns them to the browser. The
proxy software also acts as a filter either by retrieving selected allowed Web sites
and denying access to all others or by allowing all WWeb sites that don’t contain
certain keywords. As pages are processed, the proxy software logs the requests to a
file for later viewing.

This type of software is especially suited for a centralized service that manages
the keyword list on behalf of customers who subscribe to the service. An example
is Bess, The Internet Retriever (www.n2h2.com), a subscription-based proxy ser-
vice for schools and libraries.

The third and last type of software must run on the same computer that’s
being monitored, because it attaches itself between the browser and the net-
working features of the Windows operating system known as Winsock. This type
of software is the stealthiest, running in the background outside the view of the
computer user.

Cyber Snoop (www.cyber-snoop.com) is one such Winsock-based Web
activity monitor. Figure 6.4 shows the Cyber Snoop configuration wizard, which
allows you to choose the level of protection you want. Once the setting is
chosen, it is password protected so that it cannot be changed by anyone but you.
The software records WWeb pages visited, allowing you to click the recorded links
to view the pages when you are reviewing log entries. This software also provides
time restrictions, allowing you to block total access to the Internet during certain
times of the day. Cyber Snoop records the text of e-mail, chat, and news mes-
sages, including the name of the person logged into the computer at the time and

WWW.SyNngress.com



Are Your Kids Putting You At Risk? « Chapter 6 263

the Web sites visited. It also provides the ability to block access to specific sites on
the Internet based on keywords.

Figure 6.4 Cyber Snoop Configuration Wizard for Internet Access
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Figure 6.5 is a sample log file generated by Cyber Snoop. In the first line of
this example, an e-mail was sent to joe_user@hotbox.com containing a keyword
that is on the Cyber Snoop block list; so, Cyber Snoop recorded the e-mail.
Clicking the line displays the entire text of the message. Next, a Yahoo! Web
search was performed using the word kinky, also on the keyword block list. The
last line shows an attempt to reach the www.allpasswords.com Web site using
Internet Explorer. Cyber Snoop can be configured to use one of several
browsers—you’re not locked into this choice. The allpasswords.com Web site is
on the site block list that comes with Cyber Snoop by default. You can download
more comprehensive lists from the main Cyber Snoop support site or create your
own. Any or all of these block lists can be edited to include or exclude any site
or keyword you want.

Figure 6.5 Cyber Snoop Activity Monitor
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The downside to all three types of programs we’ve been discussing is that
they don’t typically display what the user sees, only a link to it. If the site
becomes unavailable between the time the log is created and the time you view
the log entry, you won't have the ability to see the same image. Likewise, unless
the software is a package that includes other features, such as a keystroke logger, it
won’t record what is typed into a Web site after that site is visited. It also might
only record the top-level page of a\Web site, not all the pages visited at the site’s
main address.

To ease the burden of maintaining site or keyword block lists, several content-
management standards have been developed that replace the keyword filtering
system with a rating system.\Web sites that voluntarily submit to these rating sys-
tems are filtered by the browser, based on the degree of protection offered by the
rating system you choose. For example, Internet Explorer can be configured to
use rating systems such as the Recreational Software Advisory Council (RASCI)
or SafeSurf (www.classify.org/safesurf) rating systems.\Web sites can embed rating
system tags into their Web pages, allowing the browser software to block or allow
access to the pages based on the particular rating system it is configured to use.
The concept is wonderful, but unfortunately not all Web sites voluntarily rate
themselves. Go ahead and enable this feature in your browser if you want but
don’t rely solely on it to block access content on the Internet.

Keystroke Logging

A keystroke log records each keyboard key as it is depressed. This is very useful
for watching text that passes through software applications that don’t involve a
browser, such as chat programs or e-mail software like Outlook. Computer moni-
toring software often includes a keystroke logger as part of a software package.
However, a keystroke logger alone won’t record what’s done using a mouse or
trackball. If someone follows links instead of typing a URL into a browser, the
link won't get recorded by a keystroke logger. If all you want to do is record chat
sessions or other text-based messages sent from the computer, a keystroke logger
might be sufficient.

Screen Imaging

Spector (www.spectorsoft.com) is a software program that will take a picture of
the screen as well as perform all the functions discussed so far. It keeps copies of
any e-mails that are sent, for later review, even if a\Meb-based mail program, such
as Hotmail or Yahoo e-mail, is used to send it. This software also records both
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sides of chat room conversations for AOL Instant Messenger, AOL chat rooms,
ICQ,Yahoo! Messenger, and MSN Messenger. It doesn’t cover all IRC chat pro-
grams, though, but those conversations will be captured in the screen shots.
Finally, it includes a keystroke logger that provides alerts on selected keywords. It
will send you an e-mail when selected keywords are typed or detect in an e-mail,
chat session,Web page, and so on.

Many kinds of shareware and commercial products have similar features.
Some can also take periodic images from a camera attached to your computer, so
you can know who’s sitting in front of it at any given time. These are nice fea-
tures to have but caution is necessary when using applications that take frequent
images as a monitoring tool. The images produced by this kind of software can
be large, and there are many of them. If you decide to configure the software to
store the images on your hard drive, you’ll need to make sure you have plenty of
disk space available to store them until the next time you can view and delete
them.You can always store them on CD-ROM or attach aVCR and store the
images on video tape.

Avoiding Monitoring Pitfalls

A clever child or family member can easily disable monitoring software if they
know what to look for, so don't tell them details about how you monitor their
activities. Monitoring software that runs silently in the background with no icon
displayed in the system tray is a good choice in this regard. However, even hidden
software can be stopped if it’s displayed in the Task Manager and if the user has
administrator rights. Thus, proper account access controls, as discussed in Chapter
2, play an important role in your success in monitoring someone’s computer
activities. This is especially true to prevent outsiders from being able to disable the
logging software prior to stealing private data.

However, none of the monitoring software discussed here is going to work
for monitoring the activities of a tech-savvy teen capable of breaking into his
own computer to give himself administrator access. She’ll just disable the moni-
toring software or reconfigure the browser and that will be the end of that.

For situations such as this, you’ll need to rely on activity logs produced by an
external firewall she can’t break into, such as one of the network-based firewalls
discussed in Chapter 5. Figure 6.6 shows what a Web content log from a Netgear
RO318 external router looks like. The IP address of the home computer is in the
center (192.168.0.23) and the destination URL is on the left. In each case, the
traffic was allowed (see the lines that end with “FORWARD”).
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Figure 6.6 Netgear RO318 Content Filter Log

# Time Source | P Action
Tue May 7 23:34:36 2002 192. 168. 0. 23 FORWARD
downl oad. m crosoft.com

2 Tue May 7 23:34:36 2002 192. 168. 0. 23 FORWARD
www. mi crosoft.com

3 Tue May 7 23:26:05 2002 192. 168. 0. 26 FORWARD

www. paypal . com

To protect the firewall box from physical tampering, it can be placed inside a
locked metal box with holes for cabling or inside a locked closet. Of course, you
child might be successful in bypassing the firewall through software means, or he
might circumvent your monitoring attempts by using the services of a Cyber
Café. If you have a family member whose talents fit this description, it’s time to
consider buying yourself a separate computer. The safety of your private data can’t
be assured as long as you share computing resources with him or her.

If you suspect someone is attempting to steal data from your computer or
obtain information about you or your child using any of the methods described
in this chapter, contact the authorities immediately. In the next chapter, we take a
look at how to report a crime and recover from the damage when you find
yourself a victim of identity theft.
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Summary

This chapter reviews some of the challenges of preventing activities of family
members from putting you at risk for identity theft. Families often share a single
computer and Internet account, but this blurs distinctions between identities of
family members. Tech-savvy children learning to push the boundaries of what
computers can do might engage in activities that inadvertently or deliberately
expose your private information. Protecting the identities of yourself and your
children means educating yourself and your kids about how identity theft occurs,
how it can be prevented, and how the children’s activities can cross ethical and
legal boundaries.

Certain types of software popular among young people pose a significant risk
for exposing private information by encouraging conversation with strangers on
the Internet. Chat programs, online role playing games, and message boards are
examples of forums that allow information gathering by outsiders. Children need
to be taught to use anonymity skills when using these types of applications.

Throughout the book we discuss ways in which you can accidentally expose
private data. These accidents can also happen to family members sharing your
computer. File-sharing software, such as dcc features of IRC chat programs or
peer-to-peer applications like Gnutella, can be used to install Trojans or obtain
data files from your computer.You’ll need to take steps to ensure that family
members understand ris