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Disclaimer and Limitation of Liabili

Although the publishers and authors of the Information have made every effort to ensure
that the information within both the lab books and video were correct at the time of
publication, the publishers and the authors do not assume and hereby disclaim any liability to
any party for any loss or damage caused by errors, omissions, or misleading information.

TRAIN SIGNAL, INC. PROVIDES THE INFORMATION "AS-IS." NEITHER TRAIN
SIGNAL, INC. NOR ANY OF ITS SUPPLIERS MAKES ANY WARRANTY OF
ANY KIND, EXPRESS OR IMPLIED. TRAIN SIGNAL, INC. AND ITS SUPPLIERS
SPECIFICALLY DISCLAIM THE IMPLIED WARRANTIES OF TITLE, NON-
INFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THERE IS NO WARRANTY OR GUARANTEE THAT THE OPERATION
OF THE INFORMATION WILL BE UNINTERRUPTED, ERROR-FREE, VIRUS-
FREE, OR THAT THE INFORMATION WILL MEET ANY PARTICULAR
CRITERIA OF PERFORMANCE OR QUALITY. YOU ASSUME THE ENTIRE RISK
OF SELECTION, INSTALLATION AND USE OF THE INFORMATION.

IN NO EVENT AND UNDER NO LEGAL THEORY, INCLUDING WITHOUT
LIMITATION, TORT, CONTRACT, OR STRICT PRODUCTS LIABILITY, SHALL
TRAIN SIGNAL, INC. OR ANY OF ITS SUPPLIERS BE LIABLE TO YOU OR ANY
OTHER PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND, INCLUDING WITHOUT
LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE,
COMPUTER MALFUNCTION, OR ANY OTHER KIND OF DAMAGE, EVEN IF
TRAIN SIGNAL, INC. HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN NO EVENT SHALL TRAIN SIGNAL, INC. BE LIABLE FOR
DAMAGES IN EXCESS OF TRAIN SIGNAL, INC.S LIST PRICE FOR THE
INFORMATION.

To the extent that this Limitation is inconsistent with the locality where You use the
Software, the Limitation shall be deemed to be modified consistent with such local law.

Choice of Law:

You agree that any and all claims, suits or other disputes arising from your use of the
Information shall be determined in accordance with the laws of the State of Illinois, in the
event Train Signal, Inc. is made a party thereto. You agree to submit to the jurisdiction of
the state and federal courts in Cook County, Illinois for all actions, whether in contract or in
tort, arising from your use or purchase of the Information.
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Introduction

Welcome to Train Signal!

This series of labs on Windows 2000 & Server 2003 is designed to give you detailed, hands-
on experience working with both Windows 2000 and Server 2003. Train Signal’s Audio-
Visual Mega Labs are targeted towards the serious learner, those who want to know more
than just the answers to the test questions. We have gone to great lengths to make this series
appealing to both those who are seeking Microsoft certification and to those who want an
excellent overall knowledge of Windows 2000 & Server 2003.

Each of our Mega Labs puts you in the driver’s seat, working for different fictitious
companies, deploying complex configurations and then modifying them as your company
grows. Mega Labs are not designed to be a “cookbook lab,” where you follow the steps of
the “recipe” until you have completed the lab and have learned nothing. Instead, we
recommend that you perform each step and then analyze the results of your actions in detail.

To complete these labs yourself, you will need at least three computers equipped as
described in the Lab Setup section. You also need to have a basic foundation in Windows
2000 and TCP/IP concepts. You should be comfortable with installing Windows 2000
Professional or Server and getting the basic operating system up and running. Each of the
labs in this series will start from a default installation of Windows 2000 and will then run you
through the basic configurations and settings that you must use for the labs to be successful.
It is very important that you follow these guidelines exactly, in order to get the best results
from this course.

The course also includes a CD-ROM that features an audio-visual walk-through of all of the
labs in the course. In the walk-through, you will be shown all of the details from start to
finish on each step, for every lab in the course. During the instruction, you will also benefit
from live training that discusses the current topic in great detail, making you aware of many
of the associated fine points.

Thanks for choosing Train Signal!
Scott Skinger

Owner
Train Signal, Inc.

Page 7 of 100 © Train Signal, Inc., 2002-2004



Prap =
ulrainsiIGNAL...

Page 8 of 100 © Train Signal, Inc., 2002-2004



i
WlrainSIGNAL, .

Lab Setup



i
alrainSIGNAL. .

Setting up the Lab

1. Computer Equipment Needed

Item Minimum Recommended
Computers (3) Pentium I 133 MHz (3) Pentium II 300MHz or greater
Memory 128 MB 256 MB
Hard Drive 4 GB 6 GB or larger
NIC 1/machine (3 computers) 1/machine (3 computers)
Hub/Switch 1 1
Network Cable | (3) Category 5 cables (3) Category 5 cables

You are strongly urged to acquire all of the recommended equipment in the list above. It
can all be easily purchased from eBay or another source, for around $400 (less if you already
have some of the equipment). This same equipment is used over and over again in all of
Train Signal’s labs and will also work great in all sorts of other network configurations that
you may want to set up in the future. It will be an excellent investment in your education.
Call or email us at: support@trainsignal.com, if you need help locating networking
equipment. Two other products that you may also want to look into are a KVM (Keyboard-
Video-Mouse) switch and a disk-imaging product, such as Norton Ghost. The KVM switch
will allow you to run all of your computers using a single keyboard/monitor/mouse set. A
button allows you to quickly control which PC you are managing. Disk imaging software
will save you a tremendous amount of time when it comes to reinstalling Windows 2000 for
future labs. Many vendors offer trial versions or personal versions of their products that are
very inexpensive.
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2. Computer Configuration Overview

Computer 1 2 3

Number

Computer Name SA-1 DC-1 Pro-1
(Member Server) (Domain Controller) (Client)

IP Address 192.168.1.201/24 192.168.1.200/24 192.168.1.1/24
Default Gateway TBA TBA TBA
OS W2K Server W2K Server W2K Pro
Additional SP2 or higher SP2 or higher SP2 or higher
Configurations

***Important Note***

This lab should NOT be performed on a live production network. You should only use computer
equipment that is not part of a business network AND is not connected to a business network.
Train Signal Inc. is not responsible for any damages. Refer to the full disclaimer and limitation of
liability, which appears at the beginning of this documentand onour Website at:
http://www.trainsignal.com/legalinfo.html
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3. Detailed Lab Configuration

Computer 1
Computer 1 will be named SA-1 and the operating system on this computer will be

Windows 2000 Server or Advanced Server. Service Pack 2 or higher should be installed on
this machine in order to perform some of the steps in this lab.

SA-1 needs only one network card, which should be configured with a static IP address of
192.168.1.201 and a subnet mask of 255.255.255.0. Set the preferred DNS Server to
192.168.1.200 and leave the alternate DNS setting blank. There will be no default gateway at
this time. You will need to make this computer a member server of the storksbaseball.com
domain (see note below), by simply right clicking on the My Computer icon on the desktop
and selecting Properties. Select the Network identification tab, Properties, domain and
type in the domain name of the domain it will join, which is stortksbaseball.com or its
NetBIOS name, stortksbaseball. Note: NetBIOS names are a single label (no periods) up to
15 characters in length. Then click OK. Windows 2000 will then ask for a username and
password.  Use a domain administrator account name and password from the
storksbaseball.com domain. When it has joined successfully, it will “welcome you to the
domain” and then tell you that it needs to restart in order for the changes to take effect.
After restarting the computer, make sure you change the “Log on to” dialog box to the
domain rather than this computer”. See figure 1, page 14.

***Important Note***
This last step (joining SA-1 to the domain) cannot be performed until you have created the
storksbaseball.com domain by running depromo on DC-1 in the Computer 2 setup below.

Computer 2
Computer 2 will be named DC-1 and Windows 2000 Server or Advanced Server will be

installed on this computer along with Service Pack 2 or higher. DC-1 will have a static IP
address of 192.168.1.200 with a 255.255.255.0 subnet mask. The Preferred DNS server
setting should be configured with DC-1’s own IP address, 192.168.1.200 and no default
gateway is necessary at this time. See figure 1, page 14.

DC-1 will be setup as the domain controller for the Springfield Storks Baseball Club, called
storksbaseball.com by using the dcpromo.exe program. In order to make this machine a
domain controller, Active Directory and DNS will need to be installed. There are 2 ways to
install DNS — automatically when you run dcpromo.exe or manually when you install it
through Add/Remove Programs in Control Panel. For the purposes of this lab, we are
going to install DNS automatically. To run dcpromo.exe on this machine go to the desktop,
click on Start = Run, then type in DCPROMO in the run command and click OK.

Page 12 of 100 © Train Signal, Inc., 2002-2004
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Make the following selections as you are prompted: Domain controller for a new domain;
Create a new domain tree; Create a new forest of domain trees. The DNS domain
name for the scenario is storksbaseball.com. The NetBIOS name will be storksbaseball.
Leave all the other settings at their defaults. When the wizard asks if you would like to
install and configure DNS on this computer, select Yes, install and configure DNS on
this computer. Also choose permissions compatible with pre-Windows 2000 servers. In
the next step, you will be asked for an AD password — for our purposes, we will leave this
blank. Active Directory installation should then take place and you can restart the computer
when you are prompted. MAKE SURE that the network card is plugged into a hub or into
another computer with a crossover cable before you run dcpromo. Otherwise, Active
Directory installation will fail, without giving you a clear cause. See figure 1, next page.

Computer 3
Computer 3 will be named Pro-1 and will have Windows 2000 Professional installed as the

operating system. It is not necessary to install any Service Packs or hot fixes on this machine
because it will be updated within the lab. If you have already installed service packs, or if
your operating system came with a service pack, this is also ok. At this time don’t install any
further updates.

Pro-1 will have a static IP address of 192.168.1.1 with a 255.255.255.0 subnet mask. Set the
preferred DNS Server to 192.168.1.200 and leave the alternate DNS setting blank. There will
be no default gateway. You will need to make this computer a member of the
storksbaseball.com domain, by right clicking on the My Computer icon on the desktop and
selecting Properties. Select the Network identification tab, Properties, domain and type
in the domain name of the domain it will join, which is storksbaseball.com or its NetBIOS
name, storksbaseball. Note: NetBIOS names are a single label (no periods) up to 15
characters in length. Then click OK.  Windows 2000 will then ask for a username and
password. Use the administrator account name and password from the storksbaseball.com
domain. When it has joined successfully, it will “welcome you to the domain” and then tell
you that it needs to restart in order for the changes to take effect. After restarting the
computer, make sure you change the “Log on to” dialog box to the domain rather than “this
computer”. See figure 1, next page.

Important - You should test the network connections (using the PING command) between

each of these machines to ensure that your network is set up propetrly. Testing before you
get started will save you major time and effort later.
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Lab Setup
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E [ E Computer Name: Pro-1
- C - Static IP: 192.168.1.1
= — Default Gateway: TBA
- OS: W2K Professional

Computer Name: SA-1 Computer Name: DC-1
Static IP: 192.168.1.201 Static IP: 192.168.1.200
Default Gateway: TBA Default Gateway: TBA
OS: W2K Server OS: W2K Server/SP2

Services:
Domain Controller
DNS

(figure 1)
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LLab 1

Analyzing and Applying Security Settings to
Computers on the Springfield Storks’ Network

You will learn how to:

e Use the Security Configuration and Analysis tool
e Configure security with the Security Configuration and Analysis tool
e C(reate a custom security template
e Import a custom security template into Active Directory
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Scenario

The Springfield Storks are a minor league baseball team that plays their home baseball in
Springfield, NY. Over the past three years the Storks have been one of the most successful
minor league franchises both on and off the field. Their great marketing success off the field
has given them the financial resources necessary to develop a state-of-the-art IT
infrastructure within their stadium. The Storks have their entire stadium networked. Ticket
sales, concession sales and souvenir sales are all automatically tracked and recorded. Fans in
the club section have Internet access and can order food and drinks using the Storks
automated ordering systems. The executive offices, broadcast booths and clubhouses are all
networked using a combination of wired and wireless access. Even members of the press
can bring their laptops and hook into the Storks’ network for up to the minute news from
the team’s management.

So far this season the Storks are in 1% place and are posting record sales figures, but they
now face a serious problem. During a recent home stand, parts of the network have started
to perform unacceptably slow or have failed completely. Within a couple of days, the
problems have spread and the entire network is now down. The Storks’ management is
extremely concerned because they have been forced to manually track sales and inventory,
tasks for which they are both unprepared and understaffed. Furthermore, the Storks’
network administrator isn’t sure, but his gut tells him that the network has been hacked into.
The network administrator, Joe, does not have much experience with security and he really
isn’t sure how to solve the problem.

Joe has called upon you, an independent consultant, to help solve their network woes. After
you assess the situation, you have determined that a hacker(s) has indeed penetrated the
network and has left it in shambles. Viruses and worms are also running rampant across the
network, hence the network performance problems. Because of the wide-spread damage
and the fact that this is a fairly small network, you have made the recommendation to the
Storks’ management that the network be completely rebuilt, reinstalling all of the operating
systems and then carefully reinstating the data, after a thorough virus scan. The
management reluctantly agrees and vows to never put security on the back burner again.

In this lab, you will learn how to secure a Windows 2000 Network using powerful tools that
make managing a network more efficient and effective. You will start by learning how
security templates can be used to establish common security settings on all of your systems.
Next, you will use Group Policy to take security to the next level by assigning specific
policies to different Active Directory containers. Finally, you will learn about Software
Update Services (SUS), a free tool from Microsoft that will help you automate the process of
patching servers and workstations on your network.

Page 16 of 100 © Train Signal, Inc., 2002-2004
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Company Enviroment
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Lab Setup
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Security Templates

Security templates are a set of security settings stored within a text file. Windows 2000 and
Server 2003 come with many predefined security templates that can be applied to your
clients or servers. These templates range from basic (default) security to high security. You
can compare your current computer security settings against any of the security templates, by
using the Security Configuration and Analysis tool. This tool can then be used to apply the
template security settings to your current configuration all at once. To assist Joe and the
Storks in the future, you are going to show him how these tools work.

1. To open the Security Configuration and Analysis and the Security Templates snap-ins,
log on to SA-1 and go to Start>Run. Type in mmec and click OK to open the

Microsoft Management Console (MMC).

CENNN— 2|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for wou,

e I

2. 'This will bring you to the Console 1 window. Select Console->Add/Remove Snap-in

from the menu.

o

Jﬁ] Console  Window  Help “ OD=EE | ‘;Iilﬂ‘
Mew ChrHeN ‘

J & Open... ChrHO ||§

Tree  Save ChrHS |

@E Sawve As...

CirkM

1 CWINNTYSystem32idsa

2 CUWINNTIsystem32isecpol

3 CAWINNT\system3Z eventvir
4 CWINNTISystem321dssite

Exit
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3. In this Add/Remove Snap-in screen, just click Add and you will see that there are many
snaps-ins available for you to add. Select Security Configuration and Analysis and
click Add.

X W . < -rdolone Snap-in 21

Standalone | Extensions . -
I I Available Standalone Snap-ns:

Shap-in | ‘Wendaor |i|
: Link to 'web Address

Q Local Uszers and Groups Microzoft Corporation

Uze this page to add or remove a standalone Snap-in from the consale.

Snap-ine added to:

ﬁ Performance Logs and Alerts Micrazoft Corparation
@ (05 Admigsion Contral Microzoft Corparation
@ Femovable Storage Management HighlGround Systems, ne.
o2 H = “ Microzoft Corporation
icrosoft Corporation

e Microzoft Carparation

% Services Microzoft Carparation 2o

kI Shared Folders Microzoft Corporation ;I
— Description — Description

Security Configuration and Analyzis iz an MMC snap-in that provides
securty configuration and analysis for Windows computers uzsing
security template files.

Add... %J Femove About.. |
Cancel Add Cloze

4. Additionally, select Security Templates as a second snap-in. Click Add and Close.

Add standalone Snap-in 2xl

Available Standalone Snap-ing

| Shap-in | Wendar | ﬂ
ﬁ Performance Logs and Alerts Microsoft Corparation

@ Qo5 Admizzion Cortrol Microsoft Corporation

@ Removable Storage M anagement HighGround Systems, [nc.

E Fouting and Remate Access Microsoft Corparation

aabiquration and Analysis Microsoft Corparation
Microzoft Corparation

Microgoft Corporation

g Shared Folders Microsoft Corparation

) 5 ystem Information Microsoft Corporation —
% Telephany Microzoft Corparation LI
e
— Description

Security Templates iz an MM snap-in that provides editing capabiliies
fior security template files.

Add Close
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5. Next, verify that the Security Configuration and Analysis and Security Templates Snap-
ins are added and click OK to close this Add/Remove Snap-in window.

Add/Remove Snap-in ﬂil

Standalone | Extensions I

Use this page to add or remove a standalone Snap-n from the console.

Snap-ins added to: onsole Root j @I

< @ Security Configuration and Analpsiz

@ Security Templates

— Description

Add... Femoyve Asbout... |

ok L\\ | Cancel |

6. Click on Security Templates and then select C:\WINNT\Security\Templates
under the Console Root in the left pane. This will bring you to all of the available
security templates located within SA-1.

Tree IFavnrites | Néﬂe \ | Description

(L1 Consale Rt basicde Default Security Settings, Requires environment vars DSDIT DSLOG and SYSYOL be set, Must be joined to a domain in ordet to o..,
-5 Security Configuration and Analysi @basicsv Default Security Settings, User Rights\Restricked Groups not included, {Windows 2000 Server )

- % Security Templates @baslcwk efault Security Settings, User RightsiRestricted Groups not included, (windows 2000 Professional)

El

w8 cumpatws sumes clean-install MTFS file\req acls. Relaxes ACL's for Users, Empties Power Users group,
hisecds Afsumes clean-install MTFS filelreg ACLs. Includes SecureDC settings with Windows 2000-only enhancements, Empties Power Us...
hisecws Infreases Secureww'S Settings. Restricts Power User and Terminal Server ACLs,

@notssid
@Dcﬁless
Ucﬂlesw

securede

@securews

sekup security,

Rgmives the Terminal Server User SID from Windows 2000 Server

tional Component File Security, Many of the files may not be installed. (Windows 2000 Server)
iptional Component File Security, Many of the files may not be installed. {Windows 2000 Workstation)
ssumes clean-install MTFS filelreq ACLs. Secures remaining areas,

Assumes clean-install MTFS filelreq ACLs. Secures remaining areas. Empties Power Users group.

(Ot of box default security settings
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Windows 2000 & Server 2003 Templates

By default, Windows 2000 and Server 2003 include an assortment of security templates
located in the %systemroot%\Security\Templates folder. For the most part, the names of
these templates describe their purpose and correspond to their level of security. However,
keep the following points in mind:

e Template names that end with sv are for standalone or member servers
e Template names that end with dc are for Domain Controllers
e Template names that end with wk are for workstations

e Template names that end with ws are for workstations and member/stand-alone
servers

basic*.inf - Used to set the initial configuration of a computer back to the installation
default settings. 'There are 3 different basic templates: basicwk.inf, basicsv.inf and
basicdc.inf.

compatws.inf — Lowers security allowing users to run legacy applications without being a
power user. It reduces security levels on folders, files, and registry keys that applications
typically access.

secure*.inf - These templates provide an intermediate level of security, securing the registry,
account policies and auditing. There are 2 different secure templates: securews.inf and
securedc.inf.

hisec*.inf - These templates are used to provide the highest level of pre-configured security.
They increase the security of network communications by requiring IPSec. They can cause
network communication problems, especially with legacy operating systems. There are 2
different high security templates: hisecws.inf and hisecdc.inf.

notssid.inf — When this template is applied it removes the terminal server SID from all
registry and file system objects, which have an ACE for the terminal server SID.
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7. Right click on one of the templates. Select Set Description. Notice that you can
change the default description name if you desire. Click OK to close.

Mame | Description |

asicdc = — - ire Jironment vars DSDIT D G and SYSYOL be set, Must be joined ko ...

@basmsv Fiights\Restricted Groups not included. (Windows 2000 Server)

@basicwk FightsiRestricted Groups not included. (Windows 2000 Professional)

@compatws Save eq acls. Relaxes ACL's for Users. Empties Power Users group.

@hisecdc S5 g ACLs, Includes SecureDC settings with Windows 2000-only enhanceme. ..

@hisecws Mew ‘windaw Fram Here  Restricks Power User and Terminal Server ACLs,

@notssid ker SID from Windows 2000 Server

@ocfiless Dkl v, Many of the files may not be installed. (Windows 2000 Server)

@ocﬁlesw Help w. Mary of the files may not be installed. (Windows 2000 Warkstation)

@securedc “RsE0mes Clean-instal MTFS fiereg ACLs, Secures remaining areas.

@securews Assumes clean-install MTFS filelreg ACLs. Secures remaining areas. Empties Power Users group.

@setup seclrity Ok of box default security settings

Security Template Deers

()8 & I Cancel

Analyze and configure SA-1 security settings

In this section, you will analyze the security on SA-1, by comparing it to one of the default

templates described above. First though, you must create a baseline security configuration
database, SDB file.

1. Right click on Security Configuration and Analysis under the Console Root in the left
pane. Next, select Open database to create a new database.

"Hi Consolel - [Console Root'Security Configuration and Analysis] I =] |
|y console window  Help H D& | |;|i|5|
| fction View  Eavorites “ o | Bam| 2

Tree I Favarites

|

Security Configuration and Analysis

iy ates Open
¥ TEme = b Database
Analyze Computer NDW...% . .
Canfigure Computer Naw .. urity Configuration and Analysis scope item
a:

Save.
Impark Template:..

Export Template, .
Yiew Log File itabase

5e
and then click Open

Wiew

' writy Configuration and Analysis scope item
New ¥indow From Here

ase
Mews Taskpad Yiew... se name, and then click Open
- emplate to import, and then click Open

Help LI
L ——
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2. 'This will bring up the Open database dialog box. Type in secdb (you can use any name)
as the Security Database File name and click Open..

2| x|
Laak ir: Ia Database j - £ ER-

Filez af type: ISecurit_l,l D atabaze Files [ 2db) j Cancel

File name:@ Open [: I

v

3. Next, in the Import Template dialog box, select securews.inf and click Open. This
security template will be used to compare the current security settings on SA-1 with the
settings in this template.

21 x|
Loak in: Iﬁ ternplates j - £k ED-

SECLFENS

setup security

Isecurews Open [:

Security Template [.inf) j Cancel

Filez of type:

[ Clear thiz database before importing
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4. In order to analyze the security settings on SA-1, right click on Security Configuration
and Analysis under the Console Root and select Analyze Computer Now.

Open
Open database. ..

Analy ampuker Maw, ..
Caonfigure Cornputer Mow. .,
SENE

Import Template. .,

Export Template, .,

Wiew Log File

Wigw 4
Mew Window from Here

Mew Taskpad View. ..

Help

5. This will bring up a dialog box that allows you to specify a location for the Error log.
Click OK to accept the default log file path for the analysis results.

Perform Analysis d 3

Error log file path:

ettingzhAdministratoriLocal SettingshT emphzecdb.log

] [E I Cancel |

6. The analysis will then begin and you will see the progress in the Analyzing System
Security dialog box.

Analyzing System Security

Analyzing:

¥ Uszer Rights Assignment ™ Sustem Services
« Restricted Groups Security Policy

«  Heqisty

« Filz System
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7. After the analysis is completed, you can view the results by clicking on any of the nodes
in which you’re interested. The right pane of the console displays the actual computer
settings and the database settings. If the computer’s current settings do not meet the
minimum requirements of the security template’s settings, then the specific policy is
marked with a red X as you can see below.

Tree I Favorites I | Database Setting | Computer Setting |
(23 Console Root 24 passwords remermbered 0 passwords remembered
= @ Security Canfiguration and Analysis I_Q_mm 42 days 42 days
E| @ Account Policies E[)'( Minimum password age Z days 0 days
3 characters 0 characters
Account Lockout Policy E?é Passwords must meet cpfiplexity requirements Enabled Disabled
g Laocal Policies %5 o = g reversible encryption for all user,.. Disabled Disabled
Event Log
{8 Restricted Groups
@ System Services
@ Reqistry
-8 File System
[]---@ Security Templates
Tree I Favarites I | Database Setting | Computer Setking |
(] Conscle Roat Success, Failure Mo auditing
E@ Security Configuration and Analysis Success, Failure Ha auditing
- Account Policies Mot defined Mo auditing
= g Local Policies Failure Mo auditing
) Mo auditing Mo auditing
User Rights P.ssmnment Success, Failure Mo auditing
Security Options Failure Mo auditing
Event Log F proces Mo auditing Mo auditing
(@ Restricted Groups .Audlt system events Mo auditing Mo auditing
{J8 Systern Services
@ Reqgiskry
-8 File System
E]---@ Security Templates

8. After you and Joe have compared SA-1’s current security settings with the securews
security template settings, you decide to use all of the settings within the security
template on SA-1. To accomplish this, right click on Security Configuration and
Analysis and select Configure Computer Now. Keep in mind that this action will
change a// of the configured security settings in the template and can lead to severe
network problems. In a production environment, TEST these settings thoroughly
before applying them blindly to a server.

Open
Cpen database. .
.ﬁ.nal';-'ze Cu:umputer Mo,

Impott Template. ..
Export Template, ..
View Log File

Mew Window From Here

Help
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9. Next, you will see the same type of dialog box you saw previously, allowing you to
specify a location for the error log. Accept the default by clicking on OK.

Configure System 2lxl

Errar log file path:

IE:‘«D::u:uments and Settingz\Administrator\Local Settir Browse |
(]9 & I Cancel |

10. The configuration will then begin and you will see the progress in this Configuring
Computer Security dialog box.

Configuring Computer Security

Configuring;

«  Uzer Rights Azsignment Syztem Services
+ Restricted Groups Security Policy
= Reqgistry

File: System

[

11. After the configuration is completed, right click on Security Configuration and
Analysis and select Analyze Computer Now.

Tree I Favorites I

|»

C:\Documents and SettingstAdministratoriMy

D Conole Uot Documents'Security\Database'secdhb.sdb

g 5 figuration and A

Security Templates Open
Open database. ..

re or analyze your computer by using the security settings

An arnputer Mow
Configure Computer Mow, . .

Save

Import Template. .. pur CompUter

Export Template, ..

igw Log File Security Configurstion and Analysis scope item b
ure Computer Now

Vigw 3

ype the narme of the log file you wish to view, and then click
e Window from Here

Mew Taskpad View, .,

tion is complete, you must perform an analysis to view the
Help ptabase LI
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12. When the analysis is completed, you can view the results by clicking on any of the nodes.
After applying the securews.inf security template, you’ll find that the local computer
settings and the database settings are now the same. All of the settings should be the

same throughout the different types of policies.

Tree I Favarites | Palicy  #

| Daﬁﬁa_se Se_t-t'i'l'ﬂt\

| @_ﬂﬁt;r SeEE%\

(_1 Console Rook EnForce passwoard history

@ Restricted Groups
-8 System Services

-8 File System
[]---@ Security Templates

24 passwords remem

24 passwords remembayed

EI@ Security Configuration and Analysis Mazximum password age 42 days 42 days
=" Account Policies nimum password age 2 days 2 days
; Password Policy Mirimum password length g characters g characters
% Account Lockout Policy Passwords musk meet complexity reqX,.  Enabled Enabled
Local Policies Store password using reversible encr, . N\ Disabled Disabled
Event Log

Tree I Favorites I Palicy  /

I DG'E;Eas;ETEtting

| catiputer S2ming

[:I Console Rook
E@ Security Configuration and Analysis

B8 Account Policies
[=-£¢9 Local Policies

nudit logon events
Audit object access
nudit palicy change
nudit privilege use

User Rights Assignment
=il Security Options

ﬁ Ewent Lag

{8 Restricted Groups

{8 system Services

Audit system events

-8 File System
[]---@ Security Templates

Audit account logon events
Audit account managemenk
nudit directory service access

Audit process tracking

Success, Failur
Success, Failure
Mot defined
Failure

Mo auditing
Success, Failure
Failure

Mo auditing
Mo auditing

Success, Failure
Success, Falure
Mo auditing
Failure

Mo auditing
Success, Falure
Failure

Mo auditing
o auditing

Custom Templates

In addition to the default templates that come with Windows 2000 and Server 2003, you can

also create your own custom security templates.

1. To create a custom template, click on Security Templates and right click on
C:\WINNT \Security\Templates under the Console Root in the left pane. Select

New Template.

(L1 Console Raot

| Security Configuration and Analysis
=] % Security Templates

NTYSecurity! Templates:
basicde

basicsy

basicwk.

Compatws

hisecde

hisecws
niokssid
ocfiless
ocfilesw
securedc
SeCUFEnS
sekup security

Open
Refresh
Set Description, ..

Wiew 3
New Window From Here

MNew Taskpad Yiew. ..

Delete
Export Lisk. ..

Help
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2. 'This brings up a dialog box allowing you to name and describe your new template. Type
in Custom Template as the Template name and Custom as the Description. Click OK

to create this new custom template.

CHWINNT  Security', Templates

D Console Root

2| (-5 Security Configuration and Analysis
: Security Templates

)

Cuztom Template

Dezcriphan:

Custom|

[ @ securede
o SECUrEWS
| i setup security

(] & I Cancel |

3. The template that you have created is brand new and has not been configured.
Therefore, none of the settings have being defined. This will require you to go through

and configure every setting or risk leaving your computer and/or network unsecured.

Tree I Favarites I

| Zmputersatting

Policy  ~

EI@ Custom Template
=29 account Pelicies

+ Account Lockout Policy
E- kerberos Policy

] Local Palicies

=5 Event Log

f-_& Restricted Groups

f-_& System Services

J-_8 Registry

78 File System

L1

-7 - -7

EnFnrce passwoard histary
Maximum password age

Mok defined
Mok defined

Minimum password age Mok defined
Minimum password length Mok defined
F‘asswords st meet complexity requirements Mok defined

Store password using reversible encryption for all users in the domairk, Mot defined
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4. In most cases, the settings that you want to configure on your computer and/or network
may vary only slightly from one of the default templates. In this case, you can modify
one of the default templates and save it with a different name, thereby creating a custom
template. The Storks have decided to try this, using the securews.inf security template
for their baseline security settings. Once they have modified the necessary settings, the
template will be saved with a custom name and they will apply it to the Servers OU in
the storksbaseball.com domain.

The first setting that you will modify is the minimum password length. To accomplish
this, double-click Account Policies under securews in the left pane and click on
Password Policy.

EI@ SeCUrews

El@ Account Policies

R s cord Folicy
-- Account Lockout Policy

i #-24 Kerberos Policy

Local Policies

Event Log

-8 Restricted Groups

@ Swstem Services

@ Registry

@ File System

5. Double-click the Minimum password length policy in the right pane. This will bring
up the Template Security Policy Setting dialog box. Place a check mark in the box
define this policy setting in the template and configure the Password must be at least
box to 12 characters. Click OK to continue.

Note: Account Policies must be set at the domain level. You can set account policies at
the OU level but they will not work. The Minimum password length setting is being
created for demonstration purposes only.

Template Security Policy Setting e |

!ig.

tinimum password length

¥ Define this policy setting in the template
2 =] chorotes <:
1] 5 I Cancel
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6. The next setting that the Storks want to modify is to enable a logon message text and
title, which is not part of the securews security template. Double-click Local Policies
under securews in the left pane and click on Security Options.

=] & securews

Account F'I:I|II:IE5

Audit Policy

User Rights Assignrment
5 Foecurity Opkions
I Event Log

-8 Restricted Groups
@ Swskem Services

@ Fegiskry
[+-_@ File Swstem

7. In the right pane, select and double click the Message text for users attempting to log
on, which will open up the Template Security Policy Setting dialog box. In this
dialog box, make sure Define this policy setting in the template is checked. Type in

Warning! Unauthorized Users Prohibited and click OK.
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Template Security Policy Setting

v [efing thiz policy setting in the template:

E_ Mezzage text for users attempting ta log an

2%

Wwarming | Unauthonized Uzers Prohibited

OFk. E I Cancel
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8. Again, from the right pane, select and double click the Message title for users
attempting to log on, which will open up the Template Security Policy Setting
dialog box. In this dialog box, make sure Define this policy setting in the template is
checked. Type in Warning! and click OK. This setting (message title) controls the title
that appears at the top of the logon dialog box, while the previous setting (message text)
controls the main body of text that will appear during logon.

Template Security Policy Setting 2 x|

r Mezsage tile for users atternpting to log on

=

¥ Define this polich zetting in the template:
I'W'arning I

(] & I Cancel

9. The next setting that the Storks want to modify is the Messenger service. The Storks
have decided to disable this service to eliminate broadcast messages including SPAM.
To access this, double-click System Services and from the right task pane, right click on
Messenger. Select Properties and click Security.

—— TS T TS T o
= _ secunr:iint - 0, IPSEC Palicy Agent Mot defined
Local Policies %Kerberus key Distribution ... Mot defined
Event Log %License Logaging Service Mot defined
{3 Restricted Groups %Lngical Disk Manager Mot defined
{3 Syskem Services Lu:ugin:al Disk Manager Adrmini... Mot defined
(-8 Registry Xessenger ok dafined
@ File Syskem %Net Logon ed
EEI-"@ setup securiby %Netf‘-’lee:ting Remat  Hejy El:!
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10. Check Define this policy setting in the template and then click OK to accept the
default security permissions for now.

jEemplate Security Policy Setting HE 20|
Security I
Mezsenger
g- Hame | Add

Remaove

v Define this policy zetting in the kemplate:

Select service startup mode;

r.. A Permigzions: Allow Deny
- Full Control [m}
 Manual L o
= Start, stop and pause [m}
& Digabled i) =
= Delete [m]

Edit Security. .. | Advanced

Ok I Cancel |

oK I Caneel Apply

11. Make sure that the Messenger service is marked as Disabled and click OK.

Template Security Policy Setting el |

rg_ Messenger

[V Define this policy setting in the template
Select service startup mode:
 Automatic
" Manual
& Disabled

Edit Security... |

Ok I Cancel
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12. For now, the last setting the Storks will modify is to set the default NTEFS permissions
on the C drive. This can be configured by right clicking on File System under securews
in the left pane and selecting Add File.

EI@ SRCUFEWS

-2 Account Policies
Local Palicies
Event Log

@ Restricted Groups
@ Swskem Services
@ Reqgistry

R Fil= Syt

Open |
Copy [ g

Paste

Wiew b

Mew Window From Here

Mew Taskpad YWiew. ..

Expart List. ..

Help

13. This will bring up the Add a file or folder dialog box. Add C: by highlighting it and
clicking OK. The Storks want to set the default NTFS permissions on the C: drive so
that only the Domain Admins group and the System group have access.
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Add a file or folder

add this file or Folder ko the template:

21

I Syskem () )

B uker

-2y 31 Floppy (4:)
--g Syskem {C:)
@ Campact Disc {02
--Q Data (E:)

OF .E I Cancel
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14. Clicking OK will bring up the Database Security for %SystemDrive%\ dialog box. By
default, the Everyone group has full control permissions to the root of C:, which is not
very secure. Highlight the Everyone group and click Remove to remove it.

Database Security for %oSystemDrivea, 21xl
S ecurity |
Name | add.
‘ Everyone

Permiszions: Aillow Deny
Full Cortral O
Maodify O
Read and Execute O
List Folder Contents O
Fead O
wiite O

Advanced... |

=] Allow inheritable permiszions from parent to propagate to this

object
] I Cancel Apply

15. Next, click on the Add button. This will bring you to the Select Users or Groups dialog
box. In the Look in drop-down menu, select storksbaseball.com. Find and add the

Domain Admins group and the System group from storksbaseball.com. Click OK to
continue.

#dd | Check Mames |
—

( Domain Admins ; $YSTEM

(]S & I Cancel
P
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16. The two groups will now appear on the security list. By default, these two groups have
limited permissions. Highlicht Domain Admins and check the Full Control box in the
Allow Column. This will automatically select everything in the column. Repeat the same
steps to give full control permissions to the System group. Click OK to continue.

Mame

[ &dd.. Name

[ Add...

Domain Admins (STORKSBASEBALL...
Remove | -:-- v [ Remove |

Advanced...

|

object

™ Allovs inheritable permiszions from parent to propagate to this

€7 SvSTEM
Pemmizsions: ﬁll.q»{ Deny Permizsions: ?qu Deny
Full Cartral O Full Control
Modify O td odify
Read and Execute | Read and Execute
List Folder Cantents O List Folder Contents
Read O Read
write | ke

Advanced...

|

object

™ Allow inheritable permizsions from parent to propagate to this

17. This brings up the Template Security Policy Setting dialog box. Leave the default
selection to Propagate inheritable permissions to all subfolders and files and click

OK.
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Template Security Policy Setting
ra_ HSpstemDiiveh

¥ Canfigure this file or falder then

{* Propagate inheritable permissions to all subfolders and files

i

{” Feplace existing permiszions on all subfolders and filas with
inheritable permissions

™ Do not allow permissions on this fle or folder to be replaced

Edit Security. .. |

2 x|

Ok ‘E I Cancel
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18. You are now done modifying the settings on the securews security template and are
ready to save this custom template. Right click on securews and select Save As.

Open
et Description. ..
Save
. A0
Wiew F

Mew Window from Here

Mew Taskpad View., ..

Delete
Expork List. ..

Help

19. Type in Storks Server Security for the file name and click Save to save the template.

Save in: I ] templates

x| = @ ok EE-

2l x|

| hisecws
notssid
ocfiless
ocfilesw
Customn Template securedc
hisecdc SECUFEINS

=
File nam@rks Server Securit_l,l_,_-)'

Save [

Save as type: ISeu:urit_l,l Template [.inf]

Cancel
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Importing the Security Template

There are several different ways to import the Storks’ Server Security template into Active
Directory. For example, you can set up a shared folder on SA-1 and place the Storks Server
Security template in it or you can save the template on to a floppy disk and manually transfer
the file. For the purposes of this lab, we are going to save the template to a floppy and
manually transfer it over to DC-1.

1. To save the Storks’ Server Security template on a floppy, right click on Storks Server
Security and select Save As.

|_1 Console Raot
5B Security Configuration and Analysis
= % Security Templates
=18 CAWINNTSscurityiTemplates
(8 basicdc
basicsy
basicuk.
compatus

=]

Custom Template
hisecdc

hisecws

nokssid

ocfiless

acfiesw
securedc
securews

[ S 3

Open
Set Description. .
Save

View 3
Hew Window from Here

News Taskpad View. ..

Delets
Export List...

Help

2. Change the drive letter from C: to A: and leave the default file name. Insert a floppy
into the drive and click Save to continue.

Note: You will use this floppy later in order to import the template to the Servers OU in
Active Directory.

21

Savd in; |£ 3% Floppy [&:) ) j = £ ED-
——

~1
File name: ISturks Server Securty < Save [: I

Save as type: ISecurity Template [inf] j Cancel |

e
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Creating the Servers OU

Next, you will need to create the Servers OU on DC-1. The Storks are creating this OU to
hold all of their servers, which will simplify management and administration.

Log on to DC-1 and open the Active Directory Users and Computers console by
going to Start>Programs->Administrative Tools>Active Directory Users and

Computers.

Window

1.‘:;' Active Directory Users and Computers

| @ Console

Help

~101 x|
| =18] ]

Jaon wew || &= | @mm EFRE 2| elaT Qo |

] Domain Controllers
[:IFu:nreignSecurityPrincipaIs

[:ll_lsers

Crganizational Linit

Cantainer
Conkainer

Tree I storksbaseball3. com S objects
@ Active Direckory L |Mame [ Type - | Description |
-7 ¥ | (D Builtin builtinDomeain

i |:|Cnm|:uuters Containet Default container For upagr...

Default container for new ...
Default container for secu. ..
Default container for upar...

Unit.

2. On the left side, right click on storksbaseball.com and select New—>Organizational

-.? Active Directory Users and Computers

| @ Console

Window  Help

=10l x|

L8]

| action vew || & » | E@ TR 2| 0 TE o |

Tree I

storksbaseball3.com 5 objects

4

Users and Compr |Mame | Type - | Description |
Delegate Contral... builtinDomain
Find. Container Default container for upgr, ..
Connect ko Domain Crganizational Unik Default container for new ..
Connect ko Domain Controller, .. ipals  Container Default container for secu, ..
Operations Masters. .. Container Defaulk container for upgr, ..
All Tasks b Contack
Wi 3

Mew Window from Here

ational Lnit

Refresh Liser
Export List, .. Shared Folder
Properties

| Help

|Create a new object...
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3. A screen will appear asking you to specify a name for the new OU. Type in Servers and
click OK. You will now have an OU named Servers within Active Directory.

Moving SA-1 to the Servers OU

1. To move SA-1 to the Servers OU, first find SA-1, which is located within the Computers
folder in Active Directory. Next, right click on SA-1 and select Move.

_ Disable Accaunt
QPRO'I Reset Account
Manage
All Tasks 3

Delete
Refresh

Properties

Help

2. That will bring up a small explorer window where you can browse through all the
containers that are available within the domain. Select the Servers OU and click OK.

I:l FareignS ecurityPrincipals

H-[C0 Users

(] & I Cancel
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3. SA-1 should now appear within the Servers OU.

Tree I Servers 1 objects

Active Directory U |_Mame | Type I
= storkshaseball QSF&-I Computer
----- (] Builtin

----- |:| Compukers
{45 Domain Cc

[#--[_] Foreignses

Jd | ]

Importing Security Template to Active Directory

The custom template created earlier in this lab will now be imported into Active Directory
and applied to the Servers OU. Applying the template to the Servers OU will apply the
template’s baseline security settings to all of the servers within the Servers OU.

1. Start this process by right clicking the Servers OU and selecting Properties.

Delegate Contral. .,
Add members ko a group. ..

Maove. ..

Find...

Mew 3
All Tasks 4
View 3

Mesy "Window from Here

Delete

Rename
Refresh
Expart List...
a0
Help
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2. 'This will open the Servers Properties dialog box. Select the Group Policy tab and click
New. Type in Security template — servers settings for the new policy name and click

Edit.

Servers Properties

21|

Servers Properties

Generall Managed By  Group Policy |

g Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Override | Disab@

Group Policy Objects higher in the list have the highest priority.
This list obtained from: DC-1.starksbaseball3. com

New pdd.. | Edt | up |

[Mptions... | Delete... | Froperties |

™ Elack Policy inheritance

2]

General | Managed By Group Palicy |

g Cuirent Group Policy Object Links for Servers

Group Palicy Object Links | Mo Overide | Disab@

Security template

Group Policy Objects higher in the list have the highest priority.
This list obtained from: DC-1.storksbaseball. com

New | add. | Edt | up |

Options. .. | Delete. .. | Properties |

™ Block Policy inheritance

o]

Apply |

Cancel |

oK I Cancel | Lpply |

3. From within the Group Policy dialog box, click on Computer Configuration >
Windows Settings and right click on Security Settings. Now select Import Policy.

E Mew Group Policy Object [DiZ-1. starksbaseball
E| @ Computer Configuration

(-] Software Settings

EI 17 Windows Settings

HJ Scripts I:Startup,l'Shutdnwn}

: I I:l .ﬁ.dmlnlstratwe Templates
El@ IJser Configuration

|:| Software Settings
|:| Windows Settings
[+1-(C] Administrative Templates

Open

Expart palicy, .. [ !

Reload

Wiew k

Export List. ..

Help
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4. 'This will open the Import Policy From dialog box. In order to import the Storks’ Server
Security template, you will need to insert the floppy disk that contains the template file
that you created eatlier. Make sure that you seclect Clear this database before
importing, which will clear any policies that may already exist on the GPO (there are
none in this case). If you fail to check this box and current policies exist, they will be
merged with the settings from the security template. Change the drive letter from C: to
A:, select the Storks Server Security file and click Open to import.

2] x|
Laok in: Ié‘ 3% Floppy (2] j = % EB-

Skaorks Server Security

A

File name: |Stnrks Server Securty ¢ Open L\‘ I
Files of type: ISecurily Template [inf] ﬂ Cancel |

¥ Clear this database before importing

e

5. After you have imported the Storks’ Server Security file to the Servers OU, SA-1 will
need to obtain the policy change before any settings will take effect. For all of these
settings to take effect you will need to reboot SA-1. Reboot SA-1. When SA-1 has
rebooted, the message title and text will appear when you try to logon, as shown below.

Warning | Unautharized Users Prohibited
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6. Logon to SA-1, go to Start=>Programs=>Administrative Tools and click on Local
Security Policy.

Bﬁj Component Services
@ Computer Management

Configure Your Server
Data Sources (ODEC)
Distributed File Systemn

Event Yiewer

Licensing

1= 0 &

o

Performance

Routing and Remote Access

Services

Telnet Server Administration
Terminal Services Client Creator

Terminal Services Configuration

E Terminal Services Manager

]
)
S
el
2
2
B

7. Open Secutity Settings = Local Policies = Security Options in the left pane of the
local security settings. Notice that there are now effective settings, but no local settings
for the logon message text and title. These effective settings are the security settings you
applied to the Servers OU eatlier in the lab.

Settings.

Tree | | Poicy / | Local Setting | Effective Setting | ﬂ
Serrty Settings Do niot display last user name inlo... Disabled Disabled
{18 Account Palicies iig]LAN Manager Authentication Level  Send LM &NTLA ... Send LM & HTLM responses
E {28 Local Polides ‘B&Message text for users attempting, . Warning ! Uinauthorized Users Prohibited J
28 audt Policy @{Message tithe For users attempting. .. Watring !
128 User Rights As [ﬁi'\Number of previous logons to cach,., 10 logons 10 lngans
: 0 E Lol Prevent system mantenance of co,., Disabled Disabled
{ | | 4 Prevent users from instaling print...  Disabled Disabled j

Next, open Account Policies = Password Policies, also found in Local Security
Notice that the effective setting for the Minimum password length is 12

characters. This effective setting is due to the security setting that was applied to the
Servers OU earlier in the lab. However, any settings under the Account Policies (i.e.
Password Policies and Account Lockout Policies) must be set within a domain level
policy for them to take effect on the domain. Therefore, even though the effective
setting shows that the policy has taken effect, this setting will not actually work. The
minimum password setting will be based on the domain GPOs.

|J Ackion  Wiew |J<::' -P||><||§

En Local Security Settings

_ ol x|

Tree I

Policy  #

| Local Setting

| Effective Setting

@ Securiky Sethings
= Account Policies

B8 Account Lockout Policy
{8 Local Policies

(23 Public Key Palicies

[ ,g IP Security Policies on Local T

| I Bl

EnFUrce password history
Maximum password age

Mlnlmum password age

Minirnum password length
Passwords must meet complexity r...
Store password using reversible e.. .

Z4 passwords remembered
42 days

Z days

& characters

Enabled

Disabled

Z4 passwords remembered
42 days

Z days

12 characters

Enabled

Disabled
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9. Furthermore, verify that the Messenger service has been disabled, by going to
Start>Programs—>Administrative Tools and clicking on Setvices. Double click
Messenger from the right pane. Note that the Messenger service has been stopped and
disabled.

Tree I Mame  / | Descripkion I Skakus I Startup Type | Log On As I :I
% Services (Local) %IPSEC Policy Agent Manages I..,  Started Automnatic LocalSystem

%Kerberus Kery Distri... Generates ... Disabled LocalSystem

%License Logging Ser... Starked Aukomatic LocalSystem

%Logical Disk Manager  Logical Disk...  Started Automatic LocalSystem J
%Logical Disk Manage... Administrat, .. LocalSystem
5 and ... Disabled Lo 1T
%Net Logon Supports p.,. Starked Bukomatic LocalSystem
%Neth’leeting Remake... Allows aut, .. Manual Local3ystem
%Netwnrk Connections  Manages o,,,  Starked Manual LocalSystem LI

Blobeniml. mE— Flmeide o = RA— .o | [y T e sy

Messenger Propetties (Local Computer) 2]l

General I Log Dnl Hecover_l,ll Dependencies'

Service name: Meszenger

Display name:

Description: Sends and receives meszages transmitted by adminiztrs

Path to executable:
C A IMM T SS pstemn32haervices. exe

Startup type: Dizabled j

Service status:  Stopped

Start | Stop | FPause Fesume |

V'ou can zpecify the stark parameters that apply when you start the service
from here.

Start parameters: I

Qk. I Cancel Appl
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10. Finally, check the NTFS permission settings that you also configured within the security
template. Open Windows Explorer, right click on the C: drive and select Properties.
On the Properties page, select the Security tab. Notice that the Everyone group is
removed and both the Domain Admins and System groups are present with Full Control

permissions.
Generall Toolks | Hardwarel Sharing  Securty | Quotal Generall Tools I Hardwarel Sharing  Security I Quotal

Name | Add.. Mame | Add... |

i & €5 Domain Admins (STORKSBASERALL _
| A |
€7 SYSTEM Fiemave 4SS TEN itk

Permizsions: ﬁll_oﬂ Deny Permissions: ﬁchu{ Dery
Full Cantral O Full Cantral O
M odify O tModify O
Fiead & Execute a Read & Execute O
Ligt Folder Contents a List Falder Canterts O
Read | Read O
write O wirite O

Advanced... | Advanced... |

oK I Cancel Apply Ok I Caticel Apply
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Lab 2

Securing the Springfield Storks’ Network
Using Group Policy

You will learn how to:

e Configure settings in the default domain policy.
e Create and configure new group policy objects
e Assign logon scripts within group policy at the OU level
e Use the LANguard network security scanner
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Scenario

Joe, the Storks’ network administrator, is happy with the progress that you two have made
so far. He now has a good understanding of how to use security templates to establish
baseline security on the new workstations and servers that are deployed. However, you are
just getting started. Now it’s time to get more detailed with security settings and really lock
down the Storks’ network. Group policy is arguably the best new enhancement to Windows
2000, allowing you to control security across your entire company with the click of the
mouse.

In this lab, you will configure group policy within the Storks” Active Directory environment.
You will see how to create GPOs and then link them to different containers within the
domain. You will set and configure security settings such as NTFS permissions, services,
security options, administrative templates, Internet Explorer settings and login scripts that
have the potential to affect hundreds or thousands of users through one setting.

GPO processing order
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Creating users, OUs and folders

The Storks have decided to create custom OUs for their Servers, Workstations, Notebooks,
Vendors, Executives, Administrators, and General Staff. These OUs will help standardize
the Storks” network and improve security.

1. Note: The Servers OU has already been created in Labl and SA-1 was moved to the
Servers OU. Use the steps in Lab 1 (Creating a Servers OU) to create the rest of the
custom OUs. Also, move Pro-1 to the Workstations OU.

After you have completed this task, you should see the following custom OUs in your
Active Directory Users and Computers console.

.‘“'4 Active Directory Users and Computers ;I.

& Consolz Window  Help |;|_
Action View |]«#||X|@J5‘ﬁiﬁﬁ'§|7@b
Tree I storksbaseball.com 12 objects

Mame Type Description

@ Active Direckory Users and Computers
EI@ storksbaseball,.com

(8] Administratars

-] Builtin

-2 Computers

(] Domain Contrallers

[-{€8] Executives

-] ForsignsecurityPrincipals

(&) General Staff

(€] Motebooks

(€8] Servers

-] Usets

(&3] Vendors

(&3] Workstations

Administrators
(CJewitin
DComputers
(48] Domain Contrallers

builtinDamain

Cantainer
Organizational Unit

Default container For upgraded computer accounts
Defaulk contsiner for new Windaws 2000 domain controllers

DForeignSecurityPr\ncipaIs Default container for security identifiers (SIDs) associated with objects from external,..

Default container For upgraded user accounts

2. Next, create the following users in Active Directory Users and Computers and move
them to their appropriate OUs

Note: You can either create the user account directly in the selected OU by right
clicking on the OU and selecting New => User or you can move the user account after
it has been created.

First Name | Last Name Username Password ou
Bobby Bigshot bbigshot test Executives
Rudy Redhot rredhot test Vendors
Carter Crackerjack | ccrackerjack test Vendors
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Bﬁ] Component Services
Q Compuker Management
E@ Configure Your Server

Data Sources (ODEC)
Distributed File System
Event Yiewer

alrainSIGNAL. .

To create the user accounts, log on to DC-1 and open the Active Directory Users and
Computers tool. Right click on the Users container and select New = User. You
need to create the three users from the table above in the same way by following these
steps. If you create the user accounts in the Users container, you will have to manually
move them to the correct OU, as specified above.

Tres I

Licensing

Local Security Policy

[ L 5 B o el B ) (9|2 B ]

2 e e g e

Performance
Routing and Remate Access
Services

Telnet Server Administration

Active Directory Domains and Trusts

Active Directory Sites and Services

DHS

Domain Contraller Security Policy

Domain Security Policy

Terminal Services Client Creator

Terminal Services Configuration

Terminal Services Manager

@ fctive Directary U |hame:

= @ starksbaseball | € Administrator
+1-[_7 Builtin
(21 Computers !ﬁDHCP Adrinistrators
{58 Damain Cc [€FDHCP Users
(3 Foreignse: | @ prsadrins

{8 servers
Ly

Users 20 objects

Type

Description

@Cert Publishers

!ﬁDnsUpdatsPruxy

Delegate Contral. ..
Find...

»

All Tasks >

Wi »
New Window from Here

Refresh
Expoart List. ..

Properties

Help

Shared Fﬂ|d£

Security Group -
Security Group -

User

Security Group -
Security Group -
Security Group -
Security Group -
Security Group -
Security Group -
Security Group -
Seruriky Group -

Camputer rity Group
Contact rity Group
Group rity Group
Frinter

User
User

Global
Da...

Do...

Da...

Global
Global
Global
Global
- Global
- Global
- Global
- Global

Do...
Global

Built-in account For admini ..
Enterprise certification an. ..

Members who have admin...

Members wha have view-...
DS Administrators Group
DN3 clients who are permi...

Designated administratars. ..
All workstations and serve. ..
All domain controllers in th...

all domain quests
All domain users

Designated administrators. ..
Members in this group can...

Built-in account For guest ...

Key Distribution Center Se...

Serwers in this group can ...

Designated administrators. ..

an example of what your user accounts should look like.

First name:
Last name:

Full name:

User logon name:

IBDbb}'— Initialz: I—

IBigshot

IBobb_l,- Bigshat

bbigzhaot

Usger logon name |

STORKSBASEBAL

< Back
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5. Type in the password of test for each user. Make sure that “User must change password
at next logon” is not checked.

Pazsword:

Confirm password:

[ User must change password at nest logon
[~ User cannat change password
[ Passwaord never expires

[~ Account iz dizabled

Type intest
azs the
Pazzword

< Back I Mewt > & | Cancel

6. For backup purposes (in case you lock yourself out later in this lab), you will need to
create a second administrator account and name it admin2. To create the account, right
click on the Administrator (inside the Users container) and click Copy. Type in the
following information (from the picture below) and click Next. Leave the password
blank, click Next and then Finish. Now, move the original Administrator account and
admin?2 to the Administrators OU.

Copy Object - User x|

ﬁ Create i storksbaseball. comdU sers

Copy Object - User

g Createin:  storksbasebal com/Users

Initials: Paszword: I

Confirm password: I

First name: IEackup
Last name: IAdminislratnr
Full name: IEackup Administratar

User logon name:

[~ User must change password at nest logon

[~ User cannot change password

User logon name (pre-‘wWindows 2000):

IadminZ I@storksbasaball com j

[V Password never expires

[~ Accourt is disabled

|STDHKSBASEBALL\ Iadmin2

< Back I Mext » & I Cancel

< Back I Mext > I Cancel
W
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7. Next, log on to SA-1 and create the following folders public, users, and sales under the
root of the c:\ drive. Share these folders and leave the share name as the folder name.
These folders will be used later in the exercise.

public Propetties i

General Shafing I Security I

“f'ou can share this folder amang other uzers on your
network. To enable sharing for this folder, click Share this
falder.
™ Do nat share thiz folder
% Sharg this foldar

Share name: Ipublic j
Comment: I
Ulzer lirit: & Mazimum allowed

 Allow I—:|' Users
To set permizsions for how ugers access this Elepiaians |
falder over the netwark, click Pemissions.

To configure zettings for Offline access to

Cadhi
this shared folder, click Caching. ISy

Mew Share

kK. I Cancel | Apply |

Pl

== Local Disk (C:} 1ol x|
J File Edit ‘iew Favorites Tools  Help |

J HBack » = - | @ search  [yFolders & #History | [ 05 5w | E-
Jnddress Ig Local Disk () j @Go
1 o | MName  # | Size: | Type | Maodified
! | [CdDocuments and 5., File Folder S/27/2002 10:04 AM
e = Pragram Files File Folder 513002002 §:04 AM
Local Disk (C:) o public File Falder 2202004 7:22 PM
B File Folder 2/20/2004 721 PM
Jitems selected, 5 File Falder 2l20/z2004 7:21 PM
D WWINMT File Folder 8/30/2002 8:04 AM
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Default Domain Policy Modifications

Password Settings and Account Lockout settings for the domain must be set in a domain
policy. These settings cannot be deployed individually within policies on Organizational
Units or other containers. Therefore, if you want to modify these settings, they must be
changed in the default domain policy.

1. Log on to DC-1 and launch Active Directory Users and Computers. Right click on
your domain (stortksbaseball.com) and click Properties. Click the Group Policy tab,
select Default Domain Policy and click Edit.

storksbaseball.com Properties

Geonnunl| Mannged By Geoun Pty |

Opsons..._|

Group F " i
This st cbtained home DC-1 stodcshaseball com

New | s _t.u|

Delete...

| |

I Blck Pokcy inhertance

o]

Corcel |

2. In Mega Lab 10 secure settings for both the Password Policy and Account Lockout
Policy on a local server were discussed. These same settings can be applied to the Storks

domain environment in order to increase security.

diagrams below:
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&% Group Policy

| adion vew || & & @@ X B|@

These settings are shown in the

Pt

Tree I

Defaulk Domain Policy [DC-1.storksbaseball.com] Policy «
=t @ Computer Configuration
-] Software Settings
B+ Windows Settings
=] seripts (StartupjShutdown)
|- 5 Security Settings
Ei@ Account Policies

Password Policy

Policy  #

A Computer Setting \

Enforce password histary
Maximum password age
Minimum passward age
Minimum passward length

Passwords must meet complexity requiremsgts
Store password using reversible encryption £

24 passwords remembere
30 days

1 days

& characters
Enabled
Disabled

| adion vew || & 5 |E@| X B2

¥ Group Policy

TN

Tree I

E Default Domain Policy [DC-1.storksbaseball.com] Policy + |
EQ Computer Canfiguration
.t L] Scftware Settings
(2 Windows Settings

2] Seripts {startupiShutdown)
EI-- Security Settings
E@ Account Policies

Password Policy
Account Lockout Policy:

Palicy  #

/l Computer Setting \

F\ccount lackout duration
F\ccount lockout threshold
Reset account lockout counter after

1}
3 invalid logon attempts
30 minutes
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Creating and Configuring a Group Policy Object (GPO)

In the following exercise, you will create a new Group Policy for the Storks. After creating
the Group Policy, you will configure various security settings within it to boost security on

the Storks’ network.

1.

From within Active Directory Users and Computers right click on your domain

(storksbaseball.com) and click Properties. Click the Group Policy tab and click New.
Type in Stork’s - Company Wide Settings for the new policy name and click Edit.

Note: This policy will be applied at

storksbaseball.com Properties

Eanarall Managed By  Group Policy I

g Curent Group Palicy Object Links for storkshasebal

the domain level.

21

Group Policy Object Links

| Mo Override | Digabled ‘

Compe

€52 Default Domain Poli

Group Palicy Objects higher in the list hawve the highest priority.
This list obtained from: DC-1.storksbaseball.com

New | am. | Edt Up
Options. | Delete I Froperties | Dowrn |
I~ Block Policy inheritance
Close I Cancel | ALpply |

Security Options

Expand Computer Configuration = Windows Settings = Security Settings >

Local Policies and click Security Options. From the right task pane, right click on Do
not display last user name in logon screen and click Security.

¥ Group Policy

| aion vew || & = |Em| X B| @

Tree I

E Stork's - Company Wide Settings [DC-1.storksbaseball.com] Policy
EI@ Computer Configuration

(2 software Settings

= (2 Windows Settings

|| Seripts (StartupiShutdown)

A Security Settings

Account Policies

Local Policies

Audit Policy

ser Rights Assignment

Policy  # | Computer Setking |
Audit use of Backup and Restore privilege Mot defined
Automatically log off users when logon time expires Mot defined
Automatically log off users when logon time expires {ocal) Mot defined
Clear wvirbual memory pagefile when system shuts down Mot defined
Digitally sign client communication {always) Mot defined
Digitally sign client communication {when possible) Mot defined
Digitally sign server communication (always) Mot defined
| Digitally sign server communication {when possible) Mot defined
sable CTRL+ALT+DEL requirement For logon Mot defined

" ; o not display last user name in logon screen Enabled
Security Options [R¥]LAM Manager Authentication Level k Mat defined
Event Log eI e © i | PRI
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2. Check the box to Define this policy setting, select Enabled and click OK.

Security Policy Setting el 4

Eg Do not dizplay last uger name in logon screen

=N

v Define this policy setting:
% Enabled
" Dizabled

k. I Cancel

3. Within the same Security Options window, right click on Rename administrator
account and click Security. Select Define this policy setting, type in storks02 and
click OK.

Security Policy Setting ed 4

4 4 Bename administrator account

i%—.i

¥ Define this policy setting:
Istu:urksEIE

k. I Cancel
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4. Next, select the policy Rename guest account and configure it with the name visitor.
These options will rename the administrator account to storks02 and the guest account
to visitor on all of the computers that are part of the storksbaseball.com domain. At this
point, you should restart DC-1 to ensure that all of the changes propagate through
Active Directory. MAKE SURE that you are sure of your administrator name and
password so that you are not locked out once you reboot.

Palicy  #

| Compuber Sekking

Bl

%ee I

Stork's - Company Wide Settings [DC-1.skort = |
EI@ Computer Configuration

I'_—'Iﬁ Lser Configuration
1]

-0 Software Settings

-2 Windaws Settings

|| scripts (Startup/Shutdown)
i Security Settings

[ Account Policies

- 28l Local Policies

Audit Policy

] User Rights Assignment

NS
[]---ﬁ Ewent Log

-8 Restricted Groups

-8 System Services

=8 registry

{28 File System

-1 Public Key Policies

[]--‘,g IP Security Policies on Active
-3 Administrative Templates

Digitally sign client comrmunication (when pos. ..
Digitally sign server communication (always)
Digitally sign server communication (when po...
Disable CTRL+ALTHDEL requirement For logon
DD not display last user name in logon screen
LAN Manager Authentication Level
Message text For users attempting to log on
Message title For users attempting to log on

Number of previous logons to cache (in case ...

Prevent system maintenance of computer ac...
Prevent users Fram instaling printer drivers

Prompt user to change password before expi...
Recoverv Consaoles Allow automatic administr. ..

Recovery Consoles Allow Floppy copy and ac...
Rename administrator account
Rename guest accounkt

Restrict CD-ROM access ta lacally logged-on ...
Restrict floppy access to locally logged-on us..,

ik

Secure channel; Digitally encrypt or sign sec...
4

Mot defined
Mot defined
Mot defined
Mot defined
Enabled
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
storks02
wisibar

Mot defined
Mot defined
Mot defined

sl

Note: If you do not restart the domain controller (DC-1), you will receive errors on DC-
1 because the administrator account you are logged on as has been renamed to storks02.
Remember, you can always use the backup administrator account (admin2) if you have
problems logging on with the default admin account.
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1. Log on to DC-1 with the StorksO2 account and go to Active Directory Users and
Computers. Right click on your domain (storksbaseball.com) and click Properties.
Click the Group Policy tab, select Stork's - Company Wide Settings and click Edit.
Next, expand Computer Configuration = Windows Settings = Security Settings,
and click on System Services. From the right task pane, right click on Messenger and
click Security. Check mark Define this policy setting in the template and select
Disabled from the choices below. Click OK to save your changes.

2. Stopping the Messenger service will help to stop unwanted traffic, such as SPAM.
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Template Security Policy Setting

M ezzenger

P

 Automnatic
" Manual
' Dizabled

Edit Security... |

v Define thiz policy seting in the template

Select zervice startup mode:

o]

21|

Cancel

&% Group Policy

| ation vew || &= » BA@E| X B 2

Tree I

@ Stork's - Company Wide Settings [
L—‘_I@ Carmputer Configuration

-1 Software Settings

-2 Windows Settings

L] Seripks (StartupiShukdo

Account Palicies
Local Policies
Event Log

-8 Rrestricted Groups
{Z8 system Servicas
{3 Reqgiskry

{8 File System
I

Service Mame  / | Startup | PErmissian |
%Event Log Mot defined Mot defined
Fax Service Mot defined Mok defined
%File Replication Service Mot defined Mot defined
%Indexing Service Mot defined Mot defined
%Intemet Connection Sharing Mot defined Mot defined
%Intarsite IMessaging Mot defined Mot defined
%IPSEC Policy Agent Mok defined Mok defined
%Kerberos Key Distribution .., Mot defined Mot defined
%License Logging Service Mat defined Mot defined
%Logical Disk Manager Mot defined Mot defined
Mot defined Mok defined

%Logical Disk Manager Admini...
e Xessenger
%Net Logon

Disabled

Configured
Mot defined
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Changing the default NTFS Permissions

A default installation of Windows 2000 (Pro or Server) grants the Everyone group full
control NTFS permissions starting from the root of the c: drive. To increase security on all
of the computers on the storksbaseball.com domain, the Storks have decided to modify the
default NTFS permissions by using a group policy.

1. From within the Stork's

Company Wide Settings policy, expand Computer

Configuration = Windows Settings > Security Settings and sclect File System.
Right click on File System and click Add File. Select Local Disk (C:) and click OK.

J Action  Wiew |J G = | | X ‘ @

Tree |

= @ Camputer Configuration

(21 Software Settings

1 (2 Windows Settings

2] scripts (Startup/Shutdown)
. & [ security settings

Account Policies
Local Policies
[#l-2¢] Event Log

~{_8 Restricted Groups
{18 System Services
-8 Registry
{8 File System
(22 Public Key Policies
: -8, 1P Security Policies on Ac
= (2] Administrative Templates
[=-((3 Windows Components
(=-(10 System
23 Logon
(1] Disk Quotas
(1] D5 Clint

Object Mame
B Skark's - Company Wide Settings [DC-1.storksbaseball.com] Policy

Add a file or folder

Add this file or falder to the templats:

2%

| Local Disk {C:)

EQ My Computer
-4 3% Floppy (A
= R )
&) Compat Disc (D1)

(1] Group Policy
=

Az L

|

2. From the Access Control List

(ACL), remove the Everyone group and add the

Administrators, Authenticated Users and System groups. Grant Full Control to
Administrators and System and leave the default permissions (Read and Execute, List
Folder Contents, and Read) for the Authenticated Users. Click OK to save your changes.

Database Security for %SystemDrivetay 2] Database Security for %SystemDrive%a', |
Security I Security I
Add.. Hame | am |
5 ﬁEAdminislrators [STORKSBASEBALL\Adm...
€77 cuihenticated Users _ Bemoee | Pl Authenticated Users _ Bemove |
€57 5vSTEM €5 5YSTEM
Permissions: Allow Deny Permissions: Allow Deny
Full Cantrol a Full Control O O
Madify u] Moadiy O O
Read and Execute a Fiead and Execute O
List Folder Contents a List Folder Contents O
Read a Read O
Wite a Wwhiite O O
Advanced | Advanced... |
v Allows inheritable permissions from parent to propagate to this I~ Allow inheritable permissions from parent to propagate to this
object object
m Cancel | Bpply Ok q Cancel | Al |
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3. Choose the following settings and click OK.

ZESpstemDinveih

!ig.

inheritable permizsions

& Configure this file or folder then
% Propagate inheritable permissions to all subfolders and files

" Replace existing permissions on all subfolders and files with

" Do nat allow permissions on thiz file or folder b be replaced

2]

oK ’}J Cancel
b

Restrict access to My Network Places

To prevent users from browsing your network you have to restrict access to My Network
Places. If you allow users to access My Network Places, then the users might be able to
explore and access some of the systems on your network that are accidentally not secured.
To prevent this problem, the Storks have decided to restrict access to the My Network

Places icon for all users within the domain.

1. In the Stork's - Company Wide Settings policy, expand User Configuration >
Administrative Templates and click Desktop. From the right task pane, right click on
the Hide My Network Places icon on your desktop and click Properties. Select
Enabled and click OK. Reboot DC-1 to ensure that all of the policies are applied.

deton Yew || 4= = | [ |66 R 1R

1o |

(T Siork's - Compeny Wids Setings [0-1 siorksbesebal, com] Py
= @ Computer Configuration

W ) Saftwars Ssttings

() Wirndowrs Seliings

w1 (2 Adminetrative Tomgloles
=t oY L Confapastun

1 Bart Merw B Tasbbar
23 Dokt
3 dctrve Desbang
0 Active Daractaey
=20 Contral fared
#1121 Wetwork
¥ ) System

ey

Py [ s
Caacehm Debaog

aative Daectery

154 e 8 icons on Desktop Mot cond
5 Rarrcren My Documants won From dbdton st erl
B vnen e et o frorm Staet Mo rt core]
30 ke My Neterk laces kon on deshtog. Enig

M I armiet Purdens rres v ez,
i -t ot wmek Pl s b on deskton Pr

Pukcy | Exptan |
7 Hide My Histroek Places o on deskiop

21| ot cors]

™ ot Gorfigunnd
i Enabied
£ Dinabled
it Py et Policy

[ |
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Verifying the Group Policy settings

Before you check to see if your new policies are applied, you will need to restart Pro-1 and
SA-1. In the following section, you will be working on Pro-1. To make sure the Group
Policy has been applied to SA-1, repeat the same steps on SA-1 to verify the new settings.

Note: Computer policy (Computer Configuration) settings are applied when a computer
boots and the User policy (User Configuration) settings are applied when a user logs on.

1. Go to Pro-1 and press Ctrl+Alt+Del. Note that the User name is blank - this verifies
that the Do not display last user name in logon screen option in group policy has been
applied to the storksbaseball.com domain. Now log on to the storksbaseball.com
domain as the administrator, storks02, from Pro-1.

Log On to Windows
Microsoft

Copytight © 1985-1993
Micrazaft Corporation

- ”Wﬁndows

Built on NT Technulugy

User name: |

Password: I

Log on to: ISTORKSBF\SEBALL% |

ok | cancel | shudowr.. | [[Bpfens €27

Page 60 of 100 © Train Signal, Inc., 2002-2004



KTI‘&IHSIGNAL,....:.

2. Once you have logged on, you will notice that My Network Places has disappeared from
the desktop. However, the UNC path can still be used to access resources on the

network (i.e. \\sa-1\public).

iHstare ||| 2 @& = ||

3. To verify that the local administrator and guest account have been renamed, open
Computer Management by right clicking on My Computer and clicking Manage.
From the System Tools, expand Local Users and Groups and click Users. Note that
the administrator account has been renamed to storks02 and the guest account to
visitor.

E Computer Management = |EI|5|

|J&ctiu:un Wi |J¢'-l|||@ ‘
Tree I Marme I Full M. .. I Diescripkion

Q Computer Management (Local) = | | Estorksnz Builk-in account For adriniskering the cor
Eﬁa System Tools l%\-’isitor Builk-in account: For guest access to the

[#-{g]] Event Vigwer

#- S System Information

i ﬁ Perfarmance Logs and Alerks
l g Shared Folders

E—-, Device Manager

-#&7 Local Users and Groups

/A Users
N D Groups LI 4 I I LI
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4. To verify that the Messenger setvice has been disabled, go to Start = Settings =
Control Panel and double click on Administrative Tools. Double click on Services

and look at the Messenger service. Note that the Messenger service has been stopped
and disabled.

“ Seryices

J Ackion  Yiew “ - = |

ElEEEN I

=10/ ]

Tree I Mare ¢ | Description | Skatus | Startup Type | Lag on As | ﬂ
Services (Local) %Internet Connectio,,,  Providesn.,.. Manual Lacalzystern
%IF'SEC Palicy Agent Manages I...  Started Autamatic Local3wstem
%Lugical Disk Manager  Logical Disk... Started Automatic LocalSystem
%Lngical Disk Manage... Administrat, . Manual Local3wstem
1gEr Sends and ... Disabled
%Net Logon Supports p.,.  Skarted Aukornatic

5. Finally, go to your desktop and double click on My Computer. Right click on the C:
drive, click Properties and click on the Security tab. You will notice that the NTFS
permissions are set according to the Stork’s - Company Wide Settings group policy.

Local Disk {C:) Properties ﬂll

Generall Tools I Hardwarel Sharing  Security | Quota I

Mame | Add.. |

Remave |

€77 SYSTEM

Permissions: Allow Deny
Full Cantral a O
Maodify O |
Fiead & Execute O
Lizst Folder Contents O
Read O
Write O O

Advanced... |

Local Disk {C:) Properties ﬂll
General I Toals I Hardware | Sharing ~ Security | Quota I

Name | Add..

[ 45 dministratars (PRO-1\Administratars) o

!ﬁ Authenticated US§ —Iemove

€7 SvSTEM

Permiszions: Allow Deny
Full Cantral O
Modity a
Fiead & Execute O
List Folder Contents O
Read O
write O
(u] % I Cancel Apply

QK ] Cancel Lpply

b
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Assigning a Logon Script within Group Policy

In the following exercise, you will need to create a logon script for the Vendors OU. This
logon script will map network drives and delete temporary files (.tmp) for the vendors that
log on to the Storks’ domain. In order to assign a logon script to the Vendors OU, you have
to create a GPO on the Vendors OU. Automating these procedures makes the process
more secure and efficient.

1. Log on to DC-1 as storks02 and launch Active Directory Users and Computers.
Expand storksbaseball.com, right click on the Vendors OU, click Properties and click
on the Group Policy tab. Click New, type in Logon Script - Vendors as the policy
name and click Edit to edit the policy.

2. Expand User

Yendors Properties

Genara\l Managed By Group Palicy |

& Current Group Policy Object Links for Vendaors

2l

| Mo Override ‘ Digabled |

Group Policy Object Links

Group Policy Objects higher in the list have the highest priority.
This list obtained from: DC-1_stork shaseball cam

Mew | agd. | Edi

Dptions... | Delete... | Properties |

Dawn |

[~ Block Palicy inheritance

Close I Cance] I

Apply I

Configuration => Windows

Settings and select Scripts

(Logon/Logoff). From the right task pane, double click on Logon and click on Show

Files.
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| gton pow || = = E@ | FE F

Tres | Name - |

I oo Sart - vandors [ 2torke alm
= @) comenter Sorigaation Zhiogelt
5 () Schware Settings Sergis |

o User Configration [OC1 stok shasebul coen]

% (1) Software Settings

20

- Windoers Seklings e
) Ademnistrative Templates i—] Legon Sicipls fof Logon Scepl - Vandoe:

= ) Windoee Settegs
- Internet Exphonsr Mt
=) Sorts tuomendiopetfy
¥ 5 Sevurity Settins
b Rummote dnstalation Ser
& () Felder Redretion
# (2 Admintstration Temglatns

e busion below.

SE Files... I
"

Home Parametery

To wiswn the strick fles stored in this Group Pobey Object. press

Ik L

QK.

Cancel
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3. Create a new text file inside the Logon folder (the folder that opened when you clicked
Show Files) and name it VendorScript.

Note: The location of script file is: \\storksbaseball.com\SysVol\storksbaseball.com\
Policies\ {948954F0-27E9-4607-8E3F-4DC6AEC5BFFF} \ User\Scripts \Logon,
however the bold portion of the path will be different on your system. You can navigate
to this location through your file system.

& " storksbaseball.com"Sys¥olstorksbaseball.com’,Policies', {948954F0-2 FE9-

J File Edit Wiew Favorites Tools  Help

J #=Fack - = - | @ search [ Folders & #History ||E Iz = = | [E-

Address I[:I miSysiolistorksbaseball. com'Policies), {945954F 0-27E 9-4607-53E 3F-4DC6AEC SEFFF i User) ScriptsiLogon j

Logon

Select anitemn bo view its
description.

See also: %

[y Docurments
DiC-1

4. Open the VendorScript file and type in the following. Note that the following logon
script is only for the Vendors group. You should create different logon scripts for each
group that requires unique network drive mappings. Also, if you prefer, this file is
available on the CD that came with this course. You should copy this file to the above
location and make modifications directly to it.

[P ¥endorscript.txt - Notepad

File Edit Format View Help
rem storksbaseball.com Domain - “Wendors Login Script

rem The following command is used for cleaning up temporary Tiles off of the Tocal hard driwve

if exist c:\%usetlprof'i'lew\mca'l SettingshTemps*. tmp del cihsuserprofilexhlocal SettingshTemph*. tmp

rem Drive Mapping Cormmands

if not exist P:%y net use P: “WhWSA-1hwpublic Jpersistent: g
if not exist S:% net use S: “MSA-14%5ales| Spersistent: o
exit
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5. When you are finished modifying the file, you must save the file as a batch file (program)
by clicking File = Save As and then entering in VendotScript.bat as the file name.
Click Save. Close this file and go back to Vendors Group Policy console.

&ivendorscript - Notepad ] I
Filz Edt Format Help
@acho off

acho ---
echo —— Save in: |3 Logon N = - E sk E
echo.

echo we’
echo.

2] vendorScripk [ storksbaseball.comisysValistorksbaseball.comiPolicies {298954F0-27E-4607-BE 3F -4DCAELSEFFF) |UsereriptsiLogont

f

1 LOGON
echo Ext

echo Cle

i exist settings\Temph\¥.tmp

TMAP

ECHO Maf
it not ¢
if not e

File name:

TEND
ECHO %Lz
echo.

Save as tppe:

it Encoding: |AN5I

6. On the Logon Properties screen, click Add and then click Browse. Select VendorScript

(the batch file not the text file) and click Open. Click OK twice to go back to the Group
Policy console.

ot 5]
| action vew || & o (@@ [FB @ |

Tree Name _© i
I = Logon Properties ilﬁll
52 Logon Seript - endoars [DC-1 storks LODDH
= @ Computer Configuration LUDUff Seripts I
(Z1 Software Settings |
(23 windows Settings z
0 Adinistrative Tempiotes : 2l
-4 User Configuration — T ~
: ook in | =3 Logon | 4= -
-] Software Settings c I J ot B

<

(2 windows Settings !

+ Inkernet Explorer Maink: [
(=] Seripts (Logon/Logoff)

5P Security Settings

A Remate Installation Ser- [

[L] Folder Redirection

-1 Administrative Templates

IZ] vendorcript

To vig
the bu
File name: IVendorScht ﬂ Open
. Files of type: IAII Files j Cancel
— ——
oK | Cancel I Apply | |
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7. Next, go to Active Directory Users and Computers and open the Vendors OU. Right
click on Rudy Redhot and click Properties.

-\%nctive Directory Users and Computers

J @ Console

window  Help

=10l x|

P

|J Action  Yiew |J¢'"||X‘@

piflawr4®

Tree | Vendors 2 objects

@ Active Diractary Users and Computy |Marme
E-@ storkshaseball, com

&3] Administrators

|2 Builtin

[:I Zomputers

[ Domain Controllers
Executives

D ForeignSecurityPrincipals
(&) General Staff

{&] Motebooks

@ Servers

[ Users

‘endors

(] Warkstations

<| _>| gl

€ Carter Crackerjack

Copy...

Add members to a group. ..
Disable Account

Reset Password...

Mave...

Open home page

Send mail

Al Tasks L4

Delets
Rename
Refresh

Help |

Descriptic

|Opens property sheet For the current selection,

8. Click on the Profile tab and select Connect. Change the drive letter to H, type in \ \sa-
1\users\%username% in the To: section and click OK. This setting will map an H:
drive (personal home drive) for Rudy when he logs on to the storksbaseball.com
domain. Rudy can use this drive to store his personal data. For security reasons, only
Rudy and the Administrators will be able to access this drive.
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Rudy Redhot Properties

ember Of I
Remate control

Dialin

Gereral I Address I Account

2]

I Enviranment I Sessions
Teminal Services Profile

Profile | Telephones I Organization

— User profile
Frofile path: I
Lagon script: I
—Home folder
" Local path: I
i+ Connect; j To: I\'\sa-‘l \users\%usema)mp

ok Cancel Apply
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9. From Pro-1, log on to the storksbaseball.com domain as rredhot. Double click on My
Computer from the desktop. Along with your normal drives, you should now see that
three network drives are mapped for Rudy. When you are finished exploring, logoff
Rudy from Pro-1 and go to DC-1.

=] My Computer

J File Edit View Favaorites Tools  Help
J #=Eack v = - | @ Search  [Folders £ #History | e M | [Ed~
J Address I@, Iy Computer

314 Floppy  Local Disk {C:) Compact Disc T -1 EESW Control Panel
(a:) (D)

:

My Cc;mputer

3 items selected.

rredhot on 'sa-1iusers' (H:)
public on 'sa-1' (P}
sales on 'sa-1' {5i)

Securing Internet Explorer on the Storks’ network

All of the users on the Storks’ network use Internet Explorer as their web browser. Because
of the recent security breaches, you and Joe have decided to lock down Internet Explorer so
that it is more secure. However, instead of visiting each desktop to accomplish this, you will
make these configurations with a GPO. To set the Internet Explorer security settings for
the Storks’ network, you will need to create a new GPO at the domain level in Active
Directory. This GPO will be configured to secure Internet Explorer settings on all of the
systems on the Storks’ network.

1. Log on to DC-1 as storks02 and launch Active Directory Users and Computers.
Right click on storksbaseball.com and click Properties. Click the Group Policy tab,
and then click New. Type IE Security Settings as the policy name and then click Edit.

storkshaseball.com Properties x|

Genera\l Managed By Group Policy I

Q Current Group Palicy Object Links for storksbazeball

Group Policy Object Links | Mo Overnde | Disabled |
ﬁi Default Domain Policy
@ Stork's - Comparny "Wide Settings

EIE Security Settings

Group Policy Objects higher in the list have the highest priority.
This list ohtained from: DC-1 storkshaseball cam

New | ndd. | Edit up |

Options.. | Delete... I Prupert\esl Down |

[ Block Palicy inheritance

Close I Cancel | Apply I
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The Storks have decided to use their Intranet website as the home page for all of the
users on the network. The Intranet website will provide security alerts, awareness and

other information related to the Storks” organization.

To configure this, expand User Configuration = Windows Settings = Internet
Explorer Maintenance and then click on URLs. From the right task pane, right click

on Important URLs and click Properties.

Hie® e

Tree I Mame

| Descripkion |

fFavorites and Links
nportant URLs Sed

Channels

IE Security Settings [DC-1.storksbaseball.com] Policy
Computer Configuration

-[[1 Software Settings

-2 Windows Settings

-2 Administrative Templates

@ User Configuration

D Software Settings

EID Windows Settings

E% Internet Explorer Maintenance

% Browser User Inkerface

& Connection

Security

Programs

Scripts {Logon/Logoff)

P Security Settings

-#;5 Remote Installation Services
[Z1] Falder Redirection

[#-[_1 Administrative Templates

Settings for Favarites and links

Settings for k

105 For

Properties

elp

Place a check mark next to Customize Home page URL, type in:

http:/ /intranet .storksbaseball.com in the text box as the Home page and click OK.
This will set the Storks’ Intranet website as the default home page for all users. Keep in
mind that we have not configured a website on the Storks’ network, so this page will not

come up.

e
Importankt URLs

Impartant LIRLs |

t when the user clicks the Home buttan,

@Customize Home page URL

when K

Home page URL:

¥ou can specify a cuskom home page, search bar URL, and online support page. The home page is opened

hitp: / fintranet. starksbaseball. com

search bar must be written in HTML but has special requirements.

Search bar LRL: ™ Customize Search bar URL

The search bar is opened within the browser in a separate frame when the user clicks the Search button, The

will be displayed in the browser.

Cnline support page LRL: [ customize Online support page LRL

When the user clicks Help in the browser menu bar, and then clicks Online Support, the URL you specify below

2]

Cancel |

Apply |

Help |
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4. Next, you will disable the users ability to change their home page settings within Internet
Explorer.

Expand User Configuration = Administrative Templates = Windows
Components and then click on Internet Explorer. From the right task pane, right
click on Disable changing home page settings and click Properties. Select Enabled
and then click OK.

¥ Group Policy

@

J Action  Wisw |J -

Tree | Polic | setting
E IE Security Settings [DC-1,starksbaseball, com] Palicy (internet: Control Pane!
EI@ Computer Configuration [CIcffline Pages
(L] Software Settings (Irowser menus
(L] Windows Settings [[AToobars
| (L Administrative Templates [(OPersistence Behaviar
=t ﬁ IJser Configuration [ Administrator Approved Controls
(] Software Settings {58 search: Disable Search Customizatian Mt configured
(] windows Settings @ Search: Disable Find Files via F3 within the browser Mat: canfigured
ED Administrative Templates ﬁ Disable external branding of Internet Explarer Mat: canfigured
=+ Windows Components @ Disable importing and exparting of Favorites Mot configured
(] NetMesting ﬁ Disable changing Advanced page settings Mat: canfigured

‘g {;te;net EExpllorer Disable changing home page settings Enabled
indows Explorer

(] Mitrosoft Management Console @Use Aukomatic Detection For dial-up connections Mot configured
e ﬁ‘ Disable caching of Auto-Proxy scripts Mot configured

[ Task Scheduler &0 t dowrlod i orod

D Windows Tnstaler - Display error message on proxy scripk download Failure Mok configure

5. Joe, the Storks’ administrator, is also concerned with users seeing and changing the
settings for security zones, such as scripting, download and user authentication. You will
need to hide the Security page on Internet Options to prevent users from seeing and
changing these settings.

Expand User Configuration => Administrative Templates =2> Windows
Components = Internet Explorer and then click on Internet Control Panel. From

the right task pane, right click on Disable the Security page and click Properties.
Select Enabled and then click OK.

g#¥ Group Policy

J Action  Wiew |J¢' -D|||@

Tree I Polic | Setting |
IE Security Settings [DC-1,skorkshasehall,com] Policy - @ Disable the General page Mot configured

Computer Configuration @ Disable the Security page Enabled
+]. (7] Software Settings @ Disable the Content page Mok configured
(2 windows Settings @ Disable the Connections page Mot configured
(2 Administrative Templates @ Disable the Programs page Mot configured
User Canfiguration {4 Disable the Advanced page Mot configured
[Z Software Settings
(2] Windows Settings
=[] Administrative Templates

ED ‘Windows Components
D MetMeeting
(2 Internet Explorer
423 Internet Control Panel
: (2 offline Pages
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6. To test these settings, from Pro-1, log on to the storksbaseball.com domain as rredhot.
Right click on Internet Explorer and click Properties. Notice, that the home page is
set to http://intranet.storksbaseball.com and the address is grayed out (users cannot
change the home page). Also, the Security tab is hidden so the users cannot see or
change any of these security settings.

Internet Properties

General IContant | Connections | Programs I Advanced

~Home page
I% “ou can ch, y & T0 USE Tor v
Addresk, http:jfintranet.storksbaseball com

UseCurrentl L5z Defauls | L5z Blank |

r— Temporary Inkernet files
—, Pages you view on the Internet are stored in a special folder

@ Y For quick viewing later.
Delete Files... I Settings. ..

—Histary

The History folder contains links to pages you've visited, For
quick access ta recently viswed pages,

Days ta keep pages in history: I 20 3: Clear History |

Colars... | Fonts. .. | Languages... | Accassibi\ity‘..l

ok hl Cancel | Apply |
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7. Now, from Pro-1, log on to the storksbaseball.com domain as storks02 and go to the
Internet Properties. You will notice that you cannot change the home page or see the
security tab even though you are logged on as administrator. To prevent this group
policy from applying to the domain admins group, you have to filter out the domain
admins group with permissions so that the Group Policy Object settings do not apply to
them. Logoff Pro-1.

When a group policy is first configured it applies to everybody in the domain (via the
authenticated users group). One way of preventing the policy from applying to certain
groups is to assign deny for the apply group policy permission. This setting prevents
the policy from applying to the particular user or group that is denied the permission.

Log on to DC-1 as storks02, and launch Active Directory Users and Computers.
Right click on storksbaseball.com and click Properties. Click the Group Policy tab,
select IE Security Settings and click Properties. Click on the Security tab, select
Domain Admins and check Deny to Apply Group Policy. Click OK, click Yes when
you receive the caution message and then click OK to go back to the group policy.

IE Security Settings Properties el

Generall Lirks — Security |

Mame | fdd..
ﬁ Authenticated Ulsers
€7 CREATOR OWNER ﬂl
. Diamain Adminz [S BALL\Domain Ad...
ﬂE Enterprize Adming [STORKSBASEBALLAE nterpriz..
€7 SYSTEM
Fermizsions: Al Deny
Full Control O O
Read O
Wit O
Create All Child Objects O
Delete All Child Dbjects O
Apply Group Palicy | '

Additional permiszions are present but not
wl viewable here. Press Advanced to zee them.

’W Cancel Apply
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8. Once again, log on to the storksbaseball.com domain as storks02 from Pro-1 and go to
the Internet Properties. Notice that after filtering out the domain admins group from
the IE Security Settings policy, storks02 (domain admin) is now able to change the
Address of the home page and the Security settings. Basically, the IE Security Settings
group policy no longer applies to the domain admins group.
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Internet Properties

General Conkent I Connections I Programs I Advanced I

2]

—Horme page

Address: htkp: vy microsoft, com/isapifredir, dii?prd=

Lse Current | Use Default Use Blank |

% You can change which page b & page.

>

r~ Temporary Internet files

< Pages you view on the Internet are stored in a special Folder
@& Y for quick viewing later,

Delete Files. .. Settings...

—Hiskary

The History Folder contains links to pages you've visited, for
quick access ko recently viewed pages.

Days to keep pages in history: I 0 3: Clear History

Calars.,.. | Fonts. .. | Languages...l Accessibility.. .

m Cancel | Apply |
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Folder Redirection

In Windows 2000 the administrator has the ability to redirect folders so that they appear to
the users as a local folder, while they are actually redirected to a more secure location on a
network server. The Storks’” administrator, Joe, has decided to redirect all of the users’ My
Documents folders to their home drive (mapped as “H” earlier in this lab). This will store
their documents on the network server (home drive), whenever they save information to
their My Documents folder. It is always a good idea to save data on a server because it is
backed up more regularly and is more reliable than a normal desktop PC.

1. Go to DC-1 and launch Active Directory Users and Computers. Right click on your
domain (storksbaseball.com) and click Properties. Click the Group Policy tab, select
Default Domain Policy and click Edit. Expand User Configuration = Windows
Settings = Folder Redirection and then click on My Documents. Right click on My
Documents and click Properties. From the drop down menu, select Basic - Redirect
everyone's folder to the same location and type in \\sa-1\users\%username%o
under Target folder location.

Note: The path for Target folder location is the same as the Storks’ users home drive.
All users should have home drives setup similar to Rudy Redhot shown earlier in this
lab. The variable %username%o will automatically create a folder (or create a path) to the
currently logged on user.

My Documents Properties e |

Target | Settings |

E’ Yiou can specify the location of the My Documents falder.

A

Setting: > - Redire

Thiz falder will be redirected to the specified location. An example target
path iz Yhaervershare\Zuzemames.

— Target folder lozation

__,_——i——____‘__
|\ ea Thuserst Eusemame

Browse |

Ok, [: I Cancel Apply
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2. Joe also wants to prevent users from storing pictures on the network. To accomplish
this, you will have to set an option to leave the My Pictures folder on the local computer.
If you do not set this option, pictures that users save in the My Pictures folder will be

saved on the network, which can take up a lot of disk space.

Click on the Settings tab and select Do not specify administrative policy for My
Pictures. Click Apply and then click OK.

My Documents Properties ﬂi‘

Target Settings I
G Select the iedirection zettings for My Documents.

[V Grant the user exclusive rights to My Documents.

[v Move the contents of My Documents to the new location

r— Palicy Removal

' Leave the folder in the new location when policy is removed.

" Redirect the folder back to the local userprofile location when
palicy is removed.

i~ bty Pictures Preferencs

" Make My Pictures a subfolder of My Documents.

<L i' Do not specify administrative policy for My Pictures

ag |:I Cancel | Apply

3. Log on to the storksbaseball.com domain as rredhot from Pro-1. Right click on the My
Documents folder and click Properties. Note that the target folder location is pointing
to Rudy's home drive. Click OK to go back to the desktop.
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My Documents Properties

Target | Generall Securityl

@ The by Documents folder iz a shortcut to the target
falder location shown below.

Target folder location

Target: ‘ e

Ok [: I Cancel Apply
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4. Next, double click on the My Documents folder. Right click on My Pictures and then
click Properties. Notice that the Target: is set to C:\Documents
Settings\rredhot\My Documents\My Pictures. Pictures will be saved locally. Click OK

BV — F:'_—“-“
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to go back to the My Documents folder.

5. Create a text file called Test inside the My Documents folder and close the folder.
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My Pictures Properties

General Shartcut | Securit_l,ll

My Pictures
2]

T arget type: File Folder

Target location: My Documents

Target: tingzhrredhotiytdy D ocum

¥ Fiur itseparate memony space. | Fiun as ditferent user

Start in: I

Shaortcut key: INone

Run: I Marmal windaw j

Comment: IM_I,I Pictures

Find T arget... | Changelcon...l

ﬁK I Cancel | Apply |
by

& My Documents

J File Edit View Favorites Tools Help

J 4=EBack ~ = - (1] | @Search L Falders @Hlstury |[£ EB

J Address I@ My Docurments

ﬂ .

My Pictures %

My Dﬁcuments

This folder is Online.

Test
Text Document

Modified: 2/26/2004 S:44 PM

attribukes: {normal)
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6. Next, open My Computer and double click the H: drive (tredhot on 'sa-1\users"). The
text file (Test) that you created inside the My Documents folder is also on your home
drive. Basically, the My Documents folder and the H: drive (home drive) are the exact
same thing.

= rredhot on "sa-1husers' (H:)

File Edit View Favorites Tools  Help

|
J R Back ~ = - | QSBarch L Falders @Histury |%‘ q;
J

Address I% rredhot on ‘sa-1lusers' (H:)

o= JS

rredh;:ht on "sa-1
users' (H:)
“q...‘__‘_‘_'_'_—,...r'"

This falder is Online.

Select an ikem ko wiew its
description,
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Authentication Protocols

Authentication protocols are used during the network authentication process between two
computers. They basically ensure that users and servers are who they claim to be. The
following table describes four authentication protocols used in Microsoft operating systems.

Types of Authentication Protocols

LM

Default for Windows 95 and 98. Weakest of the Authentication
Protocols in this list. The password protection method can easily be
cracked.

NTLM

Default for NT 4.0. Authentication is slower than Kerberos. Performs
only one-way authentication. Not compatible with non-Microsoft
networks.

NTLMv2

Can configure Windows 95, 98, and NT 4.0 to use NTLMv2. Unique
session key per connection. Not as secured as Kerberos, but more
secured than LM & NTLM. Used in Windows 2000.

Kerberos

Used in Windows 2000 and later. Also used for Unix authentication.
Mote secure than NTLM. Uses Mutual Authentication so both users
and server are authenticated.

The Storks have decided to use the NTLM v2 authentication protocol on their network in

addition to Kerberos.

Kerberos will work between the Windows 2000 computers but

NTLM is required to support legacy clients running Windows 98 and NT 4.0. These
systems will have to be updated to support NTLM v2

1. To define the NTLMv2 Authentication level, launch Active Directory Users and
Computers on DC-1. Expand storksbaseball.com, right click on the Domain
Controllers OU and click Properties. Click the Group Policy tab, select Default
Domain Controllers Policy and click Edit. Expand Computer Configuration =
Windows Settings => Security Settings = Local Policies and click on Secutity
Options. From the right task pane, right click on LAN Manager Authentication level
and click Security. Place a check mark next to Define this policy setting, select Send
NTLMvV2 response only\refuse LM & NTLM and click OK.
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Security Policy Setting 2=l

E4 ] LA&N Manager Authentication Level

=

¥ Define this policy setting:
Send NTLM+2 responze onlyuefuse

QK [: I Cancel |
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LANguard Network Security Scanner

The Storks have decided to use the LANguard Network Scanner tool to scan their network
for security holes. By analyzing the operating system and the applications running on the
Storks’ network, it will identify possible security holes if they exist. At the time of writing,
you can download an evaluation copy of GFI LANguard for non-commercial use from their
website at http://www.gfi.com. Look for the product by name once you reach their
website.

1. Install LANguard on DC-1. After LANguard is installed, launch it, type in 192.168.1.0-
192.168.1.205 and hit Enter to scan the computers within this IP range. You will notice
that 3 computers are found (DC-1, SA-1 and Pro-1) within the IP range you provided.

) GFI LANguard Network Security Scanner ¥({3.3) -0l x|
File Edit Yiew Scan Pakches Tools LAMguard Tray Help
= - i
08D A= & - = || @ gage f[1921631.0192.168.1.205 —_=Pe |
EE= 11 METBIOS discouvery ... % A
o [ Time to live [TTL) - 128 (128) - Same network segment Reply from 192_168.1.288 { DC-17)
- fifly, TCP Ports [3) Done sending, waiting for responses ...
- UDP Parts (3 SHHP d%scouery .
{55, 192.168.1.200 [DC-1 ] (Windows 2000 Service Pack 7) dfffsssmms  [COMmunity string : public
- [ NETBIOS names [11] Done sending, waiting for responses ...
ﬁ Usgemame : STORKOZ ICHP sweep ... (PING?)
. H MAC - 00-C0-4F-7C.04-34 (DELL COMPUTER CORFORaTION)  |FONG from 192.168.1.1
Z Ti 5 - Time to live (TTL} = 128 {128)
- ime to live [TTL) - 128 [128] - Same network segment
o [ LAN Manager : Windows 2000 LAN Manager = EELD nEt!mrk EEUment .
Domain - STORKSEASEBALL - ICHP code in response = @ => Windows box
- Domain: - Timestamp Reply (192.168.1.1) b
[ Computer usage : PDC [Primary Domain Controller] - ICHP UMREACH for closed port (192.168.1.1)
-0 Shares (5] PONG from 192_168.1.288
EJ--% Giroups (13) - Time to live (TTL} = 128 (128)
-3 Uszers [11] + Same network segment
-4y Services (39) - ICHP code in response = @ => Windows box
F-(d) Sessions (4] - Timestamp Reply (192.168.1.288)
- E& Network devices [4) — ICHP UNREACH for closed port (192.168.1.288)
[ -= Local dives (3] Done sending, waiting for responses ...
[]..@ Fremnate TOD [time of day) PIJNI; from 1?2.168.1.281
(-8 Password policy - Time to live (TTL) = 128 (128)
[]..@ Fiegistiy + Zame network segment
. - ICHMP code in response = 8 => Windows box
g% L”:Lﬂlﬁj:j;ﬁh:;g - Timestamp Reply (192.168.1.261)
& %TCPPDIES[S] — ICHMP UMREACH for closed port (192_.168.1.201)
Ready
= o] 2 Computer{s) found.
-/ Alerts (52)
=45 T92168.1.201 [ ] [Windows 2000] affjmmmm— [192.168.1.1]
o [ Timne bo live (TTL) 128 (128] - Same network segment NETBIOS/SHB is not enabled on this computer.
-l TCP Parts (3) Resoluing 192_168.1.1...
[ UDP Parts (3)
UDP scanning thread started ...
TCP scanning started ...
3 open port(s).
2 openportC. -
[Ready | | v
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2. Expand the TCP Ports for 192.168.1.200 (DC-1) and notice that there are 5 TCP Ports
open on this server. These ports were opened by the system and they should be kept
open in order for your Domain Controller to function properly on the network.
However, if you see some other ports (21 (FIP), 23 (Telnet), 25 (SMTP), 80 (HTTP),
110 (POP3), etc) that are open and you are not using the service linked to the port, then
you should consider closing the port.

-, GFI LANguard Metwork Security Scanner v(3.3) - |EI|1|
File Edit Wiew Scan Patches Tools LAMguard Tray Help
QOD0E EAZ &=’ & i|1921ss1u1921ss12u5 =2
=] Q 192.1688.1.1 [ ] (Windows 2000) ~||HETBIOS discovery ... et
<[ Time tolive [TTL: 128 128] - Same network. segment Reply from 192.168.1.288 { DC-1 )
--fily TCP Ports (3) Done sending, waiting for responses ...
[+ @4 UDF Ports 3] SHHP d@scouerg .
-4 192.188.1.200 [DC-1 ] Pwindows 2000 Serdee Pack 2 Community string : public
[ NETBIOS names (1) Done sending, waiting for responses ...
€ Usename : STORKO2 L DI (RIS 2
MAL : [0-C0-4F -7C-C4-34 [DELL COMPUTER CORPORATION] R e S S

- Time to live (TTL) = 128 (128)

+ Same network segment
- ICHP code in response = 8 => Windows box
- Timestamp Reply (192.168.1.1)
- ICHP UHREACH for closed port (192.168.1.1)
¥2) Shares (5] PONG from 192.168.1.200

o [ Time ta live [TTL]: 128 [128) - Same network. seament
o [F LAM Manager : Windows 2000 LAM Manager

- [ Domain: STORKSBASEBALL

o [ Computer uzage : PDC (Primary Domain Cantroller)

gGIUUDS[H] - Time to live (TTL) = 128 (128)
Users (11) + Zame network segment
88 Services (3] - ICHP code in response = B => Windows box

Sessions [4] - Timestamp Reply (192.168.1.288)
d Metwork devices (4] - ICHP UNREACH for closed port (192.168.1.2008)

- Local dives [3) Done sending, waiting for responses ...
351 Remote TOD (time of day) POHG from 192.168.1.201

(8 Passward policy - Time to liwve (TTL) = 128 {128)

@Heg\stw i + Same network segment

v |nsal\edpalches[1] - ICHP code in response = @ => Windows box

- Timestamp Reply (192.168.1.281)
- ICHP UNREACH for closed port (192.168.1.281)
Ready

@ 53[Dnma|n => Domain Mame Server | 3 Computer(s) Found

@ 135[ epmap => DCE endpoaint resolution |

@ 139[ Netbios-ssn =» NETBIOS Session Service |
@ 389[ LDAP =» Light Directon Access Protocal
445 [ Miciosoft-Ds |

S ™ LYY Y,

[192.168.1.1]
NETBIOS/SMB is not enabled on this computer.
Resoluving 192.168.1.1...
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3. Next, expand Alerts for DC-1 and notice that Service Pack 4 (the latest service pack) for
Windows 2000 Advanced Server is not installed on this system along with other security
patches. Also, Internet Explorer is missing the latest service pack and security patches.
It is very important to keep your system updated by using Windows Update to protect
your system from malicious viruses and hackers.

- GF1 LANguard Network Security Scanner ¥(3.3)

File  Edit

View Scan Patches

Tools  LaMguard Tray Help

=1l x|

08D A S| -=| H| @ | Taoet: $2[1921601.0192160.1.205

(|

FEm e e e 0 e B = T W e O e W = T e W = = B = W O = B e e W B = - B

2)
2)
3)
)
2)
3)
=)
2)
2)
)
2)
2)
3)
2)
2)
)
2)
2)
)
)
2)
3)
)
2)
2)
3)

2~ Intemet Explorer 5.01 Service Pack 2

[]----0 Patches which cannot be detected [9)

b8y Aletts [52) |

EIQ Missing Security Patches/Services (30]
Eﬂ Windows 2000 Advanced Server Service Pack 2
B i

The |al for this produc: ot installed!
| Latest SP available : Service Pack 4
&] URL : htip: //download microsolt.cam/download/E /6//E 640429501245
MS02-001 [317401]
M302-006 (314147)
MS02-014 (313829)
MS02-076 [318593)
MS02-017 [311367)
MS02-024 (320206)
MS02-029 [318138)
MS02-042 [326886)
M302-045 (326830)
ME02048 (322172)
MS02-050 [329115)
1502-085 [323255)
MS02-063 (329834)
1S02-089 [210030)
[
[
[
[
[
[
[
[
[
[
[
[

MS02-070 (329170)
MS02-071 (328310)
ME03-007 (810833)
MS03-008 (214078)
M303-0171 (816033)
ME03013 (811493
ME03-039 (824146)
M503-041 (823182)
M503-042 (826232)
ME03-043 (828035)
M303-044 (825119)
M303-045 (524141)
ME03043 (228749) %

lil-3

The latest service pack for this product iz not installed!
MS502-009 [318089)
MS02-047 [323759)
14503-048 [524145)

2|
NETBIOS discovery ...
Reply from 192.168.1.288 { DG-1 )
Done sending, waiting for responses ...
SHHMP discovery ...
Community string : public
Done sending, waiting for responses ...
ICHP suweep ... (PIMGY)
PONG from 192 .168.1.1
- Time to live (TTL) = 128 (128)
+ Same network segment
- ICHP code in response = B8 => Windows box
- Timestamp Reply {192.168.1.1)
- ICHPF UMREACH for closed port (192.168.1.1)
PONG from 192 _168.1.200
- Time to live {TTL) = 128 {128) b
+ Same network segment
—~ ICHMP code in response = @ => Windows box
- Timestamp Reply (192.168.1.200)
— ICHP UHREACH for closed port (192.168.1.288)
Done sending, waiting for responses ...
PONG from 192 .168.1.281
- Time to live (TTL) = 128 (128)
+ Same network segment
- ICHP code in response = B8 => Windows box
- Timestamp Reply (192.168.1.281)
- ICHP UMREACH for closed port (192.168.1.281)
Ready
3 Computer{s) found.

|»

[192.168.1.1]
NETBIOS/SHMB is not enabled on this computer.
Resolving 192.168.1.1...

UDP scanning thread started ...
TCP scanning started ...

3 open port(s).

Gathering banners ...

UDP scanning thread stopped.
Operating System : Windows 2088

Alerts probing ..

|Ready
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LLab 3

Installing and Configuring
Software Update Services (SUS)

You will learn how to:

e Install Software Update Services (SUS)
e Synchronize the SUS Server
e Approve updates on a Software Update Services Server

e Install the Automatic Updates Client
« Configure Automatic Updates Client and install updates
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Scenario

Keeping servers and workstations up to date is essential for better network security. In a
small network, running Windows Update on individual systems is adequate. But, as an
environment starts to grow, performing these tasks can become very time consuming. Joe,
the Storks’ network administrator, is currently required to analyze and update each computer
individually. You recommend to him that he try the free utility Software Update Services
(SUS) from Microsoft. You explain that SUS will download and manage Service Packs and
updates for Windows 2000, Server 2003 and XP. The SUS server will download the updates
and the clients will update themselves once Joe has approved the updates for distribution.

In this lab, you will install and configure Software Update Services on DC-1. DC-1 will
download all of the updates and then distribute them to the Windows Update Clients.

Springfield Storks Baseball Club J

E = Updates send to
network computers
MembeTSewer after approved

Internet

Windows Update server

J Private LAN

SUS Server

.

Client Computers
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Software Update Services

An Internet connection for DC-1 is required before you can start this portion of lab. Before

you install SUS on DC-1, you will need to have the following on your computer:

Windows 2000 Server, SP2 or higher.

N —

2000 installation).
3. Internet Explorer 5.5 or later.
4. SUS must be installed on an NTES v.5 partition.

IIS 5.0 or later (this service should be installed by default along with your Windows

Once your system meets the above prerequisites you can download and install the Software
Update Service package from Microsoft’s Website. This package is a GUI-based tool that
was developed by Microsoft to allow you to setup a Windows Update server on your own

LAN.

1. To download SUS, go to www.microsoft.com and enter sus server in the search

box.

7 Microsoft Corporation - Microsoft Internet Explorer

Fle Edt Wiew Favorites Tools  Help ‘ i

@Back - @ - u @ \_h ‘ /:) Search ‘?:{Favorltes eMed\a @ [’:<- :_\,!, E - _J ﬂ @y '3
Address I@ btk . micrasoft.com/ j
Google~ | x| @ searchwab - | gD | Raoefek @ o Shaoiblocked Elacorl [ R options A

Search Microsoft.comn for:

sus server Go

Microsoft.com Home Subscribe

Manage rour Profile

2. Click on the search result that references SUS. This page should allow you to

download SUS.

2} Download details: Patch Management Using Microsoft Software Update Services - Microsoft Internet Explorer

File Edit  View Favorites Tools  Help

Py b . &, 3 : e
@Eack - &9 - D @ \_;j | f)SEar(h ¢ Favorices (P edia {££) [E_{- iz B - kot ﬂ @y 13
address [&] http:ffenmn microsoft.comydownloads/datsils aspsc?Familtyld=3607ES9B-E780-43E5- ANE4-COFE4500BF 99Gisplaylsng=en

Gocgle - | || searchweb - | g | PissPank @y o Dhoobiocked fE] Auiorll ] | B options

M. ﬁl Sesrch Microsoft.com far:

Download Center

Download Center Home - - . -

Microsoft Solutions for Management: Patch Management Using Microsoft Software
Download Categories Update Services
Games
Directx This solution aceelerator provides guidance for deploying critical updates and security updates to Microsoft Windows %P, Windo
TREraE and windows Server 2003 operating systems using Microsoft® Software Update Services.
windows (Security &

. Patch Managemer|
W'_”duws Media File Name: Patch Management Using Software Update Services 1.0 SP1.msi Using Microsoft
Drivers Downlond Size: 3971 KB Software Update
office and Home ownload Size: Services
#pplications Date Published: 11/10/2003 b
Mabile Devices . Download
Macintosh & Other Version: z3
Platforms
Server Asplcations overview
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3. After you have completed the download, double-click the SUS 1.0 SP1 file (your file
name may be different) on DC-1’s desktop to install this service. The first screen
you will see is the welcome screen. Just click Next to pass this screen and also click
Next to accept the license agreement.

rosoft Software Update Services Setup Wizard x| I'i;% Microsoft Software Update Services Setup Wizard x|

End-User License Agreement
Welcome to the Microsoft Please read the following license agreement carefully.

Software Update Services
Setup Wizard

The wizard will instal Microsoft Software Update Services on
prr e SUPPLEMENTAL END USER LICENSE AGREEMENT FOR
MICROSOFT SOFTWARE (“Supplemental EULA”)

Microsoft Software Update Services SP1 il

MVMPORTANT: READ CARFFULLY - These Microsoft Corporation
I(“Mictosoft”) operating system components, including any “online™ or

electronic documentation (08 Compotents”) are subject to the tetms and
conditions of the agreement under which you have licensed the applicable
Microsoft onerating swstem oroduct described below reach an “End ser ﬂ

{% 1 areept the terms in the License Agreements

To continue, click Next.
" T do not accept the terms in the License Agresment

Cancel < Back. I [Mext = ﬁ | Cancel

= Bachk

4. The next screen will ask you to choose a setup type. For the purposes of this lab,
click Custom.

ii? Microsoft Software Update Services Setup Wizard x|

Choose setup type

Zhoose the kind of setup that best suits wour needs,

Typical

Install Microsoft Software Update Services with default
setkings,

Custony

Customize vour installation of Microsoft Software Update
Services,

Custom Installation

< Back [t = Cancel
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5. On the choose file locations screen, you can select to either save updates to a local
folder or to direct clients to a Microsoft Windows Update server. Make sure that the
Save the updates to the local folder: is selected and click Next to continue.

ii:f' Microsoft Software Update Services Setup Wizard

Choose file locations

Specify where ta store the Microsoft Software Update Services eb site files @

and the update files vou approve.

—pdate Storage

‘¥ou can choose to store updates locally or direct clients to a Microsoft Windows Update
SEFVEr.

Sawve Microsoft Software Update Services Web site files to this local Folder:

CrisLs)

Erowse |

% Save the updates ko this local Folder:

Z:15lShcontent!,

Keep the Updates on a Microsoft Windows Update server, to which T
will direct: clisnts

Erowse |

Cancel

6. This will bring you to the Language Settings screen. There are 3 selections you can
choose from: English only, All available languages and Specific languages. The
default is set on All available languages. This setting requires a lot of available hard
disk space for update storage and takes a considerable amount of time for
downloads. Therefore, just select English only as the supported language. Click
Next to continue.
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i;;? Microsoft Software Update Services Setup Wizard

Language Settings

Choose the languages in which wou would like the updates to be available,

Supported Languages

=l available languages

" Specific languages:

Choose Languages, .. |

Cancel |
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7. Next, is the “Handling new versions of previously approved updates” screen. Select
I will manually approve new versions of approved updates as the update
approval setting. This will avoid any compatibility issues you might face by turning
new version updates loose on your network. Click Next to continue.

ii‘% Microsoft Software Update Services Setup Wizard

Handling new versions of previously approved updates

Choose whether to automatically approve new versions of approved updates or
manually approve them at your convenience,

Update Approval Settings

" automatically approve new versions of previously approved updates

* T will manwally approve new versions of approved updates

< Back

Cancel |

8. 'This will bring you to the Ready to install screen. This screen provides you with the
URL to which Automatic Updates client computers should be configured to point,
which will be http://DC-1 on the Storks’ network. Click Install to begin the

installation.

Page 86 of 100

icrosoft Software Update Services Setup Wizard

Ready to install

To begin the installation, click Install. IF wou want to review or change any of your
installation settings, click Back.

Specifying a download URL

Computers running the Automatic Updates client should be configured to paoint to the

::"II! qdownload updates:

< Back

Cancel
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9. After you have successfully installed Software Update Services, open Internet

Explorer and type in http://DC-1/SUSAdmin (you can also type in
http:/ /localhost/SUSAdmin). This will bring you to the Software Update

Services admin page.

crosoft Software Update Services - Microsoft Internet Explorer O] x|
File Edt ‘iew Favorites Tools  Help |

GaBack + = - @D tat | iQzearch (G Favorites EMeda 4 | B-S |-
Address [&] httpjlocalhost/sUsadming = ee
Links @Customize Liriks @Free Hatrnail @Windows @Windows Media

Microsoft®

 Software Update Serv

Software Update Services Welcome

Use Software Update Services to stay informed about current security issues
and get the updates you need to protect your netwark, Synchronize your
server with Windows Update to download the latest updates, and then
approve the updates For distribution to your clients,

[ welcome
[ synchronize server

[ approve updates
The latest news From Microsoft:

Other Dptions "
" - Welcome to Microsoft Software Update Services
[ View synchronization log
1 Visw annroval lnn =l ; . ,
Using Microsoft Software Update Services you can easlly' j

oration. All right:

|@ hktp: i microsoft, cam/misc finfafcpyright. hkm l_l_ ’_ E‘ Local intranet

10. Before you can distribute any updates to your clients, you will need to synchronize
your SUS server with the Microsoft Windows Updates server.  Click the
Synchronize server button on the left side of the SUS server admin page. On the
right pane of the SUS server admin page, as you see, there are 2 selections:
Synchronize Now and Synchronization Schedule. You can either manually
synchronize or schedule a date and time for synchronization. Since this server has
never been synchronized with the Microsoft Windows Updates server, click
Synchronize now to synchronize it. The server will start downloading updates right
away from the Microsoft Windows Update server. There are a lot of updates to
download so this process may take quite some time.

Microsoft”

Software Update Serv

Wersion 1.0

Software Update Services SYnCh ronize server

Last synchronization: Friday, December 19, 2003 7:21:00 PM

[ welcome
Mext synchronization: {Mone)
[ svnchronize server
‘fou can choose to set a schedule For your server to automatically
synchronize with the Software Update Services servers, or manually
synchronize your server ak any time,

[ Approve updates

Other Options

Synchranize Now D@J Synchronization Schedule
[ Wiew synchranization lag

Tetrns of use,  Accessibility,
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approve new updates. Click OK to continue.

R Microsoft Software Update Services - Microsoft Internet Explorer =] ]

Fie Edt View Favortes Tools Help |

GBack - = - (D 2] | @Qearch GiFavortes {fveda (B | BY- S

Adiress [{&] hitp:/localhast/sUSadming | @eo |unks ™
o ¥ Microsoft’

Software Update Servi

Software Update Services Synchronize server

[ welcome Hext synchronization: {None)

s T H
0 synche X[ty

[ Approv
@ Your sarver successfully synchranized with the Microsaft Windows Update sarvers. Click
Other Op OK b select and approve nev Updates,

R

[ view a
[ set options

ate

Server

[ manitor server Downloading package 178 of 175 (762 KE [ 762 KB) 100% complete

Detaled item description files (Read This First and End User License
Agreement for all items)

Total Progress (100% complete)

See also
[ Abaut Software Update Services
[ Microsoft Windows Update

[ Microsoft Security

[&] Done [ [ [EE ocalintranet 7

12. When using SUS, updates need to be approved before you can distribute them to
your clients. This gives the administrator control of exactly what to distribute on the
network. To approve updates for distribution, just click Approve updates in the
left pane of the SUS server admin page. In the right pane of the SUS server admin
page, there are many updates waiting to be approved for distribution.

Microsoft”

Software Update Services

Software Update Services Appr‘ove u pdates

Choose the updates that you would like to distribute to vour clients, and then click Approve.

[ Synchronize server

[ Approve updates

[ view synchranization lag

[ View appraval log

[ about Software Update Services
[ Micrasoft twindows Update

[ Micrasoft Security

] :h‘c_rlosoft Support Knowledge LI

Available Updates

C C
(KBB32880), 12/16/2003

Dovnload size: 523 KB
This critical update carrects the issue: “Installation of intranet component and browsing ko
htkp:ficompanyweb Fail in Windows Small Business Server 2003," Installations and upgrades
performed after Movember 24, 2003 may be affected by this issue. After vou install this
iterm, wou may have ta restart vour computer, Detais., ..
Applies ko Windows Server 2003 Family

Download size: 1.4 MB

Detais. ..
applies to: windows 2000 SPZ, wWindows 2000 SP3

al Update for Windows Small Business Server 2003 {Not Approved)

[~ security Update for Windows 2000 (KBB10217), 12/10/2003 {Not Approved})

A security issue has been identified in FrontPage Server Extensions. This vulnerability could
allow an attacker to run code of their choice on your system, You can help protect your
computer by instaling this update From Microsoft, After vou install this item, you may have
to restart your computer. Once you have installed this ikem, it cannot be removed.

=

-

aration., All rights

Approve |
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13. Check all of the updates that apply to the Windows 2000 family and click Approve

for distribution. Also,

click Yes to approve this new list of updates to become

available to your Automatic updates clients.

4 y Microsoft’

Software Update Services

[ welcome
[ synchronize server

[ Approve updates

Other Options
[ wiew synchronization log
[ view approval log

[ Set options

[ Monitor server

See Also
[ About Software Update Servi
[ Microsoft windows Update
[ Microsoft Security

[ Microsoft Support Knowedge

Software Update Services

Approve updates

Choose the updates that you would like to distributs o your clisnts, and then cick Approve.

Available Updates

ecurity Update, March 7, 2002, 12/4/2003

lletin MS02-014, Download now ko help prevent a malicious user from running
authorized programs on your computer, Details...
bplies to: Windows 2000 RTM, Windows 2000 SP1, Windows 2000 SP2

0BB23172: Security Update, 11/13/2003 (Approved)
bunload size: 333 KB
is update resalves the "Flaw in Digital Certificate Enrollment Component Alows Certificate
Dfletion” securlty vulnerabiity in Windows 2000, Download now o help stop a Web siks or
ML e-mail from deleting digital certificates on your computer and preventing you from
sing the ssrvices they are associated with, Details...
fioplies to: windows 2000 5P1, Windows 2000 5P2, Windows 2000 5P3

ices

Approve |

¥BScript: Software Update Services ll

‘fou are about ko approve a new list of updates ko become available to your client computers, This
list will replace all previously approved updates, Do you want ko continue?

es {[u] |

14. On the Software Update Services admin page, you can also view a Synchronization
Log. This log provides you with information about synchronization that has
occurred between DC-1 and the Windows Update servers.  Click View

synchronization log to

Microsoft”

view the log.

* Software Update Services

Software Update Services

[ welcome
[ Synchronize server

[ approve updates

oOther Dptions
[ Vizw synchronization log
[ view appraval lag

[ Set options

[ Monitar server

See Also
[ About Software Update Services
[ Microsoft ‘windows Update

[ Micrasoft Security

ion, All rights

[ Micrasoft Suppart Knowledge LI
e

Synchronization Log

This log includes information about synchronizations that have ocourred betbween your local server and the
Software Update Services servers,

Manual Sync Started- Tuesday, December 30, 2003 5:31:36 PM
Software Update Services is up to date. Mo changes were required during
synchronization.

Sync Finished-Tuesday, December 30, 2003 5:31:55 PM

Manual Sync Started- Monday, December 29, 2003 4:11:32 PM Successful

Updates Added:
Q328676 Security Update (Outlook Express 5.5 SPE) -
q3263589_3016A5C05107CA0E472FE3955E00 4240270051 C3 exe
Security Update, February 14, 2002 {Internet Explorer 5.01) -
WBSSIMEN _6679B4ESADS1 6DE462A3ABEB4C2EBE1 C2867CALES EXE
August 2003, Cumulative Patch for Internet Explorer 5,01 For Windows 2000 Service Pack 3
(822925 - 822925 _4c06echdlcd1351b50b56be3dacfab0. exe
August 2003, Cumulative Patch for Internet Explorer 5.01 For WWindows 2000 Service Pack 4
(§22925) - 0822925_52201cd39f7130d760c31 28a3b66f 9 axe —

Clear Log Print Log. ..
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15. You can also view approved and unapproved updates by clicking on the View
approval log in the SUS admin page.

Microsoft’

* Software Update Services

Software Update Services

[ welcame
[ synchronize server

[ Approve updates

Other Options
[ Wiew synchronization log
[ Wiew approval log

[ Set options

[ Manitar server

See Also
[ About Software Update Services
[ Microsoft Windows Update

[ Micrasaft Security

[ Microsoft Support Knowledge
Fees

od|

rparation. All rights

Approval Log

This log includes information about synchronizations that have occurred bekween your local server and the
Software Update Services servers,

a
Approved List Modified-Tuesday, December 30, 2003 5:34:11 PM Successful

Approved By: DC-1' Administrator

List of Appraved Updates:

11630 Critical Update (Windows 2000}

Q31
Security Update, March 7, 2002
323172 Security Update
)323255: Securlty Update {Windows 2001

List of UnApoved Updates;
Security Update For Micrasoft Windows XP (KB328940)
329170 Security Update (Windows 2000}
329170: Security Update
331953 Security Update (Windows 2000} ~

Clear Lag Print Log...

Automatic Updates client

1.

After you have approved the required updates on the Storks’ SUS server, you need to

download and install the Automatic Updates client software on your client machine, Pro-
1. This client is already present with Windows 2000 SP3 or later, XP SP1 and Server
2003. Otherwise, go to www.microsoft.com and do a search for: susclient

@ Microsoft Corporation - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

Q=+ © - 1) ) (] Vs Jrrmen @ @]

G-« 3}

Address I@ hitp: | s, microsoft, com

GOOSIQ v I J‘ & Search Web

- | il |P599Ha“kﬂ £ 721 blacked 5] Autoril [F) ‘EOptlons ’

Microsoft.com Home
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2. After you have downloaded the Automatic Updates client installation package, just
double-click the wuau22.msi file (the name of the file at time of writing) on Pro-1’s
desktop to install it. The installation will take less than a minute. After you have
completed the installation, a new applet will be created in the Control Panel.

= — — = — r
- i G ¢ / 1)
. ibiity  Add) AddfRemove  Adui Automatic
Control Panel Options ~ Hardware  Programs Tools Updates
)
Use the settings in Control Panel ta -l K,}
personaize your computer, =
DatefTme ~ Display  Folder Options  Fonts Game
Seleck an item o visw its Controllers
descriptin,
T G e g
‘indows 2000 Support Tnkernet Keyboard Licensing Mouse  Metwork and
Options Diaup Co...
3 ®
Fhoneand  Power Options ~ Printers Regional  Scanners and
Modem .. Options Cameras
& &
Stheduled  Soundsand  System
Tasks Multimedia

3. The Automatic Updates client is initially not enabled to download updates from your
SUS server. It is configured to download updates from the Windows Update server by
default. Therefore, you will need to configure it so that it will download updates from
your dedicated SUS server.

Automatic Updates settings are configured through a special administrative template.
You need to add this template to the group policy console. To do this, go to Start=>
Run, type in gpedit.msc and click OK. This brings up the Group policy console. Right
click on Administrative Templates and select Add/Remove Templates.

&# Group Policy 1ol x|
| action  iew |jc=-o||‘@ ‘
Tres | Polic [ Setting
@ Lacal Computer Policy (Dwindows Companents
5@ Computer Configuration [(D5ystem
(Z) Software Settings (Cmetwork
R 21| @
Windows Settings Printers
[RCER= | - ciministr ative Templates
Type the name of a program, folder, document, or =g User Configuration
Inkernet resource, and Windaws will apen it Far you, [+ Software Settings 2l Tasks '
(] Windows Settings S
Ope I gpedit,msc| j (#-(11] Administrative Templates Cvew
Export List...
Help
[s]4 £ I Cancel | Browse. .. | M | m
[Manage administrative templates |
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4. In the Add/Remove Templates dialog box, click Add and then select the wuau.adm

Click Open to confirm this choice.

Then click Close to close the

Add/Remove Templates box.

Add/Remove Templates

Current Policy Templates:

21 x|

Add... R! Remave |

M ame Size | Modified |
conf KB 12/7/1999 600 .
|s#] inetres 109KE 124741999 600 ..
[=#] system 7ZIKE  5/4/2001 11:05 ..

Cloze

Policy Templates 2 x|

Look in: I = inf

R e

=] comman, adm

Q conf.adrm

istor El inetcorp. adm
9 inetres.adm
@ inetset,adm
Q system.adm
El windows. adm
9 winnit, adm
@ wmp, adm

wWuau, adm

File namne: ( Iwuau __)

Files of tppe: IF'oIicy Templates

j Open [: I
| Cancel |
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5. In the group policy console, expand the Administrative Templates node and expand

the Windows component node. Click on the Windows Updates folder. As you see in

the right pane of the group policy console, there are 2 policies you need to configure for
your SUS client.

‘ Tree | Policy " | Sekting |

ﬁCDnFigure Aukornatic Updates
Specify intranet Microsoft update service location

@ Local Computer Policy
EI@ Computer Configuration ™
[Z software Settings
-1 windows Settings
EID Administrative Template:
- 23 Windows Componen
: D MekMeeting

(2 Internet Explore

Mot configured
Mot corfigured

(23 Windows Inskalle

-0 Metwork -
| | »

6. Double click on the Configure Automatic Updates policy. It will bring you to its

properties dialog box. Select Enabled and choose Auto download and notify for
install. Click OK to complete the configuration.

Configure Automatic Updates Properties x|

Palicy | E xplain I

ﬁ Configure Automatic Updates

" Mot Configured

{* Enabled

" Dizabled

C

|3 - Auto download and notity for ingtall

=

and applicable if 4 is zelected.

Scheduled install day: IIJ - Ewery day j
Scheduled install time: [03:00 =l
Fresvious Falicy | Mext Policy |
Ok Cancel | Apply
L
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7. Next, double click the Specify intranet Microsoft update service location policy.
You will see the properties dialog box below. Select Enabled and enter http://DC1 as
the update service and statistics server. Click OK to complete the configuration. You

have now completed configuration of the Automatic Updates client.

8. After you have completed the Automatic Updates client configuration on Pro-1, a
Windows Update notification will be appear on the task bar. It will sometimes take a
period of time (up to 24 hours) for this to appear depending on the number of updates

Specify intranet Microsoft update service loca 2l

Policy I Explain |

@ Specify intranet Microzoft update service location

" Mot Configured
(# Enabled
" Disabled

S}R’fﬁtrfar; update service for deted

| http: #/DC-1

Set the intranet statistics server:

|http: /D C-1

Previous Policy |

Chittp: A ntranet pd01)

et Policy |

Ok, & I Cancel | Lpply |

you have approved. When this appears, double click it.
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9. This brings you to the Automatic Updates dialog box. Click on Details to verify all of
the updates that you approved in your SUS server and click Install to start the
installation process. As soon as the installation is completed, click Yes to restart Pro-1.

Ready to Install Ready to Install
“indows i ready to install the recommended updates for your
compter
The Follawing updates ars recommendad for your computer. Fevisw the list of updates and
1t you would like to postpone installation to @ mare convenient click “Install” to continue.
time, click "Remind Me Later."
¥ 814033: Critical Update |=
This update addresses the "Difered driver may not install using Windows Update"
issue inWindows 2000, and is discussed in Microsoft Knowledge Base (KB) Aticle —
814033, Download now o you can download drivers that Windows Update offers.
[ 0323172: Security Update |
This update resolves the "Flaw in Digital Certificate Enrollment Component Allows
Certificate Deletion’ security vulnerability in windows 2000, D ownload now to help
(E) Note Some updates may require that you restart stop a'Web site or HTML e-mail from deleting digital certificates on your computer
your computer. Flease save your work and close all and preventing pou from using the services they are associated with
programs before proceeding LI
Dtk | RemindMeloer | sl | Settings | Remind Me Later (Install [ i )

4%, automatic Updates

Installation in Progress

Updates are being installed. ‘You will be notified when installation is complete

4%, putom. pdates

Restart Your Computer To Finish

X

The updates will nat be fully installed until you restart your
compuber.

Before restarting, be sure to save pour work and close any
open programs.

Restart the computer now?

ECEN

10. After you have completed the installation, you can go to Add/Remove programs in
Control Panel and verify that all of your updates have been installed.

s/
i

ﬁ information]
i windaws 2000 Hotfix (SP4) QE14033

infarmation]

infarmation]

Windows 2000 Hokfix {Pre-SP3) [See 9311967 For more
Windows 2000 Hokfix (Pre-SP3) [See Q313829 For more

Windows 2000 Hokfix (Pre-SP4) [See 9323172 for mare

_ o] x|
Sart bv:l Mame - I

[ |
Close |
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Configuring Automatic Updates with a GPO

Configuring the Automatic Updates client on all of the machines in your network is time
consuming and inefficient. Instead, you can deploy the settings through a group policy
object (GPO).

1. Log on to DC-1 and launch Active Directory Users and Computers. Right click on
your domain (storksbaseball.com) and click Properties. Click the Group Policy
tab and click New. Type in SUS Client Settings for the new policy name and click
Edit.

Note: This policy will be applied at the domain level. In a production environment you
may not want to deploy this policy onto servers.

storksbaseball.com Properties 21|

Generall tanaged By Group Palicy I

& Current Group Policy Object Links for storksbazeball

Group Policy Object Links | Mo Overnide | Dizabled |
ﬁ Default Domain Policy

@ Stork's - Company Wide Settings

& |E Security Settings

iSUS Client etings

Group Policy Objects higher in the list have the highest priority,
Thig ligt obtained from: DC-1.storksbaseball. com

New | Add. | Edit%J Up |

Options... | Delete... | Properties | [ o |

[ Block Policy inheritance

Claze I Cancel | Aoply |

Page 96 of 100 © Train Signal, Inc., 2002-2004



i
alrainSIGNAL. .

2. Under Computer Configuration, right click on Administrative Templates and
click Add/Remove Templates.

=101x|
| action  view |J & = | ||I§ |

Tree I Policy
E 5US Client settings [DC-1.storksbas (windows Components
E- @ Computer Configuration (system
. -1 software Settings [Cnetwork
I A Wlndnws Settlngs [CAPrinters

Add/Remave Templates. ..

ﬁ Lser Cu:unFlguratlu:un

! 2] Software Settings all Tasks ’ b
|:| Windows Settings
[0 Administrative Templates  Wiew 4
Export Lisk, ..
Help
a T | B

|Manage administrative kemplates | |

3. In the Add/Remove Templates dialog box, click Add and select the wuau.adm
template. If this file is not present in the Policy Templates dialog box, you can
download it from the Microsoft web site and save it to c:\winnt\inf (assuming that you
have Windows 2000 installed on your C: drive). If the file is present, make sure you
check its size. If it is 18KB (or 19KB), this is an older version. There is a newer
version, 24KB (or 25KB), that has two additional configuration options. The newer
version is demonstrated in this lab. Click Open to continue.

Lookin: |3 inf s @ E-
Add/Remove Templates ﬂﬂ p——
Fad
Current Palicy Templates: \E:;c:rpmadm
MName Size | Modified \netras.adm
an ] instset.adm
[#] inetres 109K 1277193 5 0o.. SVS;Em‘ad:
windows. adm
system J2IKB 5442007 171:05.. wlnnt dm
File name [omsa | Open
fa ml Files of type |Policy Templates | Cancel

7|
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4. You should now see wuau.adm included in the list of templates. Make sure this file
shows up as 24KB in size and click Close.

Add/Remove Templates ﬂil

Current Policy Templates;

M ame | Size | Modified |
[#] coni KB 124741999 600 ..
] inetres 109KE  12/7/1999 500 .
8] system 72IKE 54442000 11:05 .

wuau 3/18/2004 101

Add... Femove | Cloze [: |

5. Back in the group policy console, expand the Administrative Templates node and
expand the Windows components node. Click on the Windows Updates folder. In
the right pane of the group policy console, there are 4 policies that you can configure.

¥ Group Policy ;lglil

J Ackion  View |J¢' -P||||§ ‘
e ———

Tree I bty T

@ SUS Client settings [DC-1,storksbase @ Configure Automatic Updates

EQ Camputer Configuration @ Specify intranet Micrasoft update service location

-] Software Settings @ Reschedule Automatic Updates scheduled installations

-2 Windows Settings 1] @ Mo auka-restart For scheduled Aukomatic Updates installakions

EID Administr ative Templakes
ED Windows Companents

 ie[I0 MetMeeting

[ Internet Explorer

(7] Task Scheduler

[ windows Installer

windows Update

: D Swstem
(77 Metwork, hd
1] | ;IJ 1] | |
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6. Double click the Configure Automatic Updates policy. This brings you the
properties dialog box. Select Enabled and Auto download and notify for install.

. .
Click Next Policy.
Configure Automatic Updates Propetties e |
Palicy | Explainl
@ Configure Automatic Updates
£~ Mot Configuied
' Enabled
" Disabled
Confj
< |3 - Auto download and natify for install j
The T t
and applicable if 4 is selected
Scheduled install day: ID - Every day j
Scheduled install time: |DS'DD d
Fievious Falicy | Mext Policy %J

Ok I Cancel | Apply

7. The next policy is Specify intranet Microsoft update service location Properties.

Select Enabled and enter http://DC-1 as the update service and statistics server.
Click Next Policy to continue.

Specify intranet Microsoft update service loca 2x|

Palicy | Explain |

@ Specify intranet Microsoft update service location

= Mot Configured
& Enatled
" Disabled

Wet update service for deted!

|http: /DT

Set the infranet statistics server:

|http: /DT

: hittp: /A ntranetU pd01]

Previous Policy | Mext Policy %J

Ok I Cancel | Apply
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8. In the Reschedule Automatic Updates scheduled installations Properties dialog
box, select Enabled and leave the Wait after system startup at the default setting of
5 minutes. Click Next Policy to continue.

Reschedule Automatic Updates scheduled ins! 2=l

Policy | Explain I

@ Feschedule Automatic Updates scheduled installations

" Mot Configured
& Enabled

" Digabled
e —— T

Wit after system startup(minutez]: |5 _,::'

Previous Policy | Mext Policy %J

QK I Cancel | Apply |

9. The last policy is No auto-restart for scheduled Automatic Updates installations.
Select Enabled to prevent computers from restarting automatically after performing
updates. Click OK and you have finished configuring the windows update client
through group policy.

No auto-restart for scheduled Automatic Upd 2=l

Policy | Explain I

@ Mo auto-restart for scheduled Automatic Updates installations

" Mot Configured

&+ Ernabled

" Digabled

Previous Policy | [Hext Palicy |

QK ‘E I Cancel | Apply
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