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IFIP - The International Federation for Information Processing

IFIP was foundedin 1960underthe auspicesof UNESCO, following the First World
Computer Congress held in Paris the previous yeaumlorella organization for societies
working in information processing,IFIP's aim is two-fold: to support information
processingvithin its membercountriesandto encourageechnologytransferto developing
nations. As its missionstatementlearlystates,

IFIP's mission is to be the leading, truly international, apolitical organizationwhich
encouragesind assistsin the developmentexploitation and applicationof information
technologyfor the benefitof all people.

IFIP is a nonrprofitmaking organization, run almost solely 2§00volunteerslt operates
through a number of technical committees, which organieatsvand publications. IFIP's
eventgangefrom aninternationalcongresso local seminarsput the mostimportantare:

e ThelFIP World ComputeiCongressheld everysecondyear;
¢ openconferences;
¢ working conferences.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejectionrate ishigh.

As with the Congress, participation in the open confereigepen to all and papers may
beinvited or submitted. Again, submittedpapersarestringentlyrefereed.

The working conferences are structured differently. Tdreyusually run byaworking group

and attendancis smalland by invitation only. Their purpose is to create an atmosphere
conducive to innovation and development. Refereéingess rigorous and papers are
subjectedo extensivegroupdiscussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are puldisteetiference proceedings, while

the results of the working conferences are often publisisecbllections of sel ected and
editedpapers.

Any national society whose primary activity in information may apply to becongfull
memberof IFIP, although full membershifs restricted to one society per country. Full
members are entitled to vote at the annual General Assembly, National societies preferring
a less committed involvement may apply for associate or corresponding membership.
Associate members enjoy the same benefiifull members, but without voting rights.
Corresponding members are not represented in IFIP bodies. Affiliated membsisbén

to nonrnational societies, and individual and honorary membership schena@sacéfered.
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PREFACE

The first Annual Working Conferenceof WG11.4 of the Inter-
nationalFederationfor Information ProcessinglFIP), focuseson
various stateof-the-art conceptsin the field of Network and Dis-
tributed SystemsSecurity.

Our societyis rapidly evolving and irreversibly seton a course
governedby electronicinteractions. We have seerthe birth of e-
mail in the early seventies,and are now facing new challenging
applicationssuchase-commerce, government,.... Themoreour
societyrelies onelectronicforms of communicationthe more the
securityof thesecommunicationnetworksis essentialfor its well-
functioning. As a consequencegsearcton methodsandtechniques
to improve networksecurity isof paramountimportance.

This Working Conferencdringstogetherresearcherand prac-
tionersof variousdisciplines,organisationsndcountriesto discuss
thelatestdevelopmenti security protocols, secure softwaegin
eering,mobile agentsecurity,e-commercesecurityand securityfor
distributedcomputing

We arealsopleasedo haveattractediwo internationalspeakers
to presenttwo casestudies,one dealingvith Belgium’sintentionto
replacetheidentity cardof its citizensby anelectronicversion,and
the otherdiscussingheimplicationsof the securitycertificationin
amultinationalcorporation.

This Working Conferenceshouldalsobe consideredasthe kick-
off activity of WG11.4,the aimsof which can be summarizedas
follows:

= to promoteresearch ortiechnical measuref®r securingcom
puter networks, includingoth hardware and softwarebased
techniques.

= to promote disseminationof researchresultsin the field of
network security in reaklife networksin industry, academia
and administrativenstitutions.



viii

= topromoteeducationn theapplicationof securitytechniques,
andto promotegeneral awarenesdoutsecurityproblems in
the broadfield of informationtechnology.

Researchersand practionerswho want to get involved in this
Working Group, arekindly requestedto contactthe chairman.
More informationon the workingsof WG11.4is available fromthe
official IFIP-website:http://ww .ifip.at.org/.

Finally, we wish to expressour gratitudeto all thosewho have
contributedto this conference in onway or another.We aregrate-
ful to the internationalrefereeboard who reviewedall the papers
andto the authorsandinvited speakerswhosecontributionswere
essentialto the succes®f the conference.We would also like to
thankthe participantswhosepresenceand interestfogetherwith
the changingimperativesof society,will prove a driving force for
future conferenceso come.

PROF. B. DE DECKER
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A ROLE-BASED SPECIFICATION OF
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Abstract In this paper,we define a languagefor specifyingsecurity protocols
conciselyand unambiguouslyWe usethis languageto formally specify
the protocol for paymenttransactionsn SecureElectronic Transaction
(SET),which hasbeen developebly VisaandMasterCard.

In our language a protocol is specifiedasa collectionof processes.
Each process expresgée role of a participant. In therole-based spe
cification, the componentghat a participantseesin a messagean be
statedexplicitly. Thisis important inspecifying protocoldike that for
the SET paymenttransactionsbecausen suchprotocolssomemessage
component@areencryptedandinvisible to someparticipants.

Wesimplify the SETpayment transactioprotocolinto theexchanges
of six messages. Becauser future goalis to formally analyzethe se
curity propertiesthat Meadowsand Syverson discussege makethe
simplified protocolcontainthe parametersisedin their security proper
ties. Andwe also refrain fromexcessivesimplification. For examplewe
usedual signaturein the paymentrequestmessagesit is specified in
the SETspecification bookswhile mostof the otherworksdo notuse
it. Our specificationcanserveas a startingpoint for a formal analysis
of the protocol.

Keywords: Formalmethods,securityprotocols,electroniccommerce
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1. Introduction

Security protocols are used in distributed systems to protect the secrec
of messageandto identify users.It is well known that designingthem
is an error-pronetask. The most significantissuesconcerningsecurity
protocols are that (Lattacks on them may succeed even without break
ing thecryptographialgorithmsusedandthat (2) it may bedifficult to
makesureof the correctnessf a smallprotocolthat involvesexchanges
of only afew messagesSomesxample®f protocolfailuresarepresented
in (Andersorand Needham,1995;Clark and Jacob,1997).

Formal methodscan be usedto analyzesecurity protocols. With
the methods,protocolsare specifiedand their security propertiesare
verified. Indeed,many formalmethodshavebeendeveloped (Meadows,
1996;Paulson1998;Denkeret al., 2000)andsucceedeih finding errors
in protocolsor verifying their correctness (Burrowet al., 1990;Paulson,
1998). However, it is hard to apply thesemethodsto large protocols.
This is because largprotocolsare complexand thereare no appropri
atetoolsfor analyzingsuch complex protocoldNith atool designedor
small protocolsspecifying compleyrotocolsandtheir security proper
tiesis hard. Moreover,theobtainedspecificationgendto belengthyand
unintuitive. To avoid thesedifficulties, protocolsare usually simplified
andthe simplified protocolsareverified instead.

In this paper,we discussthe SecureElectronic Transaction (SET)
protocol (SET SecureElectronic TransactiohLC, 1997a;SET Secure
Electronic TransactiohLC, 1997b;SET Secure Electronic Transaction
LLC, 1997c)In particular,we formally specifythe paymenttransaction
protocol that is a part of SET. This formal specificationserves as
startingpoint of a formal analysisof the protocol.

SEThasbeendevelopedy VisaandMasterCardfor secureelectronic
commerce usingayment cardsOver six hundredpagesare neededto
explainandspecifyit. Therearesome works onhe formal specification
andthe analysisof the protocol (Lu and Smolka,1999;Bolignano,1997;
Kesslerand Neumann,1998). However, they simplified the protocol
excessivelyin order to reducethe complexity. For example, most of
thesesimplified protocols did notuse dual signature,which is one of
the characteristicef SET.Sincewe aim at verifying security properties
that MeadowsandSyverson discussed (Meadowsand Syverson, 1998),
we include inour simplified protocol the parameterdhat occur inthe
properties.We also makehe simplified protocol usedual signature.ln
orderto describehe specification conciselgndunambiguouslywe first
define a protocol specification language.ln our language,a protocol
is specifiedas a collection of processedhat expressthe roles of the
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A - 5 A, B, Ny

S - A {Na,B,Kap,{Kap, Al kps}Kas
A - B {KAB1A}J\’;,~5

B — A {NB}KAB

A = B {Np — 1}k .p

Figure1. A typical messagdow in the NeedhantSchroeder sharekky protocol

participantsin theprotocol. Thisis useful fordescribinghespecification
of the SET paymenttransactionprotocol.

Therest of this paperis organizedasfollows. We first definea lan-
guage forspecifying large security protocolonciselyand unambigu-
ously (Section2). We thenuseit to specifythe SET paymenttransac-
tion protocol (Section3). We finally summarizeour resultsandmention
somerelatedworks (Section4).

2. Protocol Specification Language

Before presentingour protocol specificatiodanguage we briefly ex-
plain our design policy forit.

Security protocolsare often explainedby showinga typical message
flow. For example,a typical messagdlow of the Needham-Schroeder
shared-key protocdNeedham and Schroeder1978)is shownin Figure
1. Thefirst line meanghataparticipantA sendsamessageomposedf
her name,the nameof the participantshewantsto authenticateanda
fresh noncdrandomnumber)to theauthenticatiorserverS. Thesecond
line meanghat Sreplieswith messag{ N, B, Kap, {KaB, A} kps } K45
to A. Thismessagés obtainedby encryptingN4, B, anewly generated
key K 2p to besharedby A andB,and{Kap, A}k ,s with thekey K 45.
The {Kap, A}k, IS obtainedby encryptingK 4p and A with the key
Kpgs. A, B, and N4 on thesecond line refeto themselveson the first
line, respectively.SinceA is assumedo know K 45 andis not assumed
to know K gg, shecandecrypt{Na,B,Kap,{KaB, A}k,s}Kk.+s andcan
not decrypt {Kap, A}kpys-

Explanationsby showingatypical messagdlow areconciseandintu-
itive. However,they cannot explicitly handlewhat eachparticipantcan
seein a messagdecause each line expressies sendingand receiving
of a messageat the sametime. For example,on the secondand the
third line in the previousexample A receivesa messageshat includes
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{A,B,N_,{} =ZF
U
{Nfl:BaKAB:X}KAS 4
4
X -
Y
{Np}ian -
Y
{Nb’_ I}KA.’J =

Figure2. Theinitiator role in the Needham-Schroedahareti-key protocol

{K 4B, A}k, andsendst to B. Withoutassumptionsntheknowledge
of A, it is not clear whetherif sheknowsthe content{X 1z, A} of the
messager not,. This ambiguity may cause humarrorsin specifying
complexprotocolsthat usecryptographyfrequently.

Toavoidthisproblem,we specifyaprotocolas acollectionof processes
that expressthe rolesof the participantsin the protocol. To illustrate
this, we show, in Figure 2, a processthat arerelatedto A’s role inthe
previousexample. Notethat we usea variable X for the encrypted
componentin the message frons to A. It is clear that A sendsthe
componentX to B as it is.

Now we defineour protocol specification language&incewe assume
the Dolev-Yao(Dolev and Yao, 1981)model, we define the setof mes
sagesas an algebramadefrom participants’ names,natural numbers
(including nonces)andkeyswith tuplingandcryptographic operations.
Theformal syntaxof messagess as follows.

M == A ; participant’s name
| K ; key
[ N : naturalnumber
My, -, My} tuple
| {M}k ; encryptionof messagéM usingkey K
| H(M) : hashof messagév

H is a collision-freeoneway hash function.We write K ! for the de-
cryption key of akey K. Forexample,{A,N4}k is amessagebtained
by encryptingatupleof A andN,4 with K, whereA, N4, andK arean
participant’sname,a nonce,andakey, respectively.
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Sinceour languagehasvariableswe definethe setof terms by ex
tendingthe previoussyntaxwith variables.

| X ;variablewhosenameis X

Becausenwe usuallyusevariablesnsteadof concretenamesnoncesand
keys,we regardA, N4, K, etc. that occur in terms as variables unless
otherwise noted explicitly.

We finally definethe set of processeswith the following syntax. We
specifya protocolas the setof processesf its participants.

p -— End ; silent process
| Send T P ; sendingof messagd
| Recv TP ; receivingof messagd
| New X P ; generatingof a freshnonceX

Let X =T P ; bindingof T to the local variableX
Assert Q P ; checkingof propositionQ

We don’t specifythereceiverandthesendeof amessagen SendTP and
Recv T P,respectivelybecauseve assumehatthereexistintrudersthat
cancaptureanymessagen networksandcan send angnessagéhey can
construct. We understand that a process of the f@wX P binds free
occurrences oX in P. In other words, ira procesfNew X P, the vari
ablesX thatoccurin Preferto the newly generatechonceX. We also
understand thaa process of the forrRecvT P does pattermatching
and variablebinding. For example, a proceRscv{ N, H (N)} P accepts
(2001, H(2001)},where variableN is bound to the numbex001. The
processhoweverdoesnot accept(2001, H(2002)}.

AssertQ P actsas P if propositionQ holds, otherwise it act&s End.
The setof propositionsdependson the systemusedfor analysis.Since
we uselsabelle(Paulson,1994),a proof checkerof higherorderlogics,
we canuseany propositionin Isabelle.

As anexamplewe specifytheroleof A, the initiator,in the Needham-
Schroedeshareekey protocolin Figure 3. The processs parametrized
by hernameA, theresponder’'s namB, and thekey Kas.

3 A Specification of the SET Payment
Transaction Protocol

In this section,we give a formal specificatiorof the SET payment
transactiorprotocol. Sinceurfuturegoal isto verify security properties
that includethosewhich Meadowsand Syversordiscussedn (Meadows
and Syverson,1998) we simplify the protocolinto theexchangesf six
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initiator(A, B, K g5) =
New N4
Send {A, B, N4}
Recv {Na, B, Kap, X } k4
Send X
Recv {Npl}k.p
Send {Np — 1}k,
End

Figure 3. The processthat specifiesthe initiator role of the Needham-Schroeder
sharedkey protocol

messageshat includethe parametersised intheir securityproperties.
Meadowsand Syverson developed methodto describe securityprop-
ertiesflexibly and discussedthe security propertieshat the payment
transactionprotocol is expectedo satisfy. However,they didnot spe-
cify the protocol formally. Our formal specification is needeid order
to verify the security properties.We also makethe simplified protocol
use dual signature,which is one of the characteristicof the original
protocol.

We first overview the SET payment transactionprotocol. Three
parties,a cardholdera merchantand a paymentgateway,are involved
in a paymenttransactionin SET. Thisprotocol is invoked after the
cardholderhascompletedbrowsing,selectionandordering. Oneof the
purposesof the protocol is to securelysendthe paymentinformation,
which includesthe account numbenof the payment-cardof the card-
holder and theamountof moneythat he will pay forthe order,to the
paymentgateway.

A typical messagdlow of the protocol is shownin Figure4. We show
only the six messagethat our simplified protocol has.We alsoomit the
structuresof the messages ithe figure. The cardholderand themer
chantfirst exchangethe identifiersof the transactionin PInitReqand
PInitRes messagesThe identifiersare referred to in subsequenmes
sages. The cardholderthen sendsthe purchase requeshessagd’Req
to the merchant. This messagencludesthe amountof moneythat the
cardholderwill pay andher paymentard number. Sh&eepsthe num-
ber secretfrom the merchantby encryptinga componenthat includes
it. Themerchantsendshe gatewayAuthRegmessagehat includesthe
component.The gatewaychecksthe validity of the payment-cardnum-
ber, processeshe payment,andreturnsthe result to the merchantin
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Cardholder Merchant PaymenGateway
PInitReg
PinitRes

PReq
AuthReq
AuthRes
(_——
PRes
(.__

Figure 4. A typical messagdow in the SET paymenttransactiorprotocol

L(My, Mp) = {M;,H(M2)}
SO(A.;,M) = {H(M)}SK(AH)

S(As, M) {M,SO(A,, M)}
E(Ar, M,K) = {{M}x,{K '}gK(a,)

EX(A;, M1, M2, K) = {{L(Mi,M2)}x,{K~", Ma}gK(a,))
Enc(Ag, By, M, K) E(B:,S(Ag, M), K)
EncB(Ay, By, My, My, K) {Enc(Ay, By, L(M, M), K), My}

i

Figure 5. Operations on messages used in 8T payment transaction protocol

AuthRes messageThe merchantreceivest andsendgheresultto the
cardholder inrPResmessage.

Variouscryptographic operatiorsreusedin SET.We defineeachof
the operationausedin our protocolas afunctionon the setof messages
in our language.Thedefinitionsareessentiallthe sameas what Bellaet
al. didin their verificationof the SET cardholderregistration protocol
(Bellaet al.,2000). We showthe definitionsin Figure5. Thesubscripts
r ands of namesof participantsindicatethat the participantsappear
as thereceiverand the senderof a message, respectively.(M;, M;)
containsa linkage frommessageM; to messageM,. SO(A;, M) is the
signatureof a participantA, on messagéM . S(A;, M) is messagey
with the signaturedf As. Encmodelsa signedthenencryptedmessage.
EncB modelsasignedthenencryptedmessageith anexternalbaggage.
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Cardholder (C,M,P,0D,PurchAmtPAN,PANSecret}
NewRRPID,
NewLID -
NewChall
/] PInitReq
Send { RRPID{, LID ¢, Challc}
/[ PlInitRes
Rec\s(M, {{LID¢, LID s, XID}, RRPID{, Challc, Challp})
Let TransID = {LID¢, LID p, X1D}
New ODSalt
New RRPID
Let PANData= {PAN,PANSecret}
Let PIHead= {Trans[D,H(OD), PurchAmt}
Let OlData= {lransID, RRPID4, Challc,H(OD), ODSalt}
Let PIData= {PIHead,PANData}
New K
// PReq
Send { {SO(C, {H(PIData),H(OIData)}),
EX(P,L(PIHead, OlData),PANData, K)},
{OlData,H(PIData)}}
/] PRes
RecUS(M, {TransID, RRPID,, Challc}))

Figure 6. Thecardholdemprocessn the SET paymenttransactiorprotocol

EK and SK arethe functionsthat relateeachparticipant to his public
encryptionkey and his public sighaturekey, respectively.

The processe®f a cardholder,a merchant,and a paymentgateway
areshownin Figures6, 7 and 8, respectively.

Here,C, M, andP arethe namesof a cardholdera merchantanda
paymentgateway, respectivelyOD, PAN,PurchAmtand AuthRegAmt
are an order descriptionthe account numbepof a paymenitcard, the
amountof moneythat a cardholderwill pay, and theamountof money
that a merchant requiresespectively. PANSecretis usedto prevent
guessingattackson PAN. ValidPANSets the set of valid PANS. It
doesnot appearin the SET specificationbooks. We introduceit to
model the authenticatiorof paymentcards. Dualsignatureis usedin
the PRegmessageThemessagés composedf thefollowingthree parts:
SO(C, {H(PIData)H(OlData)}),EX(P, L(PIHead ,OIData),PANData,
K)and{OlData,H(PIData)}.
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Merchant(MC,P,OD,ODSaltAuthRegAmt)
/] PInitReq
Recv {RRPID:,LIDC, Challc}
New LID py
New XID
New Challpy
Let TransID = {LID¢, LID p;, X1D}
/| PInitRes
Send S(M, {TransID, RRPID), Challc, Challp})
Let OlData = { TransID, RRPID3, Challc,H(OD),0DSalt}
/| PReq
Recv {{SO(C, HPIData,H(OlData))PIBody},
{OlData,HPIData}}
New RRPID;
New Ki
/] AuthReq
Send EncB( M, P,{RRPID3, TransID, AuthReqAmt},
{SO(C, {HPIData H(OIData)}), PIBody}, K)
/] AuthRes
Recv Enc(P,M ,{RRPID3, TransID, AuthAmt}K2)
Assert AuthReqAmt AuthAmt
/] PRes
Send S(M, { TransID, RRPIDy, Challc})

Figure 7. Themerchanprocessn SET paymentiransactions

Gateway(P,C M, ValidPANSet) =
// AuthReq
Recv EncB( M, P,{RRPID3, TransID, AuthReqAmt}
{SO(C,{ H({{ TransID,HOD, PurchAmt}PANData}),
HOIData}),
EX(P, { {TransID,HOD,PurchAmt},

HOIData}, PANDataK)})

Assert PANDatae ValidPANSet

Assert PurchAmt= AuthRegAmt

Let AuthAmt= AuthReqAmt

New Ko

// AuthRes

Send Enc(P, M ,{ RRPID3, TransID, AuthAmt}K,)

Figure 8. Thegatewayprocessn SET paymentiransactions
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The secondpart cannotbe decryptedby a merchantand shouldbe
passedo a paymentgateway. The contentof the third part should be
read by a merchant. The first part is the signatureon {H(PIData),
H(OIData)}. A participantwho receiveseither of the last two parts
can computgH(PIData), H (OlData)} and can check the signature.

4. Concluding Remarks

In this paperwe havedefineda languagdor specifyingsecuritypro-
tocolsandhaveusedit to formally specifythe SETpaymenttransaction
protocol. In our languagea securityprotocolis specifiedas a collection
of processesEach procesdefinegherole of aparticipant. Thisis useful
in specifying compleyrotocolsconciselyand unambiguity.

We havesimplified the SET paymenttransactionprotocol and have
specifiedit formally. We aim at verifying varioussecurity propertiesf
the protocol including thoséhat Meadowsand Syversion discussed
(Meadowsand Syverson,1998). Our specificatiorcanserveas a starting
point for a formal analysighat take into accountdual signatureof the
protocol.

We havealready implementedur specification language dine Isa
belle theoremprover (Paulson,1994) and havewritten the specification
in it. We arealso developing protocol executiomodelandalanguage
to describe security propertiesncisely.ln the execution modek state
of aparticipantis modeledas a processn our languageandanenviron
ment,a setof variablevaluepairs. Theenvironment corresponds the
datathatthe participantuses.For examplejn a key exchangerotocol,
the environmenbf aparticipantmay includethe nameof theagentthat
a participanwill talk with and thekey shewill exchangeThe environ
ments caralsobe usedto describe security propertiesncisely.ln the

previous example, the agreement between the participants about the ke
can be expresseaxd coincidence between parts of the environments of

participants.We planto describe security properti¢bat the SET pay
ment transactionprotocol should satisfyn our languageand to verify
them. We further haveto makeclearthe correspondencketweenthe
original paymenttransactionprotocol usedin actuale-commerceand
the simplified versionwe presentedn this paper.

We finally mention somerelated works. Thereare a lot of works
applying formalmethodsto protocol analysesWe will mentiona few
languagesisedto specifyprotocolsin theseworks. CSP(Hoare,1985)is
usedto specifysecurity protocol$n many protocolverification systems
(Schneider1997;Roscoe 1995).1t seemghat protocol specifications



Arole-based specificatioof the SETpayment transaction protocol 11

our languagecanbe easilytranslated inta collection of CSPprocesses
andthattools for CSPcanbe usedto verify the security.

Cervesato (Cervesat@D0la;Cervesato,2001b)proposeda protocol
specificationlanguage called Typed MSR. It is a kind of multiset re-
writing system.His languagealso uses roldased descriptiond?rotocol
specificationsin our languageare more concisethan thosein his lan
guage becausén his languagepredicateghat correspondo the state
of eachparticipantmust be explicitly written.

There aresomeworks on security analysesf the SET protocol. Lu
and Smolka (Lu and Smolka, 1999) formally specifiedthe protocol as
CSP processesand verified five correctnesspropertiesof the protocol
usingthe FDR (Formal System&td, 1998)model checker.They how
everdid not analyzedualsignatureanddid not assumehe existenceof
intrudersin their analysis.

Meadowsand Syverson(Meadowsand Syverson,1998) developed
security specification languagéor their protocol analyzer(Meadows,
1996). They also discussethe security propertiesthat the SET pay
menttransactionprotocolis expectedio satisfy. However,they didnot
give the specificationof the protocolformally, and they left the actual
verification of the securityfor futurework. As far as we know, noresult
on the verification hasbeenpublished yet.Our specificationcan serve
asa startingpoint of a formal verification of security propertiesthey
discussed.

Bolignano (Bolignano,1997)proposeda methodto analyzesecurity
protocols. He took a protocolthat resemblesSET asan example. He
hasnot completedthe analysisof SET itself asfar as we know.

Bella et al. (Bellaet al., 2000) analyzedthe cardholderregistration
protocolin SET. The protocolis usedto exchange certificateseeded
in the paymenttransactions. Theysethe inductivemethod (Paulson,
1998)for their analysis.

KesslerandNeumann(KesslerandNeumann,1998) defineda logic to
treat theaccountabilityof participantsn electroniccommerce protocols.
Theyusedtheirlogicto analyzetheaccountabilityof amerchant irSET.
They took into accountdual signature, althoughhey treatedonly the
PRegmessage.

Acknowledgments

Theauthors thankazuoOhta,Akira Takura, andKiyoshi Shiraya-
nagifor their helpful commentsand encouragement.



12 ADVANCESN NETWORKAND DISTR.SYSTEMSECURITY

References

AndersonR. andNeedhamR. (1995) Programmingatan'scomputer.ln Computer
Science Today: Recent Tendsand Developmentsyolume 1000 of LNCS,pages
426-440.SpringerVerlag.

Bella, G., Massacci,F., Paulson,L. C., and 'TkamontanoP. (2000). Formal veri
fication of cardholderregistrationin SET. In 6th European Symposiumon Re
searchin ComputerSecurity (ESORICS'00), volume 18950f LNCS, pagesl59-174.
Springer-Verlag.

Bolignano, D. (1997). Towardsthe formal verification of electroniccommerce proto
cols.In 10th IEEE ComputerSecurity Foundations Workshoppages133-146.

Burrows, M., Abadi, M., and Needham,R. (1990).A logic of authenticationACM
Transactionoon ComputerSystemsg8(1):18-36.

Cervesato). (2001a).Typed MSR: Syntaxandexamples.In InformationAssurance
in ComputerNetworks: MethodsModels,and Architecturesfor Network Security
(MMM-ACNS'01), volume20520f LNCS pages159-177.Springer-Verlag.

Cervesato]. (2001b).Typed multiset rewriting specification®f securityprotocols.
In 1s Irish Conferenceon the MathematicalFoundationsof ComputerScienceand
Information Technology(MFCSIT'00),ENTCS.Elsevier.Toappear.

Clark,J.andJacobJ. (1997).A surveyof authenticatiorprotocolliterature:Version
1.0. Technicalreport, Departmenbf ComputerScienceUniversity of York.

Denker,G., Millen, J.,and Ruef3,H. (2000). The CAPSL integratedprotocol envir-
onment.SRI TechnicalReportSRI-CSL-2000-02SRI International.

Dolev, D. andYao,A. C. (1981).0n the securityof public key protocols (extended
abstract)In 22nd Annual Symposiunmon Foundationsof ComputerSciencepages
350-357.1EEE.

Formal Systemd_td (1998).FDR2 usermanual.

Hoare,C. A. R. (1985). CommunicatingSequentialProcessesPrenticeHall.

Kessler,V. and Neumann,H. (1998). A soundlogic for analysingelectroniccom-
merceprotocols. In 5th EuropeanSymposiunon Researchin ComputerSecurity
(ESORICS'98)yolume 14850f LNCS ,pages345-360.Springer-Verlag.

Lu, S. and Smolka, S. (1999). Model checking SET SecureElectronic Transaction
Protocol.In 7thinternational Symposiunon Modeling, Analysisand Simulationof
Computerand Telecommunicatio®ystemgMASCOTS'99)pages358365.1EEE.

Meadows,C. (1996).The NRL protocol analyzer:an overview.Journal of Logic Pro-
gramming,26(2):113-131.

Meadows, C. and Syverson,P. (1998). A formal specificationof requirementsor
paymenttransactionsn the SETprotocol. In Financial Cryptography 98, volume
14650f LNCS,pages122-140.SpringerVerlag.

NeedhamR. andSchroederM. (1978).Using encryptionfor authenticationn large
networksof computers.Communicationofthe ACM, 21(12):993-999.

Paulson,L. C. (1994).Isabelle: A Generic TheoremProver, volume 828 of LNCS.
SpringerVerlag.

Paulson,L. C. (1998).Theinductiveapproachto verifying cryptographicprotocols.
Journal of ComputerSecurity 6(1):85-128.

Roscoe A. W. (1995).Modelling andverifying key-exchange@rotocolsusing CSPand
FDR.In 8th IEEE ComputerSecurity FoundationsWorkshoppages 98-107.



Arole-based specification tiie SETpayment transaction protocol 13

Schneider,S. (1997). Verifying authentication protocols with CSP.16th IEEE
ComputerSecurityFoundations Workshop pages3-17.

SET SecureElectronic TransactiorLLC (1997a). SET secureelectronictransaction
book 1: Businesglescription.

SET SecureElectronicTransactionL,LC (1997b). SET secureelectronictransaction
book 2: Programmer’'guide.

SET SecureElectronic TransactionLLC (1997c). SET secureelectronictransaction
book 3: Formal protocol definition.



This page intentionally left blank.



INFORMATION SECURITY: MUTUAL
AUTHENTICATIONIN E-COMMERCE

S.H.Von Solms

Departmenbf ComputeiScience
RandAfrikaansUniversity

PO Box524, AUCKLANDPARK,2006
SouthAfrica

Tel: +27 11489-2847 Fax: +27 11489-2138
basig@rkwrau.ac.za

M.V.Kisimov

Departmenof ComputeiScience
RandAfrikaansUniversity
Johannesburdg;outhAfrica

Tel+27 11 673-0163 Fax+27 11 673-0163

kisimow@yahoo.com

Abstract: Information Security is ever increasingbecomingan important topiovhenit
comes tonetwork communicationsThis greatly concerns area$ electronic
commerce, especialgnline shoppingandmoneytransfersThis paperoutlines
a methodology forsecuring electronic communicatibetweene-Merchants
and online shoppers.The methodologyis basedon a simple hierarchyf a
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1. INTRODUCTION

In an everimproving technologicalworld, e-commerceis becomingan
increasingly popular aool for communication, business and analysis.
Consequently the valug information being transmitted and geeservation
is of high importance to its owneilhis paper presents mew methodology,
basedon current technologiesyhich avoids security pitfall$o which current
e-commerce standards are promeis methodologydealswith outlining a
clear processfor securingan average online shoppewrith the necessary
attributesneededor performinga safe online transaction. Furthiedefines
an authentication process for verification of communicating parties’
identities,usinga trustedthird party in the form of a CertificationAuthority
(CA). As a result this methodologyprovides alegal process for creating
nonrepudiationf performedtransactionsyhich canbe usedin verifying the
origin and theoccurrencef a transaction.

1.1 Outline

Section twoof this document lookst background workdone toimprove

authenticatiometweencommunicating partiesswell asfocusingon current

electronic commerce problems and security loopholes. Sectiondhtbe

document outlines theroposednethodologywhich is the mainfocusof this

document. Finally section four servas a logical end to the document
summarizinghe important pointsnadethroughout.

2. BACKGROUND AND SECURITY PROTOCOLS

This section presents certain pitfalté current ecommerce strategiesnd
standardsjn terms of security, customer satisfaction, authenticatan
technological standards.will further present certain security weaknestes
the SSL protocol,which can be exploitedby malicious parties. Theoints
discussedhere, present an obstacle to companiesand individuals in
establishing proper standards for electronic commeme information

security.
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2.1 Customer Satisfaction

In a recently conductedstudy [PWC 98], statisticsvital and worrying to
corporations conducting business over the Internet asagetb online
shopperfhaveemergedThe studyshowedhat 60 percentof initiatedonline
transactionsireabandoned duw lack of online supporthecessary security
measureand lack of a standardisetegal procesdor completingthe online
transactionsThe ratio of completed to initiated transactions shobévery
discouragingto online merchants. Problems arising due domplex
techniquesand unproventechnologies, oftenlead potential customers
dropping transactionmidway through andsearching for differenbnline
merchants. BEMerchants,who present customerwith long and extended
processes for completing transactions umugllythe onesto suffer fromlost
business [PW®8]. Securityis of high concernto asmanyas 58 percentof
online shoppers ananly fewer than 10 percentof online shoppers anaot
concernedvith securitywhile performinga sensitiveinternettransaction.

2.2 Online Digital Certificate Verification

Research performeby the authors reveals thahany commercialproducts
usedfor online transactionsyhich employs asymmetric cryptograplayd
Digital Certificates (DCsas methodof encryptionand authentication, over
unprotected networkslo not providemethodologyfor online verification of
these DCs. Thaeedfor suchverification isbasedon the factthat Digital
Certificates can be tampered with, corresponding prikeyscanbe lostor
compromisedThis can cause information securadth thesekeys, to be
compromised antb becomevolatile to malicious security attackSurrently
existing Certification Authorities (CAs) and PKls suab VeriSign and
Entrust [CTNS0Q], [VS 01] implement special Certificate Revocatioists
(CRLs) [BPKICO01], which holda list of certificateswhich are registeredr
issuedby the CA or PKI. Theselists representDCs, which havebeen
compromisedin any manner. A verificationof the DCs in use between
communicating partiesn the issuingCA's CRL will confirm thatin fact,
these certificates havet beenreportedto be compromisedThis can serve
as a verification of the securityof the databeing transmitted. Such
verification is not a property of any of the commercial productsyhich
concern themselvesith digital, networkbased communication. Takirige
problem further,if a certain certificatdhas beencompromised,but the
tamperinghas gone undetectetb anyone, this certificatevould not be
reportedo the CA and consequentiyot listedin the CA's CRL. Thiswould
leaveany communication employing this DC compromised.
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23 Authentication of online customers

Credit card fraud is a common occurrencefor e-Merchants[PWC 98].
Reasonsfor fraud vary from lost creditcards, falsely generated credit
information and duplicated or stolen credit cards being passedto the
Merchant. Currently true authenticatiohthe online shoppers it always
possible. Very few commerciabr other productgrein place,which deal
with authenticatiorof communicating parties over apen network. The
latestversionof the SSL protocol [SSL 96] providesfor the possibility of
suchauthenticationThis howeveris not a prerequisitgor the functionality
of SSL.Thisleavesanopportunityfor fraud on the sideof a malicious online
shopperThefact that thee-Merchantcannotcertainly authenticate alient,
is enoughfor attempts atcredit card fraud tobe a persisting problem.
Resultingstatistics[PWC 98] show that credit verification systemsare not
advancedenough,resultingin false credit information being acceptedas
genuine. This inexorably hurts financialiyy e-Merchanthaving accepted
fraudulent informatiomswell ashurting unsuspecting peoplhosecredit
informationis in the possession ai maliciousparty.

24 Security Protocol Characteristics and Exploits

Current ecommerce trends [PW@Q8] for securinginternet transactions
revealthat the SSL protocol is seen andusedby e-Merchantsas themore
secure alternativie providinga securehanneffor transmissiorof sensitive
information betweenonline shopperand electronicMerchantsThe set of
proceduresprovided by SSL allow for different options forsecuringand
authenticating communicating partiSSL 96]. There are threedifferent
options whichthe protocol supportsr the purposeof authentication:
- Anonymous communication; no authenticatioof any of the
communicating parties.
- Server authenticatiomnly the digital certificateof the server(e-
Merchant) is transmitted to tlodient for authentication.
- Completeauthenticationthereis a mutual exchangeof certificates
betweerclientandserver.

The secondand third option as listed aboveof the authenticatiorprocess
provide for a relatively soundstructure for verification of e-Merchant
(server) identification. The weakest option of the three listed is the
anonymous connectidretweercommunicatingarties, wherao certificates
are exchangedand thus no authenticationis possible. This scenariois
vulnerableto manin the middle attacks[SSL 96].This can presenta great
causefor concernto any online shopper,as this weaknessjf exploited
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properly canresultin unsuspecting persons entity’s,creditinformationto
be transmittedto a malicious third party, pretendindo be a genuinee-
Merchan{SON97].

2.5 Secure Electronic Transaction (SET)

Basedon the developmenbf new technology suclas smartcards,a new
security protocolsSET has emerged, whose purposeis to provide
authenticatiorand secure transactioretweencommunicating partiefSET
97]. The main goal of SET isto allow specific cardholdersand properly
equippedreb merchantgo perform businesgansactionsver an openand
unprotectechetwork. Suchtransactions, similato many security payment
protocols, arébasedon use of a setof cryptographic techniques, fdne
purposeof secure communication. The protodotther introducesa new
approachto digital signaturesalthoughit does not introduce any new
algorithms or technologies. This approackees theconcept of dual
signatures. This is doneith the purposeof encapsulatingan eventual
paymentto a merchant directlyo the client'sbank, asvell with the purpose
of creatingan offer for goodsor servicesto the merchantif this offeris
acceptedhe merchant receivéle full amountdecideduponinto his bank
accountwithout beingawareof thecustomers’ credit particularis the same
breath, thebank is not aware of the typesof goodsor servicesbeing
purchasedpr of their individualcost.This s all possiblewith the existence
of specific clientand merchant sideertificates. Thesare issuedby each
financial institution, which issueghe credit smartcardto clientsand isin a
relationshipwith the specificweb merchantThe client certificateis stored
on theclient’'s smartcard,but this certificateis optionaland not compulsory.
This coupledwith the fact thahot too manyindividuals aren the possession
of a smartcardreaderpr in thecasewvherethey attemptto purchase goods
serviceonline froma differentform their own computer, thigprotocol,will
not function properlyin termsof authenticatinghe client as requiredly the
protocol'sfunctionality,thus presenting problems often encountdogdveb
merchantsSuchproblems dealith trustin the fundsand validity of the
credit information providedas well asthe fact that the credibformation
may bevalid, but stolen fromits original owner.

2.6 Summary

This section presented certain security weaknesskaethodologiesyhich
canbe foundin current ecommerceracticesThe main concernsaddressed
hererepresenta low level of customersatisfactionof e-traders,basedon
poorly designedand implementedonline trading practicesyveak security
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measuresfor transmissionof sensitive information, asvell as lack of
standardised practicés electronic transactions.

3. PROPOSED MODEL

3.1 Introduction

The proposedmodel outlines solutions for th@roblems encountereand
describedin the previous sectioas well as adding some extri@atures,
which improve the overall securitgf the model. The model presentsa
methodology called Trusted Third Party (TTP), for securinga totally
unsecurectlient, willing to perform online purchasesthe authenticatiorof
communicatingparties during this online transaction, \asll asa secure
transmissionof sensitive information between themin the processof
completingheonlinepurchase.

Chgm 1 s M;:rcham
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3.2 Overview

The figure above describes the functionatitythe Methodologypresented
here.An onlinetransactionis usually initiatedwith anonlineshoppewisiting
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the desirel e-Merchans web site (stgp 1). At this point the Merchants
serve initiates a S3. sessio as specifi@ in [SS. 96], with the online
shopper Onee the initial SS. handsha& procedue is initiated ard the Serve
DC is deliveral to the Client, the Serve requess similar DC from the Client
(stgp 2). If the Client is nat in a possessio of sud certificae (step 3), the
S sessio with the Client is interruptel and the client is notified tha he/sle
need to perfom certan stegs in orde for the transactio to be secured If he
does decick to take up the® steps the shoppe is redirecte to the trusted
CA's web site (st 4), while his sessia with the Mercharn remairs frozen
At this point the roat certificae of the trusted CA is deliveral to the shoppe
(step 5), followed by asmal application which is too installed a the client's
machire (stgp 6). Immediatey after tha a Java applé is deliveral to the
client (stg 7), which communicats with the installed application from step
6 and generate two pairs of asymmetrg keys followed by the generatia of
correspondig DC. This complets the securirg of the client and is followed
by resumptio of the frozen Merchan session This ses a different Java
appld delivera to the client (stgp 8) usal for credi information gatherirg
and its encryptiom by the client residirg application a well & its
transmissia to the Merchan (stgp 9). Stes 8 an 9 do nat follow through
from entity to entity. This is dore with the purpo® of representig multiple
transmissios of dala betwea clients and merchant one a secue
communicatio betwe@ the two has bee establishd ard the appropria¢
authenticatio has bea performeal on eithe side

321 Trusted third party

Basel on the principd of trust the trustel third party does nat participae in
arny online transactionslts sole purpo is to provide mears of authenticatia
and encryptio for othe entities in orde for them to be abk to perfom
secue transactios over an unprotectd network Sud attributes are provided
by Certification Authorities [BPKIC 01]. The trustel third party within this
methodolog will be referral to as Master CA.The Maste CA, consisten
with the requiremerd of a CA, has arod certificate One difference which
is vital to this section is to mentian tha the roat certificak of the Maste CA
is nat self-signed which is generaly the practie of mog well known CAs, it
howeve is cros certified by athird pary CA, which does not belorg or is
connectd in arny way to the Maste CA.

v
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Fig 2.
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322 E-Merchant

An e-Merchantis an online trader, providing saleof productsor services.
The Merchantrequirespaymentin termsof a specificmonetarycurrency,in
returnfor his productor servicesln mostcaseshis payments in the form of
credit informationwhich is transmittedby the client to the Merchantin
orderfor the e-Merchant tcdbe authenticatedhe will needto have two Digital
Certificates, holdinghe public keysfor encryptionand digital signature
respectively. Intuitivelythe privatekeysfor thosetwo correspondingublic
keysneedto bein the possessiownf the Merchanand nobodelse. ThedCs
are registereavith the MasterCA, with an appropriatechain of trust, and
listedin this Master CA’s Public Directoryf, the Master CAitself hasnot
issued themThe DCs needto be listedin the Master CA directoryf not
issuedby the Mater CA,in order forthe MasterCA, serving as goint of
trust, tobe able toverify, theidentity of the Merchant.The chainof trustto
sucha Digital Certificateneedgo verifiable,in orderfor the MasterCA to be
ableto trust its origin.

323 Online Shoppers (Clients)

Theseare peopleor entities,which wish to perform online transactionsin
the formof purchasesfrom authentic eMerchantsin order foran online
shopper tdoe able to providdis or her sensitivecreditinformation tothe e-
Merchant,he or shewill require attributes similar tthe Merchant’s. These
will betwo pairsof public/privatekeys,for the purpose®f digital signingof
dataandencryption respectivelyhe public key of each respectivpair will
needto be encapsulateth a Digital Certificate which is eitherissuedby the
Master CA and thus signedby it, or is issuedby any other CA with a
verifiable chain of trust, and aswith the e-Merchantscenaridisted in the
MasterCA'’s Public Certificate Directory.

33 Initial Steps

The previous subsection describte minimumattributesrequiredby two
parties,in orderfor asecure communicatido be establishedbetween them.
The described scenariovolved the introductionof a trustedthird party,
which doesnot take any parbf any possible transactions involviran e-
Merchantand anonline shopperEventhough theonline shoppeandthe e-
Merchantare equippedwith the necessanattributesto completea secure
online transaction, thievo parties don’thavea methodologyin place,which
will employ these attributeis a correct manner. Existing methodologies
suchas SSL havecertain pitfalls,suchasno online verificationof DCs in
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CRL, determiningchainof trustof usedcertificatesaswell asguaranteef
an existing standard for processing online transactidasing said all that,
most online shopperare not equippedwith any of the Listed minimum
attributes. Shoppewe purely restrictedby the useof an Internet Browser
(IB) andtheirconcernof securityof thetransaction.

34 Obtaining the Master CA’s Root Digital Certificate.

Once the online shoppirredirectedo the MasterCA’s web site, theCA’s
Server detects his Internet Browsariake.That donethe shopper idurther
redirected (the whole process is automatedjownload the Master CA’s
Root DC, which is crosscertified by the makerof the shopper’sinternet
Browser. This done, theshopper’'s InterneBrowser verifies the digital
signatureof the crosscertifying third party CA (not the MasterCA). Thisis
possiblepecauseachinternetBrowsercomeswith theroot certificateof the
makerof the IB. This coupledwith the fact that the root certificateof the
MasterCA is cross certifiedoy the privatekey of the makerof the online
shopper’siIB makes this verification possible. From this point onwdingés
following procedures become more automated.

341 The Master CA’s root certificate

Following standard asymmetric cryptography techniguesprder for a

Digital Certificateto be generated ther@eedsto be a public key of a

publid/private key pair encapsulatedn it. The key pairs for the root

certificateof the MasterCA aregenerated using the stand&8A algorithm
[PGP95]. Useof otherapprovedasymmetricalgorithmscanbe equally as

effective. Thekey lengthis of 2048bits size The privatekey of this pair is

always kepwith the MastelCA. The public key isdistributedto all known

Internet Browser manufacturers,who based on it generatea Digital

Certificate, which is signedwith their own private key. Employing this
techniquethe online shoppercan be assertedhat the receivedMaster CA

root certificate isindeed authenticand not fraudulent. Such approadan

proveto be expensiveput it serverto right purposeof securetransmission
andidentificationof origin of transactions.

35 Background process

Once the Master CA’s Root Certificate has beeninstalled, any file or
applicationsignedwith the privatekey of the MasterCA will be guaranteed
and be verifiable by the online shoppeto be authenticand non malicious.
This is usedfor the baseof downloadinga small applicationwhich is
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installed and run on the client's machine.The applicationruns as a
background proces® thelB andis activethroughoutthe whole time the
client’s machineis poweredon. This applicatiofrings with itself the root
certificatesof the major Certification Authoritiesfrom aroundthe world.
These certificates areot hard wired into the application and are
exchangeable, ontleey expireor becomecompromised. The applicatibas
networking capabilitieswhich will be discussedn the following sections.
As part of the installationprocessthe applicationgives security permission
to Java applet® interactwith this background procesét no time however
will anappletbe ableto controlthe background process.

g
{ Applicationj

] .
. Shopper l" e

| o P
! Master Cﬁ /\

Fig 3.
Theappletwill simply be able topass informatioro the processn theform
of structureddata.

3.6 Key pair generation

3.6.1 Review

The next stepof the process sees the downloafithe applicatiorand its
installation followedby continuatiorof the connectiowith the MasteiCA’s
server. After the installation procedure of the background processs
complete,the client is redirectedby the CA’s serverto downloada Java
applet.

3.6.2 Key generation and Digital Certificates

This appletis signedby the MasterCA'’s private key. The purposeof this
appletis to generate two pairsf keysusingthe RSA algorithm,or a similar
asymmetric algorithm. Thedeey pairs havethe purposeof encryptionand
digital signing respectively. Once the applst downloaded,its digital
signature isverified by the IB. Following this, the twapairs of keys are
generated. Theublic keysare passedto the backgroundprocesswhich
signs themwith thejust generated signing private key, encrygitem with
the public key of the Master CA, obtainedrom its certificateand passes
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them backio theapplet. Theapplet sends this encrypted informati@ack to
the MasterCA, which decodeghis dataand verifies the digital signature.
Digital Certificates are created, encapsulatihgse publickeys. The
certificates ardisted in the MasterCA’s Public Directory aswell as these
DCs being sentback to the applet,which togetherwith the corresponding
private keysarepassedo the backgroundprocessfor the purposeof storage
andfurther use.

3.6.3 Communication between applet and background process

The communicationbetweenthe applet and the background process
possible due to the fact that the applet has security permissiongo
communicatewith this process.Before any communication between
background procesand appletis performed,the applicationverifies the
digital signatureof the applet,for reconfirmation of its origin. The
communication between the background process and the applet is
emphasizedh figure4.

e kS
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Fig 4.
3.64 Summary

This is the last step for securing a client in preparation for secure
communicationwith a possiblee-Merchant. This completes thgocessof
establishing the bas® a methodologyfor secureandcorrectauthentication
of communicating parties, agell as for secureransmissiorof sensitivedata
overan opennetwork. It is importantto note that thgprocessf securinghe
client, can be performedby anybodywilling to adoptthe methodologyof
securecommunicationas offered by the Master CA. Thisprocess doesot
have tobe initiated by ane-Merchanivho detects insufficiensecurityon a
client’s machineany concerned online shoppeninitiateit.
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37 Communication between shopper and e-Merchant

3.7.1 Download d Merchant applet

Oncethe securingof the client is completethereis no needfor the above-
described procedures be repeatecever again.The following stepcan be
part of a resumptionof a frozen sessionbetweena previously unsecured
clientwith thee-Merchantpr asaninitial step forsubmittingsensitivecredit
information by the client to the Merchantin completing the online
transaction.This next step sees a Javapplet downloaded fronthe e-
Merchant’'sweb siteto theclient’'s machine The purposeof this applet igo
collect sensitive credit informatiofrom the client and return it to the
Merchant.

37141 The Java applet

TheJava applet is signdy the Master CA’s private kefheapplet takegs

anexternal componetibe Merchant’'sDigital Certificate. Theappletfurther

has security permissionso communicatewith the client’s background
processin the samemanner described abowes with the communication
between thappletusedfor key pair generatioby the MastelCA.

3.7.2 Merchant Authentication

Before any sensitive informatioris enteredby the online shopperin the
downloaded applethe IB first verifies the digital signatureof the applet.
Following this, the applet passesthe Merchant's DC to the client's
backgroundorocessThistriggersan authentication proceduby the client’s
background process:
- Verificationof the chainof trust of the Merchant'’s digital certificate.
- Online checkof the Merchant'sDC’s ID in the issueof this DC's
CRL.
= Final online procedure, involving downloaaf the Merchant'sDC
from the issuingCA’s Public Directory.Thenatthe client’smachine,
a verification, of the main attributesof the DG of the newly
downloadedcertificate versus theone received fromthe appletis
performed.
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In the possibilitythat at any authenticatiorstepyields a negativeresult,this
would indicatean attempt for asecurity breaclby a maliciousparty and the
transactioris discontinued.

3.7.3 Information encryption

Oncethe authentication procesm the client sideis completethe shoppeis
prompted to enter credit informationin the downloaded applet. This
information isthen passedo the client’shackgroundprocesswhich includes
the shopper’'s D@ndencryptghe whole packageith the Merchant’s public
key, signsit with his Digital Signature privaté&ey and passest backto the
appletwhichin tum transmits it to the online Merchant.

3.74 Client Authentication

Once the encrypted daia received, alongsidaith the Client’s Digital
Certificate,a chain of trust is establishedf possible basedon the existing
trusted rootertificateson the Merchanside. Following this, the certificate’s
authenticityis checkedin the issuingCA’'s CRL aswell asthis certificate’s
validity is checked,by downloadingthis certificatefrom the CA’s Public
Directory andperforming a comparisoversusthe certificate transmittetly
the Client. If this authenticatioprocessdoesnot run into any problemsthen
creditcardinformation, once decodas verified using appropriate channels.
This completeshe transaction anthe online shoppers notified of the fact
that his/hergransactiorhasbeenperformedor not.

3.75 Summary

The methodologyoutlined in this section (TTP),representsan effective

process for secure authenticatmfntwo parties ovean open networkThe

point of trust is a basic CA, which has establishedchain of trust. The

structureof the methodologyis suchthat it doesnot allow for anonymous
communication between two partiess complete mutual authenticatios

required before a transactioncan be performed.The drawbackof the

proposedmethodologyis thatit will affect the performanceof any secure
transaction between hosiedit will require a permanent connectionGas,
for the purposeof CRL verifications. The methodology avoids€ommon
pitfalls displayedby implemented technologiasw in practice andhusis

liable toraiseconsumer confidende online trade.
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4. EXTENDING THE MODEL

4.1 Weaknesses of proposed model

The abovedescribednodel serveghe purposeof securinga client with the

required attributes forhim or her to be able to perform a secureand

authenticated transactiavith another party, equippetdth similar attributes,
in a semitransparent manner. Omwé the attributes referred tis a pair of

Digital Certificates. These certificatese issuedto every clientwho has
appliedfor them using the describedabovemodel or simply on his own

initiative applied forthem. These twoDCs have the purposeof creatinga

digital identity for an applicant.This digital identity is createdand based
upon informationprovided by each applicant. This varies from finsame
and email address tgurname angblaceof birth. Suchinformationcan be

easily falsified andthus the digital identity based on it becomes
untrustworthy. Example®f such digital identities,based on unverified

information arerepresentedy most level one certificategssuedby most

public CAs,to the generapublic.

4.2 Creating Trust

It becomes clear frorthe previoussectionthat verification of user identity
becomes vitato the proposedmodel’s functionality. Such authenticatioh
useridentity can onlybe performedby the trusted third party arntiatis the
Master CA. Userauthenticatiortanbe performedby a physicalverification
of the userdetails,into public recordsor relative government departments.
This is assuminghat the Master CA is basedor hasrepresentatioim each
country, in which it has clients or applicants.Even if this was the case,
physical verificationof an applicant’s identity would take a reasonable
amount of time, far beyond what would beconsidered seamlesand
transparent process for securangjient, asspecifiedby the proposed model.
This would obviously not fit easily or at all in the described scenariof
previous sectionand wouldseriously impede the theoreticahd practical
flow of this methodologyBasedon this, the needor an institution, which
can easilyand quickly verify the identity of an applicant,is required.
Consideringhe fact that an applicantis at the point of purchasinggoodsor
servicespeforehe or sheis redirectedo the TTP,it must beapparenthat
this applicantis in the possessiomf somecredit informationrsuchasa credit
card,which is issuedby a reputable financial institutionyhich arebanksin
most cases. Such institutions havperformed a certain degreeof
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identificationof applicantspasedon the factthatall applicantgo througha

thorough identification process bfore being issued with appropriate
purchasing attributesuchaschequebooksr credit cards. Thiserification

processis already performedat the pointof a client wanting to purchase
goodsor servicesrom and EMerchantas he or sheis in the possessionf at

leastacredit card.

Theplacemenbf trustin anissueddigital identity in theform of a certificate,
by the TTP, can be doneby verifying that the personholding the credi

purchasing attributes the sameasthe one tavhomthis credit attributevas
issued. Such verificatiomould confirm theidentity of theapplicant foa DC

and thus place a great trust in the issued certificate. Theust in this

certificatewill be great because thgrocessfor issuing creditpurchasing
attributes such ascredit cards, requiresan extensive and thorough
identificationof the applicanthis or hers financialtatusaswell asprevious
credit history. The abovementioned verificatiorof credit attributesuchas
credit card versus the identification details of the applicantfor a DC

representa simplemach of thesetwo piecesof informationin the financial

issuing authority’s databasEhis issuingauthority could be representby a
bankbut doesnot necessarily havi® be.

421 Verification details

The specific detailsequiredfor an applicantto be issuedwith a high trust
certificate, dealith specific purchasing attributesg. credit card number,
coupledwith thecard owner'srnameanda specific secretey. Suchakey can
be thepin numberfor this cardor some secret codenown only by the
financial institution and theardowner. Thiswould verify thatthecardis not
merely stolenbut it is the possessionf its rightful owner. Suchsupply of
informationwould be necessary fany other purchasing attribuggart from
acredit card.

422 Finalization of authorization

Onceall therequiredinformationis suppliedto theT TPthis data ipassedo
the relevantinancial institutionor issuingauthority of purchasing attributes,
such as credit cards,in order for this data tobe verified. Oncethis
informationis verified, the financial institution can vouchfor the identity of
the applicant. This will place a very high trust in the resulting Digital
Certificate(s). Followinghis approacha financialinstitutionsuchasabank,
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or going higher up the hierarchy a credit card issuing enterprisesuch as
MasterCardor Visa, canserveasa authenticating partiga cooperatiorwith
aTTP in the procesf creationandimplementatiorof the proposedmodel.

S. CONCLUSION

This paper deals with presentinga new methodologyfor securemutual
authentication between two communicating partesr an open network.
The process describeblere identifies and outlineglear stepsfor securing
network communicationand the databeing transmittedn them. It takesa
singlepoint of trustin the nameof a Certification Authorityand with the
help of small networkbasedapplicationsand appletsconstructsauthentic
way for identifying communicatinghosts toone anotheria the use of
asymmetric cryptography and Digital Signatur€he end result represents
increased consumeconfidencein a possible &€ommerce environment,
avoidanceof current security pitfalls angotential decreasen credit card
fraud.
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than allow votersto keeptheir vote secret. The voting booth actually
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but not requiredthenavoter couldeasily sell hisvote to a vote-buyer,
or be coercedby a coercer. We presenta receipt-freeelection scheme
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munication channebetweenthe voter andthe voting authorities. Our
solution is softwarebasedi.e. votersareableto exercisetheir electoral
rights from their homeby usinga personalcomputerwith Internetac
cess. The only physicalassumptionve makeuseof is an untappable
channel betweenhe two voting authoritiesthat are employed inour
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1. Introduction

Dueto therapidgrowthof thelnternet,electronic votingcouldbeavi-
ablealternativefor governmental electionsspeciallyin the caseof gee
graphicallydistributedvoterswith acces$o opencomputemetworks. If
not carefully designedand implementede-voting systemscan be easily
manipulatedthuscorruptingelectionresultsor violatingvoters’privacy.

In traditionalelections,a voting booth does morehan allow voters
to keeptheir vote secret. Thevoting boothactuallyrequiresthat voters
vote secretly.If the privacy of the vote was allowedbut not required,
thenavoter could easily sell her vote avote-buyer, orbe coercedy a
coercer.All receiptfree schemesgnetin theliteratureusehardwareas-
sumptions to achieve receifyeeness. In15] there are tamper-resistant
smartcardshatkeepsomeinformation secrefrom thevoter. Most other
schemeq, 2, 9, 10, 12, 13, 14, 19] makephysicalassumptiongboutthe
communicatiorchannelbetweenthe voter andthe electionauthorities.
More specifically,they assumehe existenceof :

m Untappablechannelsfrom the voter to the authority [13, 14]
= Untappable channelsfrom the authority to the votdil, 9, 10, 19]
m Physical VotingBooths[2, 12].

In [9], it is arguedthat “one-waychannelsfrom the authoritiesto the
votersare theweakestphysicalassumptiorfor whichreceiptfreevoting

protocolsare known to exist”. We believethat thesephysical assump
tionsareunsatisfactory:Ilf the underlying communicatiostructurecon

sistsof untappablechannelsbetweenthe voting authority and secure
dedicatedmachines(where voters/ote), thenthereis no point of quit-

ting the traditionalkelections. Reallife citizens ina democraticsociety,
who find it inconvenientto go to the polls (andso they finally abstain
from the elections)will find it equally inconvenientto casttheir vote
from a physicalvoting booth ina dedicatedcomputernetwork. Note
that untappablechannelswill alsoforcethe voterto usespecified voting
locations.

Our Contribution. We presenta softwarebased receipiree elec
tion scheme, which isecureagainsta coercer whohas tappedll the
communicationlines betweena voter, say Victor, and thevoting au
thorities. Victor's vote is a computationaltime-lockpuzzle [17], i.e.,
it requiresa preciseamountof time (realtime, not CPU time) to be
solved, unlesa trapdoorinformationis known in advance.ln our elec
tion schemethetrapdoorinformationis only knownto avoting author
ity. A second authority exists to make sure that votes remain secre
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until theendof the voting period. A coercer who wantsto find out who
Victor voted for,hasno otherway thanrunninga dedicated computer
continuouslyfor a certain amounbf time. Evenif Victor hasincent
ives to prove his vote to a votebuyer,thereare no meansto proveit,
since he doesot know the trapdoorinformation. We do not assume
any untappablechannelsbetween Victorand thevoting authority, or
any hardwaredevices. The only physicalassumptiorwe make use of
is an untappablechannelbetweenthe two voting authoritiesthat are
employedin our system.

Thecostpaid for receiptfreeness ishat the voter constructdervote
inefficiently, by repeatedlysquaringagivenvalue, forasignificantly large
amountof time. However,we believethat this is a minimal tradeofffor
a softwarebased receipfree solution. To our knowledge,our scheme
is the only receiptfree schemén the literaturewithout the physical
assumptiorof an “untappable’channebetweenthevoter andthevoting
authority. Voters axe able to exercisetheir electoralrights from their
homeby using a personalcomputer with Interneaiccess.Furthermore,
our scheme satisfies mosecurity requirements met the literature.

2. A Model for Software-based Receipt-Freeness

In our modelwe assumehat a coercermay havetappedthe commu
nication channebetweenthe voter and thevoting authority. It is clear
enoughthatthevote shouldbeencryptedfor vote secrecy.The trapdoor
informationfor theencryptedvote may consistof asecret decryptiokey
and/ortherandomnessisedin a probabilisticencryptionschemelf this
trapdooris in the possessionf the voter (e.g. asin [3, 13, 14]) then it
could alsoserveas areceipt for the vote. Evenif the voter “lies” about
the encryptedvote [I, 9, 10, 19], a coercerwho tapsthe communication
channelwill eventuallyfind out thevalueof the vote by eavesdropping
on the confidential information exchanged betweethe voter and the
authority. Note that simpleencryptiondoesnot serveour purposes:a
coercemwill taptheencryptedmessages it is beingsentfrom the voter
to the authority(or vice versa),and thenrequire the voter to reveal
the trapdoorinformation. Evenworse, the coercermay demandthat
the voter usessome specificandomness.To summarize:the simplest
bit of information that will makethe voter’s life easierduringthe con
structionof the encryptedvote, may alsomakethe coercer’dife easier.
Thus, softwarebased receipireeness inthe presenceof a coercerwho
tapscommunicatiorines canonly be achievedf the voter does notise
any secret informatiorotherthan thevote itself.
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We cameup with avariation of the timelock concept,as hasbeen
describedby Rivest, Shamirand Wagner[17]. The ideais basedon
preprocessing:the voter selects vote froma setof valid votesandcon
structsa time-lock puzzleof the vote by repetitively squaringa specific
value (whichis not secret). The numberof squaringss also a public
parameter.n [17] the userdoesthis efficiently becausesheknowssome
trapdoorinformation. In our model, the userdoesnot know the trap-
door information. The trapdoorinformation is possessedy a voting
authority and itwill be usedat the end of the voting phaseto reveal
the cleartextvote. Thus,the voter constructshis vote inefficiently by
executingan “intrinsically sequential”’process.

A coercer,who tapsthe communicationline betweenthe voter and
the voting authority, will get the time-lock puzzleof the vote, as it is
beingdeliveredto theauthority. Evenwith the help of the voter, there
is no way to reversethe time-lock process:the voter doesnot know
the trapdoorinformation,so the coercerwill haveto run a dedicated
computerfor a specificamountof time. This time can be determined
by an independentauthority who setsthe public parameterse.g. the
numberof squaringdor eachpuzzle,so asto prevent massivecoercion
in alargescaleelection: assuminghat eachvoter performsn squarings,
a coercemwill haveto performnk squaringgo coercek voters. However
thevotertoo constructsis vote inefficientlybut we believethatthisis a
minimal tradeoff fora softwarebasedeceiptfree solutionthat does not
employuntappablechanneldbetweenthevoter and thevoting authority.

Theonly physicalassumptiorwe makeuseof is an untappablechan
nel betweerthe two voting authoritiesemployed inour system.This is
acceptablesinceour maingoalwasto abolishthe necessityof a phys
ically secure channddetweenthe voter and the authority. We believe
that an untappablechannelbetweentwo authoritiesthat belongto a
distributedset of voting authorities,is a minimal physical assumption
for a receiptfree scheme.We could remove this physical assumption
by requiringthat thereis only one votingauthority, but in that case,
andunless fulltrust was grantedto this authority, fairnesswould have
been sacrificedf theauthoritypossessethetrapdoorinformation, then
votesmay berevealed beforéhe endof the voting period.

3. Building Blocks

Our voting schememakesuseof blind signatures[4], whichis a well
knowntechniquealreadyimplementedvith the RSA algorithm[16, 20].
Blind signaturesare the equivalentof signing carbonpaperenvelopes:
a user seals slip of a paperinside such an envelope, whichs later
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signedon the outside. Whenthe envelopeis opened the slip bearsthe
carbonimageof the signature. Furthermore,usersin our schemelock
their votesin a time-lock puzzle.The mechanismis a variation of a
well-knowntechnique[17] andis presentedelow.

31 Time-lock Puzzles

Supposehat Alice wantsto encrypta messageM so that Bob can
decrypt it aftera period of T seconds.T is a real (not CPU) time
period,given that Alice knows (or approximatelyassumes) irmdvance
the CPU power of Bob. In [17], Alice generatesa compositemodulus
N = pqas the product of two large primgsandg. Then, Alice computes
®(n) = (p -I)(q-1)andt= TS, whereS is the numberof squarings
modulon per secondthat Bob canperform. Alice choosesa key K for
a symmetriccryptosystemand encryptsM with key K, thus getting
CM =Enc(K, M). In orderto hide K, shepicks arandoma modulon
andencryptsK as.

CK =K +a2 (mod n) (1)

To do this efficiently, Alice usesthe trapdoorinformation ®(n) that
only sheknows: Shefirst computese = 2{(mod ®(n)) andthenb =
a®(mod n). Thepublic outputof the puzzleis the set (n at,Cu, Ck).
SinceBob doesnot know the factorsp andq, computing®(n) from n
is provably as hardas factoringn. Bob hasno way of computinga?’,
otherthanstartingwith a andperformt sequentiabquaringseachtime
squaringthe previousresult. The computationabroblemof performing
thesesquaringds not parallelizable:havingtwo computerds not better
thanhavingonecomputer.

Our variation. In our model, Alice is the voter and Bob is the

coercer. Alice does not know the trapdoorinformation®(n) (if she
knew it shecould hand itoverto Bob, e.g. in avoteselling scenario),
soshe cannot construthe puzzle efficiently.In addition, there aréenvo

voting authorities.Thefirst authorityselectsn,p andqg, andpublishes
n andt, wheret is the numberof squaringghat Alice hasto perform.

Alice selectsa as previouslyand computewx?® . Alice's votev takesthe

placeof the key K in equation(l), thusyielding:

Cyv =v +a2t(mod n) (2)

The public informationwill now be theset(nat,Cv). Whenthetime
comes Alice usesa clear channelto submit thetime-lock puzzleof her
vote to the secondvoting authority. The first voting authority, who
possessethe trapdoorinformation ®(n), will later cooperatewith the
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seconduthorityto decryptthesubmittedvotes. In Sectiord, ourvoting
protocolis presented imletail.

An efficient solution with ‘‘secure’ hardware. @ Another solu

tion would be each voterto be equipped witha tamperresistantsmart-
card. Duringan off-line registrationprotocol, this smartcardwould

be provided with the trapdoorinformation ®(n). Later, during vot-

ing phase,the voter would provide the smartcardwith her preferable
vote, and the smartcardiould usethe trapdoorinformation ®(n) to

constructthe time-lock puzzlein an efficient way. To revealthe vote,
the coercemnwould eitherhaveto tamperwith the smartcardor solvethe
time-lock puzzle.

4. A Receipt-free E-voting Scheme

In our protocolthereareN votersandtwo authorities,the Registrar
andthe Voting Center. The Registraractsas anintermediatebetween
the voter andthe Voting Center,while the Voting Centeris responsible
for tallying the votes. We assumeahateachauthorityis semi-trusted7],
i.e., the authority may misbehavéout will not conspirewith another
party. We alsomakeuseof a bulletin board,whichis publicly readable.
Only the Voting Centercanwrite to it, and nobody cardeletefrom it.
The Voting Centeris committedto everythingthat is publishedon the
bulletin board.

Thereis a certificate infrastructureand all participantsare legally
boundby their sighaturesVotersandauthoritiespossessa private/pu-
blic key pair for sighatureand encryptionaswell asthe corresponding
certificates, issuebly atrustedCertification Authority. We also assume
thatthereis anuntappablechannelbetweenthe Registrarandthe Vot-
ing Center. Communicatiohetweenvotersand authoritiestakes place
throughan anonymouschannel voterscan send/acceptmessagethat
cannotbe traced (e.g., by using traffic analysis). For example e-mail
anonymitycanbe establishedvith Mixmaster remailers[5], andHTTP
anonymity can be establishedwith servicessuchas the OnionRouting
system[8]. Theelectionprotocolis depictedon Figure 1. It is splitinto
four stagesthe Authorizing stage (Stepsl-2), the Voting stage(Steps
3-5), the Claiming stage(Step6) andthe Tallying stage (Steps7-8).

Authorizing Stage. A voter, say Victor, wishesto get acertified
pseudonynthat will identify him to the Voting Center. Victor creates
a private/publickey pair (SKps,PKps) blinds PKps (thepublic tat

lying key) to createthe blinding 6; andthensignsa message&onsisting
of b and the unique election identification number Electy (Step1).
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Figure 1. A receiptfree election scheme (softwabased)

Victor sendstheseto the Registrarandgetsthe blinding signedby the
Registrar (Ste). Victor unblinds the Registrar's signature gnand
is left with a certificateof the public tallying key, CERT (P Kps)This
certificatewill be usedlater by the Voting Centerto verify signatures
thataremadewith thesecrettallying key, PKps Thepublickey PKpg
will be Victor'sofficial pseudonym.

Voting Stage. In Step 3, Victor, who has already constructeal
time-lock puzzleof his vote, TLP (vote)encryptsit with the public key
of the Voting Center,andsignsthe resultusing his secret tallyingey,
thus producingSIG ps([TLP(vote)]"¥ve]. He anonymously sendshis
to the Voting Center,along with the certificate of his public tallying
key. The Voting Centerverifies the signature, decryptthe message,
stores the time-lock puzzle ia local databasend returns,in Step4,
a signatureon the puzzle, SIGv¢{T' LP(vote)]. This can beseenas a
receiptthat theVoting Centerhasacceptedhetime-lock puzzleof the
vote. At sometime later, in Step5, Victor useshis authenticsignature
key to sign a messageonsistingof his true identity V and the Elect;y
number.He thensendsthe signatureto the Voting Center.
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Claiming Stage. In step6, the Voting Center publisheson the
board, in randomorder, the list of the authenticand pseudonymous
signaturesSIGy, and SIGps;, | = 1,..., N. TheVoting Centeralso
publishesall the time-lock puzzlesT'LP(vote;) of the votesthat have
beensuccessfullysubmitted. In caseVictor's time-lock puzzleis not
published, he caprotestby broadcastingIGy¢[T LP (vote)}, with no
needto revealin which way he actually voted. Thisis calledan “open
objectionto thetally”, introducedby Sakoin [18].

Tallying Stage. In Step7, the Registrarsendsthe secrettrapdoor
®(n) to the Voting Center,by usingan untappablechannel. No one,
exceptthe Voting Center,canhaveaccesso ®(n). The Voting Center
uses®(n) to solvethe timelock puzzlesof the votes. In Step8, the
Voting Centerpublishesin clearthe resultsof the election,i.e. the list
of the voteswote;, | = 1,..., N. The Voting Centeralsopublishesa list
with the correspondingime-lock puzzlesof the votes,T'LP(vote;) =
(TLP(vote,),..., TLP(votey)].

5. Security Analysis

We evaluatethe securityof our scheméoy examiningsomebasicre-
quirementswhich mostresearcherseemto agreeupon [6,20:

Eligibility. (Only authorizedvoters are able to vote). In Step 1,
Victor signsa messagausing hisauthentic signaturkey. The Regis
trar checksthe eligibility of eachuserwho submitsa tallying key for
certification.

Unduplicability. (Noone is ablego vote morethanonce). TheRe
gistrarwill not issue mor¢éhanone tallyingkeysfor each voter.n Step
6, all theauthenticsignaturesf thevotersarepublished.Consequently,
it is not possiblgo exist more tallyingkeysthanauthenticpublic keys,
sothe Registrarcannotmisbehavevithout beingcaught.

Untraceability. (All votesremain anonymous). When Victsub
mits a tallying key for certification,hesignsa messagandthe Registrar
checkshis identity. However,the tallying key is blindly signedby the
Registrarin Stepsl-2. Consequentlythe Registrarcannottrace any
signatureSIGpg, publishedin Step6, back to Victor's real identity.
Furthermore,Victor in Step3 usesan anonymoushannelto submit
his validatedtime-lock puzzle. The puzzlecannotbe tracedbackto its
sendersinceit is signedunder acertified pseudonynithetallying key).
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The link betweenVictor's pseudonymand his real identity cannobe
doneby either authority.

Fairness. (All ballots remain secrewhile voting is not completed).
Thetrapdoorinformationnecessaryo solvethe puzzle,is in the posses
sionof the Registrar. Victorencryptsthe time-lock puzzleof his vote
with the public encryptionkey of the Voting Center, andsendsit to

the Voting Center. The Voting Centerwill not publishthe time-lock

puzzlesuntil the endof the voting period. Fairnesss achievedas long
as the Registrarandthe Voting Centerdo not combinetheir knowledge.
Neitherthe Registramor the Voting Center can break fairneggthem

selves. Sincethe Registrar andhe Voting Centerare assumedo be

semitrusted this requiremenis satisfied.

Accuracy. (Nooneisableto alter/deleteanyoneelse’svote). In Step
6, the Voting Center commit$o the time-lock puzzlesof all the votes
andcannotalter themaccordingo the propertiesf the bulletin board.
Every voter, whose timdock puzzlehas notbeentakeninto account,
canmakean “open objectionto the tally”.

Atomic Verifiability. (Votersare ableo verify that their vote has
beencountedcorrectly). In Stepb, all the time-lock puzzleof the votes
arepublishedby the Voting Center. Victor carcheckthat histime-lock
puzzlehasbeenpublishedon the board. If not, Victor makesan open
objection: he anonymously broadcastle receiptthat wassentto him
in Step4.

Receipt-Freeness. (No voteris ableto provethe valuedf its vote).
The receipt freenesgroperty is separatelydiscussedn Section2. It
mustbe notedthat the scenariaf a coercerwho observeshe votersat
the momentthey vote,is not addressedt all. This attack cannotbe
preventedy any evoting schemandis ratherunrealisticin largescale
elections.

Responsibility. (Eligible voterswho have not voted can be iden
tified). This is an optional requirement, desirable Australian elec
tions[11]. All voters,whoreceivein Step4, anacknowledgmentf their
votes fromthe Voting Center, sigra messagdy usingtheir authentic
sighaturekeys and sendthis messageo the Registrar,in Step5. The
Registrarhasalreadyreceivedjn Stepl, the authenticsignaturesof all
eligiblevoters,so heis ableto identify, by comparinghe corresponding
lists, the eligible voterswho havenot voted.
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6. Discussion

We havepresentedareceiptfree election scheme, which satisfies most
requirementsof a secureelection. We do not assumeany hardware
devicesor untappablechannels betweethe voter and the voting au-
thorities. We make usef well-knowncryptographigrimitivesthat have
beenimplemented. Timdock puzzleswhile beingvery difficult in their
solution,arequite efficientin their construction.The problem with our
schemas that we sacrificeefficiency in orderto achieve softwardased
receiptfreeness.While the computationsduring the election aredone
quickly and in few steps, the computations made by the bet@rethe
election (the preprocessindor the time-lock puzzle)are not donein a
reasonablamountof time. Thistime is determinedy anauthority, and
hasto be longenoughto discouragemassivecoercionof voters. Yet, as
notedin Section3.1,our schemecould be relaxedto becomean efficient
schemawith smartcardsln such casehowever,the schemewould be a
hardware-basedolution.
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Abstract: Thesigningstructureof a multisignatureschemespecifieshe signingorderfor
all signerswhen signing messagesand any multisignaturenot obeyingthe
specified signingorderwill be verified as invalid.In accordancenith the
different responsibilitiesf the participant signerghe signing structuref a
multisignature scheneuld be further classified athe following threetypes:
serial, parallend mixed,wherethe mixed structurds regardedas themix of
the serial and theparallel. Based onthe well-known ID-based publikey
systemwe will propose three ID-basetiuctured multisignature schenaesl
each scheme respectively realizes the serrallel and mixed signing
structureslin the proposedchemeshe lengthof a multisignatures fixed and
the verification of a multisignature is efficient, regardleet the numberof
signers involved. Besidesny invalid partiaimultisignatureanbe effectively
identifiedduringthe generatiorof themultisignature.

Keywords:  Multisignature structurednultisignaturelD-basedpublic key, signing
structure.

1. INTRODUCTION

A multisignatureschemeallows multiple signersto sign messagesn
which all signershave tosign andindividual signer’'sdentity can be identk
fied from the multisignatur-6, 8-10,13-16, 19]. Furthermore, a structured
multisignaturescheme [4, 6] is a multisignatureschemethat additionally
requires all signers tobey a predefined signing structure when signing
messagesnd any multisignaturegeneratedvithout obeyingthe specified
signing structuravill be verified asinvalid. The signingstructureof a multi-
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signature schemmdicatesthe signing orderamongall participantsigners
when signing messages\s a consequencéhe multisignatureof a message
in a structuredmultisignature schemie saidto be valid when the following
conditionsare satisfied: (i)All signershad signedthe message; (iipll
signersperform their signing operations1 compliancewith the specified
signing structure;(ii) The multisignatureand all partial multisignatures
generatedduring the multisignhaturegeneration process haveensuccess-
fully verified. Typical application®f the structuredmultisignaturescheme
aremultisignatures useth a corporateorganizationor hierarchicalenviron
ment.For examplea legitimateworking report shouldbe signed accordingly
in the orderof the operators, thgectionleaderandthe departmentmanager.
Signingstructures cabe classifiedinto threebasictypes: serialparallel,and
mixed, wherghe mixed structures the mix of the serialandthe parallelFor
the serialstructure all signerssign message# a predetermined sequence,
and hence thgenerated multisignatures are sensitivihesigning orderAs
to the parallelstructure all signerssign messagef a parallel manneand
the generatednultisignatures aréndependenbf the signing orderin the
mixed structure, the signing structure éemposedby substructureshat
could be serial, parallel,or anothermixed structure,and the generated
multisignatures are sensitive to the signing order specified the
corresponding signing structufggure | depictsthesethree typesf signing
structures.

(a) Serial

(b} Parallel

=y,

(c) Mixed (example)
@ :signer

——# :signing order O :the group of signers

Figurel — Threetypesd the signingstructure.



ID-based Structured Multisignature Schemes 47

Most of the previouslyproposedmultisignatureschemesireirrelevantto
signers’signing order, while some othease ordersensitive.The schemes
presented in Referenc2s3, 5,8, 13,14, and19are ordetirrelevant, and the
schemes presented in Referende®, 9, 10, 15, and 16 are ordessensitive.
Among the ordersensitive schemeshe schemes proposeoy Ham and
Kielser [9, Itakula and Nakamurfl0], and Okamotd16] are RSA-like
multisignature schemés which the signers’ signing order hds be properly
arrangedy different module®f their public keys; otherwise, messatebe
signed might be modularly truncated. Besidesthe length of the
multisignature and the verification time requitgdthese RSAike schemes
varies proportionallywith the amountof the signersparticipated.In 1998,
Doi etal. [6] firstly proposed a multisignature scheme considetiegnixed
signing structure. Thewsed structured group identity and propostuo
structured multisignature schemesfor common modular RSAtype and
ElGamal-type signaturechemesHowever,the lengthof the multisignature
generatedy their schemewarieswith the numberof the signersinvolved.
Later,Burmesteet al. [4] proposedan EIGamal-typemultisignaturescheme
with a structuredpublic key approach.In their schemethe secretand the
public keys for each signer coube generated eithday a trusted centrer by
cooperativesigners using distributedprotocol. Moreover,Burmesteret al.
assumed that there existsleast one honest signfar their scheme te
secure. This assumption is somewhat less practical and incompatible
especiallywhenapplyingto a delegatiorschemei.e. proxy signatureg11-12],
in which the original signetasto consider the threat that all (proxsiyners
in the signing structurmay commit fraudor collusions.

Based on the well-known ID-basedpublic key systems[7, 1§, we
proposethreestructuredmultisignatureschemesvhosesecurityis basedon
the difficulty of solving discrete logarithm modulo a large composite
(DLMC) [ 1] and factorising a large composite (FACL7]. Since IDbased
digital signature and multisignature scherfied.8-19] usetheidentity of the
signerasthe publickey, our scheme hashe advantage that the signature
verification requires naextra interaction for publickey verification. The
proposed schemes have the following merits:

(1) Thelengthof the multisignature is fixetb different messages.

(2) Thelengthof the multisignature is fixed regardles$ the numbenof

signers.

(3) The computation cost required fahe multisignature is efficiently

fixed to theamountof signers participated.

(4) Any violation to the signing order will be detectedand identified

immediately.
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This paperis sketchedasfollows. After the introduction,we specifythe
notations, parameters and signing structuregction2. In section3, we will
proposethe serial, the parallel andhe mixed structure multisignature
schemesSecurityanalysisis given in section4. We concludethe paperin
sectiorns.

2. NOTATIONSAND PARAMETERS

Let G={u,,u,,.,u,} be a group consistsof n signers and
sk, =(skl;,sk2,) be u,’s private key. The verification key for the partial
multisignatures generateloy «; is named “partial verification key” and
denotedby PK,; . The verification key for verifying the multisignatures
generatethy G is named‘public verificationkey” and denoted by¥K; .

For each signeg; € G, his identityID, is a message digesf his/her
public identification informatiorY; using a oneway hash functionsaid F,
such that/D; =F(I;). As definedin other ID-baseccrypto schemeg7, 18-
191,1/; canbeacombinationof u; 's name,age,gendertelephonenumberor
homeaddress, provided that this combination can uniquely ideatifjNote
that a system authoritgAis assumed7, 1819]for settingup the ID-based

cryptosystem.

2.1 Signing Structure

Two typesof notationsare used for describing thesigning structures.
SER{ ] denotesthe serial structure;and PAR[ ] the parallel structure.For
G, ={u,,u,,us} , if the legal signing sequence <u,,u,,u,> , then the
corresponding signing structui® SER[u,,u,,u;] . Another example isfor
G, ={u,,u,,uy,u,} with a mixed signing structureSER{u,, PAR{u,,
usl,ugl , there are exactly two legal signing sequencesyhich are
<uy,Uy, Uy, iy > and <uy,us,u,,u, > . Furthermorewe canusea diagramto
representhe correspondingsigning structureasin Figure 1 and 2. In the
diagram,eachnode indicatesa signerand eacharrow implies the signing
order for the two signers it connectsf an arrow points from ; to «,, it
meansu; should sign after; signs.In the above example grough signers
G, ,it canbedraw asin Figure 2(a). Notablyin order tofacilitate the tasks
performedin the structuredmultisignatureschemeslescribedater, we add
two dummynodess andt to thediagramrepresentatiomheres andt denote
the start nodeand terminate nodeas shownin Figure 2(b).The general
diagramsfor a group of serial signers,a group of parallel signersand an
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examplediagram for a group of mixed-structure signers arshown (i.e.
SERPAR[u;,SERu,,u5,us}],PAR{us, ucl,u;])respectivelyin Figure 1.

@114 5o @-HI

) SER[u;,PAR [uy,u3],uq] (b) Adding nodes s and t to (a)

®  :signer
O :thegroupof signers ——: signingorder

Figure2-The diagramsof anexamplesigningstructure.

2.2 System Parameters

SA initialises the ID-basedpublic key systemapplicablefor structured

multisignaturesy first preparingthe followingparameters.
two large prime integers, whe&p +1 and 2q +1 arealso primes.

P, q:

N :theproductof 2p+1 and2q+ that N =(2p+1). (2q+1).
W :theproductof p andqgthat W =p.q.

a :abaseof orderw moduloN.

r :arandomnumberwherereZ,,

B f=a" modN .

f,h : two hashfunctions,wheref ( x)cmin(p,q) andh(x)<min(p,q).

SA keepsp , q , W andr secret, whilgpublishingN, a, g f andh. Note
thatf is used to generate the public identities and verification keyshasd
usedto producethe message digesif the message tbe signed. Throughout
this paper,x' denotegheinverseof x modulo w.

2.3 Public Verification Keys
SA generates/Kg for GandPK, for eachu; € G by thefollowing rules.

For serial structure, signers' public identitiese. ID,'s, areconcatenated,
and for parallel structure, signers' public identities are first sorted then



50 ADVANCES INETWORKANDDISTR.SYSTEMSECURITY

concatenatedo be theinput of the functionf. The outputof f is the valueof
the public verification key.

Notice that the reasonwhy we sort and concatenatéhe identities of
signersin the parallel structureis to provide uniquenessof the verification
key. Consequently, thepossibility of the existence of two identical
verification keyscan be eliminated.To achievethis, wecanusea function,
said ¢ (), that takesa variant numbersof valuesasinput, sortsthe input
values, and finally outputthe value of the concatenatioof the sorted input
values. For example,the output of £(2983,9213,7615,1003,8714) will be
1003298376198714921F0r G ={u,,u,,u,,u,} and its signing structure
SER[u,,PAR[u,,u;l,u,]1 , VK, =fUD W{UD,,ID))IIID,) , PK,
fUD)), PK, = fUD,IIID,), PK, = f(ID,IID,) , and PK, = VK,
fUD WS (ID,,ID;) IID,).

3. THE PROPOSED MULTISIGNATURE SCHEMES

The multisignature schemegor serial, parallel and mixed signing
structuresarepresented respectively. Each proposetieme consistf three
phases: key generation, multisignature generation and multisignature
verification. In key generation phasethe systemauthority generateshe
private key for eachsigner. In the multisignaturegenerationphase, each
signer follows thesigning structureto sign messages afteverifying the
partial multisignatures generatebly the precedingsigners.Finally in the
multisignature verification phasehe verifier verifies the validity of the
multisignature. Detailaregivenin thefollowings.

3.1 For serial signing structure

Without lossof generality,assumehe groupof signersG={u,,u,,...,u,}
is associatedvith the signingstructureSER [u,, u,,...,u,] . Thatis, all 4, G
have to sign messagesby following the serial order u,u,,...,u, for
generatinga valid multisignature The schemas statedasfollows.

Keygeneratiorphase:

SA preparesthe partial verification keysand public verification key as
PK,=f(ID1 D, W..I1ID;) , for u;€ G , i =12,.,n , andVKG =PKn .
Then,he performghe following operations:

Stepl. Computek; by thefollowing equationfor i =1,2,..,n .
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k. =PK,” .rmodw . )

Step2. Selectarandomnumberko ,wherek € Z,,
Step3. Randomlyselectsk!, € Z,,, for i =1,2...,n .
Step4. Calculatesk2; by the equation below, far=1,2,...,n .

sk2; =k; —k;_, -sk1, mod @ )

Step5. Securely distributek; —(skl sk2,) tou,e G ,fori=12,..,n
Step6. Computeanddellverw & modN to y, .

Multisignature generation phase:

SupposeG ={u,,u,,...,#,) , with signing structureSER [, uy,...,u4,] ,
want to generatea multisignatureMS for a messagem. Each u; , for
I =12,...,n ,performsthesigning operationasbelow.

Stepl. Verify the partial multisignatureS;_, signedby &, ,, (for i # 1) by
testingif

()™ = B*™ (mod N). 3)
(If the test fails, then thesigning process is stoppeahd y;_, is

reportedasamalicious signer.)
Step2. Computehepartial multisignatures; by

S S skl; h(m)~sk2,~ mod N , (4)

wheres,_, is generatedly ,_, and S, =w"™ modN .
Step3. SendS; to u,,,, foricn.

Thepartial multisignatures, generatedby thelast signent, is treatedasthe
multisignatureMSgeneratedly G with SER[«,,u,,...,u,] for messagen.

Multisignature verification phase:
The multisignaturéMSof messagén that signedby the signinggroupG
with signing structurSER [, u, ..., 4,] canbepublicly verifiedby VK as:

(MS)"*e = ™ (mod N) (5)
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LEMMA 1. For any message and its partial multisignatur§ generated by
u,€ G, S =a"™ (modN) in theserialapproach.

Proof:
Multiplying h(m) to Equation2 and raisingooth sidesofit to exponents
with base a , it yields a recursive relation

QB _ gk hemyskl . o hmysk2, (mod N) , Where thek, & Z, is randomly
chosen. By the above fact anda’**™ =w"™ =5 (modN) , we can
concludeS = a*"™ (mod N) by mathematicainductions. Q.E.D.

THEOREM1. If all u; e G honestly sign the messagem by following
SER[u,,u,,...,u,], thenthe generatednultisignatureMSwill be successfully
verified by Equationb.
Proof:

Recallthat MS =S, andVKg = PKR. By Equation| andLemma 1 we
canobtainEquation5

(MS)"¥o = ghehmVKs = gr PRHmVKG = BHOD (mod N) . Q.E.D.

THEOREM 2. Any disorder signing operation regardi®gR(u,,u,,...,u,]
will beidentifiedwith the probabilityof (0 -1)/w .
Proof:

By following SER[u,,u,,...,u,], 4, should sign the partial multisignature
S., generatedy u,_, for message: after verifyingS,_, ’s validity. Assume
a disorder operation takes place befaresigns, whetheby mistake or
intentionally, that«; , wherei < j<n, signsS,, insteadof u; . Then, the
partial multisignaturgeneratedierebywill be

h(m)-sk2;

S =85_".a 7 (modN) .

For S; to be successfullyverified by Equation 5, it has to satisfy that
S7=S.(modN) ,which implies

S‘-__Is’dj 'ah(m)-sij —- Si_lskl‘ .ah(m)~sk2,- (mod N) . (6)

By Lemmal,the exponenpartof Equation6 indicates

ki-skl; +sk2; =k_,-skl; +sk2;,(modw) . 7)
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In order forS; to bevalid, two distinctprivatekeys(i.e. sk; and sk ;) have
to satisfyEquation?. Sincethe valuesof skl1;’s for all #;€ G arerandomly
selectedand sk2;'s are computed from EquatioR, it is to see thathe
probability for sk; and sk; to satisfy Equation/ is 1/w . Therefore,the
probability for successfully identifying disordereventis (w -1)/@ . Q.E.D.

3.2 For parallel signing structure

Let G={u;,u,,.,u,} be a group of signerswith signing structure
PAR[u,,u,,....,u,] . Thescheme is statezsfollows.

KeyGeneration Phase:
SA prepareghe partial verification keys and public verification key as

PK, =f(ID,), for ;e G ,i=1.2,.,n,and VK, = f({(ID,,ID,,....ID,)) .
Then,heperforms thdollowing operations:
Step!. Computek; by thefollowing equationfor i =1,2,...,n.

k;=PK, ™ -rmodw. ®)
Step2. Seleciarandomnumberlgo, wherek,e Z," .
Step3. Randomlyselectskl; € Z,, for i =1,2,...,n .
Step4. Calculateghevaluedf sk2; asfollows, fori=1,2,....1n .

sk2; =k; — kg -skl, modw .

Step5. Securelydistributesk, = (skl;,sk2;) to u;€ G ,for i=12,...,n.
Step6 . Calculatehevalueof v by

v=0" 6" Tk mod N (9)
Step7. Computew = a* modN anddeliverw, vtoall «, € G.

Multisignaturegeneratiorphase:

Supposehe signinggroup G with signing structurePAR[u,, u,,..., 4, ]
wants to generatethe multisignatureMS for messagem. Eachy; € G
performsthefollowing taskswithout concerningthersigner'ssigning order.
Stepl.Computethe partial multisignatures; as

S = (wh(m)):kl,- . ah(m)-sk2,r mod N .

i
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Step2. SendS; to allu;  G,for j=#i .
Step3. Verify §; sentfrom u; ,for j#i ,by testingif

($)™ = "™ (modN ). (10)

(If the test fails, then the signing process is stoppednd «; is
reportedas amalicious signer.)

Stepd. Calculatethe multisignatureMS after receiving and verifying all
S;’s,for j=i,u;e G, bythefollowingequation.

MS =y (" Soymody . (11)
[ =

Multisignature verificationphase:
The multisignatureMs, generatedy the signinggroup G with signing
structurePAR[u,, u,,...,u,] ,for messagen canbe verified by testingif

(MS)¥¢ = g*™ (modN ) . (12)

THEOREM3. If all P e G, for i =1,2.., n, honestlysign the messagen by
following PAR[u,4,,...,u,], thenthe multisignaturdMiSgeneratedy G will
be successfully verifietty Equation12.
Proof:

Basedon thefactthatall valid partial multisignatures caoe successfully
verifiedby Equation10,we canrewrite EquatiorilOwith Equation8 as

S =a*"™ (mod N). (13)

Then,from Equation9, 11and 13,we canobtainthat
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— ,,h(m) n
MS =v (HI=IS‘)(mOdN)
=( oK =Sk yhim (1—17 la"i )*™ (mod N)
=

— (aVKc—I"-Zi'Lx ki Tk )"("')(mod N)
= @"%¢ 7M™ (mod N)

= B¢ ™ (mod N).

Thisimpliesavalid MS will be successfully verifiedly Equation12. Q.E.D.

33 For mixed signing structure

AssumeG = {u,,u,,...,u, } is a groupconsistof mixed-ordered signers.
In any real case,the partial verification keys PK; ’s and the public
verification key VK, can be easily computedby following the rules
describedn section2.2.The diagramrepresentationf the signingstructure
is employed here to facilitate the key generationand multisignature
generation phases.

A new notationusedhereis prev(x),wherex is a nodein the signing
structurediagram and prev(x) indicatesthe set of nodes that directly
connectandpointto nodex in thediagram.

Keygeneratiorphase:

By observing the diagraof the signing structuref G, SA first prepares
the partial verificationkeys andpublic verificationkey, and thengenerates
thesecrekey sk; for eachy; € G asfollows.

Stepl. Computek, by k, = PK,”' .r mode ,for i =12..n.
Step2. Selectarandomnumberk, ,wherek, € Z,,,' )
Step3. Randomlyselectsk1;, such thatskl, € Z,,, for i =12.n.
Step4. Calculatehevalueof sk2, for eachu,s G as follows.
ff prev(u;) ={s}then sk2, =k, =k .skl, modw;
Otherwise,

k2 =k; _(Zuj € prev(y; )kj)‘s“i modw

Stepb. Distribute sk, =(skl;,sk2;) toeachu, € G viaasecure channel.
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Step6. Calculatea valuev asfollows.
if | prev(t)l=1,thenv=1;
Otherwise,

= VK™ "—zu,emv(r)ki mod N .
Step7. Computeanddeliver w =a* modN toall &; ,for prev(x;) ={s)
Step8. Sendvtoall u; G.

Multisignaturegeneration phase:

Supposingthe signing group G ={u,,u,,....u,} with a mixed signing
structure wantso generate a multisignatuMs for a messagen. Then,with
the help of the corresponding diagram, eaghe G performsthe following
operationgo computeand distribute th@artial multisignature.

Step 1 Computethe partial multisignatureS; as:
For u; with prev(P,) ={s},

S,‘ — (wh(m)):kl,- _ah(m}skZ, mod N : and,

for u; with prev(u;)# (s),

Sj)xkli ,ah(m)~xk2, modN i
u; € prev(u;)

S, =1

where S; is the partial multisignature generatelty u; € prev(u;) .
Step 2. Distribute §; to all ;e G, for prev(u;)2{4} , and to all for
{u;,u, } < prev(t) .

Afterwards, the multisignatureMS for messagem can be calculatedby any
u, € prev(t) with thefollowing equation:

— h(m) S dN .
MS =v '(Huke prev(t) k) mo

Note that before u«, signs, he should have verifiethe validity of each
received partiamultisignatureS; for u; € prev(u;) by testingif

(§)™ =B (mod N).
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If the test fails,the signing processs stoppedand thecorresponding; is
reportedasamalicious signer.

Multisignatureverijicationphase:
ThemultisignatureM S, generatedy the signinggroupG for themessage
m canbe publicly verified asbelow.

(MS)*¢ = BH™ (mod N ) .

4. SECURITYANALYSIS

Possible attacks to th@roposedschemesnclude the attemptsto disclose
the signer's private&key and to forge a structuredmultisignature. Although
the proposedschemessolve three differensigning structuresthey adopted
the same techniques forkey generation, multisignature generatiomnd
multisignature verificationHereby we will show thatthe proposedschemes
are secureagainst these attacksy focusing our discussionon the serial
approach. Notethat the security of the proposedschemesrelies on the
difficulty of solving discretelogarithm modulo a large composite(DLMC)
[1] andfactorisinga largecompositgFAC) [1, 17].

ATTACK 1. Anattackerattemptsto reveal the secretkey sk, =(skl;,sk2;)
ofasigneru, € G fromall availablepublic information.
Analysis:

FromEquation1 and?2, it is to seethat the secretkey sk, of u; would be
disclosedby the attackeronly when heknows eithetthe valuesof @ ,r, and
all PK,.‘1 ’s; or the valuesof w and all k,’s. However, given all public
informatione, B ,N andall PK;’s for u;e G ,computingew fromN is a
problem of FAC intractability and deducingr from £ is a difficulty of
solving theproblemof DLMC. In addition,the attackermay try to deduce
the value of k, from the result in Lemma 1, i.e. S,=a""™(mod N) .
However,hewill obviouslyfacethe problemof the DLMC intractability.O

ATTACK 2. Anattackerattemptsto revealthe private key ski = (sk1,,sk 2,)
of a signeru; € G from the partial multisignaturess, ’s (for all u; € G) of
amessage m

Analysis:
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Given h(m)a , g, N and all S,’s for 4, G , directly computing
(sk1,,sk2;) from Equation4 in the serial orderedmultisignatureschemeis
an intractability of the DLMC problem. On the other hand, solving
(sk1,,sk2;) from Equation2 is alsoinfeasiblesincew andall k, for F e G
aresecreparameterandknownonly to SA. (N

ATTACK 3. Anattackerattemptsto directlyforgea valid multisignaturefor
somemessagenfor thesigninggroup G ={u, ,u, ,..,u,) .
Analysis

Sincethe privatekey of eachu; € G is securelykept, an attackercannot
createany partial multisignatureor multisignaturefor somemessagean via
Equation4. Moreover,we know that a forged multisignaturehasto satisfy
Equations5 to be valid. However,with public informationN, #, VK; and
h(m), it's obviously that the attackerwill facethe FAC problemto directly
solveMSfrom Equationsb. (0

5. CONCLUSIONS

In this paper,we have addressed mew approachto multisignature
schemesthat applicablefor various signing structuresbasedon ID-based
public keys.In addition to enforce therequirement that all signeiia the
signing grouphaveto follow the predefined signing structunehen gener
ating a multisignature,our schemehas the meritghat boththe length of
multisignatureand the computation efforfor multisignatureverification are
fixed and independenb the amountof signers.Due tothe intractability of
the DLMC problem and the FAC problem, the proposedchemeis secure
againstthe deductionof the signer's secretkey and forgeryto the multi-
signature.
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PROBABILISTICRELATIONS FOR THE
SOLITAIRE KEYSTREAM GENERATOR

MarinaPudovkina
MoscowEngineeringPhysichstitute
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Abstract: Streamciphersare often usedin applicationswherehigh speedandlow delay
are arequirement.The Solitaire keystream generatovras developedby B.
Schneieras apaperandpencil cipher. Solitaire gets its security from the
inherent randomnessn a shuffled deck of cards.In this paperwe present
probabilistic relationdor the Solitaire keystream generator and desdfibeée
properties.

Keywords: Solitaire.Probabilisticrelations.

1. INTRODUCTION

Many keystream generators proposedhe literature consisbf a number
of possibly clocked linear feedback shift registers (LFSES) that are
combinedby afunctionwith or without memory. LFSRhased generatoese
often hardware oriented arfdr a variety ofthemit is known howto achieve
desired cryptographical propertifg). For softwareimplementationa few
keystreamgeneratorshave been designedwhich are not basedon shift
registers.Suchgeneratorsvith mixing nextstatefunctionsare RC47], IA,
IBAA, ISAAC [8], SCOPI[9].

The Solitaire keystreamgeneratorwas developedby B. Schneier{]] asa
paperandpencil cipher. Solitaire gets its security from the inherent
randomnessin a shuffled deck of cards. By manipulating this deck, a
communicantcan createa string of "randoni lettersthat he thercombines
with his message. Solitaianbe simulatedon a computerbutit is designed
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to be implementedby hand. It was designedto be secure evemgainstthe
most well-funded military adversarieswith the biggestcomputersand the
smartest cryptanalystft's not fast, thouglit cantakean evening toencrypt
or decrypt areasonablylong message.

Solitaire is an output-feedbackmode stream cipherThe next-state
function F is a compositionof four transformationsk = F, Fs F, F, which
permuteof elementwof adeck.

In [2] is considerectycle structureof Solitaire. It is provedthat Solitaire
is not reversible and describedll irreversible statesln [3] are analyzed
propertiesof the key scheduling algorithm whiclderivesthe initial state
from a variable size key, anddescribed weaknesses$ this processOne of
these weaknesséstheexistenceof largeclasse®f equivalentkeys.

In this papemwe presenprobabilistic relations fothe Solitairekeystream
generatomndstresssometheir propertiesTheserelationsdescribehejokers
location in a deck at any time t. We show that thenumberof elements
betweenthe jokersat time t depends om and theinitial numberof elements
between the foker and theB joker.

The paperis organizedin thefollowing way. In section2 we describethe
Solitairecipher.In section3 we considemrobabilistic relationgor the next-
state function and in section 4 we give them for the key scheduling
algorithm.We concludein section5 .

2. DESCRIPTION OF THE SOLITAIRE CIPHER

Solitaireis in fact a family of algorithmsindexedby parameter nwhich
is a positive integer. Let rhe acardinality of analphabetof a plaintext,then
n=2m+2. The internal state of Solitaire at time t consistsof a table
Si=(s[0],. ...,s{n~-1]} of n values.Sis a permutationof integersbetweenzero
andn-1.

B. Schneietakesn=54, m=26.

The next-statefunction F is a compositiorof four transformationd= =F,
F1 F, F{, which correspondo items 14 of the descriptiongivenin [I]. The
transformation$y, Fs, F,, F| permuteelementwf atableS=(s[0},. ..,s{n-1]).

Let one jokerA=n-2 andtheotherB=n-1.

ThenextstatdunctionF

1. ThetransformatiorF,: S; — X =(x{0],...,x[n-1]). Let s[j]=n-1(A). Ifj=
n-1 then movethe A joker oneelement downx[ji=s(j+1], Xfi+l]=n-I,
and x[k}=s[k], k=0O...n-1, k#j, j+|. If j=n-I move it just below s[0]:
X[0]=s[0], X[ 1]=A, X[2]=s] 1] ooy X[K]=S[KA],. .. X[n-1]=S[Nn-2].
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2. ThetransformatiorF,: X—Y=(y(0],...,y(n-1]). Let x[j]=n-2(B). If j# n-
1 and n-2 then move the B joker two elementsdown: y[j]=x[j+1],
yl[j+1}=x[j+2], y[j+2]=n-2 (B). If j=n-1, move the B joker just below
X[ 1].1f j=n-2, moveitjust below x[0].

3. The transformationFs: Y — Z=(z[0], ...,z[n-1]). Performa triple cut.
That is,swapthe elements abovthe firstjoker with the elementsbelow
the secondoker. "First' and "second jokers refer to whateverjoker is
nearestto, and furthestfrom, thetop of thedeck.Ignorethe "A" and"B"
designationsfor this step.Thejokers and the elementbetween them
don'tmove;the other elementsove around them.

4. The transformatiofy: Z — Si,;. Perform a count cut. Let z[n-1]=k.
Swapthe elements[0],. ..,z[k] with the elements[k+l],..., z[n-2]. The
elementz[n-1] doesnot swap. Adeckwith ajokerasz[n-I] will remain
unchangeay this step.

Theoutputfunctionf

Let s;,1[0]=q.

If si,1[0]=A ors;,,[0]=B thenwe havenot anoutputelement.
If si,1[0]2A, B thenthe outputelementki=si+1[g](modm).

Let M=m;m,...m_beaplaintextand C=cc,...c, bea ciphertext.
Encryption:

ci=(mi+k;) (mod m).
Decryption:

ki=(ci-m;) (mod m).

Key SchedulingAlgorithm

Key is an initial deck ordering.A passphrasés usedto orderthe deck.
This methoduses theSolitaire algorithm tacreatean initial deck ordering.
Both the senderand receiversharea passphrase(For example,"SECRET
KEY.") Start with the deck ia fixed order; 0, 1,2, . .., n-3,A, B). Perform
the Solitaire operation,but insteadof Step4, do anothercount cut basedon
thefirst characterf the passphrasen otherwords,do step4 a secondime,
using the charactesf the passphraseas the cut numberinsteadof the last
card.

Repeat thdour stepof the Solitairealgorithmonce foreach characteof
the passphraselhat is, the second timeéhrough the Solitaire stepsisethe
second characteof the passphrasethe third time through use the third
character, etdJse thefinal two charactergo setthe positionsof the jokers.
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3. PROBABILISTIC RELATIONS FOR THE NEXT-
STATE FUNCTION

In this section we describe probabilistic relations and their properties fo
the nextstatefunction. Let d, be thenumberof elementdeforethe A joker
anddg bethe numberof elementsheforethe B joker. We shallsaythatd, is
calledthe A joker distanceandds is calledthe B joker distance.

THEOREM 1
Letda(j) be theA joker distanceat time j andds(j) bethe B joker distanceat
timej. Let S;=(FY( So) and k; =sj{n-1]. If for anyt<j: ds[t]#n~1, ds{t]#n-2,
da[t] #n-1, dg[t] #da[t]+] andd,(t] #dp[t]+1, thenthe A joker distanceand
the B joker distancesatisfythefollowing relations.

1.If j=2i then

i-1
daQi)=[da0)+ Y, (kgjer —kajs2) —i] (Modn-1)

j=0
i1
dp(2i)=[da(0)+ D, (kzjo1— ko) +i] (modn-1) (0
=0
2. If j=2i+1 then

i-1
da(Q2it )= [0+ Y., (kg2 = Kajor)( L+, )(mod n)--2(mod n-1)

j=0

dpit1)= [~da(0)+ Y (kajsz — kyjur)+i=1=(I+k,;, )(mod )] (Modn-1).
j=0
(2)

Proof.

We conductthe proof by induction.Let d’s be the A joker distancein a
permutationY andd’gs bethe B joker distancdn a permutationY Let d”4 be
the A joker distancein a permutatiorZ andd”s be the B joker distancen a
permutationZ. Considej=2k+I.

Letusremark that
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d’a(2k+1)=d, (2k)+1,

d’s(2k+1)=ds(2k)+2.

Recall that F, F;(Syx) =Y and Fi(Y) =Z. Note that the distancesin
permutationsS,, Y, andZ satisfythe followingrelations.

da”(2k+1)=n—1-d’p(2k+1)=n-3—-dp(2k) ,

da”(2k+1)=n-1-d"A(2k+ 1)=n-2-dA(2K).

The distancesin permutationsS,,,Y, Z and Sx., satisfy the following
relations.

da(Zk+1)=[da"(2k+1)~( kyesi+1) (mod n)] (modn-1)=(n-1-d"p(2k+1)-
(kzer+1) (mod n)] (mod n-1)= [—d’s2k+ 1)~ kay+1)] (mod n-1)=
[-ds(2k)-2—( ka1 +1))(mod n-1),

dp(2k+1)=[dp" (2k+1)~( ka1 F1) (Mmod n)] (mod n-1)= [n-1-d’A(2k+ 1)-
(Kas1+1) (mod n)](mod n=1)=[—d’a(2k+1)—( kaks+1)(mod n)] (mod n-1)
= [~da(2K)~ 1 koy;y+ 1) (Mmodn)] (modn-1).
It follows that
da(2k +1)= —[dp(2k)+(1+kas1)(mod n)+2] (mod n-I),
dp(2k +1)= ~[da(2k)+(1+koks1)(mod n)+1] (mod n-1).
Therefore,
da(Zk +2)=—[dg(2k+1)+(1+ka.2)(mod n)+2] (mod n-1)= —[-da(2k)-
(1+kae)(mod n)—I1+(1+ kyyz)(mod n)+2] (mod n-1)= [~da(Zk) +(kauo—
Kaks1)+1] (mod n—1)= [da(2K) + (Kaks1~Kaxs2)-1] (mod n-1),
de(2k +2)=—[dA(Zk+1)+(1+kos2)(mod n)+1] (mod n-)= —[-ds(2k)-
(1+k2k+.)(m0d n)'2+( I+k2k+2)(m0d n)+l] (mOd n—])=—[—dg(2k) +(k2k+2-—
kake1)-11 (modn-1)= [dg(2k) * (kaks1~Koxs2)+1] (Mod n-1).

We applyaninductionoverk andobtain.
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dA(2k+2)=[dA(2k) + (k2k+|—k2k+2)—| 1 (mOd n- 1)= [dA(zk—2)+(k2k_1+k2k+l_
k

k2k—k2k+2)—2] (mOd n-l):. . .=[dA(0)+ Z (k2j+| - k2j+2)—k+ l] (mOd n'l).
j=0

dp(2k +2)= [dp(2k) * (koxe1—Kaks2)+1](mod rHH de( 2k- 2) H k2k- | +kzk+1-
k

ka—Kas2)+2] (Mod n-1)=...=[dB(0)+ 2 (kajs1 =Kkoju2)+k+1](mod n-1).
j=0

dA(2k+l)=—[dB(2k)+(l +k2k+|)(m0d n)+2] (mOd n‘l): —[dB(0)+

k-1
2 (kgje1—Koje2)+k+24+(1+ ko) (mod n)] (mod rl)= -[ds(0)+

e
1

- —

(k2j+2—k2j+|)—k-2—( 1+k2k+1)(mod n)] (mOd n—l).

o

dp(2k+1)=—(da(ZK)+(14+kzp)(mod  n)+I] (mod n-)=  -[de(0)+

k-1

Y, (kyurkge)-k+1+(l+kaw)  (Mod  n)]  (mod  n-)=[-dg(0)+
j=0
—1

(kgjeo—koje1)+k~1-(1+K, +1)(mod n)] (modn-1).

=

o

j:
This completeghe proof.
REMARK 1
Let P{dg=n-1, dg=n-2, da=n—1, dg= da +1, da= dg +1} be a probability
that dg=n—1, or dg=n-2, or da=n-1, or dg=d, +1, or da=dg +1 then
P{dg=n-1,dy=n-2,dpa=n-1,dg=ds +1,dp=dp +1}<4/n.
Proof.
Really, P{dg=n-1,dg=n-2,da=n-1,dg= dx +1,dpa=dpg +1}<3-(n-1)!/n! +2*
(n-2)!Mm!=3/n+2/(n— 1)n<4/n.

Let Prob(j) be a probability that the probabilisticrelationsat time j are
true.
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REMARK 2
Prob(j)z (1-4/n)

Proof.

Note that the probabilistic relationsat time j are trueif for any t<j:
dgltl#n-1, dg[t}#n-2, dA[t] #n-1, dg[t] =dalt]+] andda[t] =ds[t]+]. Using
remark1, we haveP2> (1-4/n) .

Let us consider some propertiethat obtained from the presented
probabilisticrelations.By distas(t) denote thenumberof elementshetween

the A joker andthe B joker at time t. Proposition1 andproposition2 show

thatdistsp(t) depend®nt andds(0)- dp(0).

PROPOSITION1
Let x=(d(i)- dg(i))(mod n-1) then
distap(i)e {x-1, n-2-x}
Proof.
Let us remarkthat distag(i)=l d.(i)- dg(i)}-1.
Consider two possible cases.
a) If da(i)>dp(i) then distap(i)= (da(i)- dp(1))(mod n-l)-I=x-I
b) If da(i)<ds(i) then x=( da(i)~ dp(i))(mod n-1)= n-1+ da(i)- dg(i).
Therefore,distag(i)= dg(i)- da(i)~1= n2-X
Thepropositioris proved.

PROPOSITION 2
Let y=( da(0)- ds(0)-k) (modn-1) then
distap(k)e {y-1, n-2-y}
Proof.
Let x=( da(i)- dp(i))(mod n-1). By propositionl and (1), (2) we obtain.
a) If k=2i+1then

i-]
x=(da(k)-dg(k))(mod n—1)=(—dB(0)+z (k2j+2 —kaj)—(1+ksis)(mod n)
j=0
i1
~i~2-(=da0)+ Y. (kgjaz ~kojer)+i=1(1+kns1) (mod n))) (mod n-1)=...
j=0

=( da(0)- dp(0)- 2i-1)(mod n—1)= ( da(0)- d(0)-k)(mod n-1).

b) If k=2i then
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i-|
x=( dak)- dg(K))(mod n-1)=( da@+ Y, (kyju— koje2)-i-dp(0)+
=0

i-1
Y (Koot = kopea)+i) (Modn-1)= (da(0)- dy(0)- 2i)(mod n-1)= (da(0)-

=0

dg(0)-k) (modn-1).

Therefore, x=@a(k)—dg(k))(mod n-1)=( da(0)—ds(0)-k)(mod n-1) =y.
We havedistap(k)e {y-1,n-2-y}
Thepropositionis proved.

REMARK 3

If we takex=(dg(k)—da(k))(mod n-1) and y=(ds(0)—da(0)+k) (mod n-1)
then propositionl andproposition Zemaintrue.

PROPOSITION3
If dg(0)—da(0)=2 then
distap(k)e {k +1, n-k-4}.
This propositioncanbe provedby directcalculations.

In propositions4—/ we describe someroperties whichallow finding the
jokers location or elementsof the permutatiorwith high probabilities. Let

S’, S”¢ betwo initial statesBy d’s, d’s denotethe A joker distanceand the
B jokerdistancefor S’ andbyd”,, d”’s denotedistancedor S'.

PROPOSITION 4
1. If d’A0)= d”(0), d’s(0)= d”5(0) andd’s(k)= d”a(k) thend's(k)= d”p(k).
2. If d’A(0)= d”A(0), d’a(0)= d"5(0) andd’s(k)= d”(k) thend’a(k)=d"a(k).
Proof.
Letusprove iteml.
a) Letk=2i.
Byd’'a(k)= d”4(k) and(1) we get

[d’A(0)+ z (k,2j+| _k,2j+2)_i]=[d”A(0)+2 (k”2j+l“ k"2j+2)—i] (modn-1).

j:o J =0

Therefore,

i1 Fl

Y Kan —Kg= 2, K'5=K"52) (modn-1).

i=0 j=0



ProbabilisticRelationgor the Solitaire KeystreanGenerator 69

Notethat

i-1

d’(2i)=[d's(0)+ Z (K'yj01— K'242)+i] (Mmodn-1) andd”s(2i)= [d”(0)+
j=0

=)

2 (k”2j+| - k"2j+2)+i] (mod n—l).

=0

Therefored’s(k)= d”g(k).
b) Let k=2i+1.
From (2) andd’a(k)= d” (k) it follows that

i-1
[d's(0)+ Y, (K'zjs2 = Kge1)~(1+K sis1)(mod N)-i-2] =
j=0

i-1
[d7AO)+ 2. (K"32= K 5j1)+i~1=(1+K"5.1) (Modn)] (modn-1).

j=0

By

d’g(k)= [—d'A(O)"'z (K3~ Koje)+i=1-(14K"541)(mod n)](mod n-1),
j=0
i1

d”s(k)= [-d"a(0)+ 2 (k" 2542k 51 )+i—1-(14+k" 2,1 )(mod n)] (modn-1)

j=0
we have

i1 izl

z (k'2j+2—k'2j+l)—(1+k'2i+|)(m0d n)= 2 (k"2j+2 - k"zj+1)+i—1—

j=0 j=0

(14k"3i41) (mod n). Therefored’ak)= d”a(k).

Item 2 is proved similarly.
Thepropositionis proved.

PROPOSITION 5
If we know either {da(k), de(k+1)} or {da(k), da(k+1)} then we can
determinghe valueof k..
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This propositioncanbe provedby directcalculations.

PROPOSITION 6
1. If we know either {da(0), da(2i) } or {dp(0), dg(2t) } then wecan
determine

=), (kyui—kaj).

j=0

2. If we knoweither {dg(0), da(2i+1) }or { da(0), dg(2i+1) } then we can
determine

I= (kgjez—Kaje1)-(1+ Kainy).

Proof.
Letusproveitem 1
Notethat(1) we canrewriteas

i-1
da2i)= Y (Kgjui= kap2)+da(0)—i (modn-1)=I+d(0)-i (modn-1),

j=0

i-|
ds2i)=Y (ka1 —kajs2)+dp(0)+ (modn-1)=I+dg(0)+i (modn-1).

j=0

Thisyields that

i—|
1= (kajor—kagea)= da(i)-da(O)+i (modn-1),

j=0

i-l

1= (kyui—kaj2)=ds(2i)~ds(0)-i (mod n-1)

j=0

Item 2 is proved similarly.
Thepropositionis proved.
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PROPOSITION7
1. K da(0)=da(k) thendp(k)=( dg(0)+k) (modn-1).
2. If dp(0)=dg(k) thend(k)=( daA(0)- k) (modn-1).
This propositioncanbe provedby directcalculations.

Let c bean elementf the permutationSandcg (A, B) andby d.(j)
denote the numbesf elements before at timej. In proposition8 we find
d.(1).

PROPOSITIONS

1. Ifeitherd,(0)< d.(0)< dg(0) or dp(®)< d(0)< da(0) thend( 1)=[-da(0) -
dg(0)-k,+ d.(0)~4] (mod n-1).

2. If eitherd,(0)< da(0)<dg(0) or dg(0)< da(0)< d(0) then d.(1)= [d.(0)-
da(0)-k;~2] (mod n-1).

3. If either d (0)<dg(0)<dA(0) or da(0)<d(0)< d.(0) then d.(1)= [d.(0)-
de(0)-k,~2] (modn-1).
Theproof is straightforward.

4. PROBABILISTIC RELATIONS FOR THE KEY
SCHEDULING ALGORITHM

In this sectionwe presentprobabilistic relations fothe key scheduling
algorithm.

THEOREM 2

Let K=k,...,k. be apassphrase, whele s its length. Let So=(0, 1, 2,
...N-3, A, B) andSj=(F)'( So). Let da(j) be theA joker distanceattimej and
ds(j) be the B joker distanceat time . If for any t<j: dg[t]#n-1, dg[t]#n-2,
dalt] #n-1, dg[t] =da[t]+] andda[t] #ds[t]+], then theA joker distanceand
the B jokerdistance satisfthe followingrelations.

1. If j=2ithen

i1
daQi)=[da(0)+ Y, (Kajus — kojs) — i) (mod n),

j=0

[
dp(20)=[d(0)+ Y, (kgjui~ Kaje2)+i] (mod n).

j=0

2.1f j=2i+1 then
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da2i+1)= ["dB(O)"'z (Kajs2 — koje1)—ka2in~i-3] (modn),

=0

H
dB(2i+ 1)'_' [—dA(O)+ 2 (k2j+2 - k2j+|)+i—2—k2i+|] (mOd n).

j=0
Thistheoremis provedastheorem1 .

We stressthat the propositionsvhich areprovedin the previoussection
remaintrue forthekey scheduling algorithm buhe operation‘mod (n-1)" is
changedby “(mod n)”.

5. CONCLUSION

In this paper weresentecrobabilistic relation$or thejokersin Solitaire
keystream generatoand described some their propertid$. analyzes the
probability distribution of distance betweenthe two jokersin a deck at
different time periodsWe foundthatthe numberof elementsdetweerjokers
attimet depend®nt andtheinitial numberof elementdetweenthe A joker
and theB joker. Presented resultwith bit changes arappliedto the key-
scheduling algorithnof Solitaire.

We hope that results describ&d [2], [3] and this paper allow mounting
an attackon this cipherwhich is moreeffectivethan exhaustivesearchand
this will be theobjectof anothemaper.
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Abstract  This paperdescribesprocesdor thegeneratiorandanalysisof security
protocol requirementslt addressesomeof the problems resultingrom
the inadequaciesof present developmenmethods. It is basedon a
hazardanalysis techniquevhich has beendevelopedfor safety critical
systemsengineering.This providesa structuredmethodf analysisof
therequirementsvhilst avoidingthe problemsof beingtoo restrictive.

Keywords: security protocols, software engineeringgquirements gatheringnd
analysis,hazardanalysis.

1. Introduction
1.1. Security Protocol Development

In comparisorto theprocessof generakoftwaredevelopmentsecurity
protocol developmentis relatively unstructured.It is thereforehardly
surprisingthat protocolsarestill being publishedhat arelaterfoundto
be vulnerabldo attacks.Soundengineeringpracticesneedto be applied
to protocoldevelopmentindwe needto considerthe whole development
lifecyclefor protocols.

Generalmodelsof software developmeritavebeen proposedhe most
famousof theseare the Waterfall model by Royce[12fnd the Spiral
model by Boehm[5].Many variations on thesenodelshave been sug
gestedbut commonto all the modelsareanumberof distinctactivities:
of theserequirementsgyatheringand analysisare the first [9, 13]. Al-
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though not perfect, thesaodelsgo somavay towardsthe development
of higherquality software.

Researchin protocol developmenthas focusedon the use of formal
methodsandlogicsin the designand verification of protocolsat a late
stagein the development.Little work hasbeencarriedout into therel-
evanceto protocol developmentf otheractivitiesfoundin the software
engineering process, suasrequirementsengineering.

We believe that many attacksand flaws could be guarded against
throughthe proper gatheringndanalysisof the protocol requirements
before the actualdesign. This would reducethe incidenceof security
failuresdueto the ‘opportunistiexploitationof elementarydesignflaws’
or ‘implementationand managementlesignerrors’[1, 2].

In this paper,we addressthe issue of requirementsgatheringand
analysisin protocol development.Our approachis basedon a hazard
analysis techniquandis described irbectionl.2and2. It isusedto ana-
lysethegoalsof the protocolwith referenceto the security requirements
of the protocol,in orderto generatethe low level protocol requirements.

Through theuse of this technique,we are ableto begin designing
a protocol with a more thorough understandingboutwhat it should
do. We also have a higher level of confidenceabout the security of
the protocol designed basesh the requirementsbeforewe carry out
any verification of the protocol. This is necessaryor the verification of
the protocols: we have requirementswvhich we can verify the protocol
against, rathethan having to guesswhat the requiremeritsare before
we canstartverification.

12 Hazard Analysis

HAZOP. We proposethe useof a hazardanalysis techniqu&hich
hasits foundationsin a method called Hazard and Operability Study
(HAZOP)[6,7]. HAZOP wasdevelopedyy ImperialChemicallndustries
(IC1) for the identificationof hazarddn processlant designswithin the
chemicalindustries,where the analysisis carried out on the pipework
and instrumentatiodesignof the plant. It hassincebeen appliedn the
food-processingpharmaceuticalpuclear,oil andgasindustriesandhas
alsobeenadaptedfor use inthe developmentof safetycritical systems
11].
[ In] aHAZOP study,a teamidentifiesthe entitiesand attributesf a
design. A standardlist of guide wordsis usedto suggestdeviationsto
theseattributes.Thedeviationsareanalysedo determine theipossible
causemndeffectsandto considerwhat actionsieedto betakento avoid
or minimisethe effectsof the deviations.Theresultsof the analysisare
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GUIDE GENERIC MEANING
WORD

Omission Theserviceis neverdelivered,i.e. thereis no commu
nication. Theseareclassifiedaseithertotal or partial.
Commission| A serviceis deliveredwhen notrequired,i.e. thereis
anunexpected communication. Thesmeclassifiedas
eitherspuriousor repetition.

Early The service (communication) occursearlierthanin-
tended.This may be absolute (i.e.early comparedo
areakttime deadlinepr relative (earlywith respectto
othereventsor communicationsn the system).

Late Theservice(communication) occurkter thaninten-
ded. As with early, this may be absoluteor relative.
Value Theinformation (data)deliveredhasthe wrong value.

Table 1. The SHARDguidewords [10]

recordedn atabledetailingthedeviations causeseffects,detectionand
protection, and the justification and recommendations.The analysis
documentations usedto improvethe safetyof the systenmunderstudy
andmay alsdbe usedin furtherinvestigationof the safetyof the system.

SHARD. Software Hazard Analysis and Resolution in Design
(SHARD) [10],is a ‘projective computersystemsafety analysistech

nique basedn HAZOP’. It is usedto analysedesignsand to obtain
systemsafetyrelated requirement®r the detaileddevelopmentf those
designs.The guidewords in SHARD are based orthe communication
of piecesof information,with specific valuesat particular pointgn time

(Tablel).

The analysis processn SHARD is even morestructuredthan in
HAZOP, with extrastepsto becarriedout in the analysis.TheSHARD
processis shownin the flow diagramin Figure 1.

Theanalysisis recordedin atablewith at leastthe following column
headings: Guide word; Deviation; Possible Causes;Effects;Detection
and Protection; Jusification/DesignRecommendtions.

ThestructuredSHARD processandthe moreappropriateguidewords
for a systeminvolving information flows lends itselfto the analysisof
securityprotocolrequirements witlsome modificationsTheapplication
of SHARD to protocol requirementgatheringand analysisis described
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in Secti;m 2. An exampé use of the analyss of the requiremers for an
electront commere protocd is given in Sectin 3

2. Requirement Analysis for Security Protocol

2.1

Introduction

The aim of a requiremerd analyss proces for securiy protocos is to
analy® the high levd requiremenrd of the protocd to obtan the low levd
functiond requiremerg of the protocol The® low levd requiremeng
can then be usal in the desigh pha® of the protocd development This
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ensureghat the security requirementare carefully consideredt the
early stagesf developmentand the featureswhich are built into the
protocol arejustified.

The analysisis split into two levels,basedon thedistinctionbetween
high andlow level protocol requirements:

s High Level Requirements Thesestatewhat must be achieved
by the end of the protocol run. The requirementsare in terms
of the differencesin the knowledgestateof the principalsbetween
the startand end of the protocol sessionthey indicate whathe
principals shouldindshould notknow. They aresquivalentto the
pre-andpostconditionsof the protocol.

Thehigh level requirementgan besubdivided into functionand
non-functional requirements.The functional requirementsindic-
ate the functionality of the system underevelopment;for ex
ample, “By the endof the protocol, Principal A should havere-
ceived arorderfrom Principal B". At this high level we are not
interestedin how this is achieved,nor what the order looks like.
Non-functional requirementsare more difficult to analyse, these
requirementsncludesafety,securityandreliability requirements.
In protocolrequirements analysigge areconcernedvith ensuring
that protocolsmaintaina numberof security propertiesyhich are
determinedby the purposeof the protocol. We havedesignedhis
analysiamethodwith referencdo thefollowing security properties:
confidentiality; authenticity;integrity; nonrepudiation;availabit
ity; timeliness; nosreplicability. An exampleof a nonfunctional
requirements “The order musthe kept confidentiabetweenprin-
cipals AandB.".

s Low Level Requirements Theseare thelow level functional
requirementsof the protocoland arederivedfrom the high level
functionaland non-functional protocolrequirements. They state
detailssuchas what each protocol messagewill contain, how it
will be constructedany interactionsbetweenmessagessuchas if
aparticularmessageomponenis dependenbn anothermessage,
andwhat checkswill needto be carriedout on the messages. An
exampleof alow levelrequiremenis: “The messagshould contain
acomponent(suchas atimestamp)to avoidreplay attacksandto
ensuretimelinessof messages”.

The analysisexploreshow an implementationmay fail to meetits
requirements, includingpow the externalenvironmentcan affect the
protocol. This may prompt furtherrequirementsf the protocolto de-
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Figure 2. Hazad Analysis for Securiy Protocos Requiremerg

ted when sud situatiors arise ard al® to proted¢ or mitigate agains
the violations of the requirements

Our methal takes into accoun the differing views of the stakeholdes
in the protocd throuch the use of a team in the analysis The tean
shoul consis$ of representative of eah of the stakeholdes in the pro-
tocd and ideally, someoer who is familiar with attacls ard flaws which
are comma in protocols as well as the differert verification techniqus
which can be usal on the protocols

2.2. Hazard Analysis for Security Protocols

The analyss proces is basel on the SHARD proces using guide
words to promp deviatiors to the requiremerg and identifying the
causes effects detectim armd mitigation mechanisme associaté with
thes deviations

Our analyss is carried out a the both the high and low levek of
functiond requirements The analyss of the requiremerg will promg
further high levd ard low levd functiond requiremerg which will be
subjed to further analysis Thus the analyss is an iterative process It
is outlined in Figure 2.

The guide words in the analyss proces hawe bee adapté to relae
to messag transfers contens ard checls on messagesto promg devi
ations which make the requiremend vulnerabé to attacls which violate
the required securiy properties Once the® vulnerabilities hawe bee
identified, measure can be taken throuch the introductian of further
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requirementgo avoid the incorporationof the vulnerabilitiesinto the
designandimplementation.

Table2 containsthe guidewordsandinterpretationsusedto generate
thedeviationsto the protocol requirements, thesesreinfluencedby the
SHARD guidewordsin Tablel. In thistablewe also identifythesecurity
propertyviolations which could result from the deviationssuggestedy
the guidewords. Theguidewordswe haveselectedmay not bethe only
guide words whichcould be used forsecurity protocohnalysis. Further
guide words can be addedto the processto reflect differentproperties
requiredof differenttypesof protocol.

Someof the stepsn the analysisprocessof Figure 2 aredescribedn
more detail below:

Identification of high level functional requirements. Thehigh
level functional requirementareelicited fromthe informal scenariade
scription which detailsthe situationfor which we wish to designa pro-
tocol. By identifying the principals, their actions and the objectson
which they act, we canextractmorestructuredrequirementsvhich de
scribethe scenariowhich containthe following: initiating principal, re-
spondingprincipal, actionobject.

Identification of Causes. Thisis basedntheprimary - secondary
- commandrule for identifying causesn SHARD. We interpretthis as:

= Primary (P) causesaredueto the failure of the principal who
carriesout theservice. For instance the principal may not have
sentout the messagepr may havesentout anincorrect message.

s Secondary (S) causesredueto the failure of the mediumover
which communicationis madeor anactionor eventis carriedout,
suchasthe network. Caseswvherean intermediary partysuchas
anintrudercausesadeviationarealsoclassedassecondargauses.

» Command (C) causesaredueto the failure of the command
which promptsthe actionto be carriedout. Earlier messages ia
protocolsessioract as acommandor prompt,to the principal to
sendout the next message.Therefore,if an incorrect messagés
receivedthenaresponsalependenbn that message mawlsobe
incorrect.

Identification of Effects. Theimmediateeffectsof the deviations
arenoted. Any possibleactions (A) which can be carriedout by the
principalsas aresultof thedeviationareidentifiedandthe consequences
(C) of theseactionsareidentified. The actionsand their consequences
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GUIDE GENERIC MEANING SECURITY
WORD PROPERTIES
VIOLATED
Omission Theeventdoesnot take place. Avalilability
Commissior| Theevent whichtakesplaceis not | Spurious:
asexpected.Thedifferent typesof | Authenticity,
commission: Non-repudiaion
e spurious:aoneoff event. Repetition:
e repetition: arepeatedevent. Authenticity
Non-repudiation
Non-redication.
Value The dataobtainedin the eventhas| Integrity,
thewrong value aridhis canbede | Authenticity,
tected. This could be: Non-repudiation
= total: the datadclivered in the
eventis totally corrupted.
e extra: an eventoccursas expec-
ted but with some unexpecteex
tra data/behaviour.
e partial: parts of the expected
eventareomitted.
Disclosure | Thedatain this eventhasbeemli- [ Confidentiality.
vulged to an unauthorisegbarty.
Early Theeventoccursearlierthaninten-
ded. Early carbeinterpretedas: | Timeliness.
e absolute: early cornparedto a
reakttime deadline.
e relative: early with respectto
other eventsor communications
the svstem.
Late The eventoccurslater than inten | Authenticity,
ded. Late canbe interpretedas: Timeliness,
» absolute:latecomparedto areal-| Availability.
time deadline.
e relative: late with respect to
other eventsor communications
the svstem.
Table2. The protocol analysisguide words
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must be consideredecauseét is often a chain of eventsfollowing from

a deviation which results in an insecurity in the protod noted in

the SHARD analysis, effects may contribute to or be the causes of other
deviations, thereforany dependencies should Ibecorded.

Recommendations. In orderto protectthesecurityof the protocol,
recommendationso addresghe deviationsaremade. Therecommend
ationsareof threetypes:

= Prevention (P) Measuresto preventa potential violation of a
security propertyareincorporatedinto the design.

s Detection (D) Mechanismdo detectwhen,how andwhoviolated
the securityof the protocol.

s Reaction (R) If we candetectwhena violation has takerplace
then we canrecover fromthe security violation by correction or
mitigation mechanisms.

Therecommendationdepend upothesecuritypropertiesvhich have
been breached.In somecircumstancesve can react to the security
violation and carry out an action to return the protocol to a secure
state.However,in somecasest is impossibleto recoverfrom a security
violation, suchas when a confidentiality breachoccurs. In suchcases
we mustattemptto find protectionmechanismso prevent suclsecurity
breaches. Similarly there are also situationsin which detectionof a
securityviolation is very difficult. Thechoiceof recommendationmust
be carefully consideredo deal with suclcases.

Therecommendationsanbeimplementedusingavariety of methods.
Software orhardwarecontrolscould be usedto ensurethat the protocol
securityis maintainedfor example encryptioncan beusedto maintain
integrity and confidentiality. Policiesand physical controlscanbe used
to governthe applicationof the protocolsand information ina wider
context

Furtherhigh andlow level requirementsareelicited from the recom
mendations.Thesearethenaddedto thelist of requirementsand are,
in turn, analysed.lf therearemultiple recommendations address the
same problemthen design decisionaboutwhich recommendationso
usewill needto be takenandthese shoulde documented.

Analysis Documentation. The analysisis documentedn atable
suchas thatin SHARD andHAZOP. Thedocumentationablemay also
contain a column for recordingcomments arisindn the courseof the
discussionthis is useful forrecordingother issuesand crossreferences
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relatingto otherpartsof the analysisor design phaseExampleheaders
in thedocumentationnableare: Guideword; Deviation; CausesEffects;
RecommendationsComments.

3. Example Application

In this sectionwe providea partialexampleof the useof the require
ments analysiprocessfor securityprotocols.

3.1. Scenario

A vendorwishesto sell goodsto its customersver the internetusing
an electronic commercerotocol. It is envisagedhat the customewill
sendto the vendoranorderfor the goodsandalsopaymentdetails. The
vendorwill thenbeableto obtainpaymentthroughthe customer’s credit
cardcompany.ln returnthe customerwill obtainthe goods ordered.

3.2. Example Analysis

Identification of High Level Functional Requirements. We
extractedthe following high level requirementdrom the scenaricabove
by identifying the principals, actionandobjectsandtheir interactions:

1 Customer sendan orderfor goodsto the vendor.

2 Customersends paymendetailsto the vendor.

3 Vendorsubmitsthe paymentdetailsto the paymentauthority.

4 Vendorobtainspaymentfor thegoodsfrom the paymentauthority.

5 Vendordistributesthe goodsto customer.

High Level Analysis. Table 3 contains an analysis of the high level
requirements "Customer sends and order for goods to the vendor" usin
the hazard analysis process. In a full analysis, a similar table is produce

for each of the requirements.

Omission: No orderis made.
Cause: (P)Customerdoesn’tsendanorder.
(S) Orderlost by network/intruderactions.
Effect: (A) Customerwaits indefinitely for response
from vendor.
(C)Vendor loosean orderif not detected.

Table 3. Analysis of “Customersendsorderfor goodsto vendor”
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Recommendations:

(D) Timeouton waiting for responseo orderso
customer does navait indefinitely.

(R) Recovery sessioto resendorder.

(D) A preprotocol exchangeenablesvendor to
detectif anorder is missing.

(P)Usea reliable network.

Comments: Network reliability is out of the scopeof this pro-
tocol sincewe haveno control over the reliability
of theinternet.

Preventiorof intruder attackss impossible pro-
tection shouldnake attacksinfeasible.

Commission An ordertakesplace unexpectedly.

(Spurious):

Cause: (P)Customeraccidentallysendsthe order.
(S) An intruderfakesanorder.

(S) Network fault resultsin spuriousorder.

Effect: (A) Vendortreatsorderasvalid and waits indef-

initely for a paymentmessag&hich will not take
place (if paymentis beforedelivery).

Recommendations:

(D) Tinieoutson waiting for paymernmessag so
vendordoesn’twait indefinitely.

(D) Order authentication.

(D) Customerfeedbackto checkordeir is correct.
(P) A preprotocol exchangso valid ordersre-
ceivedby vendorareriot unexpected.

Comnent As for Omission

Commission An orderis repeated.

(Repetition):

Cause: (P)Customermrepeatsan order intentionally.

(P)Customeraccidentallysendsa repeatorder.
(S) An intruderreplaysthe order maliciously.
(S) Network fault causesnessageo be resent.

(A) Vendor treats ordeas valid and custome
receivesunwanted goods.

(A) Vendorrejectsorder and customerwaits in-
definitely for responsdrom vendor.

Recommendations:

(D) Useof afreshelement(nonceor timestamp)
to detectreplay of an order. This allows valid
repeatordersto take place.

(D) Customerfeedbackto checkorderis correct.

Table 3. Analysisof “Customersendsorderfor goodsto vendor"
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Value (Total): Orderis totally corrupted

Cause: (S) Corrupted orthe networkor by intruder.
Effect: (A,C) Vendor rejectsmessages it is not identr
fiable as anorderandcustomemwaits indefinitely
for responsdrom vendor.

(A) Messagenterpretedss anorder,but not that
intendedby the customer.
Recommendationsi(D) Checkintegrity of order.

(D) Customeifeedbacko checkorderis correct.
(P)Avoid indefinite waitingby timing out wait-
ing for a respons¢o order.

(R) Recovery sessioto resendthe order

(P) Useareliable network.

Comment: As for Omission.

Value (Extra): Orderis valid but thereis someextrainformation
with it.

Cause: (P)Extrainformationaddedby customer.
(S) Result of corruption onthe network/by an
intruder.

Effect: (A) Orderinterpretecby vendoras anorderwith

unwantedextraitemsincluded.

(A) Orderrejectedby vendorandcustomemvaits
indefinitely for response fromendor.
Recommendationg:(D) Checkintegrity of order.

(D) Customeifeedbackio checkorderis correct.
(P) Avoid indefinitewaiting by timing out wait-
ing for aresponseo order.

(R) Recovery sessioto resendthe order.
(P)Useareliable network.

Comment: As for Omission.
Value (Partial): | Only part of order messagés received.
Cause: (P)Customemissedoff partsof order message|

(S)Componentsf ordermessagarelostonnet-
work/by anintruder.

Effect: (A) Orderacceptedut partsof customer’'sorder
aremissing.

(A) Orderrejectedand customer waitsandefin-
itely for responsdrom vendor.
Recommendations(D) Checkintegrity of order.

(D) Customerfeedbackio checkorderis correct.

Table 3. Analysisof “Customersendsorderfor goodsto vendor”



Hazard Analysis for Security Protocol Requirements 87

(R) Recoverysessiorto resendthe order.
(P)Usea reliable network.

Comment: As for Omission.

Disclosure: Orderis disclosed.

Cause: (C) Orderis not protectedand can be read by
eavesdroppewn network.

Effect: (C) Customer’sprivacy is violated as order is

public knowledge.

(C) Vendor'sorder detailsreavailableto every
one, includingheir competitors.
Recommendationg:(P) Confidentiality protectiorof the order.

Early: Orderis receivedearly.
As for Commission(spurious).
Late: Orderis receivediate.
Cause: (S) Delay on networkor by anintruder.
Effect: (A) Customemwaits indefinitely for vendor’s re

sponseo order.

Recommendationg:(D) Inclusionof a freshcomponento enablethe
vendorto determineif a messagés late.

(D) Customettimesout waiting for messages fg
vendor’sresponséo avoid indefinite waiting.
(R) Recoverysessiorto resendorder message.
(P)Useareliable network.

Comment As for Omission

=

Table 3 Analysis of "Customer sends order for goods to vendor"

Extraction of Further Requirements from High Level Analysis.

The following requirementswere extractedfrom the analysisof the
requirement“Customersendsan order for goodsto vendor”. In a full
analysis, thesare analysed inlater iterationsof the Hazard Analysis
process.

= High level requirements:

1 A recoverysessiorshouldbeavailablein casethatordemeeds
to beresent|f it is detectedthat orderis incorrector hasnot
beenreceivedby the vendor.

2 Preprotocolexchangeo ensurethat vendoris alive andac
cepting orderand alsoso that vendor is ableto anticipate
receiptof orders.
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3 Providefeedback(a confirmationof order) so customercan
checkthat orderis correct.

= Low level requirements:

1 Time-outson waiting for ordersand responsego ordersto
avoid principalswaiting indefinitely.

2 Authenticationof ordermessages.

3 A freshelementin order providesuniquenessf order, giv-
ing assurancehat it has beercreatedrecently and allowing
ordersto berepeated.

4 Integrity checkingand correctionof order.

5 Confidentiality protectionof orderto protectcustomer’gri-
vacy.

6 Incorporationof atime componento detectif orderis late.

Low Level Requirements. Table 4 containsan exampleof the
low level analysisstagein the Hazard Analysis for Security Protocols
process. This table shows the analysis of the low level requiredent
fresh elementin order provides uniguenessf the order messageand
allows ordersto be repeated.” Fromthis analysiswe obtain further
requirementgor the protocol.

Omission: No fresh elemenisincludedin theordermessage
Cause: (P)Not includedby customer.
(S) Unavailability of fresh elemengenerator.
Effect: (C) Vendor cannotcheckif orderwascreatedre-
cently.

(A) Intruderis ableto replay order message.
Recommendations(D) Vendor checks fofreshelementin orderand
rejectorderif it contains ndreshelement.
(P)Useof reliablefresh elemengenerator.

Commission Fresh elemenis unexpectedlyin ordermessage

(spurious):

Comment Not applicable sincenessagés expectedto corn
tain afreshelement.

Commission A freshelementis reusedin ordermessage.

Repetition):

Cause: (P)Reusedby principal.

(S)Elementreplayedby intruder/network.

Table 4 Analysis of "A fresh element is included in order message"
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Effect: (A) Rejectionof messagdoy vendor.
(C) Customer doenot receivegoods.
Recommendations{D) Checkfresh elementandrejectif repeated.

(R) Recovery sessioto deal with invalid fresh
elements.

Value (Total):
Value (Extra):

Value (Partial):

A freshelementof unexpectedormatisin order
message.

Expectedfresh elemenplusextrainformation is
in ordermessage.

Partial freshelementis in ordermessage.

Cause:

(P)Includedby customer.
(S)Elementin format providedby generator.

Effect: (A) Ordermessagss rejectedby vendor.
(C) Customermoesnot receivegoods.
Recommendations{D) Checkfreshelementandrejectif invalid.
(R) Recoverysessionfor caseswhere fresh ele-
ment is invalid.
Disclosure Freshelementis disclosed.
Cause: (P)Not protectedby principal.
(S) Disclosedon network/by intruder.
Effect: None. Public knowledgeshouldrevealnothing.
Early Freshelementin order messagas early.
Cause: (S) Generatodispensedreshitemstoo early.
(S) Othermessages hawveot yet beenreceived.
Effect: (C) It isknownthat ordermessagédasbeencre-
atedrecentlyandsois valid.
Recommendations(P)Thefreshelementgeneratofor customerand
vendorshouldbe periodically synchronised.
Late Fresh elemenin ordermessages late.
Cause: (P)Principalsends ordemessagéate.
(S) Freshelementgenerator generates late.
(S) Message delayeby intruder/network.
Effect: (A) Orderis rejectedbecauset is too late.
Recommendations(D) Check that messagesre timely/fresh and

rejectif late.

(P) Periodic synchronisatiomf customerand
vendor fresh elemergenerators.

(R) Recovery sessiom caseof late messages.

Table4 . Analysisof “A freshelementis includedin ordermessage"
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Extraction of Further Requirements from Low Level Analysis.
Theanalysisof the low level requirement‘A freshelementis includedin
the ordermessageidentified the following requirement®f the protocol:

e High levelrequirements

1 Recovery sessioto deal with messagesvith invalid or late
freshelements.

= Low level requirements

1 Periodic synchronisatioaf fresh elemengenerator.
2 Useof reliablefreshelementgenerator.

3 Checksto ensurefresh elementsare of valid format/timely
andrejectif not.

4 Checksfor the freshelementin order messageand rejection
if nofresh element.

33 What has been gained from this analysis?

From this fragmentof an exampleof a Hazard Analysisfor Security
Protocol requirementsye cangaininsightinto the intuitive stepstaken
by the designer.We canidentify itemswhich needto be kept confiden
tial, checked forauthenticity,integrity and freshnessrecovery sessions
andfeedbackio the principalswhichis required. Usingthis analysigro-
cesswe can tracehegeneratiorof requirementandjustify the features
which are built into the protocol.

In a full analysis, eaclof the recommendationsvould be justified
in more detail and labelledto make it easierto trace and refer to the
protocol requirementsiuring the later development phases.

4. Conclusions

In this paperwe havedescribeda procesdor the gatheringandana
lysis of the requirementf security protocolsbefore the actualdesign
of the protocol. This is the traditional starting point in the software
engineerindife cycle. It is preferableto spend timen the early stages
of the protocol developmenthan torisk acompromiseof security,when
the protocolis put into use. Our approachdiffers from previousresearch
into the requirementof protocolswhich focusedon the useof require
mentsin the verification of protocols[14]; for example,Syversonand
Meadows[15] formalisedthe requirementsof authenticationprotocols
and usedthemto verify and find attacks onthe NeumanStubblebine
protocol.
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Thehazard analysis approadescribedn this paperprovidesa sim-
pler,morestructured andystemati@pproactio deviationidentification
thanthe heuristicmethodsin the literature. Work on inquiry-basedre-
quirementsanalysig[8] relieson the useof what-if? questiongo prompt
deviations. In goatbasedrequirementsanalysis[3, 4], trivial obstacles
areassignedo eachgoalto investigatethe possiblewaysin which agoal
may failto complete.These obstaclemeidentified throughthe useof an
extensiveset of heuristics. The obstacleanalysisis further elaborated
through scenario analysisvhich examinesthe concretecircumstances
underwhich goalsmay fail. Lamsweerdeandleitier [16] presentformal
and heuristic methodsfor obstacleidentification and resolution based
on temporallogic.

An advantageof the hazard analysiapproachfor protocol require
mentsover the temporalogic approachis the focusof the analysison
security featuresf the protocol. The temporallogic approachis very
formal, requiringthe gatheringof the preconditiongor the negationof
the goalexpressedn logic, these preconditionsreobstaclego the goal.
Someformal techniquesave missedittacks dueo theirover abstrae
tion of the protocols,since security attacksmay be the result of the
exploitationof propertieswhich arenot easily expressible logic.

Our approachto the analysisof the requirements doesot, of course,
guaranteeahat all the attacks aravoidedand secureprotocolswill be
designed. The requirements analysigrocessis useful for highlighting
weaknesseand flaws which havepreviouslyoccurred inprotocols.

Attack and threatavoidance techniqugsromptedby the guidelines
may not be appropriatefor instance|f the recommendationgould be
too costly or time consuming. Considerationof the recommendations
should be carefully evaluatedwith respectto the requirementsf the
protocol stakeholderddoweverjust beingawareof potentialproblems
which maybe causedoy aparticularrequiremenis animportantbenefit
of usingthe method. Insuchsituations,if it is consideredappropriate,
higher level requirementsnay be weakenedn the light of the analysis.

Our method is suitable for identifying and investigatingcommon
threatsandattackson protocolsand promptingprotectionmechanisms
againstthem. This methodis a stepforward in providing a morestruc
tured approachto the developmentof secureprotocolsand we believe
that this approachto requirements analyssanbe appliedmorewidely
in the field of computersecurity.
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Abstract:

Keywords:

Application programmersften haveto protecttheir applicationsthemselvesn
orderto achieve securapplications. Thereforetheyhaveto possess bt of
knowledgeaboutsecurityrelatedissues. Thesolutionto this problemisto
separate theecurityrelated moduleasmuchaspossiblefrom thereal
applicationandtransparentlyinvokethesesecuritymodules. By doingthis, the
application programmeran build his distributed application without
consideringhe securityrequirements.

Thecasestudy presents hoto achieve transparesecurityin the RMI
(remotemethodinvocation)systeman API providedby Javato implement
applicationsn a distributed environmenfThepresentedrameworkis also
flexible enoughto supportdifferent levelsof security.

opendistributed systensecurityframework
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1. INTRODUCTION

Enterprises are increasingly dependamtheir information systemgo
supporttheir businessactivities. Compromiseof thesesystems eitherin
termsof loss or inaccuracgf information orcompetitorgyaining acces®
t— can be extremelycostly to the enterprise. Security breachesare
becomingmore frequentand varied. Thesemay often be dueto accidental
misuseof the systemsuchasusersaccidentally gaining unauthorizedcess
to information. Commercial agell as governmensystemsamay alsobe
subject to malicious attackg(for example,to gain accessto sensitive
information). Distributed systenage more vulnerableto security breaches
thanthe moretraditional systemssthere arenoreplaceswhere thesystem
canbe attacked. Therefore, securitis neededn distributedsystems. This
casestudy presentisow to achieve transparent secuiitythe RMI system.

Securityprotectsan information system from unauthorized attentpts
accessnformation or interferavith its operation. The key securityfeatures
we areconcerneavith are:

- identification andauthentication to verify partieswhothey claimto be.

— authorizationandaccess control to decidewhethersome party can
executesome action.

— protection of communication betweerparties. This requiregrustto be
established between thientandthe serverwhichinvolves
authenticatiorof clientsto serverandauthenticatiorof servergo clients.
It alsorequires integritandconfidentialityprotectiorof messages
transit,

— audit trail of actions.

Apart from these security requirementglministration of security
informationis alsoneeded.

In client/server applications, objectslocated at one host are
communicatingwith objectsrunning on other hosts. The key security
featuresanbe providedattwo levels:at the locatiort level andat the object
level. Securityfeaturegprovidedat the locationlevel securecommunication
betweentwo hosts. Thiskind of security is independenbf the objects
communicating between these hoskEachobject canalsobe individually
protectedif securityis providedat the objectlevel. It is clearthat security
provided at the object leved morefine-grainedhan security provided #te

! ocations will mostly correspond with hostspreprecisely, they correspond to Java Virtual
Machineinstantiations.
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location level. Waewill discusshow eachof these securityeatures care
built into thesystem.

The main goal of this casestudyis to providea flexibleandtransparent
securityframeworkfor the RMI system. Flexibility meansthat it mustbe
possibleto incorporatalifferent mechanismand servicesaccordingo the
degreeof securitythatis required. Transparency mainsthatapplicationsre
not awareof the securityaspects builinto thesystem. Hencegachof the
security featuresshouldbe implemented into th&MI system itself. That
way, applicationprogrammerslo not have to recompiléheir applicationto
work with thesecured framework.

A first sectionbriefly describeshe architectureof the RMI system. The
second section introduct®e security componenenddiscussewsherethese
serviceshouldbe addedn the RMI system. By including these components
in the RMI systemitself, they aretransparentvith respecto theapplication.
The third section presenta securityframeworkfor RMI that is flexible
enough tesupportdifferent levelf security. The nexttwo sectiongliscuss
thetransparencyndtheflexibility of theframework. Nextwereferto some
relatedwork in thisarea. Theaperendswith ageneral conclusion.

2. THE RMI SYSTEM

Server
application

application

Stub/ skeleton layer

Remote Ref¢rence Layer
]

Trtmspd'rt Layer

Figure 1. theRMI system

The RMI system[1] consistof threelayers:the stub/skeleton layer, the
remote reference layer andthetransport layer. Theapplicationtself runson
top of this RMI system. When a client invokesan operationon a server
object, a stub object passes thethodto thereferencdayerthat initiates the
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call. Theremotereferencesaremappedto locations. A specificreference
semanticss executedat that momentdepending on th@nplementatiorof
thereference layerForinstancethis layer can suppogoint-to-point calls,
calls toreplicatedobjects, etc. Theemote referencéayer alsosetsup a
connection to the server sithg creating anew connectionor reusingan
existingconnection. Dependingn theimplementatiorof thetransport layer,
TCP [2], UDP [3] or othertypesof connectionsare supported. When a
serverreceives informatiolmn anincomingconnection, thénformationwill
be forwardedto the reference layer thakecutes code according teecific
semantics. Finallythe remoteobject executes theethod andsendsthe
resultbackto the client sidén the samevay.

3. SECURITY COMPONENTS

To achieve a securexecution environmensome securitgomponents
must be added into the distributed system. The security components
discussedn this paperare theassociationcomponentthe authentication
componentthe accesscontrol component, anthe audittrail component.
This section shows where these four security services are added irtvithe
system. By including these servideghe RMI system, they are transparen
to the application.

Services can badded attwo levels: the location level andhe object
level. Servicegprovided at the location level are executedoetweenhosts.
Information provided at that level are th&addresses of the communicating
hosts, the principale€xecutingat each of the two hosts, etc. Services
providedat the object levehreexecuted betweenbjects. Moranformation
is availableat thatlevel. Themethodname andparameter®f the remote
invocation areknown. Moreover,an object canbe runningon behalfof a
certainprincipal. An access controlleat the object level catmakeuse of
this information.

Stab layer
Remote Renote
Reference layer Refernce Layer
henticatio
Trams port :mt ERAIOR., Transport
Layer _ Secure Layer
Tassociaton

Figure 2. Securityservicesn the RMI system.
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3.1 Secure association service

Before messagesire sent overthe wire,a secure association must be
establishecdbetween two hosts: theient and the server. This services
providedatthe location level. As aresultof this phasepoth partiespossess
a key that will be usedto exchange furthemessages.Thus, settingup a
secure association guarantgesconfidentialityof the datathatis exchanged
betweenboth parties. The secureRMI systemperformsthis task after the
connectionis establishednd before the actuahethodinvocation fromthe
stubobjectto the server object takes place. Thaisk carbefully executedat
the transport layermaking useof the connection. The resultikgy is also
kept at the transport layerAs this service doesot requireany information
about the objectdhe same secure associaticen and will be reused over
multiple callsbetweerthetwo hosts.

32 Authentication service

Oncea secure association is sap, an authentication service can be
executed. Ofterhoth partieswill want to know the correct identityf the
partythey are dealingith, for instanceas basigor authorization decisions.
Alternatively, they may want to act anonymously. Authentication cae
performed ina kind of handshakghasewhere trustis gainedin the other
party’s identityand wheresecurity attributesire exchanged. This service
can be fully performedat the transport layer, immediately after secure
association is setp. The resulting security attributes are adsoredat the
transport layer. Dependimmg the implementation, authenticatioreisecuted
atthelocation leveland/oratthe object level. Thepresented framework only
presents authenticatiabthe locationlevel.. This correspond® the ideahat
usersare typically controlling locationgndthey arethe principalswe want
to authenticate.

3.3 Access control service

The access control service (or authorisation service) givesparty the
possibility to allow/disallowan action of the other party involvedin the
communication.In an object oriented environment, access decistambe
basedon the methodandthe parameters that are semtthe server. This
serviceis performedat the object level. Thus, access controlst be
performed at the reference layerafter the necessarjinformation is
unmarshalledand beforethe methodwill be invoked. This serviceanalso
make us@f the security informationhatis storedatthe transport layer.
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34 Audit trail service

Theaudit trail service is responsibldéor logginginformation. Two types
of logging are introduced. In the transport layer (i.eat location level),
information abouthe authentication proceduis logged. At the reference
level (i.e.at objectlevel),informationaboutthe authorisatiomndthe method
invocationis logged.

4, THE SECURITY FRAMEWORK

We developped securityframeworkfor RMI that is flexibleenoughto
supportdifferentsecurity levelsand mechanisms.By consultinga property
file, the security componentsreloadedinto theRMI systemat runtime. By
changingthe valuef this propertyfile, other components ateaded into
the system. Onthe onehand, objects ardoadedthat are responsiblefor
holding security informationThey arecalledsecurity context objects (or
security contexts) Onthe othehand,objects ardoadedthat are responsible
for executinga specificsecurity service.They are calledecurity service
objects (or securityservices). Security services canodify the information
storedin the securitycontextsaandquerythemto makedecisions.
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4.1 Security context objects

To obtaina secure execution environmetvtp typesof security contexts
are introduced in th&MI system: aconnectionsecurity contextand an
invocationsecuritycontext.They are responsible for storing securigyated
data.

A connection security context containssecurityinformationspecificfor
aparticular connection. This context contains informagixchanged during
the secure association phaaedthe authentication phase location level.
More specificallya connection security contegan hold a sessiorkey, the
time whenthe connectionis createdthe useror clientthat makes usef the
connection, etc. Thus, every tima new connection is createda
correspondingnew connection security conteid initiated at the same level
in the RMI systemi.e.at the transport level.A connection securitgontext
disappearsvhenthe corresponding connectimtlosed.

An invocation security context holdsinformationthat is specificfor a
particular invocationsuch as thetime the invocation is executethe
operation thatmust be executedand the parametershat belongto the
operation. Thusa new invocation security contexs created each tima
new call is initiatedandis removedwhenthe methodcall is finished. This is
analogousto the first type of security context. When authenticationis
executed at object level, additional informati®saddedinto this context.

Remarkthata connection security context cae considered part of an
invocation security context. Every invocation security conteits a
pointer to a connection securitycontext. However, the lifetime of a
connection security context can leegerthanthe lifetime of aninvocation
securitycontext. This is becauseéhe same connectiaranbe reusedduring
subsequennethodcalls.

4.2 Security service objects

Security service objects are responsilfier executing somekind of
security serviceWhenaclient invokesa methodon a servepbject,a secure
associationis establishedand a particular authentication protocol is
performedbetweenthe client andthe server. To achievethesetwo tasks,a
vault object [4] is introducedat the transportlevel. A vault object can
perform these two taskiself or delegatehe work to an associatiorobject
andan authentication object.
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Figure 4. TheéVault Object

Whena call is initiatedat theclient sideanda new unsafe connectias
created, thassociation object candecide to exchange a sesskey withthe
associatiorobject on the server side. Several encryption librgmeside
implementationef key agreemendlgorithmg5]. Theresultingsessiorkey
is storedat both sidesin the connectionsecuritycontext. As aresultof this
step, further information cabe sentin encryptedform to the connection
object. In other words, encryptionis done ontop of a connectiorand
therefore,it does not affecthe implementation of a connectiotype.
Moreover, if the association object sees that the connedtseif is
implementedo support secureommunication(for instanceby using SSL
secure sockets), it can decidet to execute this first step.When a
connection already exists, tlassociationobject can decidéo updatethe
connectionsecurity context ifnecessary. For instancewhen thetime a
particularkey is valid, is exceeded, the vault object can ask foreav key
agreemensession to take place.

After this, the vault object callsan authentication object if
authentication is not already done. Depending on its implementtktgon.
authenticatiorobject explicitly asks theserfor authenticationnformation
or makes usef credentials that are created when the sgs in on the
system. These credentials are generated automatically whemstréogsin
on thesystem. It can happen that authenticatienperformedin several
successivesteps. For instance, the server side can ask é&alditional
credentialsor can conclude that the authentication data rentevalid any
more. In thesetwo cases,the authentication continuesAuthentication
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informationcanbe sent alon@ secureatastreanmakinguseof the session
key obtainedn the previous stepl heauthenticatiomformationis storedin
the connectionsecurity contextand can later be used to make access
decisions.

Access controin an object-oriented environment mostly depeondghe
methodthatmustbe executed anthe parametersf the methodcall. At that
point in the execution, thenformation mustbe in an unmarshalledorm.
Marshalling and unmarshalling happemghe remote reference layer. This
informationis passed to the invocati®ecurity context objectAfter this
information is setan access control object can makea decisionusingthe
informationkept by thesecurity context. At the client side, accesontrol
canbe checkedust beforemarshalling information; ahe server sidaccess
control executedifter unmarshallinghe operation angarametersandjust
before the informatiors dispatchedo the application level.

Unicast Sener FALSE Access
Retrence = DecisionCbject
5 i
postive negative veto
il ke
MethodAccess Rights Access
l Dontraled 97%
positive positive negative veto
Usenfcoess Paameter Rights Access RightsAccess
Conftoller Access ller Controller 1 Controller?

Figure 5. Accesgontroller

To provide a flexible acces®ntrolmechanism, the accessntrol object
canbeimplementedisingthe compositedesignpattern [6]. A treeof access
controlleramakesanaccesslecision. At theleaflevel,theaccesgontrollers
givea negative vetor advice,or a positive vetor adviceto theintermediate
nodesin thetree. This informatiors propagated to thtop levelof thetree
that makesa final decision. Each access controllemakesa particular
decision.For instancethere can be user accesscontrollers,rights access
controllers, ... These access controllers can baplemented totally
independenotf the actual application.To give the application theossibility
to attachhis own access controller to the traecangive a serieof access
controllersto the constructoof an applicationobject. The constructothen
appends the controllersto the tie@ predefinedvay.
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Two typesof log objects arentroducedin the system: associatidog
objectsand operatiotog objects. Association loggers areintroducedatthe
transport leveandlog information concerning tressociation For instance,
anassociation logger caave whiclclientis trying to makea connection, if
the authentication isuccessfuletc ... Operation loggers are introduced at
the referencéayerandlog information abouthe operationghat haveto be
executed or that have already been executent. instancean operation
logger can store theethoda clienttriesto execute, theeturnvalue ofthe
accesgontrol decisiorobject,the resuliof the methodcall, etc. In contrast
to vault objectsandaccessontrol objectsywe wantto providethe possibility
to pickup several logobjectsateacHevel.

5. TRANSPARENCY

Becausehe presentedecurityfeaturesareall built into the RMI system,
it canbereused for evergpplication. Access control and operatimgging
happenst the referencdayer; settingup a secureassociatiorand logging
associationfiappens at the transport layeihis alsoimplies that stub
objectgemainthe same. Thereforethe rmic compiler that generates stubs,
does nohaveto be changed.This impliesfull transparency from thgoint of
view of theapplicatiorprogrammer.

Providingfull transparencyo the end user of the applicationis difficult
to achieve. A secure distributed system wants the tsdreauthenticatedt
some pointin the execution. Dependingon the implementationof the
authenticatiorobject,the userhas todo it explicitly duringthe application
runtimeor the authentication object canake use ofhe credentialsreated
whentheuserlogsonthe system.

From the poinbf view of the administrator of the systempnecansay
that he haso makea decisiorabout whichsecurity componentgave tobe
loadedinto the RMI system.He hasto make a property file. The RMI
systentonsults thigropertyfile atruntimein order toknow which instances
of the security componeritscreate.

The presented framework caalso be consideredto be relatively
transparento the RMI implementation becausesecurity componentsire
addedo the systemby loadingsecurity related objectnd notby adapting
the implementationf existing objectsn the system.For instanceatypical
connection implementation (UD&r TCP) doesnot have to be adapted
because encryptiaa providedontop of it.
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6. FLEXIBILITY

Four typesof objectsare introducedin the framework:securitycontext
objectsaccessontrolobjectsjog objectsandvault objects. In turn, a vault
object can call an associationobject and an authenticationobject. An
appropriate interface for eaci these object typeis availablesothatthe
RMI system caninvoke a methodof an objectvia this interface. The
property file indicatesvhich objects toload at runtimein the system.
Separatinghe securitycomponentérom the RMI systemthis way provides
us a flexible way of working. Althougha secureRMI packagecanprovide
us with implementationsf eachof theseobjects,new implementationsan
be introducedas long asthey implement methodsf the interfacein an
appropriatavay.

Flexibility is alsoneeded withirthe proposed security componeniar
instance, by implementing an access decision olgsa tree of access
controllers, new access controllers can be added dynamid&llylt objects
presenta similar degree of flexibilityn thatway they can decide toontact
an association object and an authentication object, contactf tinesetwo
types of object®r contactno other object at all according the levelof
security thats preferredn thesystem.

1 RELATED WORK

TheJava Secure Socket Extension (JS5E [7] is aJavaoptionalpackage
that provides Secure Socket Lag®6L)and Transport Layer Secur{fiLS)
support for the Java Platform. Using JSSE, developers can provatehe
secure passagd data betweea client anda server. Secure socketanbe
addedinto the RMI systemat transportlevel to setup a secureassociation.
This way, theyaretransparenin front of applicationprogrammers.In the
presented framework, the Vault objestesponsibldor settingup a secure
associatiorbetweentwo hosts. Animplementatiorof that Vault objectcan
useJSSE.

The Java Authentication and Authorization Service (JAAS) [7] is a
framework that supplementsthe Java 2 platform with principatbased
authentication and access control capabilities. It includes a Java
implementationof the standardPluggableAuthenticationModule (PAM)
architecture, and provides support for usasedgroupbasedpr role-based
access controls. These modules can also be added transparenttg into
presented framework. The Java Authentication Serviceprovides
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authentication at object level. The framework we presentedprovides
authentication at location level. Howeveg can extendhe RMI security
framework with authentication at object leas suggestedh paragrapfs.
Theauthorisatioomodulesof JAAS canalsobe insertedinto the framework
in the Access Decisio®@bject. But the security framework is flexible
enougho support other typesf accessontrol. For instance, acces®ntrol
can also be basedon the parameters and theperationthat is invoked.
Because Java has not specified standardsther types of authorisatione
haveto make an own implementation of eacbf theseservicedf that is
required.

The Common Object Services specification (CORBASec) [4] describes
security related tasks and requirements needed for CORBA. The
specificationis quite long and attempte address an extremely widange
of security issuesThe topic of distributedobjects iscomplicatedenough
whenconsideredn its own andit certainlydoesnot getanysimplerwith the
addition of security. Due to this, there are many issues that are
underspecifiedindopento interpretation at thisme, which gives scope for
R&D in thisarea. To furtherextendthe RMI securityarchitecturavith more
advancedsecurityservicedike delegationa lot of inspirationcanbe found
in this specification. Dependingf the implementatiorof an ORB different
servicesare provided. This is similar with the flexibility of the presented
RMI security framework.

The JavaCommunity [8] is working on the definition of a high-level
API for networksecurityin JavaTM2 Standardedition RMI, coveringbasic
security mechanisms: authentication (including delegation), confidentiality
and integrity. The main problemis that the proposalsare not transparent
enough towards applications. Our framework tries to achieve more
transparencyowardsapplicationprogrammer$ecauseall of the security
featuresarebuilt into the RMI systemitself. However,the frameworkalso
enablespplication programmets loadtheir own securitymodules intdghe
RMI system.

8. CONCLUSION

The presented framewodivesthe possibility toadd different security
servicedo the RMI system:settingup a secureassociationauthentication,
authorisation and loggingThese services aseldedto the RMI systemin a
transparenandflexibleway. Theimplementatiorof the suggested objedts
the frameworklependsn the levebf securityandthe degree ofomplexity
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that isneeded A simple implementatio can alread provide a goal levd of
security Fa amore advancd implementatio of ead of the® objects a lot
of principles suggeste by securiy specificatios of othe distributel systens
sud as CORRA [4], can be used
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Abstract

Developingsecuresoftwaresystemss difficult anderrorprone. Numer-
ousimplementationdiave been foundulnerablein the past;a recent
exampleis the unauthorisedaccess¢o millions of online accountdetails
at an American bank.

We aimtoaddresshisgeneraproblemin thecontextof development
in Java. While the JDK 1.2 security architectureoffersfeatures(such
as guardedobjects)that provide a high degreeof flexibility andthe
possibility to perform finegrained accessontrol, thesdeaturesarenot
so easyto usecorrectly.

We showhow to useaformal coreof the Unified ModelingLanguage
(UML), the de-factoindustry-standardn object-orientedmodelling, to
correctly employ Java security conceptssuchas signing, sealing, and
guardingobjects.We proveresultsfor verification of specificationsvrt.
securityrequirements. We illustrate our approachwith a (simplified)
accountof the developmenbf a web-based financiahpplication from
formal specifications.

Keywords: Distributedsystemssecurity,accescontrol,mobile code,Javasecurity,

1.

securesoftwareengineeringUnified Modeling Language.

Introduction

The needto considersecurity aspectsin the developmentof many
systems todays not always met by adequate knowledge on the gide
the developer. This is problematic since in practice, secigigom

promised most often not by breaking the dedicated mechanisms (such
as encryptionor access control), but by exploiting weaknesses in the
way they are being used [AndO1]. Thus security mechanisms cannot be

*Supported by the Studienstiftunglesdeutschervolkes andthe ComputingLaboratory.
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“blindly” insertedinto a securitycritical system put the overallsystem

developmenmusttake securityaspects int@ccount.
Especiallydynamicaccesscontrol mechanismssuchas provided by

JavasincetheJDK 1.2securityarchitecturdGon99;Kar00b]in theform

of GuardedObjectsan be difficult to administer since it is easy to forget

an access check [Gon98; BV9%.the appropriate access controls are

not performedthe securityof the entire systemmay be compromised.

Additionally, accessontrol may be grantedindirectly and unintention

ally by grantingaccesgo an object containingthe signaturekey that

enablesaccesdo anotherobject. In this work, we aim to addresghese

problemshby providing meansof reasoningaboutthe correctdeployment

of securitymechanismsuchas signed, sealed andguarded objects using

aformal coreof the widely usedobject-orienteddesignlanguagdJnified

Modeling Languag€UML), extendingpreviouswork [Jur01f; Jar01a].
The more generakhim of this work is to use UML to encapsulate

knowledgeon prudentsecurity engineeringndtherebymakeit available

to developersot specialisedin security [Jir0O1b]. Thusthe approach

to useUML for security coversnot just accessontrol, but also other

security functionandrequirements.

Overview.  After presentingsomebackgroundon accessontrol in

Javain thefollowing sectionwe summaris®ur useof UML in section3.

In Sectiond4 we outlinethe part of adesignprocesgelevantto enforcing
accesgontrol in Javaand give someresultson verifying accesgontrol
requirementsln Section5 we illustrate our approach witthe example
of the developmentof a web-basedinancial applicationfrom formal
specifications. We end with an accountof relatedwork, a conclusion
andindicationof futurework. Proofshaveto be omitteddueto space
reasonandwill appearin anextendedversion.

2. Access control in Java

Authorisationor accessontrol [SS94] is oneof the cornerstonesof
computersecurity. The objectiveis to determinewhetherthe sourceof
arequestis authorzsed to be grantedthe request. Distributedsystems
offer additionalchallengesThetrustedcomputingbase TCBs)maybe
in variouslocationsand under different controls. Communications in
presencef possibleadversariesMobile codeis employedthatis possibly
malicious.Furthercomplications arise frorthe needfor delegation(i. e.
entitiesactingon behalfof otherentities)and thdactthatmany security
requirementsrelocation-dependent (e.ga,user may havenorerights
at the office terminalthanwhen loggingin from home).
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Object-oriented systenddfer a very suitableframework for consid-
ering securitydueto their encapsulatiorand modularisation principles
[FDR94;Var95; ND97; Gol99; Sam00].

In the JDK 1.0 security architecture,the challengegposedby mo-
bile codewere addressedy letting codefrom remotelocationsexecute
within a sandbox offering strong limitations on its execution. However,
this model turned out to be too simplistic and restrictive. From JDK
1.2,amorefine-grainedsecurityarchitecturas employedwhich offersa
user-definable access control, and the sophisticated concepts of signing
sealing,andguarding object$Gon99;Kar00b].

A protection domaifiSS75]is a set of entities accessible byrincipal.

In the JDK 1.2, permissionsaregrantedto protectiondomains(which
consistof classes and objects). Each objectclass belongs to exactly
onedomain.

The system security policy set by the uger a system adminis-
trator) is represented by policy object instantiated from the class
java.security.PolicyThe security policy maps sets of running cagen-
tection domains) t0 sets of access permissions given to the code. It
specified depending on the origin of the cqdsgiven bya URL) and
on the sebf public keys corresponding to the private keys with which
thecode is signed.

Thereis ahierarchyof typedandparameterise@dccespermissionsof
which the root class ifava.security.Permissioand other permissions are
subclasseeitherfromtheroot classor oneof its subclasses. Permissions
consistof atargetandanaction. For file access permissions the class
FilePermission,the targets can be directories or files, and the actions
include read, write, executeand delete.

An accesspermission isgrantedif all callers inthe currentthread
history belongo domainsthat have beergrantedthe said permission.
The history of a thread includesall classeson the current stackand
alsotransitivelyinherits allclassesn its parent threadvhenthe current
threadis created.This mechanisncanbe temporarily overriddemsing
the staticmethoddoPrivileged().

Also, access modifiergrotectsensitiveieldsof the JVM: Forexample,
systemclassesannotbe replacedby subtypingsincethey aredeclared
with accessnodifier final.

ThesophisticatedlDK 1.2accessontrol mechanismarenot soeasy
to use. The grantingof permissiondependsn the execution context
(which however is overridden kjoPrivileged(),which creates other sub-
tleties). Sometimesaccesontroldecisiongely on multiple threads.A
threadmay involveseveralprotectiondomains. Thusit is not always
easyto seeif agivenclasswill be granteda certainpermission.
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This complexityis increasediy the newandratherpowerfulconcepts
of signed, sealed and guarded objects [Gom@BignedObjectontains
the (to-be-)signedbjectandits signature.'lt canbe usedinternallyas
anauthorisatiortokenor to signandserialisedataor objectsfor storage
outside the Java runtime. Nest8ignedObjectan be used to construct
sequencedf sighatureqsimilar to certificatechains).

Similarly, a SealedObjecis an encrypted object ensuring confidenti-
ality.

If the supplier ofa resource is not in the same threaslthe con-
sumer,and theconsumetthreadcannotprovide the accescontrolcon-
text information, one can use GuardedObjecto protect access to the
resource. The supplierof the resourcecreatesan object representing
theresourceand a Guardedobjectontainingthe resourceobject,and
then hands th&uardedObjecto the consumerA specified Guard ob-
ject incorporateghecksthat needto be met sothat theresourceobject
can beobtained. For this, the Guard interfacecontainsthe method
checkGuardtaking anObject argument and performing the checks. To
grant access theuardobjects simply returns, to deny access is throws
a SecurityException. GuardedObjectése a quite powerful access control
mechanism.However,their usecan be difficult to administer[Gon98].
For example,accesdo an object may be grantedindirectly (and pos-
sibly unintentionally) by giving acces$o anotherobject containinghe
signaturekey for which the correspondingsignatureprovides accesso
the first object.

3 Developing Secure Systems with UML

To addresgheseissueswe extendpreviouswork [JUrQ1f,JurOlako
employaformal coreof the Unified ModelingLanguage (UMLJUMLO1],
thede-factoindustrystandardn objectorientedmodelling (anexcellent
introductionis givenin [SPOO])We would like to ensurehattheprotec-
tion mechanismshat arein placedo offer therequiredlevel of security.
Specifically we checkthe specifieddynamicbehaviouragainstexpressed
security policies.We do this on the level of specification(ratherthan
the implementationlevel) becausealesignmistakescan so be corrected
asearly aspossible,andbecausdormal reasonings more feasiblat a
moreabstractlevel.

UML consistsof severalkinds of diagramsdescribingthe different
views on a system. We use onlya simplified fragment of UML (to-
getherwith a formal semantics}o enableformal reasoningand keep

1Note that signingobject s differentfrom the signingof JAR files.
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Figure 1. Classdiagram

the presentatiorconcise.We useits standardextension mechanisne
express security aspeciss a formal semantics fddML is subjectof
ongoingresearchye usea (simplified)semanticgailored to our needs
for thetime beingjust to illustrateour ideas. Note, however that our
approaclkdoesnot rely on useof a formal semanticsin fact we aim for
a tool to automaticallycheckthe considered security notionand then
thesemay alsobe explained informally(which is more accessibldyut
may be more proneto misunderstanding).

We usethe following kinds of diagrams: classdiagrams,statechart
diagramsanddeploymentiagrams.

We definethe diagramsusing their abstractsyntaxfor conciseness
andto enableformal reasoning.We alsogive the concretesyntax(in a
way that the translationbetweenthe two should beapparent).

3.1. Class Diagrams

Usingclassdiagramsae canmodelwhich objects aresignedor sealed
with which keys,andwhich areguardedby which Guard objects.

An attribute specification A = (att_name, att_type, init_valueéy given
by a nameatt-name,a type att-type and an initial valuenit-value.

An operation specification 0 = (op_name, Arguments, op_type) IS given
by a namep_namea setof Argumentsand the typep-type ofthe return
value. The setof argumentanay be emptyandthereturntype may be
the empty type @lenoting absence of a return value. &gument
A = (arg_name,arg_typels given by its namerg_name and its type
arg_type.

A class model C = (class-name, (tag, value), AttSpecs, OpSpecs, State)
is given by a nameclass-name,an optional (tag, valuepair (written
in curly brackets)a set of attribute specificationsttSpecs,a set of
operation specification®pSpecsand a statechart diagragtategiving
the object behaviour. Thiag may be either ofigned, sealedr guarded
(indicatinga signed,sealedor guardedobject),and the value is either
the public key correspondindo the private key with which the object
was signear sealedopr it is the name of the correspondi@gardobject.
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Figure 2.  StatecharDiagrams

A class diagram D = (Cls, Dependencies) is givenby a setCls of class
modelsandasetof Dependencies. A dependency isatuple(client, supplier,
stereotype) consistingf class namedient andsupplier andalabel (called
stereotype) indicatingthekind of dependency (e.gall»).

3.2. Statechart diagrams

We use statechartdiagramsto specify the behaviourof objects,in
particularof the Guards.

We fix a setvar of (typed)variablesx, z,y, .... We definethe no-
tion of a statechartdiagramfor a given classmodel C: A statechart
diagram S = (States,init_state, ~ Transitions) is given by a setof States
(thatincludestheinitial stateinit_state) andasetof Transitions. (In the
concretesyntax,the initial stateis signifiedwith a startmarker.)

A statechart transition t = (source, event, condition, Actions, target) has
asource state,anevent, acondition, alist of Actions andatarget state.
An event is the nameof anoperationwith alist of distinct variablesas
argumentge.g.op(x, Y, z)). Let thesetAssignments consistof all partial
functionsthat assignto eachvariableand eachattributeof the classC
avaluedf its type. A condition? is a functiong : Assigments — Bool
evaluatingeachassignmentio a boolearvalue. We write it as asequence
of Booleanpropositions with variablesndattributenameghatis inter-
pretedas their conjunction; conditions are written in square brackets.
An action can beeitherto assigna valuev to an attributea (writ-
ten a :=v), to call an operationop with valueswv,,...,v, (written
op(vy,...,vn), to returnvaluesw,. . ., v,asa response to an earlier call
of the operationop (writtenreturngg(vy, . ..,v,)), or to throw anexcep
tion. In eachcase the valuescan beconstantsyariablesor attributes.
In the concretesyntax,actionsare precededoy a backslash.

3.3. Deployment diagrams

Deploymentdiagramsdescribingthe physicallayer of a systemare
securityrelevanin sofar as theygive the locationsof the differentcom:
ponentsof the system (usedh the accesgpermissionsand they give

2We donot usethe UML term guarchereto avoid confusionwith guardobjects.
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Figure 3. Deploymentdiagram

information on kind®f thecommunication linkbetween differentom-
ponents, inducinghreatscenarioswrt. the physical security.

A systemnode N = (location, Componentsjs given by itslocation
(e.g.aURL or “local system”)anda setof containedComponents.

A deployment diagram D = (Nodes, Links, Dependencieis) given bya
set ofNodes,a setof communicationLinks between nodes aral set of
logical Dependencievetween component®\ link | = (nds, stereo)con-
sistsof a two-elementset nds of nodesbeinglinked and a label (called
stereotype) indicating the kind of the link (e.g. «Internet»). Herea
dependency is a tuple (client, supplier, interface, tagjonsisting of com-
ponentsclient and supplierand a label (calledtag) indicating the kind
of dependency (e.d.rmi}).

4, Design process

We sketchthe partof adesign procestor secure systemasing UML
thatis concernedavith accesgontrolenforcement usinguardedobjects.

(1) Formulatethe permissionsetsfor accessontrol for sensitiveob-
jects.

(2) Use statecharts to specifyuard objects that enforce appropriate
accessontrol checks.

(3) Verify that the Guard objects protect the sensitive objecsf-
ficiently by showingthat they only grant access impliedy the
security requirements.

(4) Ensure that the access control mechanisms are consistent with th
functionality required by the systemby showingthat the other
objectsmay performtheir intendedoehaviour.

(5) Verify that mobile objects are sufficiently protected by considering
the threat scenario arising fronthe physical layer giverin the
deploymentdiagram.
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Herethe accessontrol requirementsn step (1) canbe of the following
form:3

= origin of requestingobject (basedon URL)
= signaturesf requestingobject
m externalvariables(suchastime of day etc. ).

In Section5 we sketchaformal verification of aspecificationfollowing
thesesteps.They enforcethe following two requirements.

Security requirement: Check that the accesscontrol requirements
are strong enoughto prevent unauthorisednfluence, giventhe
threatscenarioarising fromthe physical layer.

Functionality requirement: Checkthat the accesscontrol require
ments formulatedrenot overly restrictive, denyindegitimateac-
cessfrom other component®f the specification.

Thefunctionality requiremenis importantsinceit is not always easy
to seeif statedsecurityrequirementsareat all implementable.lf their
inconsistencyis only noticed during implementationthen, firstly, re-
sourcesarewasted sincavork hasto be redone. Secondlynost likely
securitywill be degraded in ordep reducethis extrawork.

41 Verification

In this subsectionwe sketchresultsto be applied inthe aboveap-
proach.Theidea isto verify securitypropertiesby linking the different
views on a systemgiven by the variouskinds of diagrams. We convey
our ideas usinga simplified semanticfor UML statechardiagrams.

Any statecharddiagram$ definesa function [S] from sequencesf
input eventsto setsof sequencesf output actions,each possiblywith
arguments, ofteimvolving useof cryptographic operationG@sdetailed
in [JUr01f]). We saythat S may eventually output avaluev if thereexists
asequenceé of input eventsandasequencé € [S](€) of corresponding
output actionssuch that v is output by one of the actionsin @ (in
cleatext) [JUrOZe].

Thefollowing definitionuseshe notion of an adversaryfrom [JurOle],
which is a function from sequencesf output actionsof the statechart
Sto sequencesf input eventsof S that captureshe capabilitiesof an

3in future work we intend to formalise these requirements using an abstract security policy
specification language, enabling automatic generatibthe corresponding guard object spe-
cifications.
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adversaryinterceptingthe «nterner» communication links between
andtheother objectgtheexact definitiorof “adversary’, “without prior
knowledge andof thecomposition® of thestatechartnterpretation]S]
with the adversaryA canbe foundin [JirOle]).

Definition 1 A statechartdiagramsS preserves the secrecy of a value
K if thereis no adversaryA (eavesdroppingnthe «nternet»links)
without prior knowledgeof K suchthat [S]® A may eventuallyoutput
K.

Thisdefinitionis extendedo system componentsy composinghefunc-
tions arisingfrom the statechartdiagramsspecifyingthe objectsof a
givencomponent.

Intuitively, then,a systemcomponentC preserveshe secrecyof K if
no adversarycanfind out K in interactionwith the systemmodeledby
C, following the approachof Dolev andYao (1983), cf. [Aba00; Jur01e].

The following resultis applied within the approach of subsectito
the UML specification ofa security-critical systenffor a proof of thisas
well asthe following resultscf. [Jur01d]).

Theorem 1 Suppose that the access to a certain resource is according
to the Guardobject specifications granted only to objects signed with a
key K. Suppose all components preserve the security of K. Then only
objects signed with K according to the specification will be granted access
to the resource.

Before coming to the main examplein the next section,we give a
shortexampleto point out that thekind of weaknessem Javasecurity
accesxontrolcanbe quite subtle(ratherthan justmistakingly sending
out secretkeysor forgettingto setaccessules):

Example. The statechartin Figure4 describeshe behaviourof a
guard object grd enforcinga slightly more complicatedaccesscontrol
policy. Theideais that anentity namedreq may establisha sharedkey
Kwmin orderto submitkeys Ksprotectedby Ky, suchthatobjectssigned
with Ks shouldbegrantedaccess$o theguardedbject. Herewe assume
that thekeysKs may be updatedfrequently,so that it is more efficient
to use the symmetrickey Ky to protect Ks (ratherthan the public
key associated witlyrd). The identity ofreqis takenas given and is
boundto apublic key in the certificatecert signedwith the keyK¢ of
a certification authority (assumingRSA-type encryptionand signing).
On requestcert(), the guard object sends oatself-signed certificate
certifyingits publickey K. Theobjectreq senddackthesymmetrickey
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Init cert0 5| recMaster
\return(k,De(‘:( (grd,K))

mst(key,cert)
[fst((cert) )=req]

\K :=(Dec t(kcy]]
M K

snd({cert lKC}

sign{skey)
\K :=Dec KM(skey)

checkGuard()

[otherwise] \throw new SecurityException()

Figure 4. StatecharExample

Km signedwith its private key (correspondingo the public key in cert)
andencryptedunderK, togetherwith the certificatecert (thefunctions
fst resp.sndapplied to a pair returns its first resp. second component)
Theguard object caneceivethe signaturekey Ks encryptedunderKmy
andwill thengrantaccesgso thoseobjectssignedby Ks.

Thusa typical messagesxchangeo establishKs may look like the
following:

cert()

grd req
grd return( K,Decy 1 (grd,K)) req
mst({vDecK'_l(KM)}K,’DecK_1(req,K,))
grd < req
i K
it sign({Ks}ky,) -

Unfortunately,this accesscontrol mechanismcontainsa flaw: An
adversanA interceptingthe communicatiorbetweenreq andgrd (and
modifying the exchangedvalues)can find out Ky and thus makeyrd
acceptakey Ks choserby A. Thecritical part of the messagexchange
correspondingo this attackis as follows:

return(KA,‘DecKXl(grd,KA))

return(K,Dec, 1 (grd,K)) A req

grd

mst( {'DecKr_ 1 (KM)}K,DecK_ 1(req,K)) mst({'DecKr_q (Km) Ik, Dec, 1 (reqK:))
grd s A= & req
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Figure 5. Deploymentdiagram

Herethetheoremabovedoes not apply sindaesecurityof thesigning
key Kg is violated(in asubtleway). With our approaclonecanexhibit
subtleflaws like this (in this case,onewould noticethe flaw e.g. when
trying to showformally that the assumption®f the abovetheoremare
fulfilled). — This exampleis quite realistic; in factit is derivedfrom a
published protocolvhich was found to be flawed in [JurOle](cf. there
for details).

5. Example Financial Application

We illustrate ourapproach withthe exampleof a web-basedfinan-
cial application.The examplewaschoseno be tractableenoughgiven
the space restrictionbut still realistic inthat it pointsout some typical
issuesvhenconsiderin@ccesgontrolfor web-based eommerceapplic
ations(namelyto haveseveraéntities- serviceprovidersandcustomers
- interactingwith eachotherwhile grantingthe other partiesa limited
amountof trust andby enforcingthis using credentials).

We first describethe physicallayer of the applicationin a UML dia-
gram and stateits securityrequirements.We showin UML diagrams
how to employGuardedObjecte enforce these security requirements.
We provethat thespecificationgiven by the UML diagramsis secure
by showingthat it does notgrantany accessiot impliedby the secur
ity requirements.We end the sectionby giving supplementary results
regarding consistenay the security requirements.

Two (fictional) institutionsoffer servicesover the Internet to local
users: an Internet bankBankeasy,and a financial advisor, Finance.
The physical layelis thusgivenin Figure5.

To make usef theseservicesalocal client needto grantthe applets
from the respectivesites certairprivileges.
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{ guard=FinGd) | signed=bankeasy )
StoredFinan <<cill>> | BankAp
FinData: FDat kit BankData: FDat
lx-]:?&);fgg)m { guard=MicGd) {signed=finance)
T MicroSign <<call>> |_1“_f°"'\P
L <<call>> MicroKey: Key ~ "I SignedReq: Obj
{guard=ExcGd} |signed=finance | [ ———— —
FinanExcpt <<call=> | AdvAp certiflow)| | SiEn(D:Obj):0bj
ExcData: FDat il UserData: FDat
Read{):FDat

Figure 6. Classdiagram

(1) Appletsthat originate at and are signedby the bank can read
andwrite the financialdatastoredin the local databasebhut only
betweenlpm and2 pm (whenthe userusuallymanageser bank
account).

(2) Appletsfrom (andsignedby) the financial advisormay read an
excerptof the local financialdatacreatedfor this purpose. Since
thisinformation should only based locallythey additionallyhave
to be signefiby acertificationcompany CertiFlow, certifyingthat
they do not leak out informationvia covertchannels.

(3) Appletsoriginatingat andsignedby thefinancialadvisormay use
themicropaymensignaturekey of thelocaluser(to purchase stock
rateinformationon behalfof the user) but this accesshouldonly
be grantedfive timesa week.

Financialdatasentover the Internetis signedand sealedto ensure
integrityandconfidentiality.Accessto the localfinancialdatais realised
using GuardedObjectsThus the relevant padf the class diagrans
givenin Figure6.

[origin=signed=bankeasy timeslot]\return

CheckReq i".“kG“‘"dUi WaitReq

[otherwise] \throw new SecurityException()

Figure 7. Statechart FinGd

“Here we assume tha&ignedObjectis subclassed to allow multiple signatures the same
object [Gon99].
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[origin=fi nance, si gned=( finance.certifl ow)]]\r et urn

checkGuard()

[ ot herwi se]\ t hrownew Securi t yBxcepti on()

Figure 8. StatecharExcGd

As specifiedin the classdiagram,the accesscontrolsare realisedby
the Guard objectsFinGd, ExpGd andMicGd, whosebehaviouris specified
in Figures?7, 8 and9 (we assumehat the conditiontimeslot is fulfilled
if and only if the time is betweenlpm and 2pm, that the condition
weeklimit is fulfilled if andonly if the accesgo the micropaymentkey
hasbeengrantedlessthanfive timesin the currentcalendarweek,and
that the methodincThisWeek incrementghe relevantcounter).

[ori gi n=si gned=f i nance, weekl i mt]]\i ncThi sWéek \return

[otherwise] \thr ownew Securi tyException()

checkGuard()

CheckReq

Figure 9.  StatecharMicGd

Now accordingo step(3) in Sectiord, we provethatthespecification
givenby UML diagramsis secure inthe following sense.

Theorem 2 The specification given by UML diagrams for the guard ob-
jects does not grant any permissions not implied by the access permission
requirements given in (1)-(3).

Regarding stef?) in Sectiord, we exemplarily prove thainfoAp can
purchasehe article on behalfof the user,asintended.

Theorem 3 Suppose all applets in the current execution context origin-
ate from and are signed by Finance, and that use of the micropayment
key is requested, which has happened less than five times before in the

current week. Then the current applet is permitted to purchase articles
on behalf of the user.

Finally, following (5) in Section4, the mobile objectsare sufficiently
protectedsinceall objectssentover the Internet were requiredto be
signedandsealed(amoredetaileddiscussiorhasto be omitted).
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6. Related Work

In [JUrO1f; JirOla]we consideredhow to model variousaspectsof
generalsystems security (includinguulti-level security, securénform-
ation flow and security protocols)with UML. [JurOlc]appliesUML to
reasonaboutaudit-securityin asmart-cardoasedpaymentschemeand
[JarO1b]showshow to use UML to enforcegeneral principlesf secure
systemgdesign from[SS75]. Thereseemsto be little other systematic
work yet in applyingUML to security.

Java2 securityandin particularthe advanced topicef signed,sealed
andguardedobjectsis explainedin [Gon99].There haslsobeensome
work giving formal reference model$or Java2 accesscontrol mech-
anisms, thus clarifying possibleambiguities inthe informal accounts
andenablingproof of compiler conformanceo thespecification[KG98;
WF98; Kar00b] (butwithout consideringsigned,sealedor guardedob-
jects). To our knowledgethe useof signed sealedor guardedobjectsin
JDK 1.2hasnot previously been considered arformal model.

[HKKOOQ] introduceshigherlevel abstractiondor Javasecurity policy
rules, simplifiesecurity managemenmindgivesadditionalfunctionality.
GeneralJavasecurityis considerece.g. in [GAS99].

Therehasbeenextensivework regardingformal modelsfor security,
mostly aboutsecurityprotocols(for anoverviewcf. [GSG99;RSG+01]).
A logic for accessontrolwasintroducedin [ABLP93].

7. Conclusion and Future Work

To summarise,we used a core of UML, the industry standardin
object-orientedmodelling, to specify and reasonabout accesscontrol
in distributedJava-basedystems.We have concentratedn advanced
JDK 1.2acceszontrol mechanismsuchassigning,sealingand guard
ing objects.We showhow to specifysecurityrequirementsaandto prove
that modelledaccessontrol mechanismsuchasguardedobjectsmeet
their goalsand that thesemechanismsare consistentwith the overall
functionality requiredfrom the system.

In conclusion,it seemsthat our approachis both worthwhile and
feasible:

m Usingthe JDK 1.2accessontrol mechanismganbe rathercom-
plicated in practice (especially whenindirect accesspermissions
usingauthorisationtokensare employed) thus providing support
for correctspecificationof the relevantmechanisms ithe context
of awidely usedspecificationasUML seemgyuite useful.
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» |n this paperwe could onlyillustrate ourapproachusingarather
simple exampleHowever,UML allowsahigh degre®f abstraction
in modellingsystems.Sowe expecttheapproacho scaleuprather
well. This is currently validated in practice i Master’sthesis
developingan Internetbasedauctionsystem[Mea01].

A further benefit isthat by using a widely acceptednotation, ourap-
proachto securelavadevelopmentanbeintegratedwvith otherwork on
securesystemsausingUML (e.g.on electronicpursesystemdJir0Oic]).

As to thelimitationsof thisfirst stepin this directionof researchpur
accountremaingelatively abstractor spaceaestrictionsandconciseness
of presentation. As a next step,one shouldconsider moredetails of
Java security, suchsthe use of access modifiers (private, final,thi
doPrivileged()method and thémplies() method. Also, an extension to
JAAS [LGK*99; Kar00b] is planned.

Work in progressaimsto provide tool supportto validate UML spe-
cificationsof accessontrolguards againsgecurity requirementguild-
ing on work in [CCRO1].

Regardinguturework, it would be very usefulto haveaway to gener-
atethecorrectbehaviourspecificationof guard objectsn statechartia-
gramsautomaticallyfrom the (formalised) security requirementélso,
it would be interestingo try to extend our approacto the extension
of the Javasecurity architectureproposedin [HKKO0Q]. We intend to
addressCORBA security (cf. e.g.[VH96; Kar00a]) in asimilar way.
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Abstract  Sincemany applicationsare too complexto be solved ad hoc, mech
anismsare being developedo deal with different concerns separately.
An interestingcaseof this separationis security. The implementation
of security mechanismgften interactsor eveninterferes withthe core
functionality of the application. This resultsin tangled, unmanageable
code witha higherrisk of securitybugs.

Aspectorientedprogrammingpromisesto tacklethis problemby of-
fering severalabstractionsthat help to reasonabout andspecify the
concernsone at atime. In this paperwe make useof this approach
to introducesecurityinto an application. By meansof the exampleof
accesscontrol, we investigatehow well the stateof the artin aspect-
orientedprogrammingcan dealwith the separatiorof securityfrom an
application. We also discussthe benefitsand drawbacksof this ap-
proach,andhow it relatesto similar techniques.

Keywords: aspeciorientedprogrammingsecurity,separatiorof concerns

1. Introduction

In theopenworld of the Internetit is very importantto usesecureap-
plications serverand operatingystemsn orderto avoid losing valuable
assets. Accordintp different sources (e.gCERT [cer,2001]) updating
andpatching these systemg fix securityholesis necessary frequently.
Thefact is thatwriting a secure applicationin anopen,distributeden
vironmentis a far from straightforwardtask. There areseveralreasons
why this is sohard to achieve.

First, securinganapplicationis avery complexmatterandrequiresa
thoroughunderstandingf what can go wrong and might be exploited.
An averageapplicationprogrammerhas not enoughexpertisein this
areato know the exact requirementdor his specific case. Moreover,
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comparedto the core functionality of an application,securityis often
consideredaslessimportant andassuchit is only addedafterwards.
Thisresultsin overlooking somealetailswhich might introducesecurity
holes. Furthermore,in the suppositionthat the security requirements
are clearly understoodand known in advancejt is necessaryto imple-
mentthemin the correctway. Severakexamples exist (e.gheNetscape
randomgeneratorbug [Demailly, 1996]) wherea smallweaknes®r bug
in securityrelated codeould bring down the securityof the whole ap-
plication.

A secondmportantreasonwhy applicationsaredifficult to secure is
the structuratlifference betweeanapplicationandtherequired secur
ity solution. Confidentialityfor instancerequires sealingnd unsealing
of sensitiveinformation. Althoughthey arelogically joint andin fact
very similar, they aretypically separatedn the implementation.Con-
trary to the applicationlogic, security deals withprincipals that use
particular servicesof the applicationand by doing so exchangesensit-
ive information. Clearly, this information is scattered throughouthe
functionality of the application. This structuralmismatchoften leads
to duplicationof security codeover different locations. Managemerdf
softwareis complicated considerablin this way, which unfortunately
often introduces security problems.

To solvetheseproblemsthis paperusesaspect-oriented programming
to implementsecurity. The separatiorof concernsffered by this tech
niqueallowsa programmerto only focuson the corefunctionalityof his
application. At the same time a securityengineercan analyzethe se
curity requirementgnd addtheseto the applicationwithout difficulty.
As an extraadvantagethesecurity requiremenimplementations cahe
reusedfor other applicationsvhen properly designed. Moreovesince
the securityrelated aspectare separateftom the actualapplication,
thereis no reasonto fear losingthe overall securitypictureandassuch
forgettingimportantissues.

The structureof this paperis asfollows. We will first give a short
introduction toAspectJ,an aspectoriented programmin¢éanguagefor
Java, and explain how this can be usedto securean application by
meansof a concrete exampleThis mechanismwill be generalized in
orderto constructa frameworkof securityaspectsafter which the ad-
vantages/disadvantaged the approachwill be discussedWe end this
paperwith a section onrelatedwork where we comparethe aspect-
orientedapproachwith otherexisting techniques.
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2. Security as an aspect

For many problems, the modularity as offered by Object-Oriented
programming is nhopowerfulenoughto clearly capturesomeimportant
design decisionsyhich results incodethat is scattered throughouhe
program. As a short introductiorto aspectoriented programmingye
will briefly discussone particular system,AspectJ [asp,2001]. Thisis
a Javalanguageextensionto supportthe separatalefinition of cross
cutting concerns. In AspectJd,pointcuts define specificpoints in the
dynamic executionf ajava program.Pointcutdefinitionsare specified
using primitive pointcutssuchasthe receptionof a methodcall, the
creationof a specifictype of object, etc. Primitive pointcutsan be
combined using logicalperators.

On pointcutsadvice canthen bedefinedin orderto executecertain
code. AspectJsupportsheforeand after advice,dependingn the time
thecode isexecuted.In addition, aroun@dvice enableghecombination
of the former and thelatter intoone advice. The useof the pointcut
and advice constructswill becomeclearerwhen we discussa concrete
example.

The definition of pointcutsand the specificationof adviceon these
pointcuts togetheform an aspectdefinition. Besidesthese speciaton
structslan aspectis similar to a classand can assuchcontaindata
members,methods, etc.To deploy the aspectsin a concrete applica-
tion, AspectJprovidesaspecialcompilerthat parses all applicatioand
aspectcodeand transformstheminto normal Javacode,which is then
compiled usinga standard Javaompiler.

The techniqueof aspect-orientegorogramminghelps us considerably
with the problems described ithe introduction. Onthe one hand, it
providesa mechanismto combineseparateiecesof code easily, which
encourageshe separatémplementatiorof non-functionalissuedike se-
curity. Usingthis divide andconquerstrategy the overall complexityof
the problemis reduced considerablyMoreover,it allows differentspe
cialists (e.g.an applicationengineer,a security engineer,..) to work
simultaneouslyand toconcentrateon their field only.

On the other handsecurity concernare often interwoventhrough-
out the applicationAspect-oriented programminig particularlyaimed
at thesecrosscuttingconcerns. It enables interweavintheseconcerns
into the applicationbasedon particularrulesand automateassucha
difficult task that is normally performeddy the programmermanually.
Hencejt easeghereflectionaboutlogicallyjoint, but physicallydistinct
parts.
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21 An example: Access Control

The examplepresented irthis sectiondiscussesiow to perform ac-
cesscontrolin an application. We havechoserthis problem becaus#
very clearly showghat securityrelatedcodecan beseparatedrom the
functionality of the applicationin anelegantway.

Basically, accesscontrol can be describedasfollows: at a certain
point, the applicationasksthe userto authenticatdimself, after which
it canallow/deny accessasedon his identity. However,this abstract
view hides several difficulletails. Thekey to turntheabovedescription
into anaspectorientedapplicationis the identification oftheimportant
domain conceptandtheir mutualdependencies.

First, what is the exactentity that hasto be authenticatedFrom a
useroriented view? theuserof theglobalapplicationmight beareason-
abledecision hereln thiscasehe userhasto login once afterwhichthis
identity is usedduringthe rest of the application.However,the granu-
larity of this approachwill clearly not suffice forsomeapplicationsge.g.
a multi-useror a multi-agent system.A secondapproachconsistsof
linking the identity to acertain objecin theapplication. Here, loginin-
formationwill bereused agong as the actionsareinitiated by the same
object. However,the identity of the user might changever time. It is
then necessaryo associatethe identity with the initiator of a certain
action. In this case,an authenticatiorprocedureis requiredeverytime
the specificactionis initiated.

Next, for what resourceglo we want to enforceaccessontrol? Again,
onecan think of different scenario’s.An identity might requireaccess
to one resourcenstance(e.g. a printer). When more instancesare
available onecould haveaccesso thewholegroupor to only aparticular
subgroup.In caseof different resourcetypesthe identity could require
accesgo a specificcombinationof theseresources.ln generalthis will
oftencorrespondo acombinatiorof (somepartsof) applicationobjects.

A last but not less important considerationdeals with specifying
wherethetwo previous conceptmeet eaclother. Thispathfromtheau-
thenticatedentity to theresourcess necessaryo passlogin information
to the accesontrol mechanismin a distributed systemfor instance,
authenticatiorandaccessontrolmight be performed on differenhosts.
In that case authenticationinformationmust evidenthbe passedo the
accesgontrol mechanisnin orderto ensurecorrect executionOneob-
vious examplef suchaccesgpathis the invocation of a specific service
of aresource.

Eachof the aboveconcepts(identity, resourceand accesgath)isac-
tually a crosscuttingentity to the applicationand mapscloselyto an
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aspect. In fact, the three conceptscapturethe conceptualmodel of
accesscontrol and they canas such be usedfor every accessontrol
problem. Notehoweverthat we did not discuss any issues concerning
concrete mechanisnfer authenticationand accesscontrol. Although
certainly relevant,it is importantto realizethat theseareimplementa-
tion decisionsand they will assuchdependon the underlying security
architecture.

Figure 1 showsthe detailsof one particular caseof accessontrol,
where eactobject is authenticatedonce and where access ishecked
for eachinvocationof a particularservice. The implementatiorof the
otherdiscussed accessntrol mechanismsvould be fairly similar. The
observantreademwill noticethattheaspect codes written for aminimal
applicationthat consistsof a Server implementinga Serverinterface
with a methodservice anda Client invoking this service.

Theldentification aspects usedto tagtheentitiesthat mustbe au-
thenticated.In this casegveryobjectof the classClient is considereds
a possiblecandidate. Furthermoréhe aspectimplementatiorcontains
afield Subjectthat is usedto storethe identity information. As such,
this information will be availableasif it were glued to the particular
Client object.

The authenticationcalpointcut of the Authentication aspectspe-
cifies all placeswherethe servicemethodof the Serverinterfacas in-
voked. Throughthe useof cflowroot? the Authenticationaspecttravels
alongwith the invocation. Beforethe methodis actually invoked,the
identity informationfrom the Identification aspecis copiedto a local
field of this aspect. As such,it is ableto passthe authenticationn-
formationto the accesscontrol mechanism. If the Client was not yet
authenticatedthis is theright placeto do this.

Finally, the Authorization aspectchecksaccesdasedon theiden-
tity informationreceivedthroughthe Authentication aspecfThischeck
is performedfor everyexecutionof the servicemethod(checkedMethods
pointcut). In this example,asyou cansee,the login andaccessontrol
phasearewritten in pseudocode. The actualcodewill dependon the
underlying securityarchitectureasdiscussed befordn our implement-
ation, we have usedhe Java Authenticatiomnd Authorization Service
[Lai et al., 1999]for this purpose.

Weavingthe aboveaspects intahe applicationwill result ina new,
more secureversion of the application. Inthe latter,the access con-
trolling codedefined inthe Authorizationaspeciwill be executedefore
every invocatiorof service(). At this point, theapplicationwill continue
its normal executiorif accesds granted,howeveran exceptionwill be
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aspect Identification of eachobject(instanceof(Client)) {
public Subjectsubjectnull ;
}

aspect Authentication of eachcflowroot(authenticationCall()) {
private Subjectsubject;

pointcut  serviceRequest(): calls(Serverinterface, * service(..))

pointcut  authenticationCall() :
hasaspect (ldentification) && serviceRequest()

)

before (Object caller): instanceof (caller) && authenticationCall){
final Identificationid =ldentificationaspect(taller)
if(id.subject == null) {
<login> ;
subject=id.subject;
}
}

public Subject getSubject){
returnsubject ;
}

}

aspectAuthorization {
pointcut checkedMethod§) : executiong service(..))

beforeOreturnsObject : checkedMethods(}
Authenticationau= Authentication.aspectOf();
Subjectsubject = au.getSubject() ;
booleanallowed= <checkaccessontrol> ;
if (allowed)
returnproceed()

}
else{
throw new Exception("Access denief";

}
}

Figure 1. Aspectcodefor objectbasedaccessontrol

thrown if the (un)authenticatedntity is not allowedto do so. As such,
conventiondl useof the method service() will be restrictedto certain
usersdependingn the securitypolicy,just as would havebeenthe case
by codingthe acceszontrol mechanisndirectly into theapplitioncode.
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2.2. Generalization of the example

The deploymentof eachof the crosscuttingentitiesdescribedin the
previoussectiondependsieavilyon theactual typeandimplementation
of the particular application.For example,an email client will work
on behalf of one user, while a multi-user agendasystemwill want to
distinguishhis users. Alsopbjectsrepresentinga userwill clearly differ
in structureandbehaviourbetweenseparatepplications.In generaljt
is impossibleto defineone set of aspectghat will be applicableto all
possibleapplications. Thereforea more generic mechanismdegsirable
that separateshe implementationof security mechanismgrom these
choices.

Given the previous examplgou might noticethat the deployment
decisionsareactually containedn the pointcutdefinitions, which define
whereand when an advice oran aspect haso be applied. For this
purpose, Aspectjprovides uswith the possibility to declarepointcuts
abstract andafterwards extend therto definethe actualjoin points.
Usingthis mechanismit is possibleto build a generalauthorizationas-
pectandredefinetheincludedabstractpointcuts dependingn aspecific
application.To illustrate thistechniquewe haveappliedit to theexper-
iment of the previoussection. Theresultis shownin figure 2. In order
to usethesegenericaspectsn a concretesituation,one hasto extend
the abstracaspectandfill in thenecessarpointcuts dependingn the
specificsecurityrequirementf the application.

A major advantageof this generalizatiorphaseis the ability to reuse
the corestructureof the security requirementSincethis will be similar
for every situation,it is not necessaryo reinvent the wheelfor every
case. It shouldbe properly designedby a qualified persononly once,
after which aspectinheritanceenablesasy reuse.

23 Towards a framework of security aspects

For a securedistributedapplication,other security requirementbe-
sidesauthenticatiormndauthorizationmustbe considered, suchscon
fidentiality, nonrepudiation etcWe will now briefly describehow they
couldbe implementedisingaspects.

Encryptionof objectsis requiredfor confidentiality andintegrity. This
is a quite straightforward task using the Jal@A/JCE[Gong, 19981.
Two issuesaveto be consideredFirst,one haso decide wherandhow
to insertthis intothe application. Ongossibility is to encrypt objects
while they are written to a specificstream. For this case,the stream
canbe wrappedy a specificencryptionstream. Another possibility is
to encryptobjectswheneveithey areserialized.Therefore the readOb-
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abstract aspect Identification of eachobject(entities())
abstract pointcut  entities() ;

public Subject subject null

}

abstract aspect Authentication of eachcflowroot(authenticationCall()§
private  Subject subject;

abstract pointcut serviceRequest()

}

abstract aspect Authorization {
abstract pointcut checkedMethods()

Figure 2.  Generalizegspecttodefor accessontrol

ject() andwriteObject() methodsof the objectshould be overriddeto
includeencryptionhere. Secondthereis the issueof how to get or store
the cryptographikeys. Similarto theidentity in the previous section,
onehasto find someentity in the applicationwith which the keys will
be associatedThe implementationwill vary accordingto how the keys
areto be acquired.

Non-repudiation requiresthe generationof proof for certainevents in
the systeme.g. theinvocationof aspecificmethod. Thisis quitesimilar
to the problemof accesgontrol describedbove. One crosscuttingntity
definesthe identity that wantsto generatethe proof. Another entity
storesand managestheseproofs. And finally, a third entity defines
whereand how proofsshouldbe generatecand passed along.

In the end,a combinationof all the security aspectscould form the
basisof an aspectframeworkfor applicationsecurity. This framework
will consistof generalizedaspectdor eachof the security requirements.
Note that severalaspect implementations, dependiog different un-
derlying security mechanisms, maype includedfor the samesecurity
requirement.The deploymentof the frameworkfor a concrete applica-
tion will thencome dowrto choosingthe necessanaspectanddefining
concretepointcut designatorgdor them. This techniqueactually sug
geststhree distinct task$o developa secureapplication® : build the
application,developa genericsecurity aspect architecturand specify
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the aspectdeploymentpointcuts. A more elaboratediscussionon this
securityframeworkcanbe found in [Vanhauteet al., 2001].

3 Discussion

Being able to specify security concerns ina separatewnay, and still
having them appliedhroughoutthe whole applicationis a noble goal.
Aspectoriented programming techniquésld a promiseof achieving
this goal.

Although the technologyhasnot yet fully matured,the currentpos
sibilities of AspectJ alreadgive us a humberaf interestingadvantages:

m  Securityshouldbe appliedat all times, if it is to be appliedcor-
rectly. By looking at the definition of the pointcutsin the aspect
that implementsthat particular security concerna security en
gineerimmediatelyknowsall the placeswherethis concernwill be
used,giventhat the AspectJcompiler doesits job correctly.

= The implementationof the security mechanisms does nbave
to be copied severatimes. All the implementationcodecan be
gatheredwithin asmall numbeiof advices perhapsall within one
sourcefile. As a result, when changeshaveto be madethe pro-
grammercanfocus onthat onepart.

» Another resultof the separatspecificationof the aspectcodeis
that managementof the different package®f an applicationis
easier.Therecan beseparatgackages fopure applicatiorfunc-
tionality, onefor puresecuritycodeanda packagehat definesthe
pointswherethe securitycodeis to be applied.

s Although it could be arguedthat simpletext substitutiontools
would alsobe ableto insertcodein agenericway into aprogram,
the aspect orientedpproach hasmuch leschanceof introducing
bugs. The constructsaspect oriented transformewsrk on, are
not meretext elementsput languageconstructs.Thesemapmore
naturally onto the entitiesa securitypolicy would speakabout.

s By makingtheaspectsnoregenericwith respectto anapplication,
we obtainagoodcombinationof both application independerin-
plementation®f securityconcernsaandthe useof theseimplement
ations withinthe contextof a specificapplication.Thesupportfor
abstractpointcutswithin AspectJmakesit possibleto specifythe
two in separatdiles.

For our work, the useof the currentversionof AspectJ(0.7)hasalso
somedrawbacks (sekirther). Ontheonehandtherearesome technical
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issuesregardingthe current implementationf AspectJ.It is expected
that thesewill be solved inlater release®f the tool. Ontheother hand
thereare problemsthat are more fundamentalin nature. For this, at
leastaredesignof the aspectoriented toolis needed.

m

For eachmethodcall that hassomesecurityconcernithe AspectJ
compiler will insertoneor more extracalls. Therefore,the gen
eratedcodeis less efficientand introducesmore overheadhan a
direct implementatiomvould have. Unfortunately this is the price
to pay for the genericityof our approach.However, it is certainly
riot, worsethan someother systemdiscussedn the next section.
Building a morecomplex,but lessgeneralaspectcombinationtool
could solvethis.

If not all codein theapplicationcanbetrusted,onehasto bevery
certainthe generatedcode does noaddany securityholes. For
instancen the caseof authorization: itshould notbe possiblefor a
client to call the endfunctionality of a serverthroughsomeother,
by the aspecttool generatedmethod,in orderto circumventthe
authorizationchecks.This meansthe securityimplemeriterhas to
have a very clear idea of what and how exactly the aspecttool
produces. At this moment, the outputof the AspectJcompiler
cannot berustedyet, becausehe original functionality, without
the new aspectcode, is only moved into a new method witha
specialname.However this is only a problemif not all sourcecode
isunderthecontrolof the AspectJcompiler. Thefact that AspectJ
is not a formal provenlanguageonly increaseshis problem. This
might becomeoneof our topicsfor future work.

Anotherissuerelatedto the generatedodecomesup when debug
ging. As the runtimecode doesot directly correspondo the code
the programmer wroteit canbe harderto figure out what is going

on. Theaspectorientedresearclcommunityis at the momenttry-

ing to build better supportools that would help the programmer
in relatingruntimeeventswith the source codét stemsfrom.

Theimplementerof thesecuritycodestill hasto have verydetailed
knowledgeof security mechanismsheir strongand weak points,
how to implementthem. As AspectJis a generictool, it doesnot
helpthe programmethere,apartfrom providinga bettermodular-
ization of the problem. However,this is not a particular problem
of AspectJ,but ratherof our approachto the problem.
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4. Related work

Thereare alreadya large numberaof security architectureproposed
or implementedin Java,e.g. [De Win et al., 2000]. Sunfor one hasfor
instanceeleasedAAS [Lai etal., 1999]for authenticatiorandauthoriz
ation, SSEfor secured networkommunicationandthereare proposals
for a secure RMlimplementation. Theswill often alreadyrealizethe
intendedresult,and canthereforebe usedin the implementatiorof the
security aspectsThe combinationof existingtechnologieswith aspect-
oriented programminds not expectedo posesevereproblems. The
addedvalue of aspectsin this caseis the possibility to have a much
moreflexible security policy, andthis at a granularitythat corresponds
betterwith the application,i.e. at the levelof methodcallsandobijects.
Someof the proposedarchitecturesalsohavea fine granularity,but the
configurationand mappingontowhat happensnsideanapplication can
be fairly difficult.

By usinga numberof objectorienteddesignpatterns[Gammaet al.,
1994],theexisting securityarchitectureslsotry to beindependentf an
applicationstructure, andhey allsucceedn thisto some degreeThe
drawbackof this designis that the structureof the solution becomes
more complexand harderto understand.With an aspectoriented ap
proachtheseimplementationkan be designedin a more naturalway.

Transformationsn AspectJhapperonthelevel of sourcecode. Other
tools are availablethat work on the level of byte code [Cohenet al.,
1998, Kellerand Holzle, 1998]. This hasthe advantagehat you can
add your own aspectseven when no source codds available for the
application.The disadvantagés that on the level of byte code,a lot of
the applicatiorlogic is already lost. Reconstructintipis is often hard,
and giving correctdescriptionsof how a seriesof byte codeshasto be
changedto for instance implemenauthenticatiorwill be evenharder.
Checkingand debuggingthe result will alsobe difficult.

Thereis also researchnto a more declarative descriptioof security
propertiesfor anapplication[Evansand Twyman,1999,Hagimontand
Ismail, 1997]. This correspondgo anaspectoriented languagef the
first type of section2. The real challenge herds to think of the right
abstractionghe descriptionwill consistof. Thisis not at all anevident
matter,certainly if a goalis to be generic.We think it is better tofirst
experimentwith a genericaspectoriented languagasdescribedn this
paper. From these experimentsye would hopeto distill the important
abstractions.

Metalevelarchitecture§Chiba,1995,Robbenet al.,1999,Stroudand
Wue, 1996]also makeit possibleto separate applicatioftom security
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implementation[Anconaet al., 1999,Welch and Stroud,2000]. They
offer a completereification of what is going on in the application: the
eventsof sendinga messagestarting theexecution,creatingan object
all get reifiedinto a first classobject. Becausethe metaprogram has
control overthesereified entities,it canintervenein the executionof the
baseapplication. In comparisonto aspectoriented programminghis
mechanismis much more powerful, but it is also heavierMoreover,the
developmenf metaprogramsfor securityis more complex, becausbe
programmeris forcedto think in termsof metaelementswhich is only
indirectly relatedto the application.

Other approachegFraseret al., 1999]also usethe basicideaof in-
troducingan interceptorbetweenclientsand servicesfor instanceto do
extraaccessontrolchecks.They aresimilarto metalevel architectures
in thatthey alsointervenein the communicatiorbetween clienandser
vice, but the interventionis lessgeneric(and heavy): the interceptors
aremeredecoratorsaroundthe services.In simplesituations,they can
be specifiedfairly easy,perhaps througlsomedeclarative description.
However,when moreand more applicationstateneedto be takeninto
account, writing decoratotsecomes venhard,or evenimpossibledue
to theboundedpossibilitiesof the declarativelanguage.

5. Summary

This paperpresentedhe useof aspectoriented programmingo add
security to an application. By meansof the exampleof access con
trol, we first demonstratedhe feasibility of this approach. In order
to constructa moregenericsolution,we suggestedo abstractrelevant
pointcutsout of the aspectimplementation. This enabledus to separ
atethe securitymechanismgrom the actualpolicy, which promotesthe
reuseof the mechanismmplementations After briefly discussingsome
other securityrequirementsye touchedupon the feasibility to build a
security aspecframework. Finally,we discussedhe advantagesand
disadvantagesf our approach.

The mostimportantadvantageof this approachis the separatiorof
the applicationand the security relatedcode. This considerably sim
plifies the job of the application programmer.Moreover, the security
policiesaregatheredn one placewhich makesit easierto checkwhether
all therequirementsremet. Still, we think thatthe deploymentof these
generalizedaspects remainguite difficult. We would like to focusour
research irthe future onthisissue, forexampleby automating theen
erationof concretepointcutsbasedon a simplified highleveldescription.
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Notes

1. AspectJalso supportsother constructslike Introduction. Sincethey are not used
directly in this paper,we will not discusshem here.

2. From another point of view, application code migetthe subject of authentication.
Whilethemechanisnho establishthe correctidentity of the codeoriginatormight bedifferent,
the overall authorizationmechanism described this paperwill still be applicable.

3. cflowroot is a predefinedkeyword in AspectJthat denotesevery control flow leading
to that particular pointcut. Usingthis keyword,it is possibleto ‘follow' the invocationstack
and passas such information from the caller to the callee.

4. By predictingthe outputof the aspectweaver,one might be ableto circumventthis
accesgontrol mechanisnmunder certain circumstances We discussthis problemin detailin
section3.

5. A similar separatiorof thesetaskshasbeendescribedin [Robbenet al., 1999].
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Abstract

Thereis an increasingdemandfor high speedremoteconnections
(e.g. ADSL, cable, etc.) to university networksboth from students
and staff members. In many instancesthe needis to connectnot a
single computerbut a remotesubnetworkand to be ableto havenot
only clientsbut also server®n the remotesubnetwork(for instanceto
access fileon computerson the remotenetwork from workstationsin
the university). We presenthereasolutionto meettheseneedshrough
a simpledial-up-like connectionto which the access provideallocates
only asingletemporary|P addresgo a singleremotemachine. The
solution allowsremotenetworksto be startedanytimelike little bubbles
and be integratedynamicallyinto the big bubblethatis the university
network. It is basedon the useof IPSec,DHCP andaddresgranslation.
Beside providing confidentiality,this allows allocating dynamicallylP
addressesn the rangeof the university to computersin the remote
bubble, and binding them to permanentDNS names inthe domain
of the university. After configuration,the computersin the remote
subnetworkappearas if they were locatedinside the university. The
solution can,of course,be appliedto any organization.

Keywords: Remote networks, Virtual private networks, IPSec, DHCP, NAT, RSIP.
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Introduction: Remote access to university networks

New learningtechnologies intensivelyse computersand computer
networks. Universitiehaveto provideanincreasingnumberof worksta-
tionsandpersonacomputergo their studentsAll thesecomputersare
connectedo theuniversity networkandthrough this, tahe Internet.

On the other hand, an increasingnumberof studentsown or have
accesdo a computerat homeor in their residencenearthe university.
In many instancesmore than one computeris available: whera new
computeris bought,the old oneis rarely discardedput it is ratherre-
strictedto the lessdemandingapplications(E-mail, web accessword
processing)sothat several membersf a householdcan be simultan
eouslyworkingon computers.In multi-room flats usedas studentacco-
modation,severalcomputersarealsooften available.

However,many learningasks cannobe performedat homebecause
they requirepermanenbr quasipermanenticcesso serversof the uni-
versity, or simply to the Internet. Other activities are only possible
with computerghat arepart of the university network, becausef, for
instance software licensingestrictions.

The availability of high speed remote connectiofdDSL, Cable)
makesit possibleto have at home the samekind of accessspeedas
in one’soffice or in a room of workstations. However, all the otherre-
strictionsof dial-upconnectiongemainsinceremoteusersget only one
dynamicallyallocatedI P addressn the rangeof the provider.

In this paper, we shall discuss how to connect a remote subnetwork
when the provider allocates only one dynamic IP address to it. The
purpose is to make the remote subnetwork, called remote bubble, really
look like part of the university network, with IP addresses belonging to
this network. These addresses are centrally and dynamically allocated
(central and dynamic allocation avoids wasting IP addresses). As far as
we know, this problem has never been addressed before.

1. Connection of a subnetwork through a single
IP address: state of the art

Therearedifferent solutionsto connect subnetworkhrougha single
IP address Thefirst isto useNAT/PAT (Network AddressTranslation
and Port AddressTranslation);softwareas well or hardwareproducts
(sohorouters)implementingthis solution are available. They are of-
ten based onLinux IP masquerading. Other solutionsuse tunneling
protocolsto build a Virtual PrivateNetwork.
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gilail

Figurel. A VPN acrosghe Internet

1.1. IP Masquerading

IP Masqueradés a Linux networkingfunction similarto one-temany
NAT (Network AddressTranslation)found in many firewallsand net
work routers. For example,if a Linux host, calledthe gateway, is con-
nectedto the Internet,the IP Masqueraddeatureallows “client” ap-
plicationson othercomputers connectda theinternalinterfaceof this
gatewayand usingnon-routablel P addresseso reachthe Internet.

This systemallows a set of machinesto invisibly accesshe Internet
throughthe gateway.To other machineson the Internet,all this traffic
will appearto be from or to the gateway (for more information see
[Ran00]).Not evenall “client” applicationswvork with this scheme
FTP). It isthereforeoftencomplementedvith specifiedapplicationlevel
gatewayprograms.

1.2. Building Virtual Private Networks

The problem that VPNs are trying to solve is that of letting two
networkscommunicatesecurely wherthe only connectiorbetweenthem
is over a third network which they don't trust. VPNSs use a gateway
between eacbf thecommunicatinghetworksandtheuntrustechetwork.
Most of the current VPN packages uséunnelingto createa private
network. The principle of tunnelingis to encapsulat@ packetwithin a
packet.

Thegateway machinesanencryptpacketsenteringthe untrustednet
anddecryptpackets leavingt, creatinga securetunnel throught (see
figure 1).
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1.2.1 Simple tunneling protocol.  Most of the currentoper-
ating system carenablesimpletunnelsbetweentwo gateways(without
any authentication or encryptiorthe tunnelis thus not secure).This
system isvery simple. Gatewaysn each networlencapsulat@ackets
destinedo thedistantnetwork ina packetdestinedto theremote gate
way. But this solutionis limited to staticlP addressesn gateways.In

our context,|P addressesf gatewayswill be dynamically allocatetly

the provider. Sowe needto authenticatehesegatewaysdynamically
andby other meanthanits IP address.

1.2.2 The IPSec Protocol and its use in Virtual Private
Networks . [IPSecis amechanisnfor addingsecurityto IP andup-
perlayer protocolslt can protectraffic betweerhosts between network
securitygateways(routers firewalls,..) and betweenhostsand security
gateways.|PSec hostandgatewaysare authenticately cryptographic
technicsindependantlyof their IP addresseswhich can be allocated
dynamically.

IPSec definesdwo different protocols: The EncapsulatingSecurity
Payload(ESP)andtheAuthenticatiorHeader(AH). AH provides proof-
of-data-origin,dataintegrity andantireplay protection oreceived pack-
ets. ESPprovides, inaddition,dataconfidentiality and limited traffic
flow confidentiality.

More information onthe IPSec protocol,can be found in [DH99],
[RFC2401]which definesthe basearchitectureupon which all imple-
mentationare built, [RFC2402]which explain AH functionalities,and
[RFC2406}which talks about ESP.

The VPN canbe built by deployingIPSecgateways. The protected
network to which accesss controlledis on onesideof the gateway;the
unsafeand unsecurechetwork (usuallyInternet)is on the other. IPSec
must be usedin tunnelmode betweerthe gatewaysbecausehe VPN
is protectingthe traffic between two different networks.

2. Using IPSec VPNs to connect remote
bubbles to a university network

We want to integrate computerat home (or in studentresidences)
transparentlyin the university network. The homesor the residences
are connectedo a provider and obtain from it a singletemporary|P
addressthis|P addressnaybedifferent eachimethey connectSeveral
usesof this singletemporaryl P addressarepossible:

s Onesinglecomputeris connectedto the modem (ASDL/Cable),
and usesthe temporaryl P address.This solution isthe easiest,
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DSL Modem

a.b.c.d Provider address

Figure 2 Singleconnectionwith a DSL Modem

Real network port with
provider IP address

Remote computer s

1PSec

Virual network port with
university P address

Figure 3. Using IPSecto add an addressof the university network to a remote
computer

192 168 x y

Figure4. Architectureof a NAT network
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VPN Termination | "

DSL Modem
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Figure 5. Remotebubblewith IPSec

but the computerappearsvith a provideraddressnot anaddress
of the university networkasrequested (see figu). To overcome
this problem,an internal addressf the university network could
be allocatedto a virtual interfaceof the computerand routed
throughan IPSec VPNacrossthe provider networkto a gateway
in the university (See figur8). This is actuallya particular case
of the third situation.

= One computers agatewayusesl P masqueradingandconnectsa
subnetworkto the Internet (adedicatedNAT box is equivalento
this. See figuret). This solution allows to connect more than one
computerthrougha connectionwith a singleroutablel P address.
It is integratedin Linux, free,andeasyto build (severakcompan-
ies market black-boxeswith this kind of functionality), but the
machines inthe subnetworkare not accessible fronthe Internet
(theycanonly be clientshot servers)andsomeprotocolsarenot
compatible withit (H323,PSec,..).

s Onevirtual private network is set up betweena gatewayto the
remote subnetworindagatewayto the university. This solution
doesn’timposeany constrainton the address allocatiopolicy in
the remote subnetworkthe computersof the remotesubnetwork
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can have routable IP addresses. This solution is the only one
allowing”remotebubbles”to mergetransparentlyn the university
network (seefigure 5). That’swhy we will developthis solution in
this section.

2.1. Requirements of the VPN

The VPN usedto connectthe remotesubnetworkto the university
network must meetthe following requirements:

» We want to be ableto decide fromwithin the university what
addressesvill be allocatedo the computers orthe subnetwork.
Theseaddressesnay be non routable or routablgfor instance
takenfrom the universityrange).

» We want alsoto be ableto allocate these addresses dynamically
but to be boundto permanent domainames.We will not discuss
this last aspect inhis paper.

s We want the remotenetwork to mergeautomatically inthe uni-
versity network wherthe gatewayis started. The computers on
the remote network mustthen be undiscernibleby third parties
from computers locatedhsidethe university.

»x We want the same securitpeweencomputers irthe remote net-
work andothercomputersn thesamedepartmenof theuniversity
asbetweencomputersin this department.

2.2. SubNetwork with IPSec Gateways

UsinganIPSectunnelbetweenthegatewayto theremote subnetwork
(let'scall it "Hawser”)anda gatewayin adepartmenif the university
(let's callit ”Bollard”)alreadyallowsto meetall but the secondof the
aboverequirementgseefigure 6).

e The computersof the subnetworkare logically neighboursof the
otherendof the tunnel.

» |PSecis astandardprotocol availabldor any decenplatform.

» |PSecauthenticatiorof the gateway is not baseshits IP address
that can be dynamically allocatday the provider.

s |PSecprovidesthe required security.If confidentiality isneeded,
ESPcanbe used,otherwiseAH is sufficient. If securityis defin-
itely not a problem (for instanceif the ADSL links areconnected
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University network

Figure 6.  Architectureof the solution

directly by the providerto the universitythrougha VPN instead
throughthe public Internet), thenAH with null encodingcan be
used. Thechoiceis a matterof balancebetweensecurityandper
formance.Benchmarkswill tell usif providing lessthanmaximum
securitymakes any difference fromperformance poinof view.

Meeting all theserequirementss not straightforward. Let us look
morecloselyat what shoulchappenwhen Hawser boots:

s Hawser boots.

m  Hawser logsinto theprovider networkandgetsadynamicprovider
addresdgrom, say,aradiusserver.

s Hawser calls Bollard andsetsup anlPSectunnel.

All the packetsdestinedto the subnetworkwill be routed through
Bollard and Hawser, andall externalpacketsfrom the subnetworkwill
be routed throughHawser and Bollard.

3. Dynamic allocation and address translation

The Dynamic Host Configuration ProtocoCHCP) automateshe
procesof configuring devicesn IP networks. DHCP performsmany of
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the functionsa network administratorcould carry out manually when
connectinganewcomputerto anetwork(see[DL99]). With DHCPrelay
agents, remotenachinescan alsobe configured.We decidedto usethe
DHCP protocolwith relayagentgo configurethe differentssubnetworks
for differents reasons:

m addresses cape leasedtemporarilywhenneeded which simplifies
network administrationof nomadiccomputers(laptops)

= subnetworksan be createwithout any administrativeoverhead
for address allocation,

» the network configurationof the computeris easier(mostof the
parameters areansmittedby the protocol),

s the DHCP protocolis availableon many operatingsystems.

3.1. The relay agent

A relay agentis designedo forward DHCP messagebetweenclients
andserverwhenthe serverandthe client arenot in the samenetwork.
When the relay agentreceivesa client message, it forwards to the
server,andwhenthe server answerto a request,it alsousesthe relay
agentto contactthe client. In our solution, the relay agentruns on
Hawser, and the DHCP servercan run on any machineof the same
networkas Bollard, but it is easierto put it directly on Bollard.

3.2. DHCP configuration

As specifiedn [RFC2131],thetechniqués to assignstaticallyarange
of addressegsubnetworkclass)to each networkbehind a relay agent.
This solutionwould be the easiestto deploy but it wastesa lot of IP
addresses.

With a modified relay agent, another solution would be to assign
addresseso the deviceson the differentsubnetworksvithout regardfor
their localization. This solutionis moreeconomicain IP addressedyut
it is moredifficult to deploy,sinceroutesmust be explicitly configured
for eachindividual device.

Whenadeviceasksfor anew DHCP configuration,adedicatedPSec
tunnel must beopened betweeBollard and Hawser for this new IP
address.Thiswill be doneby therelay agent,as it hasall the required
informations.
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3.3. Address translation

Thesolutionproposed irthe previousparagraph haa problem. All
the packets senby a deviceon a subnetworkwill be routed through
Bollard and Hawser, eventhe packetsdestinedto same remote bubble,
as thedifferentsdevicesare not consideredto be on the samevirtual
subnetwork. The solutionwe useto avoid this problemis the address
translation(More informationavailableon [DutOl]).

Insteadof sending addresike “a.b.c.d”,the DHCP serverwill send
addresdike “10.b.c.d” with aclassA subnetworkmask. Thusall devices
in the same remotéubblecan see eaclother. Hawser will haveto
“‘NAT” (translateaddress) 10.b.c.dnda.b.c.dfor incomingandoutgo-
ing messages. Devicas other bubblesare known with their addresses
allocatedandnot “10.b.c.d”.

3.4. Summary
When a new computeris started oraremote bubble:

the computer boots.
a it broadcastsa DHCP request.

s Hawser forwardstherequesto Bollard (assumingt isthe DHCP
server).

s Bollard repliesto therequestwith theaddress 10.b.c.d

= Hawser forwardsthe reply to the computer,startsaddress trans-
lation between 0.b.c.danda.b.c.d,andenableghetunnelfor the
address.b.c.d

s the computeris connectedo thenetwork.

When a computerusesthe network:

» if the addresss local (10.x.x.x)it connectdirectly the specified
computer,elseit sendsthe packetto Hawser, which it considers
as itsdefaultrouter.

m  Hawser exchangeshe sourceaddresg10.b.c.dto a.b.c.d)
m Hawser sendsthe new packetto Bollard throughthetunnel.
m Bollard routesthe packetit receivedike a normal packet.

Whenacomputemwants to conneatr reply to acomputeionaremote
bubble:
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m thepacketis sentto Bollard.

m Bollard sendst to the Hawser concernedseveraremotebubbles
canbeattachedo thesameBollard via differentHawser) through
atunnel.

m Hawser translateshe destination addreqs.b.c.dto 10.b.c.d).

m Hawser forwardsthe packetto thecomputerconcerned irthe re-
mote bubble.

4. Related Works

We did not find anyother publishedpaperon the problemof setting
up aremote subnetworkonnectedwith asingletemporary address-
locatedby a provider and usingaddressebelongingto a main network
anddynamically allocatedby a serverin this network. However,results
has been publisheaboutcloselyrelatedproblems.

Realm Specific IP (RSIP)isanewprotocol, designed as an alternative
to NAT that preservesndto end packet integrity. RSIP allocates on
demandin anetworkA, addressebelongingto anothemetworkB. The
gatewaybetweennetworksA andB hasa pool of IP addressesf B and
will allocate themto hostsin A (called RSIP hosts)when requested.
Routesor tunnelsmust be provided inA for theseRSIP hosts. They
canbe considereds if they werereally on the network B.

Theadvantagef this solutionoverNAT is that nothingin the packet
is modified. The drawbackis that a driver is neededn eachRSIP host
of the subnetwork.

RSIPwasdesignedo solveadifferent problenthan theoneaddressed
in this paper.However,it providesa similarservicewith different mean.
The main diferenceof the serviceprovided by RSIP and the service
provided inour solutionis that, sincethe RSIPserveris on the gateway,
the range of addresses allocatettd eachremote subnetwork must be
allocated statically.Sinceour solution usesa centralserver, addresses
can be distributedon demandto severalremote networks, which isa
moreefficient allocation technique.

Ontheother handRSIPpreserveshe endto endintegrity of packets
while our solution usesNAT coupledwith DHCP which meansthat
packetsare modified in the path. The price RSIP hasto pay for this
advantages to addsome softward¢o each host irthe subnetwork.

More Informationon RSIP canbe found in[RSIP-PROTO].
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5. Conclusion

Thepaperidentifiesanew problem,whichisto makearemotesubnet-
work, calledremote bubbleteally look like merged inanothernetwork,
with 1P addresses belongirntg this network centrally and dynamically
allocated.

It proposesa solution basedon existingprotocols (IPSec, DHCP,
NAT). CoupledDHCPrelayandNAT protocolengines providéhehosts
of the remotebubblewith addresseffom the main network.IPSecal-
lows the gateway itselto havea dynamicl P addressandhide the con
tentsof packetson the way betweenthe remotebubbleand the main
network. The situationof the hostsin the remotebubbleis exactlythe
same (exceptor communications delayssif they werelocatedinside
the main network.

The solutionwe proposepresentsmany advantages.In additionto
securecommunication, withthe creationof an IPSectunnel between
theremote bubbl@ndtheuniversity networkjts dynamicconfiguration
allows to manageeasily manybubblesof any size without wasting P
addresses.

The administrationof a bubbleis quite simple: all the computers
pluggedbehindthe gateway(Hawser)will be automaticallyon the uni-
versity network.
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Abstract In currentelectroniccommercesystemscustomerdiaveanon-line inter-
action with merchantssia a browseron their personalcomputer. Also
paymentis done electronically via the Internet, mostly with a credit
card. In parallel to this, e-servicessia wireless-onlysystemsareemer-
ging. Thispaperidentifiessecurityandfunctionality weaknesseis both
of thesecurrentapproachesThe paperdiscussesvhy and how general-
purposemobile devicescould be usedas anextensionto PC basedsys-
tems,to provide more securityandfunctionality. Generapurposemo-
bile devicesare shownto be an alternativeto costly specialpurpose
hardware. This combinedapproachhasin many casesmore interest
ing propertiesthan when using mobile devices onlyAs an example
of the combinedapproacha GSMbasedelectronicpaymentsystemis
proposedandinvestigated. The system enablessersto order goods
through the World Wide Web and pay by using their mobile phone.

Keywords: WWW security, wireless security, m-commerce

1. Introduction

In currentelectroniccommercesystems,customershave an on-line
interaction with merchantsia a browseron their personalcomputer.
Also payment isdoneelectronicallyvia the Internet,mostly by sending
acreditcard numbeto themerchant. Thisbasicsystemis in widespread
usetoday, and most peoplearefamiliar with buying booksand music,
booking flights,orderingPCs,etc. Thereare howeversomeimportant
security problemsFor example, creditardnumbersareoften stolerby
hackerdrom merchantstomputersprdersandconfirmationsareusually
not digitally signedand can be repudiatedafterwards. In parallel to
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the fixed PC basedsystemsge-servicesarealso emergindn the wireless
world. Currentmobile devicehavehoweverratherlimited functionality,
andin manyapplicationsthey arenot suitedto be usedon their own.

Thispapersuggests combinedapproachn which mobile deviceare
usedasan extensionto the World Wide Web environment. The paper
startswith a descriptionof the securitypropertiesof the World Wide
Webin Sect.2, andthe security features isome wirelessystemsij.e.,
GSM andWAP, in Sect.3. Section4 discussesecurityand functional-
ity weaknesses iboth worlds, and suggestsa combinedapproach.An
exampleof this approachis givenin Sect.5: a GSM basedelectronic
paymentsystemfor the WWW is proposedand investigated. Further
analysisof this systemis presentedn Sect.6.

2. World Wide Web security

There are many security issuesrelated to the WWW. Within the
scopeof this paper,we will only discussthe communications security
aspectpoth at the networkandthe applicationlevel, andthe payment
securityaspect.

2.1. Communications security

The communication betweea web browserand a web serveris se-
cured by the SSL/TLS protocol. Historically, Secure Socketsayer
(SSL)was an initiative of NetscapeCommunications.SSL 2.0 contains
a numberof security flaws which are solvedin SSL 3.0. SSL 3.0 was
adoptedby the IETF TransportLayer Security (TLS) working group,
which made somesmall improvementsand publishedthe TLS 1.0 [8]
standard. “SSL/TLS” is usedin this paper,as “SSL” is an acronym
everyone iquite familiar with; however,the useof TLS in applications
is certainly preferredto the useof the SSL protocols.

Within the protocol stack, SSL/TLSis situated underneatthe ap-
plication layer. It canin principle beusedto securethe communic-
ation of any application,and not only betweena web browserand
server. SSL/TLS providesentity authenticationdataauthentication,
and dataconfidentiality. In short, SSL/TLS works as follows: public-
key cryptographyis usedto authenticatdéhe participating entitiesand
to establishcryptographickeys; symmetrickey cryptographyis used
for encryptingthe communicationand addingMessageAuthentication
Codes(MACSs), to providedataconfidentialityand dataauthentication
respectively. Thus, SSL/TLS dependson a Public Key Infrastructure.
Participating entitieshouldhave a public/private key pair and a cer-
tificate. Root certificateqthecertification authorities’certificatesthat
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areneededo verify the entities’ certificates)shouldbe securelydistrib-
uted in advance(e.g.,they areshippedwith the browsers).Privatekeys
shouldbe properlyprotected.Note that thesetwo elementsj.e., distri-
bution of root certificatesin browsersandthe protectionof private keys,
is actuallyoneof the weak andexploitedpointswith respectto WWW
security (sedurther).

More detailed information o8SL/TLS,thesecurityflawsin SSL2.0,
and the differencesdbetweenSSL 3.0and TLS 1.0,canbe found in [27].

2.2. Application security

SSL/TLS only protectsdatawhile it is in transit. Moreover, ex-
changednessagearenot digitally signed. Thereforeit does notprovide
non-repudiation.Both customersand merchants camlways denyater
on having senbr receivedrequestsor confirmationsfrom eachother.

In additionto SSL/TLS, critical messageshouldthus bedigitally
signed beforghey are sentthrough the secure channelThe concept
of digitally signing messagds not really integratedyet in today’sweb
browsers.Netscapethough allowsthe contentof forms to be digitally
signed using the JavascripignText() function. XML will be more
and more usedon the WWW to represent content insteafl the basic
HTML. In the future,browsersare therefore expectedo implement
SignedXML [10], which specifieshow XML documentshouldbe digit-
ally signed.

Note that analternativeprotocolto securethe communicatioronthe
WWW hasbeenproposedin the past: S-HTTP [26]. This protocolis
situatedat the applicationlayer,andis specificallyintendedfor HTTP.
It secureHTTP messages i@ very similar way to the protocolsfor
secure emailand providesnon-repudiation.SSL/TLS hashoweverbe-
comethede-factostandardntheweb,and SHTTPwasnot a success.

2.3. Payment security

Although numerousdifferent electronicpayment systemshave been
proposedhatcan beor areusedonthe WWW, includingmicro-payment
systemsand cashlike systemsmost transactionson the web are paid
using creditcards. Mostly, customergust haveto sendtheir creditcard
numberto the merchant’'sweb server. This is normally done‘securely’
over SSL/TLS, but someserious problems castill be identified. Users
have to disclosetheir credit cardnumberto eachmerchant. This is
guite contradictoryto thefact that the credit card numberis actually
thesecret onwhich the whole payment systens based(notethat there
is no electronic equivalerdf the additionalsecuritymechanismgresent
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in real world credit card transactionssuchas face-to-faceinteraction,
physical cardsand handwritten signatures)Even if the merchantis

trusted and honestthis is risky, as one can obtain huge lists of credit
card numbersby hackinginto (trustworthy, but less protected)mer-

chants'web servers. Moreoveit is possibleto generatdake but valid

creditcardnumberswhich is of greatconcernfor theon-line merchants.
Thus,merchantsearrisk in card-nofpresenttransactions.

SecureElectronicTransactionSET[29], is amoreadvancedtandard
for creditcard based payments. Qoféts corefeaturedsthatmerchants
only seeencrypted credit cardumberswhich canonly bedecryptedoy
the issuers. This systemis conceptuallymuch better,but until now it
has not becompopulardueto its complexity.

American Expressoffers a “one-timecredit card’ solution [1] with
which customerscan protecttheir privacy, but which also solves some
of theabove mentioned problemalternatively, severalsimilar systems
exist (e.g.,InternetCash[16]) in which customersanobtain somepre-
paid value identifiedand protected witha numberand PIN, andiseit
on-line incooperation witha centralserver. Finally, real-lifeelectronic
paymentmeans(e.g., Proton [25] and debit cards)are alsostartingto
be deployedon the WWW (e.g.,[2]).

3. Wireless security

GSM and WAP are currently probably the two most popular and
widely usedwireless technologies.They are briefly presented inthe
following paragraphs. Thereaftespmeothersystemsand initiativesin
the wireless worldarediscussed.

3.1. GSM

GSM, Global Systemfor Mobile communications,is the currently
very popular digital cellular telecommunicationsystem specified by
the EuropearilelecommunicationStandards InstitutéETSI).In short,
GSM intendsto provide threesecurityserviceg[32]: temporaryidentit-
ies,for theconfidentiality of theuseridentity; entity authenticationthat
is, to verify the identity of the user;andencryption,for the confidenti-
ality of user-relateddata (notethat datacan becontainedin a traffic
channel, e.gvoice,or signalingchannelg.g., SMS messages).

The Subscriberdentity Module (SIM) is a security device,a smart
cardwhich containsall the necessarynformationandalgorithmsto au-
thenticatethe subscribeto the network. It is aremovablemoduleand
may be usedin any mobile equipment[32]. Note that the encryption
algorithmsareintegratedinto the mobile equipmentas dedicatechard-
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ware. GSM doesnot usepublic-key cryptography.Symmetrickeysare
derivedfrom userrelateddatausingan algorithm underthe control of
a masterkey.

Theelectronicpaymentsystemdescribedn the examplelater in this
paperrequiresheSIM to containasmall paymengapplication basedon
the SIM ApplicationToolkit. The SIM Application Toolkit [13] provides
mechanismswvhich allow applicationsexisting in the SIM, to interact
andoperate withany compliantmobile equipment. Thesmechanisms
include displayingext from the SIM to the mobile phone, sendingnd
receivingSMS messagesind initiating a dialoguewith the user. In ad-
dition to the GSM securitymechanismsspecialSIM Application Toolkit
security features have been defiféd 12]. The security requirements
that havebeen consideredre: (entity) authenticationmessage integ-
rity, replaydetectiorandsequencéntegrity, proof of receiptandproof of
executionmessageonfidentiality, and indication of the securitymech-
anismsused. Accordingo the standarddigital signatures cahe used
to implement somef these requirements.

Note that the same distinctiorbetweencommunications securitgnd
applicationsecurityas madein the WWW securitycontext,canbe made
here: standardGSM security at the communicationdevel, and SIM
Application Toolkitsecurityat the applicationlevel.

32 WAP

TheWirelessApplicationProtocol (WAP)s aprotocolstackfor wire-
lesscommunicationnetworks. WAP is bearerindependentthe most
commonbeareris currently GSM.

Similar to SSL/TLSfor the Internet, WTLS[39] is WAP’s commu
nicationssecurity solution.t also relies ora Public Key Infrastructure
[35,34]. The main differencesarethat WTLS supportsbhy default al-
gorithmsbasedon elliptic-curve cryptographyis adaptedor datagram
communication(insteadof connection)and supportes own certificate
format, besides X.509v3, optimized for size. TLS wassash modified
to makeit moresuitablein anenvironmentwherethere are bandwidth,
memory,and processindimitations.

At the application layer, WAP providesdigital signaturefunction-
ality throughthe WMLScript Crypto Library [40], which is similar to
Netscape’slavascriptsigning. Comparableto the GSM’s SIM, WAP
deviceswill usea Wirelessldentity Module (WIM) [38] which cancon-
tain the necessaryrivateandpublic keysto performdigital signatures
and certificate verification respectively.
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3.3. Other systems and inititiatives

GSM is a second-generatiosystem(2G). UMTS, Universal Mobile
TelecommunicationsSystem[31], is part of a global family of third-
generation(3G) mobilecommunicationsystems.Thesesystemgrovide
high-capacityand more secure[33] communication. A competitor of
WAP is NTT DoCoMo’si-mode [23]. Bluetooth [5] is a wirelesspro-
tocol for communication between devices that are in close proximity
The Internet itself is also expanding to the wireless world. The IETF
is currently defining standardsfor Mobile IP [15], andis working on
extensiongincludingwireless)for TLS [4].

The Mobile ElectronicSignatureConsortiumhasdefinedmSign [21],
which shouldprovide a standardizednterfacebetweenPrimary Service
Providers(e.g., merchants)and Mobile Operators. It allows Primary
ServiceProvidersto requestsignaturesrom end-userghroughthe Mo-
bile Operators. The Mobile electronic Transactions initiative- MeT
[22] - intendsto establisha consistentand coherentframeworkfor se-
curemobiletransactionshased orexistingstandards angpecifications;
where neededhew functionalitywill be submittedo relevantstandard-
ization and specificationorganizations.Thereare numerousother fora
concerned with mobile secure payments, [§@e€for a description and
comparisorof these.

4. Combining WWW and wireless

BoththeWorld Wide Weband thewirelessworld ontheirown havese-
curity and/or functionality problems. Theseshortcomingsareexplained
in the following paragraphs An approachin which the two worldsand
their advantagearecombined,is then motivated.

4.1. WWW: problems

It is very commonthat only web servers haveertificateswith which
theyareauthenticatedln case useauthenticatiorns neededit is almost
neverdonevia SSL/TLS client authentication Usersareoften authen-
ticatedvia their P addresswhichis vulnerableto | P spoofing[3], which
certainly does not provide mobilityand which is just not usablein an
opensystem.Fixed passwordarefrequently usedwhich provide mobil-
ity, but which arevulnerableto guessingdictionary attacksand social
engineering. Passwordkat areonly usedoncearenot frequentlyused.
Theywould be more securdyut certainlylessconvenient.

Root certificatesare needed when verifying web server certificate.
It is very importantthat a userhasanauthenticcopy of thesecertific-
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ates. This is more orlessensuredby shippingthem togetherwith the
browsers.It is howevereasyto add moreor evenreplaceroot certific-
ates.Moreover the browsertrust model causea servercertificateto be
trustedif it is successfullyerified by any of theroot certificates (since
thereis usually nacentralpolicy managementhis might easilyinclude
an attacker’s root certificate)Finally, browsers generally alsio not
yet checkif acertificatehasbeen revoked.

If theuserhasapublic/privatekey pair — for SSL/TLSclient authen
tication, for SET, or for digitally signingdocuments- the private key
will mostly reside otheharddisk of themachine. Evelif it is protected
by a pass phrasat is still very vulnerable,for exampledueto Trojan
horses. Userwith sucha softwaretokenarealsohardly mobile. Smart
cardsare a solution, but for particular applications, thegnight be in-
convenient.Moreover,smartcardreadersare currentlynot installedon
eachmachine.Otherspecial-purposbardwaresuchasa Digipass[9], as
sometimesusedin e-bankingmight betoo costly for small applications,
i.e., the investmentfor the customersand/or merchantswould just be
too high comparedo theexpectedbenefits.

Current end-usercomputingsystemstend to offer more functional-
ity at the costof security. This is actually the reasonwhy for example
root certificatesand private keysare so vulnerableon currentend-user
machines.Specifically,thereis currently a lack of secureoperatingsys
tems[19] and trusted componenf30]. Today's PC and browser offer
advancedunctionality,but arethereforeaninsecureenvironment.

4.2. Wireless: problems

While thesecurityproblemson the WWW arecurrentlymorerelated
to the securemanagementf the end-pointsthe security problems in
some wirelessystemsarestill with the protocolsandalgorithms them-
selves.For example algorithmsusedby many GSM providershavebeen
brokenand‘overthe-air cloning’ andreal-time eavesdroppirttave been
shown (at leastin theory) to be feasible[28]. Security problemshave
beendiscoveredn othermobile systemdoo [6, 17]. Most of theseprob-
lemsaredueto nonpublic desigrof the algorithmsandprotocols,leak-
ageand/or publication of the detailsto the general publicafterwards,
anddiscoveryof flaws by the cryptographiccommunity.

More conceptuallypoth GSM and WAP do not offer end-to-endse
curity. GSM securityonly applieson the wirelesslink, i.e., from mobile
phoneto basestation,but not frommobilephoneto mobilephone.The
fixed networkis consideredto be secure(moreprecisely,GSM intends
to offer the samesecuritylevel as the fixed network). In the WAP ar-
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chitecture WAP devicescommunicatevith webserverghrougha WAP
gateway.WTLS is only usedbetweenthe deviceandthe gateway while
SSL/TLS canbe used betweethe gatewayand the server. From a se
curity point of view, this meanghatthegatewayshouldbe consideredas
a persorn-the-middle.Note that WAP is now evolvinginto end-to-end
security[37, 36].

Security seem#o evolvein the gooddirectionthough. From a usab-
ility point of view on the otherhand,mobile devices havstill arather
limited functionality. They are not performant,and have often a quite
poor human-device interfacélthough mobile devicesregettingmore
advanced, thewill always be outsmartedby desktopPCs. Note that
the complexityof the PC (e.g., multi-useroperatingsystem,datawith
executable content,.) is the main reasorwhy securingthe end-points
of the communicationis sucha difficult task,andremainsanimportant
problemonthe WWW. As long as mobiledevicesstayquite simpleand
do not providetoo muchfunctionality,their securityas anend-pointwill
be more easyto copewith.

4.3. Motivation for a combined approach

By combiningtheWorld Wide Webwith awirelesssystemwe wantto
cometo practicalandlow-costelectronic commercapplicationswhich
canfully exploit thebroad functionalityof the WWW. Two goalsshould
herebybeachievedat the sametime: security andmobility.

The WWW on its own doesnot seento be sufficientfor these applie
ations. It surelyprovides broadunctionality. When for exampleonly
fixed passwordsare used,the WWW also offers mobility, i.e., a user
can initiate transactiongrom any computer(e.g.,a public terminal).
Strongsecurityis in that casehowevernot achieved.Strongersecurity
canbe achievedby usingfor examplecryptographidkeys storedon the
computer'shard disk. However,this doesnot allow for practical mo-
bility. Special-purposéardwaretokenswould increasethe security of
the applicationand provide mobility again. However,in an electronic
commercesnvironmentconsumersio not likely wantto pay for atoken
that canonly be usedin the contextof that application.

Wirelesssystemson their own are not suitableeither. By definition,
they offer mobility. Although there aresome weakness@s currentsys-
tems, securityn wirelesssystemstendsto improve substantially.It is
however clear that the GSM systemis a rather limited environment.
WAP offersa more generaland WWW-like functionality, but in prac-
tice today'sdevicesand networksdo not satisfythe needsof merchants
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andcustomersMobile devicesaregenerallyexpectedo stayinferior to
desktop computers.

This brings us to the motivation for a combinedapproach. Mobile
devices are generplrpose devices which can be ussdn extension
totheWWW - insteadof special-purposeevices- to offer moresecurity
andmobility without any extracost. Thesemobile devicezanbe per
sonalizedand can storesecretinformation suchascryptographidceys.
They canbe used incombination with anycomputer,i.e., the personal
computerat the user's homehut alsoa public terminal,hereby provid-
ing mobility. Moreover,the computerterminal must notnecessarilybe
completelytrusted,as(partof) the securitywill rely on trustedand/or
secretinformationthatis securelystoredin thedevice(andnever leaves
it, in caseof secrecy).

In the remainderof this paper, thiscombinedapproachwill beillus-
trated with an electronic paymensystemfor the WWW that makes
useof a mobile phone. This GSM based systenis an alternativeto
the widely spreadcredit cardbasedsolution,offering moresecurityand
equivalent mobilityand complexity (assumingthat a mobile phoneis
standardequipmentof many users).In addition,it might be suitedfor
lower-pricetransactions.

5. GSM based payment for the WWW

The main goalof the remainingpart of the paperis to presenta
systemin which the WWW and GSM environmentare combinedto
improve overallsecurity,mobility, and functionality. In particular, an
architectureand protocol are developed inwhich: (1)a customer can
initiateandcompleteanelectroniqpayment overthe GSMnetworkwhere
thenetworkoperatoris anactiveparticipant;(2) thepre-payment related
interactionis donevia the WWW,; (3) the customerreceivesa receipt
with which he/shecan pick up the goods(post-payment).

5.1. Involved entities

Thefollowing entitiesplay anactiverole in this e-commerceystem:

Customer. The Customer want$o buy somethingvia the WWW.
Paymentwill be done viahis/her GSM. The Customerwill receive a
receipt, withwhich he/shecan pick up the goods (the system must
work with both physically deliverablggoodsandelectronically available
goods).Obviously the Customeshouldhavea P Cwith Internetconnec-
tion. This canalsobe a public terminal. He/she needsa mobile phone
with SIM Application Toolkit functionality. The SIM card should be
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issuedby a Network Operatorthat is runningthis electronic payment
service. Optionallythereshould bea connection betweethe mobile
phoneandthe PC,andaccordingly somextrasoftwareonthe PC.

Merchant. The Merchant wantdo sell somethingvia the WWW.
He/she should have a web server,and an accesspoint to the mobile
network. Examplesare an on-line bookstore a pizza deliverychain,an
electronicpartsshop, etc.

Deliverer. TheDelivereris thelocal (with respectto the Customer)
representativef the Merchant. It will deliver the goodsafter having
verified the receiptthe Customerasobtainedfrom the Merchant. The
Deliverershouldhave somequipmentto verify thisreceipt. An example
is the pizza deliveryboy/qgirl, etc. The Deliverer can also be another
companythat madean agreementwith the Merchant. For example the
Merchantcan sendhegoodsto agasstationnearthe Customerjn this
case,the gasstationis the Deliverer wherethe Customer carpick up
the goods.

Network Operator. TheN.O. playstherole of thebank. It will de-
duct thenecessaramountof money fromthe Customer’s balancécan
be creditor pre-paymenbased)and addhisamountto the Merchant’s
balance.A commissioron thisamountwill be taken, ora periodicalfee
will berequestedrom the Customerand/orMerchant.In practicethere
will be multipleN.O.s: N.O.(C),N.O.(M) and N.O.(D),for the Cus
tomer,the MerchantandtheDelivererrespectively( as shownin Fig. 1).

Note that in reality, andfrom a nonrtechnicalpoint of view, it might
not be easyfor any Network Operatorto deployan electronic payment
service (e.g.pbankinglicense). Alternatively, the “Network Operator”
could in this systembe replacedby a real financial institution, which
makesan agreementvith oneor moreoperators.

5.2. Architecture and protocol

From a high-level point of view, the different entities perform the
following interactions(seeFig. 1): after browsingand negotiating, the
Customerrequestsa purchase; vian SMS messagehe Merchantasks
the Customerto pay the purchase;jthe Customerpays by sendingan
SMS messagéeo the Network Operator;the Network Operatorinforms
the Merchantaboutthe successfupayment;the Merchantsendsa re-
ceipt to the Customer (als@an SMS message)the Customer caruse
thisreceiptto pick up the goodsat the Deliverer.
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6. Delivery OK 12. Confirmationof Reception

Figure 1. GSM basedpaymentor the WWW: architectureandprotocol

The protocol containsthe following steps(seeFig. 1):

1. Purchase Request. After browsing and negotiating(0), the
Customer makea Purchase Request via the WWW (1). The Merchant
canchoosethe format andencodingof the message.lt shouldat least
containa descriptionof the goods,the amountof money to be paid,
andthe Customer'sGSM number (in ordeto be ableto sendan SMS
messageo the Customer).The message wilhormally be sent through
submissiorof anHTML form. Thelevel of protection carbe choserby
the Merchant,but it will normally be protectedin transitby SSL/TLS.
Theform could alsdedigitally signedby the Customer(e.g., Netscape’s
Javascripsigningcapability,or SignedXML; notethat amobile device
might in fact notprovideany addedvalu e in thiscase).

2. Purchase Confirm. The Merchant senda Purchas€onfirm via
SMS (2) to the Customer’smobile phone. This messageshould bein
a standardformat, and is optionally digitally signedby the Merchant.
The messageontains: (optionally) a descriptionof the goods(eithera
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hashed fornof the descriptionor anabbreviated/et uniquedescription
of the goods, e.gasin supermarket receiptsy, Transaction ID (TID),a

unique MerchantD, thelD of N.O.(M), andtheamountof moneyto be

paid. The Merchant alssendsa Purchase Confirm viathe WWW (2).

Note that this could already beincluded inthe reply to the submission
of the PurchasdRequestform.

3. Verification by the Customer. The Customerverifieswhether
all the orderedgoodsare listed, and whetherthe amountof moneyre-
guested equakheamountagreedon. Theinformation inthe SMSmes
sageshould bethe sameasthe information displayed inthe browser.
Authenticationof the Merchant thus relieson both GSM (we assume
that theCustomerknowsthe numberof the Merchant)and SSL/TLS,
so the Customer’strust in the correct executionof the transactionin-
creaseslf thereply inthebrowserand/orthe SMSmessagaredigitally
signed,the signaturesare verified. Note that in current GSM phones
sucha signaturemust possiblybe verified using additionalsoftwareon
the computer. This requiresa connection betweemthe mobile phone
andthe PC which canfor examplebe providedby Bluetooth. An auto-
matic verification and comparisonof the reply in the browserand the
SMS messagecan then also be made. The interfaceto the Customer
is providedby the SIM Application Toolkit. A paymentapplicationis
installed on the SIM card, which is invoked on receipt of a Purchase
Confirm message.

4. Debit Account. The SIM Application Toolkit applicationasks
the Customera confirmationfor sendinga Debit Account messagé€4) to
the N.O.(C).Thismessageéncludestheamountof moneyto be paid,the
TID, the Merchant’'sID and N.O.(M)’s ID. The authenticatiorof the
Customerrelieson GSM entity authenticationthe Customer’smobile
phone number shouldbe in the Merchant'sdatabase).The TID will

allow verification by the Merchantafterwards.

5. Inter-N.O. The N.O.(C) deductsthe proper amountof money
from the Customer’s balancegndforwardsthe Debit Account message
to N.O.(M). The N.O.(M) addsthe amountto the Merchant’saccount.

6. Delivery OK. TheN.O.(M)sendsa Delivery OK (6) to the Mer-
chant. This messageontainsthe amountof moneyandthe TID, and
canbe digitally signedby the N.O.(M).
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7. Verification by the Merchant. = The Merchant verifies if the
Delivery OK message originates from the N.O.(M) (relying on GSM en
tity authentication).If added, the digital signature of the N.O.(M) is
verified. The Merchantlooks up the TID in his transactiondatabase,
and checksif the amountof moneyis the sameasincludedin the cor-
respondingPurchaseConfirm messages.

8. Receipt. The Merchant sends Receipt (8) to the Customer
via SMS. It contains: a (hashed)Yescriptionof the goods,the TID, a
timestamp (inorder for the Delivererto verify the freshnessf the re-
ceipt),information onthe Deliverer (optionally dependingon the Cus-
tomer’scell location,andincluding the DeliverersGSM number), and
informationon the Customer (optionallyncluding its GSM number to
allow verification of ownershipof the receipt). The receiptis digitally
signedby the Merchant. The receipt can only be usedfor the inten-
ded Delivererasindicated. The TID and timestamp ensuréhat the
receiptcannot bereplayedby the Customer (i.e.the Deliverershould
keepa list of previouslyreceivedTIDs and should not accept receipts
that aretoo old). GSM authenticationis relied uponfor authenticating
the Customer.

9. Presentation of the receipt. If goodsare electronicand de-
liveredvia the WWW, areceiptis not needed.Goodsarethendown-
loadedusingthe TID. The Merchantkeepsa list of which TIDs corres-
pondto transactiongor which a paymenthasbeen receivedPhysical
goodsshould beretrievedat the Deliverer. The receiptis forwardedto
the Deliverer (9), manually or throughthe SIM Application Toolkit, or
the Customeiljust presentghe receiptto the Delivereron the screenof
his/her own GSM.

10. Verification by the Deliverer. = The Delivererjust readsthe
receiptfrom the screerof the Customer’or his/herown GSM,or he/she
verifies the receipt moreproperly by checkingif the signatureof the
Merchantis valid. The Deliverer needs somafrastructure withGSM
accesgoint for this (e.g.,a GSM connectedo alaptop).

11. Delivery of goods. If thereceiptis valid, the Deliverercanbe
surethatthe Customeltistheonethathas madd€andpaid)thepurchase.
Thegoods carthusbe delivered(11).In caseof electronic goodsvhich
aredelivereddirectly by theMerchant'swebsite (not necessarilyhough,
asthe Deliverer might haveits own web site),the Customershouldbe
grantedaccesdasedontheTID: after a Delivery OK messagéasbeen
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received,the Merchantenableghe accesdo theinformation;the TID
should not be known to other entities (however, note that the N.O
shouldbe trustednot to misuseits knowledgeof the TID).

12. Confirmation of reception. After the Customerhasobtained
the goods,it canoptionally berequiredthat he/sheconfirmsthe recep-
tion of thegoods(12), e.g.,by digitally signinga specificmessageThis
will preventCustomergrom denyinglateron having receivedhegoods.

6. Analysis and remarks

Theproposed GSM based electronic paymsygtemfor the WWW is
analyzedurtherin this section.SomeGSM specificcommentsaregiven,
the securityand privacy of the systemis evaluatedand a comparison
with a numberof similar systemss made. Note that this sectiononly
intendsto discusghis particularexample andnot thegenerakcombined
approach.

6.1. GSM functionality

The protocol relieson SMS messages.These caronly contain 160
characterswhich should be taketnto accountwhen definingthe exact
content of the protocol messages. Noteéhat GSM provides a mech
anismto sendlong messagess a concatenatiorof multiple SMS mes-
sages. Sincthe protocolinvolveson-line bi-directional communication
betweenthe entities, thereshould benot muchlatencybetweensending
and receiving SMS messagesThis might be a problem inthe caseof
internationalroaming.

6.2. Security

Thesecurity featuresf SSL/TLS and GSM form togethera basisfor
the securityof the proposedelectronic paymensystem. By having a
closelink betweenthe two, the securityis even improved.

The Customercan securelyrequesta purchase viaSSL/TLS. The
Customermwill receivea confirmationvia this same secure channelnd
alsoon its mobile phone. Therefore,the Customer cardouble-check
the Merchant’sidentity, andthe contentsof the purchase, includinghe
amountof moneyto be paid.

The Merchantcan rely on the GSM network to be sureto receive
an authenticategpayment fromthe Customervia the Network Oper-
ator later on. Moreover,the Customer cannotheatby requestingits
Network Operatorto deducta smalleramountof moneythan origin-
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ally requestedy the Merchant. The Merchantwould noticethe smaller
amountof moneyandnot senda receipt.

The Deliverercanvalidateareceiptby verifying the digital signature
of the Merchant,and by checkingif the receiptis fresh. Thus, receipts
cannotbe forged,andcannot beaeplayed. Moreover,if the Customer’s
mobile phone numbeis included inthereceipt,the Deliverer could rely
on GSM authenticationand checkif the receiptis actually presented
by the original initiator of the transaction(providedthat the Customer
allowsits own numberto be sentto thereceivingend; notealsothat
for someapplications,Customersnight desireto be ableto forwardthe
receiptto anotherparty thatin its turn canpick up the goods).

As on top of SSL/TLSand GSM, somecrucial messagearedigitally
signed;this decreaseshe needfor Customersand Merchantsto trust
eachother (i.e., theyonly needto trustthey usethe right public key,
which shouldbe ensuredby the certificatesthat areissuedby mutually
trustedCAs). Forexample sincethereceiptis digitally signedjt cannot
only beverified by the Deliverer,but alsoby a Judge jn caseof adispute.
Note that the latteralso requiregshat thereceipt includesiuniqueand
indisputabledescriptionof the goodsthat shouldbe delivered.

The Network Operatoris trustedto transferthe proper amounbof
moneyfrom the Customer'so theMerchant’s balancelt is expectedo
do so, asits businesswvould otherwisequickly collapsedueto negative
publicity.

In somesensethe Customer’'smobile phonecanbe consideredas a
secureandpersonablevice(andcareshould thereforbe takenthatit is
not easilystolenor lost). Thestrengthof the electronicpaymentsystem
proposed inthis examplerelies particularly on the security of sucha
device,which is combinedwith the advancedyet insecureenvironment
providedby the P C andthe browser.

6.3. Privacy

Thepresentectlectronicpaymentsystemseemso offer moresecurity
thantoday’s widely usedmechanismshowever,it does notreally offer
moreprivacy. Merchantsknow at leastthe mobile phone numbeof their
Customers.This numberdoesnot necessarily revea Customer’sreal
identity (asopposedo anordinarycreditcard payment) Therealready
exist phone booksvith GSM numbersthough. Onavould for example
certainly not be happywhenthis numberwould be usedfor advertise-
mentpurposes.in fact, for this reasonsomepeoplewill bereluctant to
releasetheir phone numbemyhile they freely disclosetheir creditcard
numberto merchants. The ability of hiding numbersor anonymizing
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customers in another way, would thus be an improvement of the systel
Justas with credit cardpaymentsthe Network Operatorknowsexactly
which Customersarebuying goods from whiciMerchantsandfor what
amountof money. The Network Operatorwill not necessariljknow the
actualnatureof the goods though.

6.4. Other approaches

Other GSM basedpaymentsystemsexist. GiSMo [14] is a system
intendedfor the Internet in which customersreceive a random code
through SMSvia a centralserver. This randomcodeis then entered
via the computerin orderto pay. Mint [20] is a systemin which each
terminal/shop has unique phone numbewrhich the customer should
just call at the time of payment.Similar alternativesare Jalda[18] and
Paybox[24].

In the systempresentedn this papermore paymentrelatedinform-
ation is exchanged vid&5SM, which resultsin a closer link betweerthe
WWW andthe GSM interaction. Conceptually,t is also moregeneral
and independenbf the wirelesssystem. With more advancedmobile
devicesand networks, suchasUMTS, more secure schemesuld be
possible,following the samearchitectureand protocol, but with dif-
ferent contentof (and anotherexchangemechanisnof) the messages.
For example, insteadf an account based protocol, electronic céikh
schemes coultde used. Mobile devicewith built-in smartcardreaders
would be very usefulfor integratingsmartcard basedpayment means
as usedin the physical world.

1. Conclusion

Electroniccommerceis already a normal part of people’sordinary
life. Mobile devicesand certainly mobile phones,are currently widely
spread.Thispapergavea brief overviewof the securitypropertiesof the
World Wide Web and someexistingmobile systems.The main purpose
of this paperwasto suggesto usea wirelesssystemasan extensionto
the WWW, to provide moresecurityandfunctionality. Todemonstrate
thiscombinedapproacha GSM basedelectronic paymenfor the WWW
waspresented.

Unlike most mobilephonessome mobile devicesrepowerfulandad-
vancedenoughto allow moreor less convenient browsirendshopping.
Futuremobilesystemsawill also be moresecureandwill offer more fune
tionality than theGSM systemor than WAP. Yet, the conceptof using
an out-of-bandchannelfor electronicpayment,and the combineduse
of a mobile devicetogether witha normalPC, will remainvery useful.
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For the PCandits big screenwill alwaysbe far moreadvancedhanthe
mobile device but will neverbe mobile.
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Abstract Whenusingmobileagentsnumerousecurityissuesmustbeconsidered.
In this notewe propose twomethodsto improvethe securityand reli-
ability of mobileagent based transactioimssanenvironmentwhich may
contain somenalicioushosts.

Keywords: mobile agent,digital signature transaction security

1. Introduction

In this paperwe considerstrategiesfor the deploymentof mobile
tradingagentdo reducecertainsecuritythreatsto their operationln a
futureworld of co-operatingmobile andfixed devices,the mobile agent
computingmodel isexpectedto becomean increasinglyimportantone.
In the domainof e-commerce/m-commerdeansactionsmobiletrading
agents could plag very useful role. Users coulhunch such agent®
maketransactions ortheir behalf, and the agentswould look for the
‘best buy’ by visiting multiple merchantsites withoutany direct user
intervention. Indeed suchctivity could take place whilethe userhas
no currentnetwork connectivity.

The mobile agentcomputingmodel givesrise to a rangeof security
threats. Thesethreatscanbe divided into two main classes:

*The work reportedin this paperhasformedpart of the SoftwareBasedSystemsvork area
of the Core2 ResearchiProgrammeof the Virtual Centreof Excellencen Mobile & Personal
CommunicationsMobile VCE, www.mobilevce.co.ukyhosefunding support,includingthat
of EPSRC,is gratefully acknowledgedMore detailed technicalreportson this researchare
availableto Industrial Membersof Mobile VCE.
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m threatgotheplatformfrom maliciousand/orunauthorisecgents,
includingthreats to théntegrity of the platformandotheragents,
threatsto the confidentiality of storeddata,anddenialof service
threats,and

n threatsto theagent from maliciouplatforms, includinghreats to
theconfidentiality of agentstoreddata,and threatso theintegrity
of the agentand itscomputations.

In this paperwe are concernedwith the second classf threats,and
in particular withthreatsto agentsdeployedfor trading applications.
Specifically,users will needo give trading agentscertainauthority to
authorise transactionghilst at the sametime users will wishto protect
themselvesgainstmaliciousmerchantdorcinganagentto makea non-
optimal purchase.

We considersimplewaysin which deploymenof multiple agentsan
reducethethreatto tradingagentdrom platforms outsidef their direct
control. We considertwo generalapproaches.In the first approach
multiple agentsare equippedwith ‘shares’of the meansto commit to
a transaction. In the secondapproacha single trusted host provides
a location for multiple agentgo ‘report back’ information enablinga
purchasing decisioto be made.

The paper haghe following structure. The next sectionexplores
threatsto trading agentsin moredetail. This is followed in Sections3
and 4 by a discussiorof the modelsusedherefor agentplatformsand
for tradingagents.Sectionss and 6 thenexplorethe two approacheso
enhancingradingagent security.

2. Agent Security Issues

Theuseof mobileagentgaisesa numberof securityconcerns. Agents
needprotectionfrom other agentsand from the hostson which they
execute. Similarlyhostsneedto be protectedfrom agentsand from
any party which can communicatewith the platform. The problems
associatedwith the protectionof hosts frommalicious code are quite
well understood.

The problemof malicioushostsseemsthe hardestto solve. In fact
some people holtheopinionthatit is insoluble. The particularattacks
that a malicious hostcan make have beendescribed in[Hoh98a]and
[Has00],and canbe summarisedas follows.

s Observatiorof code,dataandflow control,

s Manipulationof code,dataandflow control - including manipu-
lating the route of anagent,
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m [ncorrect executionf code- includingre-execution,
» Denial of Execution- eitherin part or whole,

» Masqueradingas adifferenthost,

» Eavesdroppingf agentcommunication,

= Manipulationof agentcommunication,

e Falsesystemcall returnvalues.

Therehavebeen manyattemptsto addresghesethreatseithercom-
pletely orin part. Most of theseattemptsfall into oneof the following
broadcategories.

s Thefirst category compriseapproacheshatdo not allow anagent
to leavea trustedenvironment. Solutionso this includeusinga
host infrastructurethat is operatedby a single party, allowing
agentsto migrateonly to trustedhosts[FGS96]0r possiblyhosts
with a goodreputation[RJ96].

® Thesecond category ragmatic; itconsistf solutionsto asingle
part of the malicioushost problem. Thessonsistof agentsdetect-
ing whenthey havebeen modifiedVig97], and proof verification
techniquedqYee97].

= Thethird class consistef assuminghat thereis specialtamper-
proof hardwareavailable,see forexample[Yee97]or [WSB98].

= Thefinal categoryusessoftwaremethodgo obscurethe code from
the host. Approachesnclude obfuscatiofHoh98b] [Ng00], mobile
cryptography[ST98,ST97]and usingenvironmental conditiont
hide partsof the code [RS98].

Theapproacheslescribed irthis paper,based omeplicating agents, do
not fit into any of the abovefour classesThereappearso berelatively
little literaturedevotedto this approacho dealingwith the threats to
agent security.

We now considerthe threatdo atradingagentin moredetail.

2.1. Threats to trading agents

We now turnto look attheparticularthreatsto anagentwhich wishes
to purchaseanitem (oraservice) froma merchant. These allfall into
thecategories abovéVe concentrat®enthethreatso anagentinvolved
in atrade, rathethan moregeneralthreats.
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1 A malicioushost lies aboutoffer.

Here a host lies aboutthe offer it makesto an agent,in orderto
getthetrade. Thehostwould thenchargea higherpriceat alater
date. Oneway around thisis to force the host to sign its bid,
therebycommittingto it.

2 A malicioushostlearnsotheroffersandundercutshem.

If a hostknowsthat all offersbut its own havebeencollectedand
findsout the beststandingoffer, it can undercuthe beststanding
offer slightly (in fact the host need noknow all other offers, it
couldjust undercutthe current offers). (In somecircumstances
letting hosts undercwgachother might be considerea desirable
feature.)

3 A malicioushost learnsthe price a useris preparedto pay and
bidsjust under this.

In a similar fashionthe host may charge morthan its normal
price, if it knowsthe maximum pricethe useris preparedto pay.
Thusahostmustbekept fromlearningthe maximumprice a user
is preparedo pay, eitherby encryptingthis informationor by not
sendingthis informationwith the agent.

4 A malicioushost manipulateghe requirements.

This is whenthe host changedhe requirementgo favour its bid.
For example,it could add a requirementto buy from a certain
host,or removeconstraintdrom the agent.

5 A malicioushost altersthe agentsroute.

Here, the host keepsthe agent away from its competitors,and

thussecureghe agent’'strade. Oneway to preventthis is to use

morethanoneagent (possiblanagent pethost),sendeach agent
on a different route and combinethe offerson the agent’sreturn.

Anotherway is to useoneagentwith a ‘star’ like route- it returns
homeafter visiting each host beforbeing sentout to a different

host.

6 A malicioushostcommitsto purchaseshattheuserdoesnot wish
to make.

This happensvhena host can abus¢he committalfunctionthat
anagent has. Anethodto discouragehisis to forcethe hostto
signatransactionas well as the user(thus providingtraceability).

7 A malicioushost deniesthe agenta service.
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Figure 1. A modée for agen platforms

Here a hog would stgp an agen from moving further on its route
This of cour® could be traceal if an agen repors when it arrives
on a host

8 A malicious hog captures electronc money

Here a hog would remo\e the electronc mone/ tha an agen may
hawe to purchas an item ard eithe sted the moneg/ outright or
use it for a differernt purchase

We do na conside the paymen proces here a we are concernd
only with the patt of atransactio involved in selectig a merchaih ard
committing to the transaction

3. Models of Agent Platforms

Mobile agens roam betwea platforms However they can also com
municat with eat other, and with othea hosts This leads to the ques
tion as to the bed "platform" modé to use for trading (or indeal ary
othen agents Thelre are clearly two bast approache which we now
describe

The first approab (see Figure 1) is to haw a designatd platform
(or a collectin of sud platformg to which we can serd an agen to
execute This agen then communicate with mercham serves to se
information and commi to purchases

The secod mode (see Figure 2) is to haw an agen roam to eath
mercham serve in turn ard colled the information it requires After
collecting all the information the agen can then eitha retum to the
use to make the purchase retum to the chose merchan to make the
purchag or make the purchas from the final host

In amobile telecommunicationenvironmem it may alo be beneficid
to hawe athird model Thisiswhere the requiremert for apurchas are
communicatd to a 'hone platform (the users home PC or a netwok
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operatorcontrolleddevice) whichthenformsthe agentandconformsto
oneof the above models.

In theabove,anyof the platformsmay be malicious,with the possible
exceptionof the homeplatform. The solutions proposetelow canbe
madeto fit into anyof theabovesituationsalthough theybothfit better
into the first model.

Thesecurity risks associatedth theabove twamodelsclearly differ.
In the first case,the ‘designated platform’ might bérusted to keep
secretcertain agent information. An exampleof wherethis might be
useful is wherthe agentcontains detailsf the user‘expected’price (or
maximumprice),whichit would be helpful not to revealto themerchant.
Of course,the threat thenarisesthat one of the designatedlatforms
will collude with one or more of the merchants.In the second case, it
is clearlyimpossibleo try andkeepany information inthe agentsecret
from the merchants. In both cases,however,aswe will show in the
remainderof this paper, therarepotentialbenefitsto be gainedrom
theuseof multiple agents, albeihot from theconfidentiality perspective.

4. Model for a trading agent

We considerthe information that anagentwishing to trade must
know. Firstly, when initiating a purchase,a user will have a set of
requirementgfor instancetheitemto be purchasedthe maximumprice
for that item, a time limit within which the purchaseto be made).We
will assumeéhatauserencodesheserequirementsnto astring R which
is understoodby all parties. Whena serverquotesfor a given purchase,
it will alsoproduceasimilarstringwith its offer.

Theagent,if it isto performthe purchaseon behalfof the user,must
also carry a function which will commit to the trade. This could be
performedby, for instance signingthe detailsof thetrade. Onescheme
to allow an agentto perform a signature operatioon behalf of a user
withoutrevealingtheuser’sprivatekey to ahostis proposed ifKBCOO].

Merchant—{ Merchant

Merchant— Merchant

Figure 2. A secondmodelfor agentplatforms
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In this schemeusingRSA, an agentcarriesboth the hashvalue, &, of
the requirementsand the signedhashvalue, k? modn, where(d,n) is
the user’sprivate RSA key. To committo a transactiorfor the userthe
agentcalculates

(h%)® = p¥¢ = (h*)* modn

effectivelysigningh® wherez is the server'soffer. An alternativeto this
wherethe agentcarriesits own private key which the user certifiesis
givenin [BMWO01a].

Thuswe assumehat a tradingagentwill carrythe following inform-
ation:

» Userldentifier - U
= Requirementgor purchase- R

= A committalfunction- C. The committalfunctionis usedby the
agentto commit to a transactioron the user’sbehalf. C could be
a signaturefunction using a special privatekey providedto the
agentby the user. Alternatively, C could be afunctionof thetype
described above, derived frothe user'sown private signhature
key. In any event,we assumehat the functionis designedsothat
only transactions within constraintiefinedby the user can be
authorsed.

Note that, if asingle‘tradingagent’is deployedthereare a number
of problemswhich might arise. Firstly, althoughthe committalfunction
will typically belimited to transactiongonformingto userdefinedpara-
meters thereis still the possibility thatthe agentplatform will forcethe
agentto committo atransactiorwhichis lessthanoptimal. It mayalso
committo morethanonetransactiongvenif the user onlyintendedto
makeat most one purchase.

Oneway to reducethis threatis to deploy multiple agentsa subset
of whichmustagreeto thetransactiorbeforeit canbe authorised.Such
anapproachis the focusof the remainderof this paper.

5. Threshold Scheme

We attemptto solve the malicioushost problem by using multiple
agentseachof which hasa ‘vote.” If one of the possibletransactions
receivesenough votesthen a transactionwill be authorised withthe
relevantmerchant.We beginby outlining theschemeandthenconsider
the detailsof what a securevote canconsist. We assumeuseof a (k, n)
scheme- i.e. aserverwill needk votesout of a possiblen to ‘win'.
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5.1. The Scheme

Let T ={T\,Ts,...,T,} be asetof agentplatforms. The userthen
setsupa (k, n)voting schemavith sharesy, s, . ..,s,. Clearlyk should
exceedhe numberof ‘suspectedimalicioushosts. Given noinformation
aboutthe systema sensiblevaluewould probablyben/2 + 1. Thevalue
of k reflectsthe level of trustin the system.

Theuserthenformsn agentsA4; (1< ¢ < n) containingthe following
information

m Userldentifier- U
s Requirement$or purchase- R
= A vote-s;

Eachagentis thendispatchedo its agentplatform. At the platform
therearetwo modesof execution:

1 The agentcontactseachmerchantitself, and gathersbids that
meetthe requirements.

2 The agentcontactsa subsetof the merchantsand communicates
the bestbid to its peers.

We notethat case(2), unlessonly contactinga singlehost,is a situation
that mustbecarefullythoughtout. Thisis becausdf thereis no overlap
in the merchantscollusionmay meanthat attackinglessthank servers
is necessary.

Wheneachagenthasreceivedall the informationabouteachbid, the
agentsendsits vote to the merchantwith the bestoffer. On receipt of
the correct numberof votes,the merchantor a nominatedthird party
can construct(andverify) from the votesthe authorisationfor the bid.
The merchanbr nominated third party can then use th&s evidence
that the userhas committedo transaction.

We now considerthe security of the above schemeThe major ad-
vantageof the scheme is the need to corrupt either k + 1 agents
to preventthe transactionor k hoststo divert or alter the transaction.
Thusthe choiceof k is crucial.

This alsomeansthat a denialof serviceattackis harderasa server
or setof colluding serverwill needto terminate(or preventfrom com-
municatingtheir vote) (n— k) + 1agents.Again to force a purchasea
hostor hosts musforcek agentsto offer their vote.

If an agentvisits a subsetof the serversinvolved, the information
couldthenbe usedto help identify any malicioutosts.
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5.2. The Votes

As mentionedabove,the votescan be assembledy either the se-
lected merchanbr a nominatedthird party. Note that there areclear
risks associatedavith giving votesto the merchantsincethe merchant
could now possibly committhe userto a transactionof the merchant’s
choice (within any constraintsimposedby the string R). That s, the
merchantis not forcedto commit to the transactionas offeredto the
agents. Hencethe useof a nominatedthird party to reconstructthe
votes isthe preferredapproach. The possibility that this may not be
feasiblein practiseleadsto analternativeapproach.

Oneapproachs thresholdcryptography.Threshold cryptography was
first proposed by Desmedt [Des8&.typical example ofa threshold
cryptosystem is one that would allansetof ¢ parties to sign any docu-
ment such that any coalition of less thraparties cannot sign any other
document. Schemes tend to rely @mombiner which does not neces-
sarily needto be trusted. Schemes based on both RSA and El Gamal
havebeen proposed.

RecentlyShoup[ShoOOproposedan RSA schemevhich is asefficient
as possiblethe schemausesonly onelevelof secretsharing,eachserver
sendsa single part signatureto a combinerand must do work that is
equivalentupto aconstanfactor,to computingasingleRSA signature.
Although not perfectas a thresholdsignaturescheme(asit relieson a
trusted party to form the shares)this schemeis ideal in our setting.
(Note that an alternativeschemewithout a trusted dealeris given in
[DKO1]. Thisscheme also improves on Shoup’s schegneot relyingon
an RSA modulusmadeup of ‘safeprimes’). An exampleof an El Gamal
scheme is given in [Lan95]. We note tleatn, n) threshold signature
scheme igust amultisignature such schemdsavebeenstudiedfor many
years— seefor example page488 of [MvOV96].

We note, however,that sucha thresholdsignatureschemedoesnot
providea meansfor the sharedo incorporatean encodingof the string
R. Thus,if therewerek colludinghoststhey couldsign (andreconstruct
a signature)or any document.Onesolutionto this problemis for the
userto generatea specialsignaturekey pair for the particularpurchase
(i.e. for this particularsetof agents)andthento generatea certificate
for the public key incorporatinga copy of R. When the signatureis
reconstructed fronthe signatureshares,it canbe verified using this
certificate. However,it is possibletco mergethe undetachable signature
schemagiven in [KBCOO]with the thresholdsignatureschemeof Shoup
[ShoOOland detailsof this aregivenin [BMWO1b].
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6. Using one trusted host

We considerasecondsolutionto theproblem,which employsa single
trustedhost. We notethat the solution describetbelow involvesa user
sendingout agent(s)to individual merchantservers,whereasit could
just communicatavith themto askfor their bids. However,in awireless
communicationsettingwherecommunicatioris expensiveslow,and/or
unreliable,it is believedto be beneficialto be ableto dispatchanagent
into the fixed network. Whenthe agenthasfinishedits task it contacts
the useror waits for the userto collectthe result.

Let S = {S},59,...,5,} be acollectionof serversoffering a service
that a userwishesto purchase.Let T be a host that the usertruststo
act honestlyin thistransaction. (Notéhatwe do not needto trust this
host fully - it just needsto be neutralin this transaction).Beforethe
transactiorcommencese assumehateach serve$; and7 securelyes-
tablishesa sharedsecretkey K;. Optionally, akey for messagéntegrity
checkscould alsaobe established.

The user despatchean agentA to the trusted host containingthe
informationoutlinedin §4. We notethat the committalfunction C may
be of any form with which the useris preparedto trust the host 7.
However,to reducethe trustrequirementsve envisagehat this will be
the schemeoutlinedin either[BMWO01a]or [KBCOQ].

Therearenow severalapproachesor 7. Thefirst isto form asingle
subagentontainingthe following information

m  Agentidentifier- 1
s Requirementdor purchase R

m Hostidentifier- T

which would thenvisit eachof the serversin § in turn. We notethat
the requirements semut do not needto include pricing information
(thatis the maximum pricethe useris preparedto pay) or any other
informationthat theuserwishesto be usedto help makethe decision,
but does notwish to communicateto the server. Another approacts
to form a singleagentfor eachserver. A third approachhasthe above
agentvisiting asubsets' ¢S of the aboveservers.Whicheverstrategy
is employedat eachhostthe agentperformsthe following actions:

1 Find out the server'sbid B; for the item specified inthe require
mentsR.

2 Encryptsthe concatenatiorof B;, R, S; and I using either K.
At this point the servercould also,optionally,attacha symmetric
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MAC (Message Authentication Code) to the bid to protect the
integrity of the server’sbid. Labelthe encryptedstring E;.

3 Theagentthen storesthe pair (S;, E;).

The agentreturnsto 7 whenit hasfinishedvisiting all of its servers.
Theagenton T then decideghe bestoffer andcommitsto it usingthe
committal function.

We notesomeof the featuresof the above scheme.

= Using an agent per server reallyalleviatesthe needto encrypt
anything, assumingthat agentsare always transferredbetween
hosts in encryptedorm.

= Usingasingle agenteaves yourselbpento someattacks.

s Usingmorethan one agenthat doesnot visit all the hostscould
thenbe usedto (help)identify a malicioushost.

If we usea singleagentandit visits allthe hosts,or we havean agent
that visits more than one host, the agent issubjectto the following
attacks:

s An approachto enablea malicious hostto underbidits compet
itors, is as follows. The host forms a new agentcontainingthe
user’'s requirementsa fictitious user identifier, and its own host
identifier. This agentwould then traversethe route of the user’s
agent,and discoverthe bids offered forthat set of requirements.
Thehost couldhenunderbid its competitorshut theuser'sagent
would havehadto havebeen kept orthe malicious hosin thein-
terim period. Thusmonitoringthe progresof anagentcould help
determinef suchanattackwasbeingused.

= A simpledenial of serviceattack: stop the agentin its tracks. If
thereis no progressmonitoring (e.g. agentat host S;) then this
attackis hardto defeat.

= A malicioushost could alter the pair (S;, E;) to read (S;, junk)
(wherejunk is arandomstringof the correctlength)to stopthe
decryptionof a bid. Howeverasthe host cannotreadthe bid, for
this to be successfulie. to delete thoséids moreattractivethan
thoseof the malicioushost) the hostwould haveto haveknowledge
of all the bids — which it would haveto gatheritself (possiblyby
cloningthe agent).

If we usean agentthat visits a subsetof the hosts,and assumehat
the malicioushost alreadyknowsthe “bestoffer” at any givenpoint, it
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will thentry to undercut thigthisundercutis alie). If we thenrequire,
we can applyrulesto theresultsof the other agents,and attempto
identify the malicioushost. This also requires carefuthoiceof agent
destinationgandrouting.

Note that to force T’ to purchase€rom a malicioushost,the host has
to lie and then beunscrupulousor just lie and possibly not profitas
muchasit would expect.Thatis if the malicioushostM wantsto force
auserto tradewith it, then itmusthavethebestprice. Soit musteither
charge morghanits advertisedprice (possiblybreakingthe committal
function)or makelessprofit thanit expects (becaushke priceadvertised
is lessthanthe host shouldsellfor).

We now considerthe extentto which the usermusttrust the hostT.
Theusermusttrust that 7 doesnot favour a particular serverfor this
transaction.However,with a sufficiently goodcommittalfunctionthen
thisistheonly trust requirement.For exampleusingthe Kotzanikolaou
et al. undetachablsighatureschemgKBC00],asa committalfunction,
T canbe giventhe meansto commit to the transactionwithout being
trustedwith acopy of the user’sprivate signaturekey. This may be a
situationwhere usingan undetachablsignaturescheméiasadvantages
overthe creationof a separate sighatuieey for eachagent.

7. Conclusions

We have consideredwo different ways in which the deploymentof
multiple agentzanreducethe threatto tradingagents from potentially
maliciousagent platforms. In the first approachmultiple agentsare
equipped with ‘shares’ of the means to commitatdransaction.A
method implementingthis idea usinga thresholdsignaturescheme, e.g.
the recently proposedschemeof Shoup,[Sho00],wes outlined. In the
secondapproachasingletrustedhost is employedo collectinformation
from multiple agents omossibletransactions.This host then chooses
the optimal transactiorand commitsto it.

The two approachesachhavetheir own advantages.The first ap-
proach avoidshe needfor asingletrustedhost. However,implementing
thefirst approachrequiresuseof somepotentially complexcryptographic
signaturefunctions. The secondapproachis potentially lesscomplex
from a cryptographigerspectiveput does requirea host which, if not
completelytrusted,is at leastrequiredto act neutrally withrespectto
the setof merchants Both approacheareof potentialpractical import-
ance infuture mobile computing environments.
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Thelargenumberof machineswith differentoperatingsystemsandapplications
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designeda pattern language order to express intrusions (i.e. offending event
patterns)n adeclarative mannefhisallows to specifyhatto detect instead of
howto detect.A fully distributedapproactto find thegivenpatterns ipresented
aswell. We use mobile agentsto correlateeventdatainsteadof moving the
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Introduction

Virtually everyorganizatiordepend®n sensitivedatawhich hasto be pro-
tectedagainstunauthorizedaccess. Suchdatais often storedon machines
which are remotely availablever a network. The growth of the Internehas
causedanincreasef the sizeof individual networks asvell asanincreasef
transportedraffic. This makesit extremely difficultto manually managand
protectvaluableassets Combinedwith analarmingrise of attacksandhack-
ing attemptsprganizationsieedtools like intrusion detectiogystemgIDS)to
enforce securitanddetecthackingattempts.

Sparta( an acronym for Security Policy Adaptation Reinforced Through
Agents) is the name of a system architecture which is capable of monitoring
network todetechetwork intrusionsindsecuritypolicy violations. Thesystem
monitors localevents ahosts whichareconnectedy a network, relatethem
andprovidesan interfacewherethe usercan querythe gatherednformation.
This makesit possibleto applyour desigrto abroad rangef applicationgnd
useit for anumberof networkrelated tasks, rangirfigpm networkmanagement
to intrusiondetection.

Thecontributionof this paperis the descriptiorf anarchitecture to collect
andrelate distributediatain an efficient way by using mobile agentand its
applicationto networkintrusiondetection. In contrastto traditional designs
wheredatais gatherecndanalyzed ahcentral locatiorthe applicatiorof mo-
bile agents allows distributegthalysis. Thispproach improves the scalability
andincreases the fault toleraniceour opinion.

1. Functional Description

Spartds an architectural framewonwhich allowsto identify andrelatein-
terestingeventghat may occurat differenthostson a network. A singleevent
is describeday specifyingappropriatevaluesfor its attributes.A numberof
events caipe connectedy defining temporabr spatialrelationshipsetween
themor imposing certairconstraint®n their attributegherebycreatinga pat-
tern. In orderto dealwith complex patternand systemsit is not sufficient
to select eventbasedon contentalone. It is necessaryo considemrmultiple
eventsat the same timeanddeduceknowledge that ibeyondthe scopeof an
individual event. Theprocesf detectingasetof eventswith givenproperties
is calledcorrelation.

This generatorrelatiorcapability allowshe Sparta architecture twe used
for different distributedpplicationstangingfrom network securityo network
managemenimplementations. We currently build a security policy andID
applicatiorbasedon our design.

The basicfunctionality can be described as followslnterestingeventsare
locally collectedand stored. The collection of all local information can be
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considered aa distributed databaseith horizontal fragmentation. Faach
relation (i.e. eventtype), the tuplesi.e. actual eventarestoredat different
locations. A usermay issuequeriesin our EventQuery LanguagegEQL) to
searcHor a setof events thafulfill his desirecconstraintsin additionto this
the system caralsobe usedto gather statisticahformation. It is possibleo
find thenumberof pattern instances at each harstito calculatehe maximum
or minimum for eventattributevaluesaswell as their sumeverasetof hosts.
Thequery iscarriedout by mobile agentsvhich returntheir results taheuser.

Forourintrusion detectiosystemafailed authentication attempt thestart
of aroot shellmight be examplef interestingevents.Spartaallowsto count
the numbeof failedtelnet logindor acertainuser throughouhenetwork(to
detectdistributeddoor knaob rattlingattempts)or to find tree-like connection
patternsdoetween hostéoidentify aspreadingvorm). Itis importanto notice
thateventcorrelationmight yield informationthatis impossibldo gainby just
looking at a singlenode. Consideran intruderwho triesto coverhis tracksby
performing several consecutive telnet logins (i.e. producteet chain).
Thisis anoftenobservable behavior thexploitsthefact that different machines
areadministeredby different peoplenddon’t havesynchronizedocal clocks.
Tracingan attackerby havingto look atall these logfileds rather difficult.
On eachlocal machineonly a simpleincoming and outgoing connection is
noticedbut whenlooking at theentirenetwork theoffending patterdbecomes
evident.GrIDS (StanifordChenetal., 1996)is awell known D systemwhich
basests detection solelpn lookingfor connection patterraut usesadifferent
mechanisnto collectandrelate data.

2. System Architecture

The systemconsistsof a setof hosts connectebly a network whereeach
node hashefollowing components installe@ee Figurd).
» Local evengeneratofsensor)
Eventstorage component
Mobile agent platform
Agent launch andueryunit (optional)

The local eventgenerationis doneby sensorsvhich monitorinteresting
occurrence®n the network(networkbased)or at the host itself(hostbased
detection). The exact typef eventsandtheir attributesaswell asthe im-
plementatiorof the sensoraremainly determinedoy the application’sieeds.
The typeof aneventis representetby the typeof the classin the implement
ation(i.e. Javaclass)with the event'sattributesbeing storedby the members
of the correspondinglass. Itis possibleto extendan eventby subclassing
from anexistingoneand addhe desire@dditional informationThisallowsto
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Figure I.  Spart Architectue

write patterrs which relae high levd evens and hawe the systen automaticaly
conside all actua instancs (i.e. subclassgsof sut genert events

Sensos store their generatd dafin alocd dag storag@ componentprefer
ably a database The daf storag componeh mug be abk to suppot the
inheritan@ relationshp of events When queries specily paren clas events
derived evens haw to be returnel as well.

The mobile agern subsystm is responsit@ for providing acommunicatio
system to move the stae and the cock of agens betwea differernt hoss and for
providing an executio environmen for them Additionally, the systen hes to
provide protection againg securiy risks involved when utilizing mobile coce
(see Sectim 5 for more details) Animportart task of the aget subsystm is the
provision of adirectoy service When agens hawe to look for evert patterns
they neal to acces a list of all hoss with an installed ager platform The
ager platform als provides clock synchronizatia with amaximun guarantee
deviation Thisisneedeto beabletotemporaly relaeevens a differert nodes

The use interfae allows uses to specify queries ard claim the results
The agen launc ard quewy unit initiates the laund of appropria¢ agens and
provides away for them to communicag bak ther results Queries are written
inalanguag called Evert Query Languag (EQL), which we hawe developedo
convenienty speciy patterrs tha refled asecuriy violation. This is describe
in more detal below in Sectimm 3.1 The use interfae itsef is realizel as a
web interfae using HTML ard JavaScripon the client side ard Servles on the
serve side The communicatio betwea the client ard the serve is secure
by using SS. connections This setp allows ause to acces the systen viaa
standad browse from ary compute tha need no Sparacomponerginstalled

3. Pattern Specification

The desig of our patten specification languag is guided by two conflicting
goals Thefirst god state tha the langua@ shoutl be as expressie as possible
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It would bedesirabldo allowthe descriptiorf complexrelationshipbetween
eventson different hosts usingegularor treegrammars. Unfortunately, the
evaluatiorof complexpatternanakest necessary for eadbcal hostto senda
hugeamountf datato acentral site. Thisonflictswith thesecondyoal,which
demandshattheamounof data that hat® betransferredetweerhostsshould
beas small apossible.Whena systenusesmobile code (i.e. mobilegents),
it shouldaim atperforming flexible computation remotely at the location where
theinteresting dat# stored insteadf abusing agentsssimple data containers.

Whenthe interesting patterns dot change frequentlyt, would bedesirable
to wire themdirectly into local components at eadtost. For our application,
users intend tepecify many different patternsand perform a lot of ad-hoc
gueries.Therefore, thepplicationof mobilecodeis reasonable.

Thebasic building bloclof apatternis asetof local events.Onecanspecify
a list of eventson a local hostby enumeratinghem andimposingcertain
constrainton their attributes. A constraintcan havetwo different formats.
Oneformat allowso relatean event attributevith aconstantvalue,using one
of the standard logical operatansoneof our seltdefined onegin, range).
The other format allowt® relateanattributeof oneeventwith another attribute
of the sameor a differentevent,againusingthefull rangeof operators.This
allowsto selecta numberof eventswith a commoncontext. A connection
betweereventson different hosts is establishég connection events.

Definition:
A pattern P, relating events that occur at n distinct hosts, consists & n sets &
events, onefor each node. A set of events S 4 at host A is linked toa set & events

Sp at host B, iff S4 contains a send event and Sg contains the corresponding
receive event. When node A opens a channel to Bfor data transmission (e.g.
open a TCP connection, send a UDP packet, send an Ethernetframe), a pair &
corresponding events (send at A, receive at Bl is created.

Definition:
Pattern P is valid, iff thefollowing properties hold.

1 Each set of events is at least linked to one other set.

2 Every set except one (called the root set) contains exactly one send event.
The root set contains no send event.

3 The connection graph contains no cycles. The connection graph is built
by considering each event set as a vertex and each link between two sets
as an edge between the corresponding vertices.

Thesedefinitions actuallyonly allow treelike patternstructureg(i.e. the
connection grapls atree),where thenodewith theroot setis theroot of the
tree. Although this restrictioseemdimiting ata first glance, mostlesirable
situationscan stitle describedUsually,activity atatarget hosbnly dependsn
events thahaveoccurreckarlierat severavtherhosts. Thissituationcaneasily
bedescribedby our tregoatterns where connection lirfkam thoseseveral hosts



192 ADVANCES IN NETWORK AND DISTR. SYSTEMS SECURITY

endat theroot node. The opposite casayhereeventson two different nodes
bothdependn theoccurrencef asingleeventatathird nodes moredifficult.

In this case, the connection lirdsnotendat therootnode but havetheir origin
there. Suclasituationcannotbedirectly expresseia our pattern languades
the rootnodesetwould containtwo sencevents). Neverthelessapplication
might split the original, illegal pattern into subpatterns (each represerging
legal tree like structure)and relate the resultgself. Thisallows to define
arbitrary complex patterns at the expesfseerformancend networktraffic.
Themajoradvantagef the proposedimitation is the possible implementation
of an efficient searchalgorithm (for details,seeSectiord) which transfersas
little dataaspossibleoverthe network.

Our query language allowts combinepatternspecificationsvith the pos-
sibility to extractstatisticatlata.A patterninstances asetof eventghatsatisfy
the constraint®f avalid pattern. Obviouslyf might be possible thaf single
patternis satisfiedby morethanoneeventset. Two eventsets aresaidto be
distinct,if they contain ateastonedistincteventelement.An event element
can be uniquely identified by its timestampandthe host, wher& occurred.
Statisticadatacanbe computedfor the setof all distinctinstancef a given
pattern. Oneanobtainthe numbeof elementsn that sefi.e. valid instances)
or the maximumor minimum valuesfor the numbeof instances atach host.
Additionally, onecan query attribute valuesof a certain single eventf the
pattern. The sunmaximum ominimum for anattributemay be calculated.

3.1. Event Query Language

Thissection describes the syntmdsemanticef ourEventQuery Language
(EQL)in moredetail. We omit the completelanguagegrammar,nsteadwe
gradually introducéhe languagéy giving explanationsn severakxamples.

A queryis written asfollows (similarto SQL).

SELECTresultsFROM nodesWHERE conditions

The results sectionis usedto definethe type of informationthe useris in-
terested in. The operatBOUNT can be used for patterns and returns a list of
all nodeswith the number(i.e. count)of found patterninstancesat eachone.
The operatorSUM, MAX andMIN maybeused for complete patteroifor an
attributeof a singleevent. Whenusedfor patternstheseoperatorseturnthe
sum, the maximuror theminimum numberof detected pattern instanqesy
node, respectivelyWhen usedor an eventattribute the sumor the extreme
value (maximum/minimum) fora certain attributevalue overall instancess
returned.

The nodes section isused toassignanidentifier to each node that is later
usedn thepattern definition. Additionally, one can impasstriction®neach
nodeto havethe agent®nly consideralimited setof actual hosts.
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SELECT COUNT FROM host_1 range (10.1.17.0, 10.1.17.255)
# return the number of pattern instances for each host which is on the
# 10.1.17.* subnet (i.e. has anP between 10.1.17.0 and 10.1.17.255

Theconditions section specifies the pattern. It consists of a list of event sets,
onefor eachnodethat appearsn the nodesection. Theeventsetis a list of
identifiers,eachdescribingan event. In orderto be ableto specifystatistics
operation®n eventattributespne camassign identifier¢i.e. alabel)to each
of them. Two predefinedabelscalledsend andre ceiveareusedto identify
thesend andeceiveevents, respectively, for linking evesats (seS&ection3).

Eacheventcan optionally be defined moreoreciselyby constrainton the
event'sattributevalues.Theseattributevalues camerelatedto constanvalues
or to variablesby standardoperatorg=, !=, <, >, >= and<= with their
usualsemantic meaningyr bya range or anin operator aslefinedbelow.

x range(zo,z1) @ o <z < 1)
X in{zo, Z1,...,zn) ¢ 3 0 <i < n)andx =z;

A variableis definedthefirst timeit is used. Onemustassigna value(bind
an attributevalue)to eachdefinedvariableexactly oncewnhile it may be used
arbitrarily oftenasaright valuein constraint definitionsThe scopef variables
is globalandits type is inheritedrom the defining attribute.

With theseexplanationsye may introducethe syntax(in BNF) of thecon
ditionssection(all identifiers represent strings).

conditions  : {event s+

event set : node-identifier '’ {everi '}’

event : [connection] event-identifier *[* {constraint ?;?* }*x *]°
constraint : assignment | [label] relation

assignment : ’'$'variable-identifier *=? (attribute-id | constant )
relation : attribute-id  operator ['('] {value ’,’ }* value [*)’)]
value : constant | '$'variable-identifier

operator 10 ] > | ig=? | >=? | =2 | 1=’ | QN | range
connection  : 'send(’target-id’):’ | ’receive(’source-id’):’

label : label-identifier’:’

The following example shows a classical telnet chain pattern that describes ¢
connection from Nodko port 23 at Node2 and from thergotwt23 at Node 3.
Node3describes theoot nodeset(i.e. hasno outgoingsendevent).

TelnetChain:

Notel { send(node2): tcp-connect [J }

Node2 { receive(nodel): tcp-accept [ port = 23; ]
send(node3). tcp-connect [| }
Node3{ receive(node2): tcp.accept [ port = 23; ] }
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4, Pattern Detection

Usually, patternsare discoveredoy gatheringeventdatafrom distributed
nodes ama central host wherpattern matchinglgorithmsdistill the desired
information.Our approacttiffersfrom theusualsetugoy detecting patterns
afully distributedway using mobile agents Mobile agentsoamthe network
to searchor suspicious events starta moredetailed investigationVhenan
agent spots thmarkof apossible intrusiorit decidesvhich datato carrywith
it onits next hop and whichlaceto visit next.

Theadvantagesf sucha patterndetection scheme basea thefact,thatno
central entityis neededor datacorrelation. Thisincreases the fault tolerance
androbustnessf the systemyhichisespecially importarior securityrelevant
systems.Whenthe host wherea centralizedIDS performs its correlation is
takenout of action(e.g. by a DoS attack)the detectionrmechanisnis actually
blinded. Whenanattack renders sonhestsin the networlunavailable, agents
canstill searcltheremaining onefor signsof intrusions.Evenwhen arattacker
takes ovenfew hostsandmanages to modifthe agenplatformin away that
it deliverswrong data(simply bringing it down is suspiciousyy itself), only
intrusionswhere partof the patternoccur atthe compromisedhostsarenot
detectable@ny more. Theremaining system can still detect security violations.

Our approaclalsoimprovesthe scalabilityof the system becausewhosts
on the network won'tautomaticallycauseadditionaltraffic to asingleexisting
servermachine. Whiletraditional approaches like hierarchical installations
and redundanserversallow to procesamnore traffic tham singlemachinea
distributedapproaclis stilldesirable Wethink thatwe canexploitthe localityof
networkaccessedMost connectionsn largecompaniesrebetween machines
of the same department (like referentemternalweb serverr file shares)
while connectiondetweerdepartmentarerare. Thisallows agentto lookfor
patterngn small areasndthen moveon. In asystemwith acentralroot node,
all traffic would needo beforwarded (evewith prefilteringandreduction over
severahierarchiesjo it.

Thedetectionis donein the following way. An agentis startecby the user
interfacewith a given pattern(representing security violation) thait hasto
look for. It starts itdaskby contacting the directorgerviceto obtaina list of
all hostswith aninstalled agent platform thatatchthe constraintgivenin the
pattern’sFROM clause.Thesenodesarethenvisitedin arbitraryorder.

When aragent arrives athost,it looksfor events thatulfill the constraints
givenfor theroot nodeof the patterrit is currently investigatingln the case
of thetelnetchainintroduced above, the agembuld haveto look for accepted
TCP connections giort 23 (seeStepl of Figure2). Theresultof this process
areanumberof events (representing different instancethe pattern)which
satisfy the root hodeonstraint.
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Figure 2. PatterrDetection

Whennoeventsarefound,theagenimmediatelycontinuesdtsjourney. Oth-
erwise all receiveeventsareidentified. In the telnetchaincaseonly receive
events exisbut morecomplexpatterns are possible. For the distribudetec-
tion algorithm,areceive even important becauseestablishearelationship
between nodewhich is usedto selecta promisingnext placewherean agent
shouldlook further. For each receivevent,a helperagentis spawnedvhich
follows thelink to the hostwith the corresponding send eveiseeStep2 of
Figure2). By usingthe send even{determinedby the receive evenof the
nodethe agentvas comingfrom) it looks for eventsvhich fulfill the current
part of the pattern.In the caseof our telnet chairexample, thegent already
knowsthat the sendventto Node3 exists(as itis comingfrom there)andnow
searchefor anotheraccepted CPconnectiorat port 23 (from Node 1).

Whenthelocal evenset containgeceive evenisself,theprocess recursively
repeatdy havingthe agent spawning helper agearidwaitingfor their return
(seeStep3 of Figure2). Whenthe helper agents returthey report their
findings (i.e. patterninstancespack tothe agent waiting ahe originating
node(helper agentsnly moveoverasinglehop). Whenpatterninstancesire
returned,the waiting agent processdkem (e.g. matchvariables omperform
statistical evaluatiorandeventually continuesWhen allhelper agentbave
returneda pattern mighbe detectedy the agent waitingt theroot node as all
informationis available(seeStep4 of Figure?2).

Usually,only asmallamounbf datahas tdetransferre@sit isnotnecessary
to transportall pattern instances themsehseg merelytime stamps or single
attributevalues whicthavebeenassignedo variables.

Variablesaretreatedin the followingway. When a variable has already
been boundo a value,it is straightforwardo usethis valuedirectly for the
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attribute’sconstraint. This is thecasewhen a valueis assignedo a variable
at anode whichis closerto theroot of the connectiomgraph tharthe node,
whereit is used. On the other handyhena constraint depends a variable
which hasnot beenresolvedyet, one has to temporargnore that constraint.
First, all actual bindingsf the variablehaveto be determinedand arethen
matchedagainst the instances where tlagiable hasot beenassigned yet.
This allowsto filter out patterninstancesvhich do not satisfy thepreviously
ignoredconstraint. Notice that thimay cause agents transferunnecessary
patterninstancesout the runtime complexityis still linear with regardto the
numberof send/receivevents.

Insteadof havinga single agenvisit all nodessequentiallythe taskcould
beparallelized easilpy partitioning thesetof interesting hosts€Eachpartition
is visited by adedicated agenthich all haveto agreeon a destination node,
wherethey meet antherge theiresults.

We haveinstalleda first prototypeversionat our department’s network as
universitiesaretraditionally favorite targetsf hackers Wearecurrentlyableto
detectaboutahundred locakventgby lookingfor well knownattacksignatures
and network connectionsjand a dozendistributed patterns.Theresults are
promising asa coupleof incidentshavealreadybeendetected. The network
overheadf the traveling agents is negligibendthe processing overheatl
eachnodeis reasonablyjlow.

5. Security

Mobile code introducea numberof security issues that our desilgas to
deal with. Especiallywhen building systems for security sensitive applica-
tions (like ourintrusion detectiosystem)it is importaninot to introducenew
vulnerabilitiesby the security monitoringool itself. The security threatso
mobile agentsareclassifiedby four categoriesnamelyagentto-agentagent-
to-platform, platform-teagentandother-toagent.

» Agent-to-agent threats describethe seofattackswhereone agenex-
ploits the vulnerabilitiesf another agenin Spartaagentsonly locally
communicatevith helperagentshey havepreviously spawned.As ar-
bitrary interagent communication is prohibited, possible vulnerabilities
cannotbe exploitedandagentto-agentattackscanbe prevented.

8 Agent-to-platform threats describe attackg/hereanagent performs ma
licious activities against its environméne. platform). To preventhese
kind of attacksthe runtime permissior® agents are rigorously restric-
ted. They arenot allowedto access resources directly. Instead, agents
gaininformationby queryingthe data storaggmponent.

s Platform-to-agent threats describe situationsyherethe platform com-
promiseshe agent’s securityl-his soriof threatss extremely difficultto
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defendagainstvhenagentsieedunrestrictednovementaroundthe net
work (JansemandKarygiannis, 1999ndSpartdnasno speciamechan-
ismsto defendagainssuchattacks.In contrasto acentral server system,
we still have the advantage that eifensingle nodé compromised, all
patternswvhich do not touchthis hostare stilldetectable.

m Other-to-agent attacksnvolve threats against agents performed by ex-
ternal entitieswhile they arein transit over the network (e.g. eaves
droppingor tampering).Spartausesan asymmetric (public/privateey
pair) cryptosystento secureagentswhen theyaretransferrecbverthe
network. Theagent code is signheuhd carbe authenticated befoieis
executedIn orderto managéhe asymmetric cryptosysteaR?ublickey
InfrastructurgPKI) is provided.

6. Related Work

The idea otorrelatingeventswhich occur atdifferentplacesin a network
and toformalize patternt describesuchcorrelationss not new. TheComplex
EventProcessownhich is developedat StanfordJniversity is capableof cor-
relating causallyandtemporally relate@vents.lt baseon the theoryof partial
orderedmultisets(Pratt, 1986)and is usedor intrusion detection (Perrochon
etal.,2000)and networkmanagemenfPerrochon eal., 1999). Patterns are
described usinthe Rapide Pattern Langug@sAPIDE, 1997).Thedifference
betweenour approaclandtheir work is the fact,that we usemobile agentso
perform thepattern detectiom adistributed fashiomithout anycentralserver.
In contrasto that,they collect datdrom differentclient sitesandprocesst at
aserver.Rapidehasclearlyinfluencedour work as their systeras wellasours
try to correlate generieventsandtargetabroadspectrunof applications.

State-ofthe-artID systemdike EMERALD (PorrasandNeumann, 1997),
NStat(Kemmerer, 1990 AAFID (Balasubramaniyagtal., 1998)can gather
andrelate datérom different sourcedn contrasto our distributed desigthey
havea hierarchical architectureheresensors locateat differenthostscollect
dataand sendit to a central entitywhereeventsarerelated. Unlike Rapide
and our design,they completely focuson intrusion detection evengsd are
not applicabldo different domainsThesamas true fornetwork management
softwarge.g. HP OpenView(Sheers1996)).

Commercial intrusion detection systdikeNetworkFlight Recorder (NFR,
2001)or RealSecurgRealSecur001) perforntheir analysi®n packetievel
by monitoringnetwork traffic. This allowsonly simplecorrelationput their
output carbe usedasour basicevents.

IDA (Asakeet al.,1999usesmobile agentso traceapossible attackdyack
to its origin, while Micael (deQueiroz etl., 1999) pursuea moreambitious
aimwhereeach system component is realizedrasbileagent.Unfortunately,
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only a highlevel system desigmasbeenpresentedThepossible advantages
mobile agent intrusion detection systems are summarime@@ansen edl.,
1999)nd(Kriigel and Toth2001).

7. Conclusion

Relating distributed evengddeducing knowledge from different hosts is
especially importantin theeld of network managemeandintrusiondetection.
We present a solution, where mobile agents perforntasieof correlating
datain afully decentralizednanner. Irorder to prevent a tremendous increase
in networktraffic, the expressivenessf our pattern description languabed
to be slightly restrictedThisallows an efficient detection algorithm aathult
tolerant and scalable system design.

References

AsakaM., TaguchiA., andGoto,S.(1999) Theimplementatiorof ida: An intrusiondetection
agentsystemlin Proceedings of the 11th FIRST Conference.

Balasubramaniyan, 3., GarciaFernandez, XO., Isacoff, D., Spafford, E., and Zamboni, D.
(1998).An architecturdor intrusion detection using autonomous agents4th IEEE Com-
puter Security Applications Conference.

de Queiroz, J. D., da Costa Carmo, L. F. R., and Pirm¢z9R9).Micael: Anautonomousmobile
agent systerto protect new generation networked applicatidm8nd Annual Workshop on
Recent Advances in Intrusion Detection.

Jansen, W. and Karygianni, (1999).Mobile agents and security. Special Pa®0-19, NIST.

Jansen. W., Mell, P., Karygiannis. and MarfRs(1999).Applying mobile agentso intrusion
detectionandresponselnterim Report(IR) 6416.NIST.

KemmererR. A. (1997).A modetbased realime network intrusion detection system. Technical
report, Computer Scien@ep.,Universityof California Santa Barbar&lovember.

Krtigel, C. and TothT. (2001). Applying mobile agent technology to intrusion detection.
ICSE Workshop on Software Engineering and Mobility.

NFR (2001)Network Flight Recorderhttp://www.nfr.net/.

Perrochon. L., Jang;.,and Luckham, D. Q2000).Enlisting event patterrfer cyber battlefield
awarenessin ARPA Information Survivability Conference and Exposition (DISCEX'00).
Perrochon, L., Kasrie5.,and LuckhamD. C. (1999).Managing event processing networks.

Technical Repor€SL-TR-99-877,Stanford Computer Systems Laboratory.

Porras, PA. and Neumann. RG. (1997).Emerald: Event monitoring enabling responses to
anomaloudive disturbancesin Proceedings of the 20th NiSSecurity Conference.

Pratt, V.(1986).Modelling concurrency with partial ordefar. Journal of Parallel Programming,
15(1):33-71.

RAPIDE (1997) Rapide 1.0 Pattern Language Reference. StanfordUniversity.

RealSecur¢2001).Realsecurehttp://www.iss.net/customer_care/resource_center/product_lit/.

SheersK. R.(1996).HP OpenViewEventcorrelation.Hewlett-Packard Journal.

StanifordChen,S.,CheungS..Crawford, R., DilgerM., Frank,J.,Hoagland,).,Levitt, K., Wee,
C.,Yip, R., and ZerkleD. (1996).Grids- agraph based intrusion detection sysfemlarge
networks. InProceedings of the 20th National Information Systems Security Conference,
volumel, pages361-370.



PART TWO

Invited Papers



This page intentionally left blank.



SHELL’S TRUST DOMAIN
INFRASTRUCTURE SECURITY
CERTIFICATION

Linking security management to business objectives

Pietervan Dijken
Shell Services International
Piet.P.vanDijken@IS.shell.com

Abstract  Shell companiesworldwide completedin 2000 a security programme,
covering certification of their IT infrastructure againstsubset oflISO
17799andrelatedISO standardon certificationand audit. Objective
was to provide the Shell Groupwith a secure environmento do ("e”)
businessin, i.e. sharingof knowledge,enablingsupportfor global ap-
plications and supporting virtualteamworking. The schemes now up
andrunningin morethan160 countriesand240 Shellcompanies.n this
presentation will describebackground consideratioms the Schemes
an exampleof business linkednformation securitymanagement! will
go as well into practicalissuesregardingroll-out andimplementationof
a global schemdike this. | will concludewith outlook for the Scheme,
planned activitiesandissues.

Pieter van Dijken (51, Dutch) manages the global information secur
ity consultancyteamin Shell ServicesInternational. This team
operatesfrom locationsaroundthe world in supportof the in-
formation securityrequirementsf the Royal Dutch/ShellGroup
of companiesHis team facilitatedvery recentlya strategic,world
wide security certificationprogramme called Trust Domain. Ob
jective of this programmeaeis to establisha commonsetof informa
tion securitystandardsindcontrolsfor IT infrastructurehrough
out the Shell Group, basedon a subsetof the BS 7799 standard.
Benefits of having sucha common set are numerous,e.g. facit
itate information sharingacrossthe Shell Groupwithout making
Shell companiewulnerableto unauthorisedaccessihaving lower
cost and more capabilitiesthrough the use of standardsecurity
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protocols and tools and finally by avoiding unnecessargecurity
controls between Shell companies.

Pieterjoined Sheliin 1988andhasbeeninvolvedin numerousn-
ternationalpolicy and standardisatiogffortswith regardto trust
and confidence inlT since. He was directly responsiblefor the
translationof BS 7799 in Dutch, took part or chaireda host of
related initiatives (e.g. the Dutch BS 7799 certification Scheme
and many others). Pieter hasdegrees in businesaw and police
administrationand publishedon criminal justice implications of
IT. He lives in the Netherlandswith his wive andthreechildren.
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