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Preface

Regarding This Book

I decided to write this book for several reasons. First, it is the culmination of 18 years of
professional experience in the information technology (IT) field and my desire to learn more
about the subject. It is also the result of research performed during my graduate studies. Most
of all, however, this book is the result of teaching a network security class. For a number of
years, | have taught a class aptly titled the "Fundamentals of Network Security Management."
Most of my students are professionals employed in the IT or telecommunications fields who
are attending school on a part-time basis. Some are involved in the technical side of
operations, while others are more involved with the business and marketing side.

When I first started teaching the class I searched for a text that covered the topics that were
pertinent to my students and that could be applied in their daily jobs. Since the course was an
introductory level class, I wanted the book to cover the fundamentals of network security.
Many good books covering computer or network security are available. However, most focus
on a specific operating system. I needed a book to provide practical information that my



students could apply on their jobs, rather than one focusing solely on UNIX security or NT
security. No single book did so in a useful and easily understood format.

As aresult, I began developing this book. In the process, I have tried to cover principles and
concepts that are applicable to all operating systems. Whenever possible, I have also tried to
provide useful examples of the practical application of those principles and concepts.

Network and computer security is critical to the financial health of every organization. If you
have any doubt about that statement just read your local newspaper. Every day there is a new
network security incident reported. One recent report stated that in 2000, hacking and viruses
will cost companies approximately $1.6 trillion worldwide. That is a staggering amount of
money with a direct effect on companies' return on investment or assets. The figure is made
even more incredible by the fact that businesses and universities still do not treat the issue of
computer security as a core business competency. In general, businesses spend money on
computer and network security only when they have to. The fact that students can graduate
from most computer science or IT programs without ever taking a single class in network,
computer, or information security is evidence of a lack of understanding on the part of most
universities of the critical role of security.

Intended Audience

This book is not a hacker's guide, nor is it intended for the experienced computer security
professional. I don't claim to be a computer security "expert." Then again, I don't believe that
many who claim that distinction are as expert as they maintain. This book is intended for
those who are just beginning their journey of discovery in the area of computer and network
security. It is a starting point from which one can build a foundation of knowledge.

This book, which focuses on security from a management perspective, addresses principles
and methods in a real-world context. Specific topics covered include company security
reviews; policy development; risk analysis; threats, vulnerabilities, and countermeasures;
electronic commerce (e-commerce); encryption; and ciphers.

Contents

Chapter 1 reviews the importance of network security and presents some relevant background
and history. It also introduces some basic terminology that is used throughout the book to
define network, information, and computer security.

Chapter 2 focuses on threats, vulnerabilities, and various types of attacks and hacks. It also
identifies useful sources of information on network and computer hacking.

Chapter 3 discusses encryption and its practical application. In addition, it details the various
types of ciphers and their application. Chapter 3 also introduces digital signatures, digital
certificates, and the concept of a public key infrastructure.

Chapter 4, an overview of the Kerberos security scheme, illustrates the basic technique that
Kerberos employs to provide network security. It also compares the Kerberos scheme to a
public key infrastructure.



Chapter 5 introduces the secure sockets layer (SSL) protocol and illustrates how some of the
cipher systems introduced in Chapter 3 are employed with Microsoft Internet Explorer and
Netscape Navigator. Next, Chapter 6 discusses security issues associated with sending,
receiving, authenticating, and storing e-mail. Furthermore, Chapter 6 reviews the various
secure e-mail protocols and different applications of encryption with e-mail and discusses the
concept of e-mail as a weapon.

Chapter 7 covers general operating system security guidelines and introduces concepts that
are common or applicable to most operating systems, including password guidelines and
access controls. In addition, it reviews some of the techniques used to break passwords and
ways to counter these techniques. Chapter 7 also reviews issues associated with modems and
introduces some useful tools that can be employed to make a system more secure.

Chapter 8 covers general LAN security guidelines and introduces the concepts of policy-
based network management, honeypot systems, segmentation of LAN traffic, and security
issues associated with the use of dynamic host configuration protocol (DHCP). Chapter 9
introduces security issues associated with the various physical media that can be employed for
a LAN installation. It also discusses security issues to consider when installing cable and
when selecting WAN circuits, media, and protocols. In addition, Chapter 9 describes frame
relay, xDSL, wireless local area network (LAN) and wide area network (WAN) media, and
different types of circuits.

Chapter 10 examines router security issues and introduces the Cisco Internetworking
Operating System. It also discusses the simple network management protocol (SNMP) and
some of the risks that are inherent in using this protocol.

Chapter 11 explains the functioning of virtual private networks (VPNs) and the considerations
that must be addressed before implementing a VPN. Chapter 11 also surveys the various
protocols now in use and presents an example of a low-cost VPN implementation.

Chapter 12 introduces the concept of a firewall and explains how it functions. In addition, it
discusses the pros and cons of firewalls and the various types of firewalls and their
implementation. It also discusses some of the freeware firewalls and personal firewalls that
are available to download.

Chapter 13 covers the benefits and drawbacks of biometric identification and authentication
systems. In addition, it discusses the different biometric techniques employed and issues that
must be considered before deploying a biometric system.

Chapter 14 provides a detailed discussion of the development, format, content,
implementation, and enforcement of corporate network security policies and procedures.
Chapter 14 also provides some general recommendations for policies and procedures.

Chapter 15 focuses on the role that network and system auditing and monitoring plays in a
multitiered approach to network security. In addition, it discusses traditional audits,
automated auditing tools, and developments in the area of intrusion detection systems.

Chapter 16 discusses the need for organizations to develop adequate plans to respond to a
disaster or computer security incident. In addition, it describes disaster recovery planning and



presents a case study. Chapter 16 also covers computer incident response planning and
provides some general guidelines. It also lists sources of information for response planning.

Chapter 17 identifies specific risks associated with browser cookie and cache files. In
addition, it discusses the risks associated with Internet Explorer's AutoComplete function.

Chapter 1: Basic Security Concepts

Overview

It seems that every other day there is a story in the newspapers about a computer network
being compromised by hackers. In fact, not too long ago the Department of Defense (DOD)
was the victim of a successful hacker raid; hackers were able to penetrate DOD computers
during a two-week period before they were detected. Fortunately, the computers contained
only non-classified personnel and payroll information, so national security was not threatened.

More recently, Yahoo, Amazon.com, eBay, and some other popular World Wide Web
(WWW) sites were targets of what appears to have been a coordinated "denial-of-service"
attack. During a three- or four-day period, the sites were overwhelmed with massive
bombardments of false traffic from multiple sites. As a result, the sites were shut down for
hours at a time. These attacks illustrate how pervasive the threat from outside hackers has
become.

At the same time, every organization that uses computers faces the threat of hacking from
individuals within the organization. Employees or former employees with malicious intent or
who want to obtain information such as employee salaries or view other employee's files are
also a threat to an organization's computers and networks.

Computerworld recently ran a story about a programmer employee of a company who
allegedly launched a denial-of-service attack against his own company, a provider of on-line
stock trading services. Apparently, this programmer was in negotiations with the company for
more compensation.

He became frustrated with the progress of the negotiations and decided to demonstrate to the
company its vulnerability by launching an attack on its systems from the Internet. He was
intimately familiar with the company's systems and software, and his inside knowledge
enabled him to hit the firm in a manner that shut it down. In fact, the attack disrupted stock
trading services at the company for three days. The U.S. Secret Service was eventually
employed, and the attack was traced to the employee, who was subsequently arrested.

Every organization should monitor its systems for possible unauthorized intrusion and other
attacks. This needs to be part of the daily routine of every organization's IT unit, as it is
essential to safeguarding a company's information assets.

The most reliable way to ensure the safety of a company's computers is to refrain from putting
them on a network and to keep them behind locked doors. Unfortunately, however, that is not
a very practical solution. Today, computers are most useful if they are networked together to
share information and resources, and companies that put their computers on a network need to
take some simple precautions to reduce the risk of unauthorized access.



Every year, corporations, governments, and other organizations spend billions of dollars on
expenditures related to network security. The rate at which these organizations are expending
funds seems to be increasing. However, when companies need to find areas in which they can
decrease spending, budget items such as security and business resumption planning have
historically been some of the first to be cut.

Why Is Computer and Network Security Important?

It may seem absurd to ask the question. "Why is computer and network security important?"
but it is crucial for organizations to define why they want to achieve computer security to
determine how they will achieve it. It is also a useful tool to employ when seeking senior
management's authorization for security-related expenditures. Computer and network security
is important for the following reasons.

e To protect company assets: One of the primary goals of computer and network
security is the protection of company assets. By "assets," I do not mean the hardware
and software that constitute the company's computers and networks. The assets are
comprised of the "information" that is housed on a company's computers and
networks. Information is a vital organizational asset. Network and computer security is
concerned, above all else, with the protection, integrity, and availability of
information. Information can be defined as data that is organized and accessible in a
coherent and meaningful manner.

o To gain a competitive advantage: Developing and maintaining effective security
measures can provide an organization with a competitive advantage over its
competition. Network security is particularly important in the arena of Internet
financial services and e-commerce. It can mean the difference between wide
acceptance of a service and a mediocre customer response. For example, how many
people do you know who would use a bank's Internet banking system if they knew that
the system had been successfully hacked in the past? Not many. They would go to the
competition for their Internet banking services.

o To comply with regulatory requirements and fiduciary responsibilities: Corporate
officers of every company have a responsibility to ensure the safety and soundness of
the organization. Part of that responsibility includes ensuring the continuing operation
of the organization. Accordingly, organizations that rely on computers for their
continuing operation must develop policies and procedures that address organizational
security requirements. Such policies and procedures are necessary not only to protect
company assets but also to protect the organization from liability. For-profit
organizations must also protect shareholders' investments and maximize return. In
addition, many organizations are subject to governmental regulation, which often
stipulates requirements for the safety and security of an organization. For example,
most financial institutions are subject to federal regulation. Failure to comply with
federal guidelines can result in the seizure of a financial institution by federal
regulators. In some cases, corporate officers who have not properly performed their
regulatory and fiduciary responsibilities are personally liable for any losses incurred
by the financial institution that employs them.

e To keep your job: Finally, to secure one's position within an organization and to
ensure future career prospects, it is important to put into place measures that protect
organizational assets. Security should be part of every network or systems
administrator's job. Failure to perform adequately can result in termination.
Termination should not be the automatic result of a security failure, but if, after a



thorough postmortem, it is determined that the failure was the result of inadequate
policies and procedures or failure to comply with existing procedures, then
management needs to step in and make some changes.

One thing to keep in mind is that network security costs money: It costs money to hire, train,
and retain personnel; to buy hardware and software to secure an organization's networks; and
to pay for the increased overhead and degraded network and system performance that results
from firewalls, filters, and intrusion detection systems (IDSs). As a result, network security is
not cheap. However, it is probably cheaper than the costs associated with having an
organization's network compromised.

Background

While I am always wary of statistics used by various organizations to quantify or measure
information security incidents, it is useful to review some recently reported numbers. In 1999,
a survey conducted jointly by the American Society for Industrial Security and
Pricewaterhouse-Coopers (ASIS/PWC) reported that Fortune 1000 companies lost more than
$45 billion from theft of "proprietary information." The ASIS/PWC survey of Fortune 1000
companies received 97 responses. Also of interest, the survey reported the following:

o Forty-five percent of the respondents said that they had suffered a financial loss as a
result of information loss, theft, or misappropriation.

e On average, the responding companies reported 2.45 incidents with an estimated cost
of $500,000 per incident.

e The number of reported incidents per month had increased over the last 17 months.

An annual survey conducted jointly by the FBI and the Computer Security Institute (CSI) also
yielded some interesting numbers. The FBI/CSI survey received 521 responses from
individuals in the computer security field. Almost across the board, the numbers were up for
the various types of incidents:

o Thirty percent of the respondents reported an intrusion from an outside source.

o Fifty-five percent of the respondents reported an unauthorized intrusion by a source
inside the organization.

o Of those respondents that reported a loss, the average loss from the theft of proprietary
information increased from $1,677,000 in 1998 to $1,847,652 in 1999.

e The average loss from financial fraud rose from $388,000 in 1998 to over $1,400,000
in 1999.

o The total financial losses due to computer-related crime for the 521 respondents
amounted to more than $120 million.

It is interesting to note that most computer-related crimes are not reported. If you take the
numbers being reported in these surveys and extrapolate them to account for all organizations,
the potential number of incidents and associated financial loss is mind-boggling. Some
estimates claim that as many as 90% of computer-related crimes are neither reported to the
legal authorities nor prosecuted. Companies may leave themselves open to lawsuits, ridicule,
and loss of customer confidence by admitting a computer-related loss.



I have seen estimates from various sources for the annual financial loss related to computer
crime ranging from $5 billion to $45 billion. It seems clear that the annual cost related to
computer crime is substantial and that it is growing every year.

History

The need for network security is a relatively new requirement. Prior to the 1980s most
computers were not networked. It was not due to lack of desire to network them; it was more
a result of the lack of technology. Most systems were mainframes or midrange systems that
were centrally controlled and administered. Users interfaced with the mainframe through
"dumb" terminals. The terminals had limited capabilities. Terminals actually required a
physical connection on a dedicated port. The ports were often serial connections that utilized
the RS-232 protocol. It usually required one port for one terminal. IBM, Digital Equipment,
and other computer manufacturers developed variations on this architecture by utilizing
terminal servers, but the basic concept was the same. There was nothing equivalent to what
we experience today where hundreds if not thousands of connections can reach a system on a
single network circuit.

In the 1980s, the combination of the development of the personal computer (PC), the
development of network protocol standards, the decrease in the cost of hardware, and the
development of new applications made networking a much more accepted practice. As a
result, LANs, WANSs, and distributed computing experienced tremendous growth during that
period.

When first deployed, LANs were relatively secure-mainly because they were physically
isolated. They were not usually connected to WAN:S, so their standalone nature protected the
network resources.

WANS actually preceded LANs and had been around for some time, but they were usually
centrally controlled and accessible by only a few individuals in most organizations. WANs
utilizing direct or dedicated privately owned or leased circuits were relatively secure because
access to circuits was limited. To connect two locations (points A and B) usually required a
point-to-point (A-B) circuit. If you wanted to connect a third location (point C) to both A and
B, it required two more circuits (A-B, A-C, B-C). Figure 1.1 illustrates this concept.

Figure 1.1: Point-to-point WAN.

Development of packet-switched protocols such as X.25 and Transmission Control
Protocol/Internet Protocol (TCP/IP) reduced the cost to deploy WANSs, thus making them
more attractive to implement. These protocols allowed many systems to share circuits. Many



people or organizations could be interconnected over the shared network. It was no longer
necessary to connect systems in a point-to-point configuration. Vulnerabilities were
introduced with the deployment of this distributed environment utilizing shared, packet-
switched networks employing protocols such as TCP/IP and the concept of trusted systems.
Systems on the network "trusted" each other. This situation was frequently made worse by
connecting relatively secure LANs to an unsecured WAN. Figure 1.2 illustrates the concept
behind the packet-switched network. Basically, an organization's network connections enter
into the cloud of the packet-switched network. Other organizations share the cloud, and on the
packet-switched network one company's packets are intermixed with another organization's
packets.

Figure 1.2: Packet-switched WAN.

In this distributed environment the emphasis was on providing ease of access and
connectivity. Security was an afterthought, if it was considered at all. As a result, many
systems were wide open and vulnerable to threats that previously had not existed.

The Internet is the largest and best known of this type of network. The Internet utilizes
TCP/IP and was primarily designed to connect computers regardless of their operating
systems in an easy and efficient manner. Security was not part of the early design of TCP/IP,
and there have been a number of widely publicized attacks that have exploited inherent
weaknesses in its design. One well-known event was the Internet Worm that brought the
Internet to its knees back in 1986. Today, security has to be more important than ease of
access.

The Security Trinity

The three legs of the "security trinity," prevention, detection, and response, comprise the basis
for network security. The security trinity should be the foundation for all security policies and
measures that an organization develops and deploys. See Figure 1.3.



Prevention
Figure 1.3: The security trinity.

Prevention

The foundation of the security trinity is prevention. To provide some level of security, it is
necessary to implement measures to prevent the exploitation of vulnerabilities. In developing
network security schemes, organizations should emphasize preventative measures over
detection and response: It is easier, more efficient, and much more cost-effective to prevent a
security breach than to detect or respond to one. Remember that it is impossible to devise a
security scheme that will prevent all vulnerabilities from being exploited, but companies
should ensure that their preventative measures are strong enough to discourage potential
criminals-so they go to an easier target.

Detection

Once preventative measures are implemented, procedures need to be put in place to detect
potential problems or security breaches, in the event preventative measures fail. As later
chapters show, it is very important that problems be detected immediately. The sooner a
problem is detected the easier it is to correct and cleanup.

Response

Organizations need to develop a plan that identifies the appropriate response to a security
breach. The plan should be in writing and should identify who is responsible for what actions
and the varying responses and levels of escalation.

Before beginning a meaningful discussion on computer and network security, we need to
define what it entails. First, network security is not a technical problem; it is a business and
people problem. The technology is the easy part. The difficult part is developing a security
plan that fits the organization's business operation and getting people to comply with the plan.
Next, companies need to answer some fundamental questions, including the following.

e How do you define network security?
e How do you determine what is an adequate level of security?

To answer these questions, it is necessary to determine what you are trying to protect.



Information Security

Network security is concerned, above all else, with the security of company information
assets. We often lose sight of the fact that it is the information and our ability to access that
information that we are really trying to protect-and not the computers and networks. I have a
simple definition for information security:

Information security = confidentiality + integrity + availability + authentication

There can be no information security without confidentiality; this ensures that unauthorized
users do not intercept, copy, or replicate information. At the same time, integrity is necessary
so that organizations have enough confidence in the accuracy of the information to act upon
it. Moreover, information security requires organizations to be able to retrieve data; security
measures are worthless if organizations cannot gain access to the vital information they need
to operate when they need it. Finally, information is not secure without authentication-
determining whether the end user is authorized to have access.

Among the many elements of information security are ensuring adequate physical security;
hiring proper personnel; developing, and adhering to, procedures and policies; strengthening
and monitoring networks and systems; and developing secure applications. It is important to
remember that information security is not just about protecting assets from outside hackers.
The majority of the time threats are internal to an organization: "We have found the enemy
and it is us."

Information security is also about procedures and policies that protect information from
accidents, incompetence, and natural disasters. Such policies and procedures need to address
the following:

e Backups, configuration controls, and media controls;
o Disaster recovery and contingency planning;
o Data integrity.

It is also important to remember that network security is not absolute. All security is relative.
Network security should be thought of as a spectrum that runs from very unsecure to very
secure. The level of security for a system or network is dependent on where it lands along that
spectrum relative to other systems. It is either more secure or less secure than other systems
relative to that point. There is no such thing as an absolutely secure network or system.

Network security is a balancing act that requires the deployment of "proportionate defenses."
The defenses that are deployed or implemented should be proportionate to the threat.
Organizations determine what is appropriate in several ways, described as follows.

o Balancing the cost of security against the value of the assets they are protecting;
o Balancing the probable against the possible;
o Balancing business needs against security needs.

Organizations must determine how much it would cost to have each system or network
compromised-in other words, how much it would cost in dollars to lose information or access
to the system or to experience information theft. By assigning a dollar value to the cost of
having a system or network compromised, organizations can determine the upper limit they



should be willing to pay to protect their systems. For many organizations this exercise is not
necessary, because the systems are the lifeblood of the business. Without them, there is no
organization.

Organizations also need to balance the cost of security against the cost of a security breech.
Generally, as the investment in security increases, the expected losses should decrease.
Companies should invest no more in security than the value of the assets they are protecting.
This is where cost benefit analysis comes into play.

Moreover, organizations must balance possible threats against probable threats: As it is
impossible to defend against every possible type of attack, it is necessary to determine what
types of threats or attacks have the greatest probability of occurring and then protect against
them. For example, it is possible that an organization could be subjected to van Eck
monitoring™ or a high-energy radio frequency (HERF) attack, but the probability is low.

It is also important to balance business needs with the need for security, assessing the
operational impact of implementing security measures. Security measures and procedures that
interfere with the operation of an organization are of little value. Those types of measures are
usually ignored or circumvented by company personnel, so they tend to create, rather than
plug, security holes. Whenever possible, security measures should complement the
operational and business needs of an organization.

Wyan Eck monitoring is the monitoring of the activity of a computer or other electronic
equipment by detecting low levels of electromagnetic emissions from the device. It is named
after Dr. Wim van Eck who published on the topic in 1985.

[2JA HERF gun is a device that can disrupt the normal operation of digital equipment such as
computers and navigational equipment by directing HERF emissions at them.

Risk Assessment

The concept of risk assessment is crucial to developing proportionate defenses. To perform a
risk analysis, organizations need to understand possible threats and vulnerabilities. Risk is the
probability that a vulnerability will be exploited. The basic steps for risk assessment are listed
as follows:

Identifying and prioritizing assets;
Identifying vulnerabilities;

Identifying threats and their probabilities;
Identifying countermeasures;

Developing a cost benefit analysis;
Developing security policies and procedures.

S

To identify and prioritize information assets and to develop a cost benefit analysis, it is
helpful to ask a few simple questions such as the following.

e What do you want to safeguard?
e Why do you want to safeguard it?
e What is its value?

e What are the threats?



e What are the risks?

e What are the consequences of its loss?

e What are the various scenarios?

e What will the loss of the information or system cost?

Prioritize assets and systems by assigning a dollar value to the asset. The dollar value can be
the replacement cost, the cost to not have the asset available or the cost to the organization to
have the asset, such as proprietary information, obtained by a competitor. It is also necessary
to include more obscure costs, such as loss of customer confidence. Weed out the probable
threats from the possible. Determine what threats are most likely, and develop measures to
protect against those threats.

Security Models

There are three basic approaches used to develop a network security model. Usually,
organizations employ some combination of the three approaches to achieve security. The
three approaches are security by obscurity, the perimeter defense model, and the defense in
depth model.

Security by Obscurity

Security by obscurity relies on stealth for protection. The concept behind this model is that if
no one knows that a network or system is there, then it won't be subject to attack. The basic
hope is that hiding a network or at least not advertising its existence will serve as sufficient
security. The problem with this approach is that it never works in the long term, and once
detected, a network is completely vulnerable.

The Perimeter Defense

The perimeter defense model is analogous to a castle surrounded by a moat. When using this
model in network security, organizations harden or strengthen perimeter systems and border
routers, or an organization might "hide" its network behind a firewall that separates the
protected network from an untrusted network. Not much is done to secure the other systems
on the network. The assumption is that perimeter defenses are sufficient to stop any intruders
so that the internal systems will be secure.

There are several flaws in this concept: First, this model does nothing to protect internal
systems from an inside attack. As we have discussed, the majority of attacks on company
networks are launched from someone internal to the organization. Second, the perimeter
defense almost always fails eventually. Once it does, the internal systems are left wide open to
attack.

The Defense in Depth

The most robust approach to use is the defense in depth model. The defense in depth approach
strives for security by hardening and monitoring each system; each system is an island that
defends itself. Extra measures are still taken on the perimeter systems, but the security of the
internal network does not rest solely on the perimeter systems. This approach is more difficult
to achieve and requires that all systems and network administrators do their part. With this
model, however, the internal network is much less likely to be compromised if a system



administrator on the network makes a mistake like putting an unsecured modem on the
system. With the defense in depth approach, the system with the modem may be
compromised, but other systems on the network will be able to defend themselves. The other
systems on the network should also be able to detect any attempted hacks from the
compromised system. This approach also provides much more protection against an internal
intruder. The activities of the internal intruder are much more likely to be detected.

Basic Terminology
Threats

A threat is anything that can disrupt the operation, functioning, integrity, or availability of a
network or system. There are different categories of threats. There are natural threats,
occurrences such as floods, earthquakes, and storms. There are also unintentional threats that
are the result of accidents and stupidity. Finally, there are intentional threats that are the result
of malicious indent. Each type of threat can be deadly to a network.

Vulnerabilities

A vulnerability is an inherent weakness in the design, configuration, or implementation of a
network or system that renders it susceptible to a threat. Most vulnerabilities can usually be
traced back to one of three sources:

1. Poor design: Hardware and software systems that contain design flaws that can be
exploited. In essence, the systems are created with security holes. An example of this
type of vulnerability would be the "sendmail" flaws in early versions of Unix. The
sendmail flaws allowed hackers to gain privileged "root" access to Unix systems.
These flaws were exploited on numerous occasions.

2. Poor implementation: Systems that are incorrectly configured, and therefore
vulnerable to attack. This type of vulnerability usually results from inexperience,
insufficient training, or sloppy work. An example of this type of vulnerability would
be a system that does not have restricted-access privileges on critical executable files,
thereby allowing these files to be altered by unauthorized users.

3. Poor management: Inadequate procedures and insufficient checks and balances.
Security measures cannot operate in a vacuum; they need to be documented and
monitored. Even something as simple as the daily backup of a system needs to be
verified. There also needs to be delineation of responsibility for some functions and
dual custody for others. In this manner, an organization can ensure that procedures are
being followed and that no one person has total control of a system.

While there are only three sources of vulnerabilities, they can manifest themselves in many
ways.

Physical Vulnerabilities

Canavan's first rule of security is to physically safeguard systems and networks. Are your
systems, communications equipment, and media located in a secure facility? Central hosts and
servers should be kept in secure rooms that can only be entered by authorized personnel.
Routers and communications equipment should also be kept in secure locations with restricted



access. In addition, critical removable media, such as backups, should be stored in a secure
area to which only authorized personnel have access.

As part of this process, organizations need to take into consideration the physical and natural
environment in which they operate. They should consider the probability of earthquakes, fires,
floods, and other "acts of God" and plan accordingly. Proper planning of physical facilities
can mitigate many of the effects of natural disasters. For instance, organizations in an
earthquake zone need to bolt their equipment to the building's structure so that they don't
bounce off the walls or out of the windows during a big quake. Organizations located in flood
plains shouldn't place their computer rooms in their buildings' basements. It's really nothing
more than common sense.

Hardware and Software

Design flaws in hardware or software can render systems vulnerable to attack or affect the
availability of systems. For example, the sendmail flaw in earlier versions of UNIX enabled
hackers to gain privileged access to systems.

Media Vulnerabilities

Disks, tapes, and other media can be stolen, lost, or damaged. Information can be copied and
removed from an organization's facilities without detection. Accordingly, companies need to
ensure the safety of all media that contains or stores vital information assets.

Transmission and Emanation Vulnerabilities-Interception of Information

Signal emissions from electrical equipment can be remotely intercepted and monitored using
sophisticated devices in a process sometimes referred to as van Eck monitoring. Organizations
also need to be concerned about the interception of most forms of communication
Communication is the sharing of information on a medium. As such, it is inherently
vulnerable to interception, monitoring, forgery, alteration, and interruption. Every medium
used for transmission of information can be "tapped." Network "sniffers" or packet sniffers
are common hacker tools that can read traffic as it passes on a network-although backhoes
probably do more damage than hackers do when it comes to the interruption of
communication.

Human Vulnerabilities

Human stupidity, carelessness, laziness, greed, and anger represent the greatest threats to
networks and systems and will do more damage than the rest of the others comb